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Article 3

This Decision shall enter into force on the date of its publication in the Official Journal of the European Union.

Done at Luxembourg, 15 October 2012.

For the Council
The President
C. ASHTON
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A. Person

ANNEX

I. Heading | in Annex Il to Decision 2010/413/CFSP shall be replaced by the following:

"Persons and entities involved in nuclear or ballistic missile activities and persons and entities providing support to
the Government of Iran."

Il. The persons and entities listed below shall be added to the list set out in Annex Il to Decision 2010/413/CFSP.

Name

Identifying information

Reasons

Date of listing

Majid NAMIOO

Born on 5 January 1963 in
Tehran, Iran

Minister of Energy. Member of the
Supreme National Security
Council, which formulates Iran's
nuclear policy.

16.10.2012

B. Entities

Name

Identifying information

Reasons

Date of listing

Ministry of Energy | Palestine Avenue North, next to | Responsible for policy in the 16.10.2012

Zarathustra Avenue 81, energy sector, which provides a

substantial source of revenue for

tel. 9-8901081. the Iranian Government.
Ministry of Taleghani  Avenue, next to | Responsible for policy in the oil 16.10.2012
Petroleum Hafez Bridge, sector, which provides a

substantial source of revenue for

tel. 6214-6153751 the Iranian Government.
National Iranian NIOC HQ, National Iranian Oil | State-owned and operated entity 16.10.2012
Oil Company Company Hafez Crossing, providing financial resources to
(NIOC) Taleghani Avenue Tehran - | the Government of Iran. The

Iran/First Central Building, Minister of Oil is Director of the

Taleghan St., Tehran, Iran, NIOC Board and the Deputy

Postal Code: 1593657919 Minister of Oil is the Managing

P.O. Box 1863 and 2501 Director of NIOC.
National Iranian 7 Temasek Boulevard #07-02, | Subsidiary of the National Iranian 16.10.2012
Oil Company Suntec Tower One 038987, Oil Company (NIOC).
(NIOC) PTE LTD Singapore;

Registration 1D 199004388C

Singapore
National Iranian NIOC House, Subsidiary of the National Iranian 16.10.2012
Oil Company 4 Victoria Street, Oil Company (NIOC).
(NIOC) London
International SW1H ONE,
Affairs Limited United Kingdom; UK

Company Number 02772297

(United Kingdom)
Iran Fuel No. 23 East Daneshvar St. Subsidiary (100 %) of the National 16.10.2012

Conservation
Organization
(IFCO)

North Shiraz St.
Molasadra St.
Vanak Sq.
Tehran

Iran

Tel.: (+98) 2188604760-6

Iranian Oil Company (NIOC).
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Name

Identifying information

Reasons

Date of listing

7. | Karoon Oil & Gas | Karoon Industrial Zone Subsidiary (100 %) of the National 16.10.2012
Production Ahwaz Iranian Oil Company (NIOC).
Company Khouzestan
Iran
Tel.: (+98) 6114446464
8. | Petroleum No. 61 Shahid Kalantari St. Subsidiary (100 %) of the National 16.10.2012
Engineering & Sepahbod Qarani Ave. Iranian Oil Company (NIOC).
Develop-ment Tehran
Company Iran
(PEDEC) Tel.: (+98) 2188898650-60
9. | North Drilling No. 8 35th St. Subsidiary (100 %) of the National 16.10.2012
Company Alvand St. Iranian Oil Company (NIOC).
(NDC) Argentine Sq.
Tehran
Iran
Tel.: (+98) 2188785083-8
10. | Khazar Expl & No. 19 11th St Subsidiary (100 %) of the National 16.10.2012
Prod Co Khaled Eslamboli St. Iranian Oil Company (NIOC).
(KEPCO) Tehran
Iran
Tel.: (+98) 2188722430
11. | National Iranian Airport Sg. Subsidiary (100 %) of the National 16.10.2012
Drilling Company | Pasdaran Blvd. Iranian Oil Company (NIOC).
(NIDC) Ahwaz
Khouzestan
Iran
Tel.: (+98) 6114440151
12. | South Zagros Oil & | Parvaneh St. Subsidiary (100 %) of the National 16.10.2012
Gas Production Karimkhan Zand Blvd. Iranian Oil Company (NIOC).
Company Shiraz
Iran
Tel.: (+98) 7112138204
13. | Maroun Oil & Gas | Ahwaz-Mahshahr Rd. Subsidiary (100 %) of the National 16.10.2012
Company (Km 12) Iranian Oil Company (NIOC).
Ahwaz
Iran
Tel.: (+98) 6114434073
14. | Masjed-soleyman Masjed Soleyman Subsidiary (100 %) of the National 16.10.2012
Oil & Gas Khouzestan Iranian Oil Company (NIOC).
Company Iran
(MOGC) Tel.: (+98) 68152228001
15. | Gachsaran Oil & Gachsaran Subsidiary (100 %) of the National 16.10.2012
Gas Company Kohkiluye-va-Boyer Iranian Oil Company (NIOC).
Ahmad
Iran

Tel.: (+98) 7422222581
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Name

Identifying information

Reasons

Date of listing

16. | Aghajari Oil & Gas | Naft Blvd. Subsidiary (100 %) of the National 16.10.2012
Production Omidieh Iranian Oil Company (NIOC).
Company Khouzestan
(AOGPC) Iran
Tel.: (+98) 611914701
17. | Arvandan Oil & Khamenei Ave. Subsidiary (100 %) of the National 16.10.2012
Gas Company Khoramshar Iranian Oil Company (NIOC).
(AOGC) Iran
Tel.: (+98) 6324214021
18. | West Oil & Gas No. 42 Zan Blvd. Subsidiary (100 %) of the National 16.10.2012
Production Naft Sq. Iranian Oil Company (NIOC).
Company Kermanshah
Iran
Tel.: (+98) 8318370072
19. | East Oil & Gas No. 18 Payam 6 St. Subsidiary (100 %) of the National 16.10.2012
Production Payam Ave. Iranian Oil Company (NIOC).
Company Sheshsad Dastgah
(EOGPC) Mashhad
Iran
Tel.: (+98) 5117633011
20. | Iranian Oil No. 17 Beyhaghi St. Subsidiary (100 %) of the National 16.10.2012
Terminals Argentine Sq. Iranian Oil Company (NIOC).
Company Tehran
(10TC) Iran
Tel.: (+98) 2188732221
21. | Pars Special Pars Special Economic Energy | Subsidiary (100 %) of the National 16.10.2012
Economic Energy Zone Org. Iranian Oil Company (NIOC).
Zone Assaluyeh
(PSEEZ) Boushehr
Iran
Tel.: (+98) 7727376330
22. | Iran Liquefied No. 20, Alvand St, Argentina Sq, | Subsidiary of National Iranian Oil 16.10.2012
Natural Gas Co. Tehran, 1514938111 Company (NIOC).
IRAN
Tel: +9821 888 77 0 11
Fax: +9821 888 77 0 25
info@iranlng.ir
23. | Naftiran Intertrade | Tel.: (+41) 213106565 Subsidiary (100 %) of the National 16.10.2012
Company 0G 1 Iranian Oil Company (NIOC).
(a.k.a. Naftiran International House
Trade Company) The Parade
(NICO) St. Helier JE3QQ
Jersey, UK
24. | Naftiran Intertrade | Sarl Ave. Subsidiary (100 %) of the Naftiran 16.10.2012
Company Srl De la Tour-Haldimand 6 Intertrade Company Ltd.
1009 Pully
Schweiz
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Name

Identifying information

Reasons

Date of listing

25.

Petroiran
Development
Company (PEDCO)
Ltd

(a.k.a. Petrolran;
ak.a. "PEDCO")

National Iranian Oil Company -
PEDCO,

P.O. Box 2965,

Al Bathaa Tower,

9th Floor, Apt. 905, Al Buhaira
Corniche, Sharjah,

United Arab Emirates;

P.O. Box 15875-6731,
Tehran,

Iran; 41,

1st Floor, International House,
The Parade,

St. Helier JE2 3QQ,

Jersey;

No. 22, 7th Lane,
Khalid Eslamboli Street,
Shahid Beheshti Avenue,
Tehran,

Iran;

No. 102, Next to Shahid Amir
Soheil Tabrizian Alley,

Shahid Dastgerdi (Ex Zafar)
Street,

Shariati Street,

Tehran 19199/45111,

Iran;

Kish Harbour,

Bazargan Ferdos Warehouses,
Kish Island,

Iran;

Registration ID 67493 (Jersey)

Subsidiary of Naftiran Intertrade
Company Ltd.

16.10.2012

26.

Petropars Ltd.
(a.k.a. Petropasr
Limited; a.k.a.
"ppL")

Calle La Guairita, Centro Profe
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Name

Identifying information

Reasons

Date of listing

28. | Petropars UK 47 Queen Anne Street, Subsidiary of Petropars Ltd. 16.10.2012
Limited London W1G 9IG,
United Kingdom; UK
Company Number 03503060
(United Kingdom);
all offices worldwide
29. | National Iranian (1) National Iranian Gas | State-owned and operated entity 16.10.2012
Gas Company Company Building, that provides financial resources to
(NIGC) South Aban Street, the Government of Iran. The
Karimkhan Boulevard, Minister of Oil is Chairman of
Tehran, NIGC's Board and the Deputy Oil
Iran Minister is Managing Director and
Vice Chairman of NIGC.
(2) P.O. Box 15875,
Tehran,
Iran
() NIGC Main Bldg.
South Aban St.
Karimkhan Ave.,
Tehran 1598753113,
Iran
30. | National Iranian 4 Varsho Street, State-owned and operated entity 16.10.2012
Oil Refining and Tehran 1598666611, that provides financial support to
Distribution P.O. Box 15815/3499 the Government of Iran. The
Company Tehran Minister of Oil is Chairman of
(NIORDC) NIORDC's Board.
31. | National Iranian 35 East Shahid Atefi Street, Effectively controlled by the 16.10.2012
Tanker Company Africa Ave., 19177 Government of Iran. Provides
(NITC) Tehran, financial support to the
P.O. Box: 19395-4833, Government of Iran through its
shareholders which maintain ties
Tel: +98 21 2.3801‘ ) with the Government.
Email: info@nitc-tankers.com;
all offices worldwide
32. | Trade Capital Bank | 220035 Belarus Subsidiary (99 %) of Tejarat Bank. 16.10.2012
Timiriazeva str. 65A
Tel: +375 (17) 3121012
Fax +375 (17) 3121008
e-mail: info@tcbank.by
33. | Bank of Industry No. 2817 Firouzeh Tower | State owned company which 16.10.2012
and Mine (above park way junction) provides financial support to the
Valiaar St. Government of Iran.
Tehran
Tel. 021-22029859
Fax: 021-22260272-5
34. | Cooperative Bozorgmehr St. State owned company which 16.10.2012
Development Bank | Vali-e Asr Ave provides financial support to the
(ak.a Tose'e Tehran Government of Iran.

Ta'avon Bank)

Tel: +(9821) 66419974 /
66418184

Fax: (+9821) 66419974
e-mail: info@sandoghtavon.gov.ir
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IIl. The entry for the entity set out in Annex Il to Decision 2010/413/CFSP listed below shall be replaced by the

following:
B. Entities

Name Identifying information Reasons Date of listing
Central Bank of Iran Postal Address: Mirdamad Blvd., Involvement in  activities to 23.1.2012
(a.k.a. Central Bank of | NO. 144, circumvent  sanctions.  Provides
the Islamic Republic of | Tehran, financial support  to  the
Iran) Islamic Republic of Iran Government of Iran.

P.O. Box: 15875 / 7177
Switchboard: +98 21 299 51
Cable Address: MARKAZBANK
Telex: 216 219-22 MZBK IR
SWIFT

Address: BMJIIRTH

Web Site: http://www.cbi.ir
E-mail: G.SecDept@chi.ir

IV. The persons and entities listed below shall be deleted from the list set out in Annex Il to Decision 2010/413/CFSP.
1. Mohammad MOKHBER

. Hassan BAHADORI

. Dr. Peyman Noori BROJERDI

Dr. Mohammad JAHROMI

. Mahmoud Reza KHAVARI

. Dr M H MOHEBIAN

. Bahman VALIKI

. Pouya Control

. Boustead Shipping Agencies Sdn Bhd

=
o

. OTS Steinweg Agency.
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Notes:

1. For further information, journalists are invited to contact Mr. Rick McDonell, Executive Secretary,
FATF (email: contact@fatf-gafi.orqg).

2. The FATF is an inter-governmental body whose purpose is the development and promotion of
policies, both at national and international levels, to combat money laundering and terrorist
financing. The FATF Secretariat is housed at the OECD.

3. The thirty-four members of the FATF are: Argentina; Australia; Austria; Belgium; Brazil; Canada;
China; Denmark; the European Commission; Finland; France; Germany; Greece; the Gulf Co-
operation Council; Hong Kong, China; Iceland; Ireland; Italy; Japan; Luxembourg; Mexico; the
Kingdom of the Netherlands; New Zealand; Norway; Portugal; the Russian Federation;
Singapore; South Africa; Spain; Sweden; Switzerland; Turkey; the United Kingdom; and the
United States.

4. India and the Republic of Korea are observer countries. The Asia Pacific Group on money
laundering (APG)", the Grupo de Accion Financiera de Sudamérica (GAFISUD)?, the Middle East
and North Africa Financial Action Task Force (MENAFATF)® and the Council of Europe
Committee of Experts on the Evaluation of Anti-Money Laundering Measures (MONEYVAL)* are
Associate Members.

5. The global network that is committed to combating money laundering and terrorist financing also
includes four other regional bodies: the Caribbean Financial Action Task Force (CFATF)®, the
Eastern and South African Anti Money Laundering Group (ESAAMLG)®, the Eurasian Group on
combating money laundering and financing of terrorism (EAG)’ and the Groupe Inter-
gouvernemental d’Action contre le Blanchiment en Afrique (GIABA)®. The Offshore Group of
Banking Supervisors (OGBS)® is a part of this network as well.

Y www.apgml.org

2 www.gafisud.org

®  www menafatf.org

4 www.coe.int/moneyval

5 www.cfatf.org

®  www.esaamlg.org

7 Www.eurasianqroup.orq

2 www.giaba-westafrica.org

www.ogbs.net
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FATF«GAFI

Financial Action Task Force ¢ Groupe d’action financiere

FATF Statement

25 February 2009

IRAN

The FATF welcomes Iran’s initial engagement with the international community on money
laundering. However, the FATF remains concerned by Iran’s failure to meaningfully address the
ongoing and substantial deficiencies in its anti-money laundering and combating the financing of
terrorism (AML/CFT) regime. The FATF remains particularly concerned about Iran’s failure to
address the risk of terrorist financing and the serious threat this poses to the integrity of the
international financial system. The FATF urges Iran to immediately and meaningfully address its
AML/CFT deficiencies, in particular by criminalising terrorist financing and effectively
implementing suspicious transaction reporting (STR) requirements.

The FATF reaffirms its call on members and urges all jurisdictions to advise their financial
institutions to give special attention to business relationships and transactions with Iran,
including Iranian companies and financial institutions. In addition to enhanced scrutiny, the FATF
further calls on its members and urges all jurisdictions to apply effective counter-measures to
protect their financial sectors from money laundering and financing of terrorism (ML/FT) risks
emanating from Iran. Jurisdictions should also protect against correspondent relationships being
used to bypass or evade counter-measures and risk mitigation practices, and take into account
ML/FT risks when considering requests by lIranian financial institutions to open branches and
subsidiaries in their jurisdiction.

The FATF remains prepared to engage directly in assisting Iran to address its AML/CFT
deficiencies, including through the FATF Secretariat.

UZBEKISTAN

The FATF welcomes the process undertaken by Uzbekistan to adopt comprehensive AML/CFT
measures within a specific timeframe. Nevertheless, given that concrete measures to address
the identified deficiencies have not yet been implemented, the FATF reiterates its statement of
16 October 2008, calling on its members and urging all jurisdictions to strengthen preventive
measures to protect their financial sectors from the ML/FT risk emanating from Uzbekistan.
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TURKMENISTAN

Despite a prolonged dialogue with the FATF and other international institutions, Turkmenistan
has not yet made progress in adopting AML legislation. Financial institutions should remain
aware that the lack of an AML/CFT regime in Turkmenistan constitutes an ML/FT vulnerability in
the international financial system and should take appropriate measures to address this risk.
Turkmenistan is urged to adopt without further delay a comprehensive AML/CFT regime that
meets international AML/CFT standards. Turkmenistan is encouraged to continue to work
closely with the Eurasian Group and the International Monetary Fund to achieve this.

PAKISTAN

The FATF reaffirms its public statement of 28 February 2008 regarding the ML/FT risks posed by
Pakistan. The FATF welcomes the process underway in Pakistan to improve its AML/CFT regime.
The FATF encourages Pakistan to continue to fully co-operate with the World Bank and the Asia
Pacific Group on Money Laundering (APG) on its mutual evaluation process.

SAO TOME AND PRINCIPE

The FATF welcomes Sdo Tomé and Principe’s recent steps toward addressing identified AML
deficiencies, in particular, through the adoption of an AML law in November 2008. The FATF
urges S3o Tomé and Principe to address the remaining AML/CFT deficiencies, particularly
relating to terrorist financing.
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Notes:

1. For further information, journalists are invited to contact Helen Fisher, OECD Media
Relations, (Tel: +33 1 45 24 80 97 or helen.fisher@oecd.org) or the FATF Secretariat, 2, rue
André-Pascal, 75775 Paris Cedex 16 (tel: +33 1 45 24 90 90, fax: +33 1 44 30 61 37, email:
contact@fatf-gafi.org).

2. The FATF is an inter-governmental body whose purpose is the development and promotion
of policies, both at national and international levels, to combat money laundering and
terrorist financing. The FATF Secretariat is housed at the OECD.

3. The thirty-four members of the FATF are: Argentina; Australia; Austria; Belgium; Brazil;
Canada; China; Denmark; the European Commission; Finland; France; Germany; Greece; the
Gulf Co-operation Council; Hong Kong, China; Iceland; Ireland; Italy; Japan; Luxembourg;
Mexico; the Kingdom of the Netherlands; New Zealand; Norway; Portugal; the Russian
Federation; Singapore; South Africa; Spain; Sweden; Switzerland; Turkey; the United
Kingdom; and the United States.

4. India and the Republic of Korea are observer countries. The Asia Pacific Group on Money
Laundering (APG)', the Caribbean Financial Action Task Force (CFATF)? the Grupo de Accién
Financiera de Sudamérica (GAFISUD)?, the Middle East and North Africa Financial Action Task
Force (MENAFATF)* and the Council of Europe Committee of Experts on the Evaluation of
Anti-Money Laundering Measures and the Financing of Terrorism (MONEYVAL)5 are
Associate Members.

5. The global network that is committed to combating money laundering and terrorist
financing also includes three other regional bodies: the Eastern and South African Anti
Money Laundering Group (ESAAMLG)®, the Eurasian Group on Combating Money Laundering
and Financing of Terrorism (EAG)” and the Groupe Inter-gouvernemental d’Action Contre le
Blanchiment en Afrique (GIABA)®. The Offshore Group of Banking Supervisors (OGBS)° is a
part of this network as well.

www.apgml.org
www.cfatf.org
www.gafisud.org
www.menafatf.org
www.coe.int/moneyval
www.esaamlg.org
WWww.eurasiangroup.org
www.giaba.org
www.ogbs.net
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12/14/2016 Fact Sheet: Designation of Iranian Entities and Individuals for Proliferation Activities and Support for Terrorism

U.S. DEPARTMENT OF THE TREASURY

Press Center

Fact Sheet: Designation of Iranian Entities and Individuals for Proliferation Activities and Support for Terrorism

10/25/2007
To view or printthe PDF content on this page, download the free Adobe® Acrobat® Reader®.

hp-644

The U.S. Government is taking several major actions today to counter Iran's bid for nuclear capabilities and support for terrorism by exposing Iranian banks,
companies and individuals that have been involved in these dangerous activities and by cutting them off from the U.S. financial system.

Today, the Department of State designated under Executive Order 13382 two key Iranian entities of proliferation concern: the Islamic Revolutionary Guard
Corps (IRGC; aka Iranian Revolutionary Guard Corps) and the Ministry of Defense and Armed Forces Logistics (MODAFL). Additionally, the Department of the
Treasury designated for proliferation activities under E.O. 13382 nine IRGC-affiliated entities and five IRGC-affiliated individuals as derivatives of the IRGC,
Iran's state-owned Banks Melli and Mellat, and three individuals affiliated with Iran's Aerospace Industries Organization (AlO).

The Treasury Department also designated the IRGC-Qods Force (IRGC-QF) under E.O. 13224 for providing material support to the Taliban and other terrorist
organizations, and Iran's state-owned Bank Saderat as a terrorist financier.

Elements of the RGC and MODAFL were listed in the Annexes to UN Security Council Resolutions 1737 and 1747. All UN Member States are required to
freeze the assets of entities and individuals listed in the Annexes of those resolutions, as well as assets of entities owned or controlled by them, and to prevent
funds or economic resources from being made available to them.

The Financial Action Task Force, the world's premier standard-setting body for countering terrorist financing and money laundering, recently highlighted the
threat posed by Iran to the international financial system. FATF called on its members to advise institutions dealing with Iran to seriously weigh the risks
resulting from Iran’'s failure to comply with international standards. Last week, the Treasury Departmentissued a warning to U.S. banks setting forth the risks
posed by Iran. (For the text of the Treasury Department statement see: http://www.fincen gov/guidance_fi_increasing_mit_iranian.pdf.) Today's actions are
consistent with this warning, and provide additional information to help financial institutions protect themselves from deceptive financial practices by Iranian
entities and individuals engaged in or supporting proliferation and terrorism.

Effect of Today's Actions

As a result of our actions today, all transactions involving any of the designees and any U.S. person will be prohibited and any assets the designees may have
under U.S. jurisdiction will be frozen. Noting the UN Security Council's grave concern over Iran's nuclear and ballistic missile program activities, the United
States also encourages all jurisdictions to take similar actions to ensure full and effective implementation of UN Security Council Resolutions 1737 and 1747.

Today's designations also notify the international private sector of the dangers of doing business with three of Iran's largest banks, as well as the many IRGC-
affiliated companies that pervade several basic Iranian industries.

Proliferation Finance — Executive Order 13382 Designations

E.O. 13382, signed by the President on June 29, 2005, is an authority aimed at freezing the assets of proliferators of weapons of mass destruction and their
supporters, and at isolating them from the U.S. financial and commercial systems. Designations under the Order prohibit all transactions between the designees
and any U.S. person, and freeze any assets the designees may have under U.S. jurisdiction.

The Islamic Revolutionary Guard Corps (RGC): Considered the military vanguard of Iran, the Islamic Revolutionary Guard Corps (IRGC; aka Iranian
Revolutionary Guard Corps) is composed of five branches (Ground Forces, Air Force, Navy, Basij militia, and Qods Force special operations) in addition to a
counterintelligence directorate and representatives of the Supreme Leader. It runs prisons, and has numerous economic interests involving defense production,
construction, and the oil industry. Several of the RGC's leaders have been sanctioned under UN Security Council Resolution 1747.

The RGC has been outspoken about its willingness to proliferate ballistic missiles capable of carrying WMD. The IRGC's ballistic missile inventory includes
missiles, which could be modified to deliver WMD. The IRGC is one of the primary regime organizations tied to developing and testing the Shahab-3. The RGC
attempted, as recently as 2006, to procure sophisticated and costly equipment that could be used to support Iran's ballistic missile and nuclear programs.

Ministry of Defense and Armed Forces Logistics (MODAFL): The Ministry of Defense and Armed Forces Logistics (MODAFL) controls the Defense Industries
Organization, an Iranian entity identified in the Annex to UN Security Council Resolution 1737 and designated by the United States under E.O. 13382 on March
30, 2007. MODAFL also was sanctioned, pursuant to the Arms Export Control Act and the Export Administration Act, in November 2000 for its involvement in
missile technology proliferation activities.

MODAFL has ultimate authority over Iran's Aerospace Industries Organization (AlO), which was designated under E.O. 13382 on June 28, 2005. The AlO is the
Iranian organization responsible for ballistic missile research, development and production activities and organizations, including the Shahid Hemmat
Industries Group (SHIG) and the Shahid Bakeri Industries Group (SBIG), which were both listed under UN Security Council Resolution 1737 and designated
under E.O. 13382. The head of MODAFL has publicly indicated Iran's willingness to continue to work on ballistic missiles. Defense Minister Brigadier General
Mostafa Mohammad Najjar said that one of MODAFL's major projects is the manufacturing of Shahab-3 missiles and that it will not be halted. MODAFL
representatives have acted as facilitators for Iranian assistance to an E.O. 13382- designated entity and, over the past two years, have brokered a number of
transactions involving materials and technologies with ballistic missile applications.

Bank Melli_its branches and subsidiaries: Bank Melli is Iran's largest bank. Bank Melli provides banking services to entities involved in Iran's nuclear and
ballistic missile programs, including entities listed by the U.N. for their involvement in those programs. This includes handling transactions in recent months for
Bank Sepah, Defense Industries Organization, and Shahid Hemmat Industrial Group. Following the designation of Bank Sepah under UNSCR 1747, Bank Melli
took precautions not to identify Sepah in transactions. Through its role as a financial conduit, Bank Melli has facilitated numerous purchases of sensitive
materials for Iran's nuclear and missile programs. In doing so, Bank Melli has provided a range of financial services on behalf of Iran's nuclear and missile
industries, including opening letters of credit and maintaining accounts.

Bank Melli also provides banking services to the IRGC and the Qods Force. Entities owned or controlled by the IRGC or the Qods Force use Bank Melli for a
variety of financial services. From 2002 to 2006, Bank Melli was used to send at least $100 million to the Qods Force. When handling financial transactions on
behalf of the IRGC, Bank Melli has employed deceptive banking practices to obscure its involvement from the international banking system. For example, Bank
Melli has requested that its name be removed from financial transactions.

Bank Mellat, its branches, and subsidiaries: Bank Mellat provides banking services in support of Iran's nuclear entities, namely the Atomic Energy Organization
of Iran (AEOI) and Novin Energy Company. Both AEOI and Novin Energy have been designated by the United States under E.O. 13382 and by the UN Security
Council under UNSCRs 1737 and 1747. Bank Mellat services and maintains AEOI accounts, mainly through AEOI's financial conduit, Novin Energy. Bank
Mellat has facilitated the movement of millions of dollars for Iran's nuclear program since at least 2003. Transfers from Bank Mellat to Iranian nuclear-related
companies have occurred as recently as this year.
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RGC-owned or -controlled companies: Treasury is designating the companies listed below under E.O. 13382 on the basis of their relationship to the IRGC.
These entities are owned or controlled by the RGC and its leaders. The IRGC has significant political and economic power in Iran, with ties to companies
controlling billions of dollars in business and construction and a growing presence in Iran's financial and commercial sectors. Through its companies, the RGC
isinvolved in a diverse array of activities, including petroleum production and major construction projects across the country. In 2006, Khatam al-Anbiya
secured deals worth atleast $7 billion in the oil, gas, and transportation sectors, among others.

e Khatam al-Anbya Construction Headquarters
o Oriental Oil Kish

e Ghorb Nooh

e Sahel Consultant Engineering

e Ghorb-e Karbala

e Sepasad Engineering Co

e Omran Sahel

e Hara Company

e Gharargahe Sazandegi Ghaem

RGC Individuals: Treasury is designating the individuals below under E.O 13382 on the basis of their relationship to the RGC. One of the five is listed on the
Annex of UNSCR 1737 and the other four are listed on the Annex of UNSCR 1747 as key IRGC individuals.

e General Hosein Salimi, Commander of the Air Force, IRGC

o Brigadier General Morteza Rezaie, Deputy Commander of the IRGC

e Vice Admiral Ali Akhbar Ahmadian, Most recently former Chief of the IRGC Joint Staff

e Brigadier Gen. Mohammad Hejazi, Most recently former Commander of Bassij resistance force
o Brigadier General Qasem Soleimani, Commander of the Qods Force

Other Individuals involved in Iran's ballistic missile programs: E.O. 13382 derivative proliferation designation by Treasury of each of the individuals listed below
for their relationship to the Aerospace Industries Organization, an entity previously designated under E.O. 13382. Each individual is listed on the Annex of
UNSCR 1737 for being involved in Iran's ballistic missile program.

« Ahmad Vahid Dastjerdi, Head of the Aerospace Industry Organization (AlO)
e Reza-Gholi Esmaeli, Head of Trade & International Affairs Dept., AIO
e Bahmanyar Morteza Bahmanyar, Head of Finance & Budget Department, AIO

Support for Terrorism -- Executive Order 13224 Designations

E.O. 13224 is an authority aimed at freezing the assets of terrorists and their supporters, and at isolating them from the U.S. financial and commercial systems.
Designations under the E.O. prohibit all transactions between the designees and any U.S. person, and freeze any assets the designees may have under U.S.
jurisdiction.

RGC-Qods Force (RGC-QF): The Qods Force, a branch of the Islamic Revolutionary Guard Corps ( RGC; aka Iranian Revolutionary Guard Corps), provides
material support to the Taliban, Lebanese Hizballah, Hamas, Palestinian Islamic Jihad, and the Popular Front for the Liberation of Palestine-General Command
(PFLP-GC).

The Qods Force is the Iranian regime's primary instrument for providing lethal support to the Taliban. The Qods Force provides weapons and financial support
to the Taliban to support anti-U.S. and anti-Coalition activity in Afghanistan. Since at least 2006, Iran has arranged frequent shipments of small arms and
associated ammunition, rocket propelled grenades, mortar rounds, 107mm rockets, plastic explosives, and probably man-portable defense systems to the
Taliban. This support contravenes Chapter VII UN Security Council obligations. UN Security Council resolution 1267 established sanctions against the Taliban
and UN Security Council resolutions 1333 and 1735 imposed arms embargoes against the Taliban. Through Qods Force material support to the Taliban, we
believe Iran is seeking to inflict casualties on U.S. and NATO forces.

The Qods Force has had a long history of supporting Hizballah's military, paramilitary, and terrorist activities, providing it with guidance, funding, weapons,
intelligence, and logistical support. The Qods Force operates training camps for Hizballah in Lebanon's Bekaa Valley and has reportedly trained more than
3,000 Hizballah fighters at RGC training facilities in Iran. The Qods Force provides roughly $100 to $200 million in funding a year to Hizballah and has assisted
Hizballah in rearming in violation of UN Security Council Resolution 1701.

In addition, the Qods Force provides lethal support in the form of weapons, training, funding, and guidance to select groups of Iragi Shi‘a militants who target
and kill Coalition and Iraqi forces and innocent Iraqi civilians.

Bank Saderat its branches and subsidiaries: Bank Saderat, which has approximately 3200 branch offices, has been used by the Government of Iran to
channel funds to terrorist organizations, including Hizballah and EU-designated terrorist groups Hamas, PFLP-GC, and Palestinian Islamic Jihad. For example,
from 2001 to 2006, Bank Saderat transferred $50 million from the Central Bank of Iran through its subsidiary in London to its branch in Beirut for the benefit of
Hizballah fronts in Lebanon that support acts of violence. Hizballah has used Bank Saderat to send money to other terrorist organizations, including millions of
dollars on occasion, to support the activities of Hamas. As of early 2005, Hamas had substantial assets deposited in Bank Saderat, and, in the past year, Bank
Saderat has transferred several million dollars to Hamas.

REPORTS

e Treasury and State Department Iran Designations Identifier
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On October 16, the Financial Action Task Force (FATF), which has members representing 32 jurisdictions and is the world's premier standard-setting body for
anti-money laundering and counter-terrorist financing (AML/CFT), warned for the fourth time about the risks posed to the international financial system by
continuing deficiencies in Iran's AML/CFT regime. The FATF called for all countries to strengthen preventive measures to protect their financial systems from
this risk. Additionally, the UN Security Council called upon all states in March 2008 to exercise vigilance over the activities of financial institutions in their
territories with all Iranian banks.

Consistent with these multilateral calls for action, the Treasury Department is revoking the "U-turn" general license today to protect U.S. financial institutions
individually, and the U.S.financial system as a whole, from the significant terrorist financing and proliferation risks posed by Iran. This regulatory action will
close the last general entry point for Iran to the U.S. financial system.

Iran’s access to the international financial system enables the Iranian regime to facilitate its support for terrorism and proliferation. The Iranian regime disguises
its involvement in these illicit activities through the use of a wide array of deceptive techniques, specifically designed to avoid suspicion and evade detection by
responsible financial institutions and companies. Iran also is finding ways to adapt to existing sanctions, including by turning to non-designated Iranian banks
to handle illicit transactions.

The Treasury Department is taking a range of measures, including today's action, to counter these deceptive activities. The Treasury Department encourages
all jurisdictions to adopt robust preventive measures consistent with the FATF warnings and relevant UN Security Council Resolutions (UNSCRs).

Iran Misuses the International Financial System to Support Terrorism

Iran is the world's most active state sponsor of terror. The support provided by the regime to terrorist groups includes financing that is routed through the
international financial system, especially through Iranian state-owned banks.

. Iran's Support to Terror. The Department of State designated Iran as a state sponsor of international terrorism in 1984, and Iran remains the most active
of the listed state sponsors of terrorism, routinely providing substantial resources and guidance to multiple terrorist organizations. For example, Hamas,
Hizballah, and the Palestinian Islamic Jihad (P1J) maintain representative offices in Tehran to help coordinate Iranian financing and training of these groups.

. Iran's IRGC and IRGC-Qods Force Support Terrorist Groups. Elements of Iran's Islamic Revolutionary Guard Corps ( RGC) have been directly
involved in the planning and support of terrorist acts throughout the world, including in the Middle East, Europe and Central Asia, and Latin America. The
RGC-Qods Force, which has been designated under Executive Order 13224 for providing material support to the Taliban and other terrorist groups, is the
Iranian regime's primary mechanism for cultivating and supporting terrorist and militant groups abroad. Qods Force-supported groups include: Lebanese
Hizballah; Palestinian terrorists; certain Iragi Shi‘a militant groups; and Islamic militants in Afghanistan and elsewhere. The Qods Force is especially active in
the Levant, providing Lebanese Hizballah with funding, weapons and training. thas a long history of supporting Hizballah's military, paramilitary and terrorist
activities, and provides Hizballah with more than $100 to $200 million in funding each year. The Qods Force continues to provide the Taliban in Afghanistan
with limited weapons, funding, logistics and training in support of anti-U.S. and anti-coalition activities.

. Iran Uses its Banks to Finance Terrorism. In a number of cases, Iran has used its state-owned banks to channel funds to terrorist organizations.
Between 2001 and 2006, Bank Saderat transferred $50 million from the Central Bank of Iran through Bank Saderat's subsidiary in London to its branch in Beirut
for the benefit of Hizballah fronts that support acts of violence. Hizballah also used Bank Saderat to send funds to other terrorist organizations, including
Hamas, which itself had substantial assets deposited in Bank Saderat as of early 2005. The Treasury Department designated Bank Saderat under E.O. 13224
for providing financial services to Hizballah, Hamas and PIJ. Australia has also designated Bank Saderat. Iran's Bank Melli, which has been designated by
the United States under E.O. 13382 for proliferation-related activities, was used to transfer atleast $100 million to the IRGC-Qods Force between 2002 and
2006.

. Iran Lacks a Counter-Terrorist Financing Legal Regime. In addition to its regime-directed support to terrorist organizations, Iran continues to lack a
legal framework to counter the risk of terrorist financing and has not indicated a willingness to address this deficiency. The FATF's October statement on Iran
notes that, while Iran has taken some steps towards implementing an anti-money laundering regime, there is a lack of even such a minimal “"corresponding
effort” by Iran in the area of counter-terrorist financing.

Iran Misuses the International Financial System to Facilitate Proliferation

. Iran Continues to Pursue Nuclear Capabilities and Develop Ballistic Missiles. In addition to its active support to terrorist and militant activities, Iran
continues to defy the international community by pursuing nuclear capabilities and developing ballistic missiles in violation of five UNSCRs. Iran's failure to
comply with these various resolutions has resulted in the UN Security Council's imposing sanctions against Iran. These have included specific provisions
aimed at preventing Iran from abusing banks and the international financial system to pursue nuclear capabilities and develop ballistic missiles.

. Iran Uses its Banks to Finance its Nuclear and Missile Programs. Multiple Iranian financial institutions have been implicated in facilitating Iran's
nuclear and ballistic missile programs.

>Bank Sepah. Iran's state-owned Bank Sepah has been designated in the United States under E.O. 13382 and by the UN Security Council under UNSCR
1747. Bank Sepah has provided direct and extensive financial services, such as arranging financing and processing dozens of multi-million dollar
transactions, for the Shahid Hemmat Industries Group (SHIG) and the Shahid Bakeri Industries Group (SBIG), two Iranian missile firms designated by the UN
Security Council in UNSCR 1737 and identified by President Bush in the Annex to E.O. 13382 for their direct roles in advancing Iran's ballistic missile programs.

Bank Sepah also has provided financial services to SHIG's and SBIG's parent entity, Iran's Aerospace Industries Organization (AlO), which also was identified
by President Bush in the Annex to E.O. 13382 for its role in overseeing all of Iran's missile industries.

>Bank Melli. Iran's largest state-owned bank, Bank Melli, has facilitated numerous purchases of sensitive materials for Iran's nuclear and missile programs on
behalf of UN-designated entities. In doing so, Bank Melli has provided a range of financial services to known proliferators, including letters of credit and the
maintenance of accounts. The United States, the European Union, and Australia have designated Bank Melli.

>Bank Mellat. Iran's state-owned Bank Mellat has provided banking services in support of Iran's nuclear entities, namely the Atomic Energy Organization of
Iran (AEOI) and Novin Energy Company. Bank Mellat, which was designated pursuantto E.O. 13382 in October 2007, has serviced and maintained AEOI
accounts, mainly through AEOI's financial conduit, Novin Energy. Bank Mellat has facilitated the movement of millions of dollars for Iran's nuclear program
since atleast 2003.

>Export Development Bank of Iran. On October 22, 2008, the Treasury Department designated the Export Development Bank of Iran (EDBI) under E.O.

13382 for providing or attempting to provide financial services to Iran's Ministry of Defense and Armed Forces Logistics (MODAFL), which had been designated

by both the European Union and the United States for its involvement in Iranian proliferation activites. Some MODAFL scientists and officials have also been

designated by the UN. The EDBI provides financial services to multiple MODAFL-subordinate entities that permit these entities to advance Iran's WMD

programs. Furthermore, the EDBI has facilitated the ongoing procurement activities of various front companies associated with MODAFL-subordinate entities. An neX 148
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In addition, since Bank Sepah's designation by the United States and the UN Security Council, the EDBI has served as one of the leading intermediaries
handling Bank Sepah's financing, including WMD-related payments. The EDBI has also facilitated financing for other proliferation-related entities sanctioned
under U.S. and UN authorities.

. International Focus on Proliferation Risks Associated with Iranian Financial Institutions. The role that Iranian financial institutions play in Iranian
proliferation activities is underscored by UNSCR 1803, which was adopted in March 2008 and calls upon states to exercise vigilance over the activities of their
financial institutions with all Iranian banks. The FATF issued guidance in October 2008 to assist countries in implementing this provision. That guidance
recommends that jurisdictions encourage their financial institutions to take strong preventive measures for the mitigation of risks posed by Iranian banks,
including refusing to process transactions involving Iranian banks when full information regarding the parties to the transaction is unavailable. The FATF
guidance also recommends that jurisdictions encourage their financial institutions to reassess, and if necessary, terminate correspondent relationships with
Iranian banks, and take steps to satisfy themselves that their correspondent relationships with non-Iranian financial institutions are not used to circumvent the
risk-mitigation practices in place for Iranian banks.

Iran Uses Deceptive Financial Practices to Evade Sanctions

. Iranian Commercial Banks. It has been a standard practice for Iranian financial institutions to conceal their identity to evade detection when conducting
transactions. For example, Bank Sepah has requested that its name be removed from transactions in order to make it more difficult for intermediary financial
institutions to determine the true parties to a transaction. Following the designation of Bank Sepah under UNSCR 1747, Bank Melli took precautions not to
identify Bank Sepabh in transactions. Bank Melli also has employed similar deceptive practices to obscure its involvement from the international banking
system when handling financial transactions on behalf of the RGC. In addition, when Iranian assets were targeted in Europe, branches of Iranian state-owned
banks in Europe took steps to disguise ownership of assets on their books in order to protect assets from future actions.

. Central Bank of Iran. The Central Bank of Iran (CBI), the sole Iranian entity that regulates all Iranian banks, has not only engaged in deceptive practices
itself — such as asking for its name to be removed from transactions — but has also encouraged such practices among Iran's state-owned banks. For example,
prior to EU and UN sanctions, the CBI attempted to help Banks Sepah and Melli protect their assets from being frozen. Later, the CBl instructed non-
sanctioned Iranian state-owned banks to issue payment instructions on behalf of Sepah in order to circumvent sanctions. In the case of Bank Melli, the CBI
provided substantive assistance to minimize the impact of sanctions. In fact, between January and March 2008, the CBI handled tens of millions of dollars in
transactions to and from the accounts of U.S.- and UN-designated banks held at the CBI.

. Use of Front Companies and Misuse of Bank Accounts. Iran hides behind front companies and intermediaries to engage in ostensibly legitimate
financial and commercial transactions that are actually related to its nuclear or missile programs. Iranian entities form front companies outside of Iran for the
sole purpose of exporting dual-use items to Iran that can be used in these programs. These front companies enable the regime to obtain materials that the
country of origin would typically prohibit from being exported to Iran. Iran also has a history of using accounts set up for one purpose to facilitate activities with
designated entities.

. Use of Money Service Business Accounts. Iran also has exploited its relationship with certain foreign money service businesses, capitalizing on a
business model where the absence of an ongoing account relationship may mean that less information is collected on certain transactions.

Effect of the Revocation of U-Turn License

OFAC has revoked the authorization of "U-turn" transfers for the direct or indirect benefit of Iran, through an amendment of the Iranian Transactions Regulations,
31 CFR part 560, to narrow the scope of existing § 560 516. This action affects the "U-turn" class of funds transfers, which are so named because, while they
are conducted on behalf of Iranian account holders and banks or in connection with Iran-related transactions, they only pass through the U.S. financial system
on their way from one offshore non-lIranian financial institution to another.

As aresult of today's action, U.S. depository institutions are no longer allowed to process "U-turn" transfers to or from Iran, or for the direct or indirect benefit of
persons in Iran or the Government of Iran. The prohibition on U-turns applies not only to state-owned Iranian banks and the Central Bank of Iran, but also to
privately-owned Iranian banks, Iranian companies, and the settlement of third-country trade transactions that involve Iran.

Allowable Transactions

Today's action will not affect funds transfers by U.S. depository institutions,through intermediary third-country banks, to or from Iran or for the direct or indirect
benefit of the Government of Iran or a person in Iran arising from several types of underlying transactions including:

« Anon-commercial remittance to or from Iran (e g., a family remittance not related to a family-owned enterprise);

e The exportation to Iran or importation from Iran of information and informational materials;

« Atravel-related remittance;

o Payment for the shipment of a donation of articles to relieve human suffering; or

« Anunderlying transaction authorized by OFAC through a specific or general license. Allowable funds transfers would include, for example, payments
arising from over-flights of Iranian airspace, legal services, intellectual property protection, and authorized sales of agricultural products, medicine, and
medical devices to Iran pursuant to the Trade Sanctions Reform and Export Enhancement Act.

-30-
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The U.S. Department of the Treasury announced today a set of designations targeting the Government of Iran's support for terrorism and terrorist organizations,
including Hizballah, Hamas, Palestinian Islamic Jihad (P1J), the Popular Front for the Liberation of Palestine-General Command (PFLP-GC) and the Taliban.
Iran is the primary funder of Hizballah and has long been recognized as the most active state sponsor of terrorism. Today's designations expose Iran's use of its
state apparatus — including the Islamic Revolutionary Guard Corps-Qods Force — and state-run social service organizations to support terrorism under the guise
of providing reconstruction and economic development assistance or social services.

Pursuant to Executive Order (E.O.) 13224 — which is aimed at freezing the assets of terrorists and their supporters, thereby isolating them from the U.S. financial
and commercial systems — Treasury today designated:

e FourIslamic Revolutionary Guard Corps-Qods Force (IRGC-QF) senior officers: Hushang Allahdad, Hossein Musavi, Hasan Mortezavi and
Mohammad Reza Zahedi for their roles in the IRGC-QF's support of terrorism

e The Iranian Committee for the Reconstruction of Lebanon (ICRL) and its director, Hessam Khoshnevis, for providing financial, material, and
technological support to Hizballah;

e The Imam Khomeini Relief Committee (IKRC) Lebanon branch for being owned or controlled by Hizballah and for providing financial and material
support to Hizballah and its director, Ali Zuraik; and

« Razi Musavi, a Syria-based Iranian official, for providing financial and material support to Hizballah.

As aresult of today's designations, all transactions involving any of the above designees and any U.S. person are prohibited, and any assets the designees
may have under U.S. jurisdiction are frozen.

Islamic Revolutionary Guard Corps-Qods Force (IRGC-QF) Leadership

Treasury today further targeted the RGC-QF by designating four of its senior officers: Hushang Allahdad, Hossein Musavi, Hasan Mortezavi and Mohammad
Reza Zahedi.

« Hushang Allahdad has been a financial officer for the IRGC-QF since at least 2002. In this position, Allahdad personally oversees distribution of funds to
Levant-based terrorist groups and provides financial support for designated terrorist entities including Hizballah, Hamas, and P1J.

o RGC-QF General Hossein Musavi is Commander of the RGC-QF Ansar Corps, whose responsibilities include IRGC-QF activities in Afghanistan. As
Ansar Corps Commander, Musavi has provided financial and material support to the Taliban.

« In his capacity as an IRGC-QF senior officer, Colonel Hasan Mortezavi provides financial and material supportto the Taliban.

o Mohammad Reza Zahedi, the commander of the IRGC-QF in Lebanon, plays a key role in Iran's support to Hizballah. Zahedi held several senior
positions in the IRGC-Qods Force including Commander of the Lebanon Corps and Deputy Commander of the Qods Force. He has also acted as a
liaison to Hizballah and Syrian intelligence services and is reportedly charged with guaranteeing weapons shipments to Hizballah.

IRGC and IRGC-QF Support for Terrorist Organizations

The RGC-QF is the Government of Iran's primary arm for executing its policy of supporting terrorist and insurgent groups. The RGC-QF provides material,
logistical assistance, training and financial support to militants and terrorist operatives throughout the Middle East and South Asia. twas designated by
Treasury pursuantto E.O. 13224 in October 2007 for its support of terrorism.

The Government of Iran also uses the Islamic Revolutionary Guard Corps (IRGC) and IRGC-QF to implement its foreign policy goals, including, but not limited
to, seemingly legitimate activities that provide cover for intelligence operations and support to terrorist and insurgent groups. These activities include economic
investment, reconstruction, and other types of aid to Irag, Afghanistan, and Lebanon, implemented by companies and institutions that act for or on behalf of, or
are owned or controlled by the IRGC and the Iranian government.

« In Afghanistan, the IRGC-QF provides select members of the Taliban with weapons, funding, logistics and training. In Irag, the Government of Iran trains,
equips, and funds Iraqi Shia militant groups.

« Inthe Levant, the IRGC-QF continues to support designated terrorist groups such as Hizballah and Hamas. Hizballah is the largest recipient of Iranian
financial aid, training, and weaponry; and Iran's senior leadership has cited Hizballah as a model for other militant groups. Iran also provides training,
weapons, and money to Hamas, bolstering the group's ability to maintain its armed resistance and opposition to Israeli-Palestinian peace negotiations.

Iranian Committee for the Reconstruction of Lebanon (ICRL)
The ICRL provides financial, material, and technical support to Hizballah. It was established by the Government of Iran after the 2006 Israel-Hizballah conflict
and functions as a key channel for Iran's support to Hizballah reconstruction efforts in Lebanon.

In addition to ICRL's stated mission of supporting reconstruction, ICRL has financed and facilitated Hizballah's infrastructure and private communications
network that enables the terrorist group to communicate securely.

The ICRL has provided funding and engineering expertise to Hizballah's construction arm, Jihad al-Binaa, which was designated by Treasury pursuantto E.O.
13224 in February 2007.

Treasury also today designated ICRL director, Hessam Khoshnevis for providing technical support to Hizballah's reconstruction efforts in Lebanon and to the
expansion of the terrorist group's private communications network. Khoshnevis also operates as President Ahmadinejad's personal representative in Lebanon.

Imam Khomeini Relief Committee (IKRC) Lebanon Branch

The KRC in Lebanon is a Hizballah social service organization that was created by the Government of Iran in the 1980s and is directed and run by Hizballah
members or cadre. Iran has provided millions of dollars to the Hizballah-run branch in Lebanon since 2007. The IKRC has helped fund and operate Hizballah
youth training camps, which have been used to recruit future Hizballah members and operatives. Hizballah Secretary General Hassan Nasrallah has
acknowledged the IKRC branch in Lebanon as one of Hizballah's openly-functioning institutions linked to and funded by Iran.

Also designated today is the director of IKRC in Lebanon, Ali Zuraik, for acting for or on behalf of the IKRC in Lebanon. Zuraik has also publicly acknowledged
thatthe KRC in Lebanon operates under the umbrella of Hizballah. An neX 149
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Razi Musavi

Razi Musavi is a Syria-based Iranian official who is a key conduit for Iranian support to Hizballah. He provides crucial support to Hizballah, including financial
and material support to the Lebanon-based terrorist group that is closely allied with Iran and often acts at its behest.

Identifying Information:
Individual:
Hushang Allahdad
AKA:

Hushang Allahdadi
AKA:

Sa'id Golzari
Passport No.:
08550695
Passport No.:
A0022791

Individual:

Hossein Musavi

Nationality:

Iranian

Passport No:

A0016662 (issued October 29, 2002)
DOB:

October 23, 1960

POB:

Neishabour, Iran

Individual:

Hasan Mortezavi
AKA:

Ali Hassan Mortezavi
AKA:

Hassan Ali

AKA:

Majid Mirali Mortezavi
AKA:

Majid Mortezavi
Passport No:
7572775
Citizenship:

Iranian

DOB:

April 28,1961

POB:

Ghazvin, Iran

Individual:

Mohammad Reza Zahedi

AKA:

Ali Reza Zahedi

AKA:

Reza Mahdavi

AKA:

Mohammad Riza Zahdi

AKA:

Hasan Mahdawi

Nationality:

Iranian

DOB:

1944

POB:

Esfahan, Iran

Location:

Beirut, Lebanon

Entity:

The Iranian Committee for the Reconstruction of Lebanon
AKA:

Iranian Headquarters for the Reconstruction of Lebanon
AKA:

Iran's Headquarters for the Reconstruction of Lebanon
AKA:

Iranian Committee for the Contribution in the Reconstruction of

Lebanon

AKA:

Iranian Organization for Reconstruction in Lebanon
AKA:

Iranian Committee for Rebuilding Lebanon

AKA:

Iranian Organization for Rebuilding Lebanon

AKA:

Iranian Contributory Organization for Reconstructing Lebanon
AKA:

Iranian Commission for Rebuilding Southern Lebanon
AKA:

Iranian Commission in Lebanon

AKA:

Iranian Committee to Reconstruct Lebanon

Location:

Near Iranian Embassy,
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Brazilia Building, 1st Floor

Lebanon

Individual:

Hessam Khoshnevis

AKA:

Hesam Khosh-nevis

AKA:

Hesaam Khosh-Nevis

AKA:

Hesam Khoshnevis

AKA:

Hassan Khoshnvis

AKA:

Hussam Khosh

AKA:

Hussam Khoshnevis

AKA:

Hussam Khouchnoyess

Nationality:

Iranian

Passport:

A0023862

Entity:

Imam Khomeini Relief Committee (Lebanon Branch)
AKA:

Imam Khomeini Relief Organizati

on

AKA:

Islamic Charity Emdad

AKA:

Islamic Emdad Charitable Committee
AKA:

Comite Islamique Daides et de Biem Liban
AKA:

Imam Khomeiny Aid Committee
AKA:

Imdad Islamic Association Committee for Charity
AKA:

Islamic Charity Emdad Committee
AKA:

Emdad Assistance Foundation

AKA:

Emdad Committee for Islamic Charity
AKA:

Imdad Committee for Islamic Charity
AKA:

Imdad Association of the Islamic Philanthropic Committee
AKA:

al-Imdad

AKA:

Imam Khomeini Support Committee
AKA:

Imam Khomeini Emdad Committee
AKA:

Imam Khomeini Imdad Committee
AKA:

Komite Emdad Emam

AKA:

Imam Khomeini Foundation

AKA:

Khomeini Social Help Committee
AKA:

Khomeini Charitable Foundation
Location:

P.O. Box 25-211 Beirut AiRabi' Building

2nd Floor
Mokdad Street

Haret Hreik, Beirut, Lebanon
P.O. Box:
25/221 El Ghobeiry, Beirut, Lebanon

Individual:

Ali Hasan Zuraik
AKA:

Ali Hassan Zreik
AKA:

Ali Zraiq

AKA:

Ali Zurayq

AKA:

Ali Zreik
Passport No:

RL0266714 Annex 149
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Passport No:
1082625

DOB:

1952

POB:

Al Khiyam, Lebanon

Individual:

Razi Musavi

AKA:

Hosein Razi Musavi
DOB:

1964

Location:
Damascus, Syria

Hi#
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Treasury Targets the IRGC’s Increasing Control over Iran’s Economy, Exposes IRISL's Inability to Maintain Insurance

The U.S. Department of the Treasury announced today a set of designations targeting the financial networks of the Islamic Revolutionary Guard Corps ( RGC)
and the country’s national maritime carrier, the Islamic Republic of Iran Shipping Lines (IRISL). Today’s actions further expose the continued engagement of the
RGC and IRISL in illicit activities and deceptive behavior.

“Both the RGC and IRISL are major institutional participants in Iran’s illicit conduct and in its attempts to evade sanctions. We will therefore continue to target
and expose their networks,” said Under Secretary for Terrorism and Financial Intelligence Stuart Levey.

Pursuant to Executive Order (E.O.) 13382 — an authority aimed at freezing the assets of proliferators of weapons of mass destruction (WMD) and their
supporters thereby isolating them from the U.S. financial and commercial systems — Treasury today designated
« Bonyad Taavon Sepah for providing services to the IRGC and its Executive Director, Parviz Fattah, for acting on behalf of, and providing
services to Bonyad Taavon Sepah

e Ansar Bank and Mehr Bank for providing financial services to the IRGC and

e Moallem Insurance Company for providing marine insurance to IRISL vessels.

Pursuant to E.O. 13224, which targets for sanctions terrorists and those providing support to terrorists or acts of terrorism, Treasury today
designated

Liner Transport Kish for providing material support, including weapons to Hizballah on behalf of the IRGC.

The RGC continues to be a primary focus of U.S. and international sanctions against Iran because of the central role it plays in Iran’s missile and nuclear
programs, its support for terrorism, as well as its involvement in serious human rights abuses. The U.S., UN, EU, Japan, South Korea and others have all
targeted the IRGC for sanctions because of this illicit activity. With the IRGC’s expanding influence and control over broader segments of the Iranian economy —
including the defense production, construction, and oil and gas industries — increasing numbers of Iranian businesses are subsumed under the RGC's
umbrella and identified with its illicit conduct.

Similarly, RISL plays a key role in Iran’s efforts to advance its missile programs and transport other military cargoes. The enhanced focus of U.S. and
international sanctions on RISL’s illicit activities and deceptive practices has, among other things, led IRISL to default on commercial loans and has made it
increasingly difficult for Iran to maintain insurance coverage on IRISL ships. As a result, RISL has been unable to operate with its full fleet of ships.

IRGC Designations

Also known as the RGC Cooperative Foundation, Bonyad Taavon Sepah was formed by IRGC commanders to structure the RGC's investments. Eight of its
nine-member Board of Trustees are senior IRGC personnel, including the Commander in Chief, Mohammad Ali Jafari, who was designated by Treasury
pursuantto E.O. 13382 in June 2010. Parviz Fattah, the Executive Director of Bonyad Taavon Sepah was designated today for acting on behalf of, and
providing services to, Bonyad Taavon Sepah.

Iranian bonyads are opaque, quasi-official organizations controlled by key current and past government officials and clerics. Bonyads receive benefits from the
Iranian government but are not required to have their budgets publicly approved. They account for a significant portion of Iran’s non-petroleum economy.
Bonyad Taavon Sepah offers preferential financial services to IRGC personnel.

Bonyad Taavon Sepah created Ansar Bank to provide financial and credit services to RGC personnel. RGC members receive their salaries through Ansar
Bank, which also provides special benefits to IRGC personnel. Initially, Ansar Bank operated as a credit union until it transitioned into a fully functioning bank in
mid-2009, upon receiving a license from the Central Bank of Iran. Bonyad Taavon Sepah also created Mehr Bank, to serve the RGC's Bassij, a volunteer
militia that is controlled by the RGC.

The RGC has employed the use of Liner Transport Kish (LTK) to support terrorist activities outside of Iran. LTK has been known to provide shipping services
outside of Iran in support of Hizballah on behalf of the IRGC. Formed in 2003, LTK is based on Kish Island, Iran.

The RGC was designated by the U.S. Department of State, pursuant to E.O. 13382, in October 2007 for having engaged, or attempted to engage, in
proliferation related activities. Including today’s action, Treasury has designated 14 IRGC-affiliated individuals and entities since June 2010 for facilitating Iran’s
nuclear and ballistic missile program or support for terrorism.

IRISL Designation

Moallem Insurance Company was designated today for providing maritime insurance to RISL vessels. RISL has been unable to maintain adequate hull and
protection-and-indemnity (P&I) insurance because of international sanctions. In October 2009, the UK froze all business ties with IRISL under its counter-
terrorism authorities, effectively denying IRISL the ability to continue receiving insurance coverage and other services from UK-based P&l clubs. IRISL then
soughtinsurance coverage from other European providers and P&l clubs that declined to provide this business in light of the recent UK action. For a short
period, RISL obtained insurance coverage from a Bermuda-based P&I club until the government of Bermuda enacted a law in January 2010 to mirror the UK
action, forcing IRISL out of the Bermuda insurance market. In early 2010, IRISL was forced to turn to Tehran-based Moallem Insurance Company, which was
notin the business of providing maritime insurance.

RISL was designated by Treasury pursuant to E.O. 13382 in September 2008 for its provision of logistical services to Iran's Ministry of Defense and Armed
Forces Logistics (MODAFL), the arm of the Iranian military that oversees its ballistic missile program. Since being designated, IRISL has been increasingly
isolated from the international financial system and has in turn engaged in deceptive behavior to evade the impact of sanctions and increased scrutiny of its
activities — including by relying on an expansive network of front companies, falsifying shipping documents, changing the nominal ownership of vessels, and
repainting ships, all to hide the affiliation of vessels with RISL.

Iranian Transactions Regulations (ITR) Identification
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In a separate action, Treasury today identified Pars Oil & Gas Company as an entity determined to be owned or controlled by the Government of Iran, as defined
in the ITR. Pars Oil & Gas Company is a subsidiary of the National Iranian Oil Company and was established to develop the South Pars and North Pars gas
fields. Until recently, an Iranian consortium led by the RGC'’s Khatam al-Anbiya handled the development of phases 15 and 16 of the South Pars gas field.
Khatam al-Anbiya was designated under E.O. 13382 for proliferation activities in October 2007.

The ITR prohibit transactions between U.S. persons and the Government of Iran. These identifications allow U.S. persons and others to identify Iranian
Government entities and protect themselves against the risks posed by any such entity.

Identifying Information:

Entity: BONYAD TAAVON SEPAH

AKA: Bonyad-e Ta'avon-e Sepah

AKA: RGC Cooperative Foundation

AKA: Sepah Cooperative Foundation

Location: Niayes Highway, Seoul Street, Tehran, Iran
Entity: ANSAR BANK

AKA: Ansar Finance and Credit Fund

AKA: Ansar Financial and Credit Institute

FKA: Ansar Institute

FKA: Ansar al-Mojahedin No-Interest Loan Institute
FKA: Ansar Saving and Interest Free-Loans Fund
Address: Building No. 539, North Pasdaran Street, Tehran, 19575-497, Iran
Entity: MEHR BANK

AKA: Mehr Interest-Free Bank

AKA: Mehr Finance and Credit Institute

Address: 204 Taleghani Ave., Tehran, Iran

Individual: PARVIZ FATTAH

AKA Parviz Fattah-Qarehbaghi

DOB: 1961

Alternative DOB: 1962

POB: Urmia, Iran

Entity: MOALLEM INSURANCE COMPANY
Address: No. 56 Haghani Boulevard, Vanak Square,

Tehran, 1517973511, Iran

Entity: L NER TRANSPORT KISH

AKA: LTK

Address: No. 141, Ground Floor, Kish City Services Building,

Kish Island, Iran

Address: No. 10, 3 Floor, Unit 6, Ebrahimi Junction8th Bostan St.,

Tehran, Iran

Address: No. 537, Polygam Street, Mahmoud Abad Road, Khavar Shahr,
Tehran, Iran

Address: No. 7, 1st Floor, Dehghan Building, Shohada (Yadbood) Square,

Bandar Abbas, Iran

Entity: PARS O L AND GAS COMPANY

AKA: POGC

Address: No. 133, Side of Parvin Etesami Alley,

opposite Sazman Ab - Dr. Fatemi Avenue, Tehran, Iran

Address: No. 1 Parvin Etesami Street, Fatemi Avenue, Tehran, Iran
#itH
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U.S. DEPARTMENT OF THE TREASURY

Press Center

Fact Sheet: Treasury Sanctions Major Iranian Commercial Entities

6/23/2011
Treasury Targets Commercial Infrastructure of IRGC, Exposes Continued IRGC Support for Terrorism

Today, the U.S. Department of the Treasury took action to designate two major Iranian commercial entities: Tidewater Middle East Co. (Tidewater) and Iran Air.
Tidewater is a port operating company owned by Iran’s Islamic Revolutionary Guard Corps (IRGC) that has been used by the IRGC for illicit shipments. Iran’s
national airline carrier, Iran Air, is a commercial airline used by the RGC and Iran’s Ministry of Defense and Armed Forces Logistics (MODAFL) to transport
military related equipment. Treasury also designated an individual and an entity for their ties to a company that provided support and weapons to Hizballah on
behalf of the IRGC.

The RGC continues to be a primary focus of U.S. and international sanctions against Iran because of the central role it plays in all forms of Iran’s illicit conduct,
including Iran’s nuclear and ballistic missile programs, its support for terrorism, and its involvement in serious human rights abuses. As Iran’s isolation has
increased, the RGC has expanded its reach into critical sectors of Iran’s economic infrastructure — to the detriment of the Iranian private sector — to generate
revenue and conduct business in support of Iran’s illicit activities. Today's actions target core commercial interests of the IRGC, while also undermining the
RGC'’s ability to continue using these interests to facilitate its proliferation activities and other illicit conduct.

Pursuant to Executive Order (E.O.) 13382 — an authority aimed at freezing the assets of proliferators of weapons of mass
destruction (WMD) and their supporters thereby isolating them from the U.S. commercial and financial systems — Treasury
today designated:

e Tidewater Middle East Co.: for being owned by Mehr-e Eqtesad-e Iranian Investment Company, Mehr Bank and the IRGC;

e Mehr-e Eqtesad-e Iranian Investment Company: for being owned or controlled by Mehr Bank.

e Iran Air: for providing material support and services to the IRGC and MODAFL, and Iran Air subsidiary Iran Air Tours.

Pursuant to E.O. 13224, which targets for sanctions terrorists and those providing support to terrorists or acts of terrorism,
Treasury today designated:
e Iranian official Behnam Shahriyari for acting for or on behalf of Liner Transport Kish (LTK); and the Behnam Shahriyari Trading Company for being

owned or controlled by Behnam Shariyari.

Tidewater Middle East Co. (Tidewater)

Tidewater-managed ports are a crucial component of Iran’s infrastructure and transport network, and shipments into Tidewater facilities provide an avenue of
revenue to the IRGC in support of its illicit conduct. The Iranian Government has repeatedly used Tidewater-managed ports to export arms or related materiel in
violation of United Nations Security Council resolutions (UNSCRs).

Tidewater has operations at seven Iranian ports, including Bandar Abbas'’s main container terminal, Shahid Rajaee, which has played a key role in facilitating
the Government of Iran’s weapons trade.

Tidewater operations are at the following ports:
o Bandar Abbas (Shahid Rajaee Container Terminal)
e Bandar Imam Khomeini Grain Terminal
o Bandar Anzali
e Khorramshahr Port (one terminal)
Assaluyeh Port
e Aprin Port
e Amir Abad Port Complex

Incidents of weapons shipments involving Tidewater-managed facilities include:

e An RGC-Qods Force weapons shipment seized by Nigeria in late October 2010 was loaded at the Shahid Rajaee container terminal at Bandar Abbas.
e Acontainer shipment of arms-related material, which was discovered in October 2009 aboard the German-owned and IRISL-chartered ship, the Hansa
India, was loaded at Bandar Abbas.

e Acontainer shipment of arms-related material departed Bandar Abbas in January 2009 on the Cypriot-flaged and RISL-chartered ship, the M/V
Monchegorsk, before it was stopped by the U.S. Navy and later seized by Cypriot authorities.

Tidewater was designated today for being owned by Mehr-e Eqtesad-e Iranian Investment Company, Mehr Bank and the IRGC. Bonyad Taavon Sepah, an
entity formed by RGC commanders to structure IRGC investments, along with Ansar Bank and Mehr Bank — both created by Bonyad Taavon Sepah — were
designated by Treasury pursuant to E.O. 13382 in December 2010.

Mehr-e Eqtesad-e Iranian Investment Company was also sanctioned today for being owned or controlled by IRGC-created Mehr Bank, which was designated
by Treasury pursuantto E.O. 13382 in December 2010.
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In August 2010, Treasury issued the Iranian Financial Sanctions Regulations (IFSR) to implement the financial provisions of the Comprehensive Iran Sanctions,
Accountability, and Divestment Act of 2010 (CISADA). Under the IFSR, Treasury has the authority to prohibit, or impose strict conditions on, foreign financial
institutions’ direct access to the U.S. financial system if they knowingly facilitate significant transactions or provide significant financial services for the RGC or
its agents or affiliates — such as Tidewater — that have been designated by the United States under the International Emergency Economic Powers Act, which
provides the authority for designations under E.O. 13382 and 13224.

The entity being designated today, Tidewater Middle East Co., is separate and distinct from Tidewater Inc., an international shipping company headquartered in
the United States and listed on the New York Stock Exchange as TDW. Today's sanctions are notimposed on Tidewater Inc.

Iran Air

Iran Air serves as Iran’s national air carrier, operating a fleet of approximately 40 aircraft covering 35 international and 25 domestic destinations. Iran Air Tours
is a subsidiary that operates a portion of Iran Air's domestic flights. Iran Air has provided support and services to MODAFL and the IRGC through the transport
and/or transfer of goods for, or on behalf of, these entities. On numerous occasions since 2000, Iran Air shipped military-related electronic parts and mechanical
equipment on behalf of MODAFL.

MODAFL was designated by the U.S. Department of State in October 2007 under E.O. 13382 and has brokered a number of transactions involving materials
and technologies with ballistic missile applications.

Iran Air has shipped military-related equipment on behalf of the IRGC since 2006, and in September and November 2008, Iran Air shipped aircraft-related raw
materials to a MODAFL-associated company, including titanium sheets, which have dual-use military applications and can be used in support of advanced
weapons programs.

Rockets or missiles have been transported via Iran Air passenger aircraft, and RGC officers occasionally take control over Iran Air flights carrying special IRGC-
related cargo. The RGC is also known to disguise and manifest such shipments as medicine and generic spare parts, and IRGC officers have discouraged Iran
Air pilots from inspecting potentially dangerous IRGC-related cargo being carried aboard a commercial Iran Air aircraft, including to Syria.

Additionally, commercial Iran Air flights have also been used to transport missile or rocket components to Syria.

Adopted in March 2008, UNSCR 1803 called upon all States in accordance with their national legal authorities and legislation and consistent with international
law, in particular the law of the sea and relevant international civil aviation agreements, to inspect the cargoes to and from Iran of aircraft owned or operated by
Iran Air Cargo, provided there are reasonable grounds to believe that the aircraft is transporting goods prohibited under UNSCR 1803 or previous UNSCRs.

Iran Air Tours serves as Iran Air's domestic air carrier, operating a fleet of 14 aircraft connecting 13 Iranian cities with two main hubs in Tehran and Mashhad,
Iran.

Behnam Shahriyari and Shahriyari Trading Company

Iranian official Behnam Shahriyari was designated today for acting for or on behalf of Liner Transport Kish (LTK), an IRGC-linked shipping company that was
designated by Treasury pursuantto E.O. 13224 in December 2010 for providing material support, including weapons, to Hizballah on behalf of the RGC.
Shabhriyari acted as LTK's business and marketing manager. Additionally, Shahriyari operates the Behnam Shahriyari Trading Company, also designated
today.

Background on the IRGC
The RGC has a growing presence in Iran’s financial and commercial sectors and extensive economic interests in the defense production, construction, and oil

industries, controlling billions of dollars in corporate business. Given its increased involvement in commercial activity, imposing financial sanctions on
commercial enterprises of the RGC has a directimpact on revenues that could be used by the IRGC to facilitate illicit conduct.

The RGC was first designated by the United States pursuantto E.O. 13382 in October 2007 for having engaged, or attempted to engage, in proliferation related
activities. The RGC was also designated by the United States in June 2011 pursuantto E.O. 13556 for its role in the sustained and severe human rights
abuses in Iran since the disputed June 2009 presidential election. The UN, European Union, Japan, South Korea and others have all targeted the RGC and/or
its affiliates for sanctions because of its illicit activities.

Identifying Information:

Entity Tidewater Middle East Co.

AKA: Tide Water Company

AKA: Tide Water Middle East Marine Service

AKA: Tidewater Co. (Middle East Marine Services)

Address: No. 80, Tidewater Building, Vozara Street, Next to Saie Park, Tehran, Iran
Entity Mehr-e Eqtesad-e Iranian Investment Company

AKA: Mehr Eghtesad Iranian Investment Company

AKA: Mehr Iranian Economy Company

AKA: Mehr Iranian Economy Investments

FKA: Tejarat Tose'e Eqtesadi Iranian

Address: No. 18, Iranian Building, 14th Alley, Ahmad Qassir Street, Argentina Square, Tehran, Iran
Alt. Address: No. 48, 14th Alley, Ahmad Qassir Street, Argentina Square, Tehran, Iran
Entity Iran Air

AKA: Airline of the Islamic Republic of Iran (Homa)

AKA: Havapeyma Meli Iran Homa

AKA: Homa

AKA: Iran Air Cargo

AKA: Iran AirPJSC

AKA: Iranair

AKA: Iranair Cargo

AKA: National Iranian Airlines (Homa)
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FKA: Sherkat Sahami Aam Havopaymaie Jomhouri Islami Iran

Address: P.O. Box 13185-775, Mehrabad Airport, Tehran, Iran

Alt. Address: Flour2, Cargo Building, Terminal 3, Mehrabad Airport, Tehran, Iran
Alt. Address: Bimeh Alborz side - 2km of karaj special road

Entity Iranair Tours

AKA: Iran Air Tours

AKA: Iran Airtour Airline

Address: 187 Mofatteh Cross-Motahari Ave, Tehran 1587997811, Iran

Alt. Address: 191 Motah-hari Ave., Dr. Mofatteh Crossroads, Tehran 15879, Iran
Alt. Address: 191-Motahari Ave., Tehran 15897, Iran

Alt. Address: 110 Ahmadabad Ave., Between Mohtashami and Edalat Street, Mashhad 9176663479, Iran
Individual Behnam Shahriyari

AKA: Behnam Shahryari

AKA: Behnam Shabhriari

DOB: 1968

Entity Behnam Shahriyari Trading Company

Address: Ziba Building, 10™ floor, Northern Sohrevardi Street, Tehran, Iran

Annex 151

https://www.treasury.gov/press-center/press-releases/Pages/tgl217.aspx 3/3






Federal Register/Vol. 76, No. 227/Friday, November 25, 2011/ Notices

72757

e The extent to which that
jurisdiction or financial institutions
operating in that jurisdiction offer bank
secrecy or special regulatory advantages
to nonresidents or nondomiciliaries of
that jurisdiction;

e The substance and quality of
administration of the bank supervisory
and counter-money laundering laws of
that jurisdiction;

e The relationship between the
volume of financial transactions
occurring in that jurisdiction and the
size of the economy of the jurisdiction;

e The extent to which that
jurisdiction is characterized as an
offshore banking or secrecy haven by
credible international organizations or
multilateral expert groups;

e Whether the United States has a
mutual legal assistance treaty with that
jurisdiction, and the experience of U.S.
law enforcement officials and regulatory
officials in obtaining information about
transactions originating in or routed
through or to such jurisdiction; and

e The extent to which that
jurisdiction is characterized by high
levels of official or institutional
corruption.

If the Secretary determines that
reasonable grounds exist for concluding
that a jurisdiction is of primary money
laundering concern, the Secretary is
authorized to impose one or more of the
special measures in section 311 to
address the specific money laundering
risks. Section 311 provides a range of
special measures that can be imposed
individually, jointly, in any
combination, and in any sequence.3
Before imposing special measures, the
statute requires the Secretary to consult
with appropriate federal agencies and
other interested parties 4 and to consider
the following specific factors:

3 Available special measures include requiring:
(1) Recordkeeping and reporting of certain financial
transactions; (2) collection of information relating to
beneficial ownership; (3) collection of information
relating to certain payable-through accounts; (4)
collection of information relating to certain
correspondent accounts; and (5) prohibition or
conditions on the opening or maintaining of
correspondent or payable-through accounts. 31
U.S.C. 5318A(b)(1)—(5). For a complete discussion
of the range of possible countermeasures, See 68 FR
18917 (April 17, 2003) (proposing special measures
against Nauru).

4 Section 5318A(a)(4)(A) requires the Secretary to
consult with the Chairman of the Board of
Governors of the Federal Reserve System, any other
appropriate Federal banking agency, the Secretary
of State, the Securities and Exchange Commission
(“SEC”), the Commodity Futures Trading
Commission (“CFTC”), the National Credit Union
Administration (“NCUA”), and, in the sole
discretion of the Secretary, “‘such other agencies
and interested parties as the Secretary may find to
be appropriate.” The consultation process must also
include the Attorney General if the Secretary is
considering prohibiting or imposing conditions on
domestic financial institutions opening or

e Whether similar action has been or
is being taken by other nations or
multilateral groups;

e Whether the imposition of any
particular special measures would
create a significant competitive
disadvantage, including any undue cost
or burden associated with compliance,
for financial institutions organized or
licensed in the United States;

e The extent to which the action or
the timing of the action would have a
significant adverse systemic impact on
the international payment, clearance,
and settlement system, or on legitimate
business activities involving the
particular jurisdiction; and

o The etfect of the action on U.S.
national security and foreign policy.

B. Iran

Iran’s banking sector comprises
Iranian state-owned commercial banks,
specialized Iranian government banks,
and privately owned Iranian financial
institutions.5 Some of these Iranian
financial institutions ® operate multiple
overseas branches and subsidiaries in
Asia, Europe, and the Middle East 7 and
maintain relationships in key global
financial centers.8

In recent years, many international
financial institutions have severed ties
with Iranian banks and entities because
of a growing body of public information
about their illicit and deceptive conduct
designed to facilitate the Iranian
government’s support for terrorism and
its pursuit of nuclear and ballistic
missile capabilities. This illicit conduct
by Iranian banks and companies has
been highlighted in a series of United
Nations Security Council (“UN Security
Council”) resolutions related to Iranian
proliferation sensitive activities. The
Financial Action Task Force ¢ (“FATF”)
has also warned publicly of the risks
that Iran’s deficiencies in countering
money laundering and, particularly,
terrorism finance, pose to the
international financial system, and has

maintaining correspondent account relationships
with the targeted entity.

5 Central Bank of the Islamic Republic of Iran.
(http://www.cbi.ir/simplelist/1462.aspx). At various
points in this finding, FinCEN references public
media sources to support statements of fact. FinCEN
has utilized both public and non-public sources in
reaching such conclusions.

6]d.

7 The Bankers Almanac, September 2011.

8]d.

9The Financial Action Task Force is an inter-
governmental body whose purpose is the
development and promotion of national and
international policies to combat money laundering
and terrorist financing. The FATF is therefore a
“policy-making body” that works to generate the
necessary political will to bring about legislative
and regulatory reforms in these areas. (http://
www.fatf-gafi.org).

called on FATF members and all
jurisdictions to implement counter
measures to protect against these risks.
Despite the resulting reduction in
Iranian financial institutions’ access to
correspondent and other financial
relationships with major financial
institutions,© both designated and non-
designated Iranian banks continue to
maintain a presence in the international
financial system.

II. Analysis of Factors

Based upon a review and analysis of
the administrative record in this matter,
consultations with relevant Federal
agencies and departments, and after
consideration of the factors enumerated
in section 311, the Director of FinCEN
has determined that reasonable grounds
exist for concluding that Iran is a
jurisdiction of primary money
laundering concern. While FinCEN has
considered all potentially relevant
factors set forth in Section 5318A, a
discussion of those most pertinent to
this finding follows. FinCEN has reason
to believe that Iran directly supports
terrorism and is pursuing nuclear/
ballistic missile capabilities, relies on
state agencies or state-owned or
controlled financial institutions to
facilitate WMD proliferation and
financing, and uses deceptive financial
practices to facilitate illicit conduct and
evade sanctions. All of these factors,
when taken together, make the
international financial system
increasingly vulnerable to the risk that
otherwise responsible financial
institutions will unwittingly participate
in Iran’s illicit activities.

A. Evidence That Organized Criminal
Groups, International Terrorists, or
Entities Involved in the Proliferation of
Weapons of Mass Destruction or
Missiles, Have Transacted Business in
That Jurisdiction

1. Iran’s Support for Terrorism and
Pursuit of Nuclear and Ballistic Missile
Capabilities

Support for Terrorism: The
Department of State designated Iran as
a state sponsor of international terrorism
in 1984,11 and has reiterated this
designation every year since 2000 in its
annual Country Reports on Terrorism.2
Iran remains the most active of the
listed state sponsors of terrorism,
routinely providing substantial

10““Sanctions Against Iran: A Promising
Struggle,” The Washington Quarterly, Summer
2008.

11 See ““State Sponsors of Terrorism,” U.S.
Department of State, August 18, 2011 (http://
www.state.gov/s/ct/rls/crt/2010/170260.htm).

121d.
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resources and guidance to multiple
terrorist organizations.3 Iran has
provided extensive funding, training,
and weaponry to Palestinian terrorist
groups, including Hamas and the
Palestinian Islamic Jihad (“PIJ”’).14 In
fact, Hamas,5 PIJ,16 and Hizballah1”
have maintained offices in Tehran to
help coordinate Iranian financing and
training of these groups.

Iran’s Islamic Revolutionary Guard
Corps (“IRGC”) was founded in the
aftermath of the 1979 Islamic
Revolution to defend the government
against internal and external threats.8
Since then, it has expanded far beyond
its original mandate and evolved into a
social, military, political, and economic
force with strong influence on Iran’s
power structure.?® In addition, elements
of the IRGC have been directly involved
in the planning and support of terrorist
acts throughout the Middle East
region.20

In particular, Iran has used the IRGC—
Qods Force 21 (“Qods Force”) to
cultivate and support terrorists and
militant groups abroad. The Qods Force
reportedly has been active in the Levant,
where it has a long history of supporting
Hizballah’s military, paramilitary, and
terrorist activities, and provides
Hizballah with as much as $200 million
in funding per year.22 Additionally, the
Qods Force provides the Taliban in
Afghanistan with weapons, funding,
logistics, and training in support of anti-
U.S. and anti-coalition activity.23
Information dating from at least 2006
indicates that Iran has arranged frequent
shipments to the Taliban of small arms
and associated ammunition, rocket

13]d.

14]d.

15 “Ex-Iranian President Offers Mediation
Between Hamas, Fatah, Kuwait KUNA,” KUNA,
June 30, 2007.

16 See ‘‘Palestine Islamic Jihad envoy to Tehran
says moderate Arabs hamper victory,” Tehran
Jomhouri-ye Eslami. December 10, 2007.

17 See “Hezbollah’s hate, made in Iran,” National
Post, July 28, 2006.

18 See “Iran’s Revolutionary Guards,” Council on
Foreign Relations, June 22, 2009 (http://
www.cfr.org/publication/14324/
irans_revolutionary guards.html).

19]d.

20 See ““Country Reports on Terrorism 2010,” U.S.
Department of State, August 18, 2011 (http://
www.state.gov/s/ct/rls/crt/2010/170260.htm).

21JRGC—Qods Force was designated under E.O.
13224 for providing material support for the
Taliban and other terrorist groups. See “Fact Sheet:
Designation of Iranian Entities and Individuals for
Proliferation Activities and Support for Terrorism,”
U.S. Treasury, October 25, 2007 (http://
www.treasury.gov/press-center/press-releases/
Pages/hp644.aspx).

22 See “‘Islamic Revolutionary Guards Corps,”
Anti-Defamation League, May 26, 2010.

23 See ““Country Reports on Terrorism 2010,” U.S.
Department of State, August 18, 2011 (http://
www.state.gov/s/ct/rls/crt/2010/170260.htm).

propelled grenades, mortar rounds, 107
mm rockets, and plastic explosives.24
Iran also has helped train Taliban
fighters within Iran and Afghanistan.2°
Taliban commanders have stated that
they were paid by Iran to attend three
month training courses within Iran.26 In
August 2011, a Taliban commander
claimed to have trained in Iran and been
offered $50,000 by Iranian officials in
return for destroying a dam in
Afghanistan.2” Most recently, on
October 11, 2011, the Department of
Justice charged two individuals for their
alleged participation in a plot directed
by the Qods Force to murder the Saudi
ambassador to the United States with
explosives while the Ambassador was in
the United States.28 On the same day,
the Treasury Department announced the
designation of five individuals,
including the commander of the Qods
Force and three other senior Qods Force
officers connected to the assassination
plot, as well as the individual
responsible for arranging the
assassination plot on behalf of the Qods
Force.29

Iran has also permitted al-Qaida to
funnel funds and operatives through its
territory. In July 2011, the U.S.
Department of the Treasury
(“Treasury”) designated an al-Qa’ida
network headed by an individual living
and operating in Iran under an
agreement between al-Qa’ida and the
Iranian government.39 The designation
of six members of this network
illustrated Iran’s role as a critical transit
point for funding to support al-Qa’ida’s
activities in Afghanistan and Pakistan as
this network serves as a pipeline
through which al-Qa’ida moves money,
facilitators, and operatives from across
the Middle East to South Asia.3?

241d.

25 “Taliban Fighters Training in Iran, U.S.
Officials Say,” CNN, March 23, 2010 (http://
articles.cnn.com/2010-03-23/world/
iran taliban_ 1 taliban-fighters-afghan-taliban-
iranian-official?_s=PM:WORLD).

26 “Iranians Train Taliban to Use Roadside
Bombs,” The Sunday Times, March 21, 2010.

27 See ““Captured Taliban Commander: ‘I Received
Iranian Training’,” Radio Free Europe, August 23,
2011.

28 See ““Attorney General Holder Holds National
Security Enforcement Press Conference,”” October
11, 2011 (http://www.justice.gov/iso/opa/ag/
speeches/2011/ag-speech-111011.html).

29 See “Treasury Sanctions Five Individuals Tied
to Iranian Plot to Assassinate the Saudi Arabian
Ambassador to the United States,” October 11, 2011
(http://www.treasury.gov/press-center/press-
releases/pages/tg1320 aspx).

30 See “Treasury Targets Key Al-Qa’ida Funding
and Support Network Using Iran as a Critical
Transit Point,” Press Release, July 28, 2011 (http://
www.treasury.gov/press-center/press-releases/
Pages/tg1261.aspx).

31]d.

Finally, Iran is known to have used
state-owned banks to facilitate terrorist
financing. In 2007, the Treasury
designated Bank Saderat under E.O.
13224 for its financial support of
terrorist organizations, noting that from
2001 to 2006 Bank Saderat transferred
$50 million from the Central Bank of
Iran through its subsidiary in London to
its branch in Beirut for the benefit of
Hizballah fronts in Lebanon that
support acts of violence.32

Pursuit of nuclear/ballistic missile
capabilities: Iran also continues to defy
the international community by
pursuing nuclear capabilities and
developing ballistic missiles in violation
of seven UNSCRs.33 Iran’s failure to
comply with these resolutions has
resulted in the UN Security Council’s
imposition of sanctions against Iran.
These have included specific provisions
aimed at preventing Iran from accessing
the international financial system in
order to pursue nuclear capabilities and
to develop ballistic missiles.34 To date,
Iran has not complied with the UN
Security Council resolutions regarding
its nuclear and missile activities,35 and
continues to assert that it will not
abandon its program to create nuclear
fuel and enrich uranium.3¢ This
summer, Iran announced that it would
triple production of its most
concentrated uranium fuel, which is
enriched to near 20% purity, and that
some of this production would be
transferred to Iran’s facility near Qom.37
This is a significant development
because the technical work required to
produce 20% enriched uranium from
3.5% is more difficult than that required
to advance from 20% to the 90%
weapons-grade level.38

32 See Treasury’s “Fact Sheet: Treasury
Designation of Iranian Entities and Individuals for
Proliferation Activities and Support for Terrorism,”
October 25, 2007 (http://www treasury.gov/press-
center/press-releases/Pages/hp644.aspx).

33 See UNSCRs 1696, 1737, 1747, 1803, 1835
1887, and 1929 (http://www.un.org/documents/
scres.htm).

34]d.

35 Tran’s Nuclear Program,” New York Times,
June 8, 2011 (http://topics.nytimes.com/top/news/
international/countriesandterritories/iran/nuclear
_program/index.html?scp=1-spot&sq=iran%
20nuclear%20programé&st=cse).

36 “Tran Claims Progress Speeding Nuclear
Program’ Wall Street Journal, August 4, 2011
(http://online.wsj.com/article/SB100014240531
1190345450457
6486663881270144.html?mod=googlenews_wsj).

37“Iran’s Uranium Enrichment Will Increase, It
Says,” New York Times, June 8, 2011. (http://
www.nytimes.com/2011/06/09/world/middleeast/
09iran.html).

38Tran Claims Progress Speeding Nuclear
Program’ Wall Street Journal, August 4, 2011
(http://online.wsj.com/article/SB100014240531
119034545045
76486663881270144.html?mod=googlenews wsj).
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2. Use of government agencies and state-
owned or controlled financial
institutions to facilitate WMD
proliferation and financing

Iran uses government agencies and
state-owned or controlled financial
institutions to advance its nuclear and
ballistic missile ambitions. Specifically,
the government agencies rely on state-
owned Iranian financial institutions to
help finance illicit procurement
activities related to WMD proliferation.

Government Agencies: Iran has used
the Atomic Energy Organization of Iran
(“AEOI”), which was designated by
Treasury as the main Iranian
organization for research and
development activities in the field of
nuclear technology, including Iran’s
uranium enrichment program, to
manage the country’s overall nuclear
program.39 Additionally, Iran has relied
on the Ministry of Defense and Armed
Forces Logistics (“MODAFL”), which
was designated by the State Department
under Executive Order (“E.O.”’) 13382
for proliferation activities.4? Iran also
controls the Defense Industries
Organization (“DIO”), which has been
designated by the UN 41 and the United
States,*2 and the Aerospace Industries
Organization (““‘AIO”’), which is
identified in the Annex to E.O. 13382
for its role in overseeing Iran’s missile
industries.#3 AIO, the parent entity to
Shahid Hemat Industrial Group
(SHIG),44 which is also listed in the
Annex to E.O. 13382, was identified for
its ballistic missile research,
development, and production activities,
in addition to overseeing all of Iran’s
missile industries.4?

State-owned or controlled banks:
Multiple Iranian financial institutions
have been directly implicated in
facilitating Iran’s nuclear and ballistic
missile activities. For example, Iranian
state-owned Bank Sepah was designated
by the Treasury Department under E.O.

39 “Treasury Designates Iranian Nuclear and
Missile Entities,” August 12, 2008 (http://
www.treasury.gov/press-center/press-releases/
Pages/hp1113.aspx).

40 “Fact Sheet: Designation of Iranian Entities and
Individuals for Proliferation Activities and Support
for Terrorism,” U.S. Treasury, October 25, 2007
(http://www treas.gov/press/releases/hp644.htm).

41 United Nations Security Council Resolution
1737, December 23, 2006 (http://www.un.org/News/
Press/docs/2006/s¢8928.doc.htm).

42 “Tran’s Defense Industries Organization
Designated by State,” U.S. Department of State,
March 30, 2007 (http://2001-2009.state.gov/r/pa/
prs/ps/2007/mar/82487.htm).

43 Executive Order 13382 of June 28, 2005.
(http://www fas org/irp/offdocs/eo/eo-13382.htm).

44]d.

45 Fact Sheet: Designation of Iranian Entities and
Individuals for Proliferation Activities and Support
for Terrorism,” U.S. Treasury, October 25, 2007
(http://www treas.gov/press/releases/hp644.htm).

13382 and designated in UNSCR 1747
for providing direct and extensive
financial services to Iranian entities
responsible for developing ballistic
missiles, including AIO and SHIG.46

Iran’s state-owned Bank Melli, which
was identified in UNSCR 1803,%7 has
also facilitated numerous purchases of
sensitive materials for Iran’s nuclear and
missile programs on behalf of UN-
designated entities.#® Treasury found
that Bank Melli has provided a range of
financial services to known
proliferators, including opening letters
of credit and maintaining accounts.*9
Additionally, Treasury found, following
the designation of Bank Sepah under
UNSCR 1747 for its support for AIO and
AIO’s subordinates, Bank Melli took
precautions not to identify Bank Sepah
in transactions.5? Treasury designated
Bank Melli and associated subsidiaries
and front companies under E.O. 13382
for its financial support to entities
involved in the proliferation of weapons
of mass destruction.5* Multiple
jurisdictions also have designated Bank
Melli under their respective legal
authorities.52

Treasury has also designated under
E.O. 13382 Bank Mellat, another Iranian
state-owned bank, for financially
facilitating Iran’s nuclear and
proliferation activities by supporting
AEQOI and its main financial conduit,

46 See “Testimony of Stuart Levey, Under
Secretary for Terrorism and Financial Intelligence,
Before the Senate Committee on Banking, Housing
and Urban Affairs,” Treasury Press Release, March
21, 2007 (http://www.treasury.gov/press-center/
press-releases/Pages/hp325.aspx); and U.S.
Treasury, “Iran’s Bank Sepah Designated by
Treasury Sepah Facilitating Iran’s Weapons
Program,” January 9, 2007 (http://
www.treasury.gov/press-center/press-releases/
Pages/hp219.aspx).

47 See UNSCR 1803. (http://www.un.org/Docs/sc/
unsc_resolutions08.htm).

48 “Fact Sheet: Designation of Iranian Entities and
Individuals for Proliferation Activities and Support
for Terrorism,” U.S. Treasury, October 25, 2007
(http://www.treas.gov/press/releases/hp644.htm).

49]d.

50]d.

51 See “Fact Sheet: Designation of Iranian Entities
and Individuals for Proliferation Activities and
Support for Terrorism,” U.S. Treasury, October 25,
2007
(http://www.treas.gov/press/releases/hp644.htm);
“Treasury Designates Iran-Controlled Bank for
Proliferation Future Bank Controlled by Iran’s Bank
Melli,” U.S. Treasury, March 12, 2008 (http://
www.treasury.gov/press-center/press-releases/
Pages/hp869.aspx); and “Treasury Designates
Companies Tied to Iran’s Bank Melli as
Proliferators,” U.S. Treasury, March 3, 2009 (http:
//www.treasury.gov/press-center/press-releases/
Pages/tg46.aspx).

52 See e.g., “Media Release: Australia Imposes
New Broad-Ranging Sanctions Against Iran,”
Australian Minister for Foreign Affairs and Trade,
July 29, 2010 (http://foreignminister.gov.au/
releases/2010/fa-s100729.html).

Novin Energy Company (‘“Novin”).53
Specifically, the designation noted that
as of October 2007, Bank Mellat had
facilitated the movement of millions of
dollars for Iran’s nuclear program since
at least 2003.54 In November 2009, First
East Export Bank was designated
pursuant to E.O. 13382 as a subsidiary
and for its support of Bank Mellat.>5
Furthermore, the international
community has raised concerns and
taken action against Bank Mellat. In
October 2009, the United Kingdom’s
(“UK”) HM Treasury issued an order to
all of its financial and credit institutions
to cease all business with Bank Mellat,
based on its connection to Iran’s
proliferation activities and for being
involved in transactions related to
financing Iran’s nuclear and ballistic
missile program.56 Noting that Bank
Mellat itself has facilitated hundreds of
millions of dollars in transactions for
Iranian nuclear, missile, and defense
entities, UNSCR 1929 designated First
East Export Bank, a Bank Mellat
subsidiary in Malaysia.57 Since the
adoption of UNSCR 1929, the European
Union (“EU”), Japan, South Korea,
Australia, Canada, Norway, and
Switzerland have implemented
measures against Bank Mellat.58

In October 2008, Treasury designated
the Export Development Bank of Iran

53 See “Fact Sheet: Designation of Iranian Entities
and Individuals for Proliferation Activities and
Support for Terrorism,”” U.S. Treasury, October 25,
2007 (http://www.treasury.gov/press-center/press-
releases/Pages/hp644 aspx).

54]d.

55 See "’ Treasury Designates Bank Mellat
Subsidiary and Chairman Under Proliferation
Authority,” U.S. Treasury; November 5, 2009
(http://www.treasury.gov/press-center/press-
releases/Pages/tg355.aspx).

561d.

57 See UNSCR 1929 (http://www.un.org/Docs/sc/
unsc_resolutions10.htm).

58 See “Council Implementing Regulation (EU) No
668/2010,” European Union, July 26, 2010 (http://
eur-lex.europa eu/LexUriServ/
LexUriServ.do?uri=0J:L:2010:195:
0025:0036:EN:PDF); “ Accompanying Measures
Pursuant to United Nations Security Council
Resolution 1929,” Ministry of Foreign Affairs of
Japan, September 3, 2010 (http://www mofa.go.jp/
region/middle_e/iran/measures_unsc_1009.html);
“Government Regarding the Implementation of
UNSCR 1929,” Republic of Korea, September 8,
2010; “Charter of the United Nations (Sanctions—
Iran) (Specified Entities) List 2010, Government of
Australia, August 4, 2010 (http://
www.comlaw.gov.au/Details/F2010L02236); Special
Economic Measures (Iran) Regulations, Government
of Canada, August 4, 2010 (http://
canadagazette.gc.ca/rp-pr/p2/2010/2010-08-04/
html/sor-dors165-eng.html); “‘Press Release,”
Government of Norway, Ministry of Foreign Affairs,
January 14, 2011 (http://www.regjeringen.no/mobil/
en/dep/ud/press/news/2011/sanctions
_iran_adopted.html?id=630820); “Iran: Federal
Council Takes Steps to Improve Legal Certainty and
Prevent Possible Evasion,” January 19, 2011, The
Federal Authorities of the Swiss Federation
(http://www.admin.ch/aktuell/00089/
index html?lang=en&msg-id=37283).
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(“EDBI”’) under E.O. 13382 for
providing or attempting to provide
financial services to MODAFL.59 The
designation further asserted that EDBI
provides financial services to multiple
MODAFL-subordinate entities and
facilitated the ongoing procurement
activities of various front companies
associated with MODAFL-subordinate
entities.®0 Treasury’s designation also
noted that, since Bank Sepah’s
designation by the United States and
identification by the UN Security
Council, EDBI has served as one of the
leading intermediaries handling Bank
Sepah’s financing, including WMD-
related payments, and has facilitated
transactions for other sanctioned
proliferation-related entities.61

As the Iranian banks described above
have become increasingly isolated from
the international financial system due to
international sanctions, other Iranian
banks have begun to play a larger role
in Iran’s illicit activities and efforts to
circumvent sanctions.62 The Treasury
Department has continued to target
Iranian banks that engage in illicit
behavior and act on behalf of U.S.-
designated, Iranian-linked banks.
Treasury designated Post Bank for
operating on behalf of Bank Sepah; 63
the Iranian-owned German bank EIH for
providing financial services to Bank
Mellat, Persia International Bank, EDBI,
and Post Bank; 64 Bank Refah for
providing financial services to
MODAFL; 65 Bank of Industry and Mine
for providing financial services to Bank
Mellat and EIH; 66 and Ansar Bank and
Mehr Bank for providing financial

59 “Export Development Bank of Iran Designated
as a Proliferator,” U.S. Treasury, October 22, 2008
(http://www treasury.gov/press-center/press-
releases/Pages/hp1231.aspx).

60 ]d.

611d.

62 See “Testimony of Stuart Levey, Under
Secretary of Terrorism and Financial Intelligence,
before the Senate Foreign Relations Committee,”
June 22, 2010. (http://foreign.senate.gov/imo/
media/doc/Levey, % 20Stuart.pdf).

63 See “Fact Sheet: U.S. Treasury Department
Targets Iran’s Nuclear and Missile Programs,” U.S.
Treasury, June 16, 2010 (http://www.treasury.gov/
press-center/press-releases/Pages/tg747.aspx).

64 See ““Treasury Department Targets Iranian-
Owned Bank in Germany Facilitating Iran’s
Proliferation Activities,” U.S. Treasury, September
7, 2010 (http://www.treasury.gov/press-center/
press-releases/Pages/tg847.aspx).

65 See “Treasury Targets Iranian Bank for
Providing Financial Services to Designated Entities
Connected to Iran’s Proliferation Activities,” U.S.
Treasury, February 17, 2011 (http://
www.lreasury.gov/press-center/press-releases/
Pages/tg1067.aspx).

66 See “Treasury Designates Iranian State-Owned
Bank for Facilitating Iran’s Proliferation Activities,”
U.S. Treasury, May 17, 2011 (http://
www.lreasury.gov/press-center/press-releases/
Pages/tg1178.aspx).

services to the IRGC.67 The EU and
other jurisdictions have recognized the
risks posed by the vast majority of these
financial institutions and have imposed
similar measures to prohibit banks in
their jurisdictions from doing business
with these entities.68 As recently as May
2011, the EU designated EIH for playing
a “‘key role in assisting a number of
Iranian banks with alternative options
for completing transactions disrupted by
EU sanctions targeting Iran.” 69

3. The Iranian Government’s Use of
Deceptive Financial Practices

Since 1979, Iran long has been subject
to a variety of U.S. sanctions that have
significantly expanded over time,
including prohibition of the importation
of Iranian-origin goods and services,
prohibitions on certain transactions
with respect to the development of
Iranian petroleum resources, and
prohibitions on exports and re-exports
to Iran. Today, most trade-related
transactions with Iran are prohibited,
and U.S. financial institutions are
generally prohibited, with only limited
exceptions, from doing business with
Iranian financial institutions.”°

To further amplify financial pressure
on Iranian financial institutions
involved in Iran’s support for terrorism
and weapons proliferation, President
Obama signed into law the

67 See “Fact Sheet: Treasury Designated Iranian
Entities Tied to the IRGC and IRISL,” U.S. Treasury,
December 21, 2010 (http://www.treasury.gov/press-
center/press-releases/pages/tg/1010.aspx).

68 See “Council Implementing Regulation (EU) No
668/2010,” European Union, July 26, 2010 (http://
eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=0J:L:2010:195:0025:0036:EN:PDF); “Council
Implementing Regulation (EU) No. 2011/301/
CFSP,” European Union, May 23, 2011 (http://eur-
lex.europa.eu/LexUriServ/
LexUriServ.do?uri=0J:L:2011:136
:0087:0090:EN:PDF); ‘“‘Charter of the United Nations
(Sanctions—Iran) (Specified Entities) List 2010,
Government of Australia, August 4, 2010 (http://
www.comlaw.gov.au/Details/F2010L02236).

69 See “Council Implementing Regulation (EU)
No. 2011/299/CFSP,” European Union, May 23,
2011 (http://eur-lex.europa.eu/LexUriServ/
LexUriServ.do?uri=0J:L:2011:136:
0087:0090:EN:PDF).

70On November 14, 1979, the President issued
E.O. 12170 blocking Iranian government property.
See (http://www.archives.gov/federal-register/
codification/executive-order/12170.html). The
Iranian Transactions Regulations (“ITR”), 31 CFT
part 560, implement a series of Executive Orders
that began with E.O. 12613 issued in 1987, which
prohibit the importation of Iranian-origin goods and
services. In response to Iran’s continued support of
international terrorism and active pursuit of
weapons of mass destruction, U.S. sanctions have
expanded to include E.O. 12957 (March 1997),
which imposed prohibition on certain transactions
with respect to the development of petroleum
resources, and in May 1995, E.O. 12959, which
imposed comprehensive trade and financial
sanctions on Iran. In August 1997, E.O. 13059 was
issued consolidating and clarifying the previous
orders. See (http://treasury.gov/resource-center/
sanctions/Programs/Documents/iran.pdf).

Comprehensive Iran Sanctions,
Accountability, and Divestment Act of
2010 (“CISADA”) on July 1, 2010,
which includes a provision that
authorizes the Secretary of the Treasury
to impose sanctions on foreign financial
institutions that knowingly facilitate
certain activities related to Iran.”* On
August 16, 2010, Treasury’s Office of
Foreign Assets Control (“OFAC”)
published a final rule implementing
certain aspects of CISADA, 72 and on
October 5, 2011, FinCEN published a
final rule to implement section 104(e) of
CISADA to complement Treasury’s
ongoing efforts to protect the
international financial system from
abuse by Iran.”3

As a result of the strengthened U.S.
sanctions and similar measures taken by
the United Nations and other members
of the global community, Iran now faces
significant barriers to conducting
international transactions. In response,
Iran has used deceptive financial
practices to disguise both the nature of
transactions and its involvement in
them in an effort to circumvent
sanctions. This conduct puts any
financial institution involved with
Iranian entities at risk of unwittingly
facilitating transactions related to
terrorism, proliferation, or the evasion
of U.S. and multilateral sanctions.
Iranian financial institutions, including
the Central Bank of Iran (“CBI”), and
other state-controlled entities, willingly
engage in deceptive practices to disguise
illicit conduct, evade international
sanctions, and undermine the efforts of
responsible regulatory agencies around
the world.

Iranian financial institutions: Iran
employs numerous deceptive practices
to disguise the Iranian origin of
transactions in order to avoid scrutiny
and evade international sanctions.
These practices include the transfer of
funds from Iran to exchange houses
outside Iran and the use of back-to-back
letters of credit. Iranian foreign bank
branches transfer funds to local banks in
the same jurisdiction for onward
payments that may conceal the Iranian
origin of funds.

In other examples, Bank Sepah has
requested that its name be removed
from transactions in order to make it

71For a full discussion of CISADA and its
provisions, See the U.S. Department of the Treasury
Web site (http://www.treasury.gov/resource-center/
sanctions/Documents/hr2194.pdf).

72 See OFAC CISADA regulations at 75 FR 49836
(August 16, 2010) or 31 CFR part 561 (http://
edocket.access.gpo.gov/2010/pdf/2010-20238.pdf).

73 See Fact Sheet “FinCEN Implements Provision
of the Comprehensive Iran Sanctions,
Accountability, and Divestment Act of 2010,”
October 5, 2011 (http://www.fincen.gov/
news_room/nr/html/20111005.html).
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more difficult for intermediary financial
institutions to determine the true parties
to a transaction.”* As noted in
Treasury’s designation, Bank Melli took
precautions not to identify Bank Sepah
in transactions following Bank Sepah’s
designation under UNSCR 1747 and
employed similar deceptive banking
practices to obscure its involvement
from non-Iranian financial institutions
when handling financial transactions on
behalf of the IRGC.75

In June 2010, Post Bank of Iran was
designated by the Treasury Department
under E.O. 13382 76 for facilitating
transactions on behalf of Bank Sepah
after Bank Sepah was designated by the
UN and United States.”” The
designation further notes that, in 2009,
Post Bank facilitated business on behalf
of Bank Sepah between Iran’s defense
industries and overseas beneficiaries
and transacted millions of dollars worth
of business between U.S.-designated
Hong Kong Electronics and other
overseas beneficiaries.”8

The Central Bank of Iran, which
regulates Iranian banks, has assisted
designated Iranian banks by transferring
billions of dollars to these banks in
2011. In mid-2011, the CBI transferred
several billion dollars to designated
banks, including Saderat, Mellat, EDBI
and Melli, through a variety of payment
schemes. In making these transfers, the
CBI attempted to evade sanctions by
minimizing the direct involvement of
large international banks with both CBI
and designated Iranian banks.
Additionally, the CBI transfers funds to
designated Iranian bank branches
outside Iran via non-Iranian foreign
banks, often involving deliberate
attempts on its part to conceal that the
recipient is a designated Iranian bank.
In some cases, this activity involves
book-to-book transfers and the use of
accounts at intermediary banks that
hold accounts for the CBI and
designated banks. Further, the CBI was
believed to have provided financing to
the UN-sanctioned Khatem al-Anbiya
Constructions Headquarters for defense-
related projects.

74 “Testimony of Stuart Levey, Under Secretary
for Terrorism and Financial Intelligence, Before the
Senate Committee on Banking, Housing and Urban
Affairs,” March 21, 2007 (http://www treasury.gov/
press-center/press-releases/Pages/hp325.aspx).

75 “Fact Sheet: Designation of Iranian Entities and
Individuals for Proliferation Activities and Support
for Terrorism,” U.S. Treasury, October 25, 2007
(http://www treasury.gov/press-center/press-
releases/Pages/hp644.aspx).

76 “Fact Sheet: U.S. Treasury Department Targets
Iran’s Nuclear and Missile Programs,” U.S.
Treasury, June 16, 2010 (http://www.treasury.gov/
press-center/press-releases/Pages/tg747.aspx).

771Id.

78 Id.

Front companies: Iran has a well-
established history of using front
companies and complex corporate
ownership structures to disguise the
involvement of government entities
known to be involved in Iranian
proliferation activity when conducting
commercial transactions. These
companies transact substantial business
in Iran and elsewhere around the world.
For example, Novin, an AEOI front
company that operates as the financial
arm of AEQI, has transferred millions of
dollars on behalf of AEOI to entities
associated with Iran’s nuclear
program.”? Additionally, Mesbah
Energy Company (‘“Mesbah”), was
designated under EO 13382 for being
controlled by, or acting or purporting to
act for or on behalf of AEQOI, and was
cited in UNSCR 1737.80 Mesbah has
been used to procure products for Iran’s
heavy water project.8! Heavy water is
essential for Iran’s heavy-water-
moderated reactor, which will provide
Iran with a potential source of
plutonium that could be used for
nuclear weapons.82

In some cases, the connection to Iran
is not readily apparent, as Iranian
entities have formed front companies
outside of Iran in an attempt to obtain
dual-use items for Iran that could be
used in Iran’s nuclear or missile
programs and that otherwise could not
legally be exported directly to Iran.83
For example, Iranian companies and
their fronts have also falsified end-user
information on export forms to allow
prohibited items to be exported into the
country.84 Iran has colluded with some
exporters to enter fictitious end-user
names in the importer section of export
forms in order to evade international
and national controls on shipments to

79 See UNSCR 1747 (http://www.un.org/Docs/sc/
unsc_resolutions07.htm); and “Treasury Employs
Financial Sanctions Against WMD Proliferation
Supporters in Iran,” U.S. Treasury, January 4, 2006
(http://www.treasury.gov/press-center/press-
releases/Pages/js3069.aspx).

80 See UNSCR 1737 (http://www.un.org/Docs/sc/
unsc_resolutions06.htm) and “Treasury Employs
Financial Sanctions Against WMD Proliferation
Supporters in Iran,” U.S. Treasury, January 4, 2006
(http://www.treasury.gov/press-center/press-
releases/Pages/js3069.aspx).

81 “Testimony of Robert W. Werner, Director
Office of Foreign Assets Control,” U.S. Treasury,
February 16, 2006 (http://www.treasury.gov/press-
center/press-releases/Pages/js4053.aspx).

82]d.

83 “Testimony of Stuart Levey, Under Secretary
for Terrorism and Financial Intelligence, Before the
Senate Committee on Banking, Housing and Urban
Affairs,” March 21, 2007 (http://www treasury.gov/
press-center/press-releases/Pages/hp325.aspx).

84““German Report Details Smuggling of Nuclear
Bomb, Missile Components to Iran,” Hamburg
Stem, July 16, 2009.

Iran.85 For example, in May 2010, Balli
Aviation Ltd., a UK subsidiary of Balli
Group PLC, pled guilty in the U.S.
District Court for the District of
Columbia to exporting three Boeing 747
aircraft to Iran without obtaining the
proper authorization from the United
States.86

Iranian commercial entities deploy
the above mentioned practices
specifically to evade those controls put
in place by the United States,
international community, and
responsible financial institutions,
controls that are designed to enforce
international sanctions, prevent the
proliferation of nuclear weapons and
their delivery systems, and protect the
international financial sector from abuse
by illicit actors. These practices by
Iranian entities have allowed Iran to
engage in illicit activities and operate
undetected in the international
economy.8”

The IRGC: The IRGC, which was
designated by the Department of State as
a primary proliferator under E.O. 13382
in October 2007,88 owns and/or controls
multiple commercial entities across a
wide range of sectors within the Iranian
economy. For example, the IRGC
established Khatam al-Anbiya,89 the
largest major Iranian construction
conglomerate, to generate income and
fund IRGC operations while presenting
the company as a legitimate company

85 “Kyodo: Mitutoyo Falsifies Iranian Recipient’s
Name to Get Export Permission,” Tokyo Kyodo
World Service, August 26, 2006 (http://
www.freerepublic.com/focus/f-news/1690388/
posts).

86 See “U.K. Firm Fined $2 Million After Pleading
Guilty to Illegally Exporting Boeing 747 Aircraft to
Iran,” U.S. Department of Justice, May 11, 2010
(http://www.justice.gov/opa/pr/2010/May/10-nsd-
551.html).

87 “Testimony of Stuart Levey, Under Secretary
for Terrorism and Financial Intelligence, Before the
Senate Committee on Banking, Housing and Urban
Affairs,” March 21, 2007 (http://www.treasury.gov/
press-center/press-releases/Pages/hp325.aspx).

88 See “Fact Sheet: Designation of Iranian Entities
and Individuals for Proliferation Activities and
Support for Terrorism,” U.S. Treasury, October 25,
2007 (http://www.treasury.gov/press-center/press-
releases/Pages/hp644.aspx).

89Tn October 2007, the Treasury Department
designated nine IRGC-affiliated companies and five
IRGC-affiliated individuals for proliferation activity
under E.O. 13382 as derivatives of the IRGC,
including Khatam al-Anbiya Construction
Headquarters, which secured deals worth at least $7
billion in the oil, gas and transportation sectors,
among others, in 2006. See Id. The European Union
also designated Khatam al-Anbiya for supporting
the Iranian ballistic missile and nuclear programs.
See “European Council Common Position 2008/
479/CFSP,” Official Journal of the European Union,
June 23, 2008 (http://eur-lex.europa.eu/LexUriServ/
LexUriServ
.do?uri=0J:L:2008:163:0043:0049:en:PDF).
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working on civilian projects.?20 Khatam
al-Anbiya was designated by Treasury
in 2007 pursuant to E.O. 13382.91 U.S.-
designated, Iranian-linked financial
institutions have served as an important
lifeline for Khatam al-Anbiya. The U.S.
and EU-designated Iranian banks Melli,
Mellat, and state-owned Iranian Bank
Tejarat have provided financial support
to Khatam al-Anbiya-related business
before and after the UN designation of
Khatam al-Anbiya and fourteen of its
subsidiaries.

The IRGC has continued to expand its
control over commercial enterprises
within Iran. For example, Tidewater
Middle East Company (‘“Tidewater”), a
port operating company, was designated
by Treasury under E.O. 13382 in June
2011 as a company that is owned by the
IRGC. Tidewater has operations at seven
Iranian ports,92 some of which the
Iranian government has repeatedly used
to export arms or related material in
violation of UNSCRs.93 Treasury also
designated Iran Air under E.O. 13382 for
providing material support to the IRGC
and MODAFL, both of which used the
commercial airline carrier to transport
military-related equipment on passenger
aircraft.9¢ Similarly, as noted in
Treasury’s designation of the leadership
within the IRGC—Qods Force (“IRGC—
QF”’), the IRGC and the IRGC-QF engage
in seemingly legitimate activities that
provide cover for intelligence operations
and support terrorist groups such as
Hizballah, Hamas and the Taliban.95

Islamic Republic of Iran Shipping
Lines (“IRISL”): Treasury designated
IRISL, Iran’s national maritime carrier,
and affiliated entities pursuant to E.O.
13382 for providing logistical services to
MODAFL.9¢ The concern over IRISL’s
role in Iran’s illicit activities has grown
significantly within the international
community. In October 2009, the UK

90 “Ex-Iranian Official Tells UK Daily About
Likely IRGC Earnings, Activities,” The Financial
Times, March 16, 2007.

91 “Fact Sheet: Designation of Iranian Entities and
Individuals for Proliferation Activities and Support
for Terrorism,” U.S. Treasury, October 25, 2007
(http://www treasury.gov/press-center/press-
releases/Pages/hp644.aspx).

92“See U.S. Treasury “Fact Sheet: Treasury
Sanctions Major Iranian Commercial Entities,” June
23, 2011. (http://www.treasury.gov/press-center/
press-releases/Pages/tg1217.aspx).

93]d.

94]d.

95 “Fact Sheet: U.S. Treasury Department Targets
Iran’s Support for Terrorism,” U.S. Treasury
Department, August 3, 2010 (http://
www.treasury.gov/press-center/press-releases/
Pages/tg810.aspx).

96 “Major Iranian Shipping Company Designated
for Proliferation Activity,” U.S. Treasury,
September 10, 2008 (http://www.treasury.gov/press-
center/press-releases/Pages/tg1067.aspx).

and Bermuda also designated IRISL.97
Three IRISL-related entities, Irano Hind
Shipping Company, IRISL Benelux NV,
and South Shipping Line Iran (SSL),
were sanctioned by the UN in June
2010.98 Subsequently, the EU, Australia,
Canada, Japan, Norway, South Korea,
and Switzerland adopted measures
against IRISL.99 Additionally, as IRISL
became increasingly unable to maintain
adequate hull and protection-and-
indemnity (P&I) insurance because of
international sanctions, IRISL was
forced to turn to Tehran-based Moallem
Insurance Company, which was not in
the business of providing maritime
insurance. Treasury designated Moallem
in December 2010 for providing marine
insurance to IRISL vessels.100

Iran’s main shipping line has long
relied upon deceptive techniques to
conceal its behavior and to avoid
international and U.S. sanctions.01

97 See “The Financial Restrictions (Iran) Order
2009,” HM Treasury, October 12, 2009 (http://
www.hm-treasury.gov.uk/d/
fin_crime_iran_order.pdf) and “Anti-Terrorism
(Financial Restrictions Iran) Order 2010,” The
Minister of Justice, January 15, 2010 (http://
www.bermudalaws.bm/Laws/Consolidated %
20Laws/Anti-Terrorism % 20(Financial %
20Restrictions %20Iran) % 200rder %202010.pdf).

98 See UN Security Resolution 1929 (http://
daccess-dds-ny.un.org/doc/UNDOC/GEN/N10/396/
79/PDF/N1039679 pdffOpenElement).

99 See “Council Implementing Regulation (EU) No
668/2010,” European Union, July 26, 2010 (http://
eur-lex.europa.eu/LexUriServ/LexUriServ
.do?uri=0J:L:2010:195:0025:0036:EN:PDF);
“Accompanying Measures Pursuant to United
Nations Security Council Resolution 1929,”
Ministry of Foreign Affairs of Japan, September 3,
2010 (http://www.mofa.go jp/region/middle_e/iran/
measures_unsc_1009.html); “Government
Regarding the Implementation of UNSCR 1929,”
Republic of Korea, September 8, 2010; “Charter of
the United Nations (Sanctions—Iran) (Specified
Entities) List 2010, Government of Australia,
August 4, 2010 (http://www.comlaw.gov.au/Details/
F2010L02236); Special Economic Measures (Iran)
Regulations, Government of Canada, August 4, 2010
(http://canadagazette.gc.ca/rp-pr/p2/2010/2010-
08-04/html/sor-dors165-eng.html); “‘Press Release,”
Government of Norway, Ministry of Foreign Affairs,
January 14, 2011 (http://www.regjeringen.no/mobil/
en/dep/ud/press/news/2011/
sanctions_iran_adopted.htmlI?id=630820); ““Iran:
Federal Council Takes Steps to Improve Legal
Certainty and Prevent Possible Evasion,” January
19, 2011, The Federal Authorities of the Swiss
Federation (http://www.admin.ch/aktuell/00089/
index.html?lang=en&msg-id=37283).

100 See “Fact Sheet: Treasury Designates Iranian
Entities Tied to the IRGC and IRISL,” December 21,
2010. (http://www treasury.gov/press-center/press-
releases/Pages/tg1010 aspx).

101 For example, on June 20, 2011, the District
Attorney of New York announced a 317-count
indictment of eleven corporations and five
individuals for their roles in a conspiracy involving
IRISL, its regional offices, and its agents. The
indictment alleged that the defendants evaded U.S.
economic sanctions tied to bans on trade with
countries that harbor foreign terrorist and
proliferators of weapons of mass destruction. In
doing so, the defendants repeatedly falsified the
records of banks located in New York County to
access illegally the U.S. financial system. The

IRISL is increasingly employing
deceptive practices to disguise its
involvement in shipping operations and
the designation of its cargo. Since being
subjected to U.S. and international
sanctions, IRISL has renamed as many
as 80 of the ships in its fleet and
changed ownership information and flag
registries to evade sanctions.102 IRISL
also has renamed its offices in China,
Singapore, Germany, and South Korea,
has tried to mask its operations in the
UAE by using a network of front
companies,193 and has moved its
container operations to a subsidiary,
HDS Lines.104 Moreover, IRISL has also
since stopped referring to HDS Lines in
bills of lading from its shipping
agent.105

These deceptive practices are
designed to avoid scrutiny in financial
transactions. As the U.S and other
jurisdictions have prohibited financial
institutions from processing
transactions involving sanctioned
entities, IRISL’s deceptive practices seek
to disguise IRISL’s involvement in order
to permit the financial transaction. In an
advisory to U.S. financial institutions,
FinCEN noted IRISL’s efforts to rename
vessels and adjust information
associated with financial transactions
and suggested that the International
Maritime Organization (“IMO”)
registration number, which is a unique
identifier assigned to each vessel, could
provide a useful indication of whether
an IRISL vessel is involved in a
transaction.196 In addition, OFAC issued
an advisory to alert shippers, importers,
exporters, and freight forwarders of
IRISL’s efforts to hide its involvement in
transactions by using container prefixes
registered to another carrier, omitting or
listing invalid, incomplete or false
container prefixes in shipping container
numbers, and naming non-existent
ocean vessels in shipping documents.107

defendants deceived Manhattan banks into
processing more than $60 million worth of
payments using aliases or corporate alter egos to
hide their conduct. See “Iranian Company Charged
With Tricking U.S. Banks,” New York Times, June
20, 2011 (http://www.nytimes com/2011/06/20/
nyregion/iranian-shipper-accused-of-sneaking-
money-through-ny-banks.html).

102 “Iran Shipper Evades US Blacklist,” Wall
Street Journal, April 10, 2010.

103 See (http://www.treasury.gov/press-center/
press-releases/Pages/tg1212.aspx).

10447J.S. Keeps Watch on Iranian Shipping,” Wall
Street Journal, May 28, 2010.

105 [,

106 See ““Update on the Continuing Illicit Finance
Threat Emanating from Iran,” FIN-2010-A008, June
22, 2010 (http://www.fincen.gov/statutes_regs/
guidance/html/fin-2010-a008.html).

107 See OFAC Nonproliferation and Weapons of
Mass Destruction Advisory, “Presentation of
Fraudulent Shipping Documents,” March 31, 2011.
(http://www.treasury.gov/resource-center/
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B. The Substance and Quality of
Administration of the Bank Supervisory
and Counter-Money Laundering Laws of
That Jurisdiction

Iran’s serious deficiencies with
respect to anti-money laundering/
countering the financing of terrorism
(“AML/CFT”) controls has long been
highlighted by numerous international
bodies and government agencies.
Starting in October 2007, the FATF has
issued a series of public statements
expressing its concern that Iran’s lack of
a comprehensive AML/CFT regime
represents a significant vulnerability
within the international financial
system. The statements further called
upon Iran to address those deficiencies
with urgency, and called upon FATF-
member countries to advise their
institutions to conduct enhanced due
diligence with respect to the risks
associated with Iran’s deficiencies.108

The FATF has been particularly
concerned with Iran’s failure to address
the risk of terrorist financing, and
starting in February 2009, the FATF
called upon its members and urged all
jurisdictions to apply effective counter-
measures to protect their financial
sectors from the terrorist financing risks
emanating from Iran.1°9 In addition, the
FATF advised jurisdictions to protect
correspondent relationships from being
used to bypass or evade counter-
measures and risk mitigation practices,
and to take into account money
laundering and financing of terrorism
risks when considering requests by
Iranian financial institutions to open

sanctions/Programs/Documents/
20110331_advisory.pdf).

108 In response to concerns raised by these FATF
and IMF reports, FinCEN issued an advisory on
October 16, 2007 to financial institutions regarding
the heightened risk of Iranian “‘money laundering,
terrorist financing, and weapons of mass
destruction proliferation financing.”” The advisory
further cautioned institutions that there may be an
increased effort by Iranian entities to circumvent
international sanctions and related financial
community scrutiny through the use of deceptive
practices. See “Guidance to Financial Institutions
on the Increasing Money Laundering Threat
Involving Illicit Iranian Activity,” FinCEN, October
16, 2007 (http://www.fincen.gov/statutes_regs/
guidance/pdf/
guidance_fi increasing mlt _iranian.pdf). The FATF
simultaneously published guidance to assist
countries with implementation of UNSCRs 1737
and 1747. See “Guidance Regarding the
Implementation of Activity-Based Financial
Prohibitions of United Nations Security Council
Resolution 1737,” October 12, 2007 (http://
www.fatf-gafi org/dataoecd/43/17/39494050.pdf)
and “Guidance Regarding the Implementation of
Financial Provisions of the United Nations Security
Council Resolutions to Counter the Proliferation of
Weapons of Mass Destruction,”” September 5, 2007
(http://www fatf-gafi.org/datacecd/23/16/
39318680.pdf).

109 See “FATF Statement on Iran,” The Financial
Action Task Force, February 25, 2009 (http://
www.fatf-gafi org/dataoecd/18/28/42242615.pdf).

branches and subsidiaries in their
jurisdictions.11® The FATF also called
on its members and other jurisdictions
to advise their financial institutions to
give special attention to business
relationships and transactions with Iran,
including Iranian companies and
financial institutions.* Over the past
three years, the FATF has repeatedly
reiterated these concerns and reaffirmed
its call for FATF-member countries and
all jurisdictions to implement
countermeasures to protect the
international financial system from the
terrorist financing risk emanating from
Iran. In response, numerous countries,
including all G7 countries, have issued
advisories to their financial
institutions.112

The FATF’s most recent statement in
October 2011 reiterated, with a renewed
urgency, its concern regarding Iran’s
failure to address the risk of terrorist
financing and the serious threat this
poses to the integrity to the
international financial system.113 The
FATF reaffirmed its February 2009 call
to apply effective countermeasures to
protect their financial sectors from ML/
FT risks emanating from Iran, and
further called upon its members to
consider the steps already taken and
possible additional safeguards or
strengthen existing ones.?14 In addition,
the FATF stated that, if Iran fails to take
concrete steps to improve its AML/CFT
regime, the FATF will consider calling
on its members and urging all
jurisdictions to strengthen
countermeasures in February 2012.115
The numerous calls by FATF for Iran to
urgently address its terrorist financing
vulnerability, coupled with the
extensive record of Iranian entities
using the financial system to finance
terrorism, proliferation activities, and

110 [,

111 [d

112 See “Circular 13/2008 (GW)—Statement of the
FATF of 16 October 2008,” November 7, 2008
(http://www.bafin.de/cIn_171/nn_721228/
SharedDocs/Veroeffentlichungen/EN/Service/
Circulars/rs__0813__gw.html? _nnn=true);
“February 27, 2009 FINTRAC Advisory,” February
27, 2009 (http://www.fintrac-canafe.gc.ca/
publications/avs/2009-02-27-eng.asp); “HM
Treasury warns businesses of serious threats posed
to the international financial system,” March 11,
2009 (http://webarchive nationalarchives.gov.uk/+/
http://www.hm-treasury.gov.uk/press_26_09 htm);
“Letter from French Minister of Economy,” (http://
www2.economie.gouv.fr/directions_services/dgtpe/
sanctions/sanctionsiran.php); and “Bank of Italy
Circular,” (http://www dt.tesoro.it/it/prevenzione
_reati_finanziari/).

113 See “FATF Public Statement,” The Financial
Action Task Force, October 28, 2011 (http://
www.fatf-gafi.org/document/55/
0,3746,en_32250379 32236992 48966519 1_

1 1_1,00.html).

114 [,

115 [d

other illicit activity,116 raises significant
concern over the willingness or ability
of Iran to establish adequate controls to
counter terrorist financing.

C. Whether the United States Has a
Mutual Legal Assistance Treaty With
That Jurisdiction, and the Experience of
U.S. Law Enforcement Officials and
Regulatory Officials in Obtaining
Information About Transactions
Originating in or Routed Through or to
Such Jurisdiction

Iran has not entered into any mutual
legal assistance treaties. Additionally,
U.S. law enforcement and regulatory
officials have found Iran to be
uncooperative regarding access to
information about financial
transactions. Accordingly, Iran remains
a safe haven for those who would
commit financial crimes against the
United States.

III. Finding

Based on the foregoing factors, the
Director of FInCEN hereby finds that the
Islamic Republic of Iran is a jurisdiction
of primary money laundering concern.

Dated: November 18, 2011
James H. Freis, Jr.,

Director, Financial Crimes Enforcement
Network.

[FR Doc. 2011-30332 Filed 11-23-11; 8:45 am]
BILLING CODE 4810-02-P

DEPARTMENT OF THE TREASURY

Office of the Comptroller of the
Currency

Proposed Information Collection;
Comment Request

AGENCY: Office of the Comptroller of the
Currency (OCQC), Treasury.

ACTION: Notice and request for comment.

SUMMARY: The OCC, as part of its
continuing effort to reduce paperwork
and respondent burden, invites the
general public and other Federal
agencies to take this opportunity to
comment on a continuing information
collection, as required by the Paperwork
Reduction Act of 1995. Currently, the
OCC is soliciting comment concerning
its extension, without change, of an
information collection titled, ‘“‘Release
of Non-Public Information—12 CFR 4,
Subpart C.”

DATES: You should submit written
comments by January 24, 2012.

116 “Update on the Continuing Illicit Finance
Threat Emanating From Iran,” FinCEN, June 22,
2010 (http://www.fincen.gov/statutes_regs/
guidance/html/fin-2010-a008.html).
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transactions, or accounts; or can protect
U.S. financial institutions from
involvement with jurisdictions,
institutions, transactions, or accounts
that are of money laundering concern.

Before making a finding that
reasonable grounds exist for concluding
that a jurisdiction is of primary money
laundering concern, the Secretary is
required to consult with both the
Secretary of State and the Attorney
General. The Secretary is also required
by section 311, as amended,? to
consider “such information as the
Secretary determines to be relevant,
including the following potentially
relevant factors,” which extend the
Secretary’s consideration beyond
traditional money laundering concerns
to issues involving, inter alia, terrorist
financing and weapons proliferation:

¢ Evidence that organized criminal
groups, international terrorists, or
entities involved in the proliferation of
weapons of mass destruction or
missiles, have transacted business in
that jurisdiction;

e The extent to which that
jurisdiction or financial institutions
operating in that jurisdiction offer bank
secrecy or special regulatory advantages
to nonresidents or nondomiciliaries of
that jurisdiction;

e The substance and quality of
administration of the bank supervisory
and counter-money laundering laws of
that jurisdiction;

e The relationship between the
volume of financial transactions
occurring in that jurisdiction and the
size of the economy of the jurisdiction;

e The extent to which that
jurisdiction is characterized as an
offshore banking or secrecy haven by
credible international organizations or
multilateral expert groups;

e Whether the United States has a
mutual legal assistance treaty with that
jurisdiction, and the experience of
United States law enforcement officials
and regulatory officials in obtaining
information about transactions
originating in or routed through or to
such jurisdiction; and

e The extent to which that
jurisdiction is characterized by high
levels of official or institutional
corruption.

If the Secretary determines that
reasonable grounds exist for concluding
that a jurisdiction is of primary money
laundering concern, the Secretary must
determine the appropriate special
measure(s) to address the specific
money laundering risks. Section 311

231 U.S.C. 5318A was amended by section 501
of the Iran Freedom Support Act of 2006, Public
Law 109-293.

provides a range of special measures
that can be imposed individually,
jointly, in any combination, and in any
sequence.? The Secretary’s imposition
of special measures requires additional
consultations to be made and factors to
be considered. The statute requires the
Secretary to consult with appropriate
federal agencies and other interested
parties # and to consider the following
specific factors:

e Whether similar action has been or
is being taken by other nations or
multilateral groups;

e Whether the imposition of any
particular special measures would
create a significant competitive
disadvantage, including any undue cost
or burden associated with compliance,
for financial institutions organized or
licensed in the United States;

e The extent to which the action or
the timing of the action would have a
significant adverse systemic impact on
the international payment, clearance,
and settlement system, or on legitimate
business activities involving the
particular jurisdiction; and

e The effect of the action on United
States national security and foreign
policy.

B. Finding

Today, as detailed elsewhere in this
part,® based upon a review and analysis
of the administrative record in this
matter, consultations with relevant
Federal agencies and departments, and
after consideration of the factors
enumerated in section 311, the Director
of FinCEN has determined that
reasonable grounds exist for concluding
that the Islamic Republic of Iran is a

3 Available special measures include requiring:
(1) Recordkeeping and reporting of certain financial
transactions; (2) collection of information relating to
beneficial ownership; (3) collection of information
relating to certain payable-through accounts; (4)
collection of information relating to certain
correspondent accounts; and (5) prohibition or
conditions on the opening or maintaining of
correspondent or payable through accounts. 31
U.S.C. 5318A(b)(1)—(5). For a complete discussion of
the range of possible countermeasures, see 68 FR
18917 (April 17, 2003) (proposing special measures
against Nauru).

4 Section 5318A(a)(4)(A) requires the Secretary to
consult with the Chairman of the Board of
Governors of the Federal Reserve System, any other
appropriate Federal banking agency, the Secretary
of State, the Securities and Exchange Commission
(SEC), the Commodity Futures Trading Commission
(CFTQ), the National Credit Union Administration
(NCUA), and, in the sole discretion of the Secretary,
“such other agencies and interested parties as the
Secretary may find to be appropriate.” The
consultation process must also include the Attorney
General, if the Secretary is considering prohibiting
or imposing conditions on domestic financial
institutions opening or maintaining correspondent
account relationships with the designated
jurisdiction.

5 See the notice of this finding published
elsewhere today in the Federal Register.

jurisdiction of primary money
laundering concern.®

II. Imposition of Special Measure
Against the Islamic Republic of Iran as
a Jurisdiction of Primary Money
Laundering Concern, Including the
Central Bank of Iran Within the
Definition of Iranian Banking
Institution

As aresult of that finding, and based
upon the additional consultations and
the consideration of all relevant factors
discussed in the finding and in this
notice of proposed rulemaking, the
Director of FInCEN has determined that
reasonable grounds exist for the
imposition of the fifth special measure
authorized by section 5318A(b)(5).”
That special measure authorizes a
prohibition against the opening or
maintaining of correspondent accounts 8
by any domestic financial institution or
agency for or on behalf of a foreign
banking institution, if the correspondent
account involves the targeted
jurisdiction. A discussion of the section
311 factors relevant to imposing this
particular special measure follows.

1. Whether Similar Actions Have Been
or Will Be Taken by Other Nations or
Multilateral Groups Against Iran

The United Nations Security Council
has adopted multiple resolutions
imposing sanctions on Iran for its
refusal to comply with international
nuclear obligations and proliferation
sensitive activities, including United
Nations Security Council resolutions
(“UNSCRs”) 1696,° 1737,10 174711

6 Classified information used in support of a
section 311 finding and measure(s) may be
submitted by Treasury to a reviewing court ex parte
and in camera. See section 376 of the Intelligence
Authorization Act for fiscal year 2004, Public Law
108-177 (amending 31 U.S.C. 5318A by adding new
paragraph (f)).

7 In connection with this action, FinCEN
consulted with staffs of the Federal functional
regulators, the Department of Justice, and the
Department of State.

8For purposes of the proposed rule, a
correspondent account is defined as an account
established to receive deposits from, or make
payments or other disbursements on behalf of, a
foreign bank, or handle other financial transactions
related to the foreign bank.

9For a complete discussion of the sanctions
adopted by UNSCR 1696, see “Resolution 1696,”
United Nations Security Council, July 31, 2006
(http://www.un.org/Docs/sc/unsc_
resolutions06.htm).

10For a complete discussion of the sanctions
adopted by UNSCR 1737, see “Resolution 1737,”
United Nations Security Council, December 23,
2006 (http://www.un.org/Docs/sc/unsc._
resolutions06.htm).

11For a complete discussion of the sanctions
adopted by UNSCR 1747, see “Resolution 1747,”
United Nations Security Council, March 24, 2007
(http://www.un.org/Docs/sc/unsc._
resolutions07.htm).
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1803,12 and 1929.13 All resolutions were
reaffirmed in 2008, 2009, and 2010
through UNSCRs 1835,14 1887,15 and
1929,16 respectively.

Iran’s serious deficiencies with
respect to anti-money laundering/
countering the financing of terrorism
(“AML/CFT”) controls have long been
highlighted by numerous international
bodies and government agencies.
Starting in October 2007, the Financial
Action Task Force (“FATF”) has issued
a series of public statements expressing
its concern that Iran’s lack of a
comprehensive AML/CFT regime
represents a significant vulnerability
within the international financial
system. The statements further called
upon Iran to address those deficiencies
with urgency, and called upon FATF-
member countries to advise their
institutions to conduct enhanced due
diligence with respect to the risks
associated with Iran’s deficiencies.!”

The FATF has been particularly
concerned with Iran’s failure to address
the risk of terrorist financing, and
starting in February 2009, the FATF
called upon its members and urged all

12For a complete discussion of the sanctions
adopted by UNSCR 1803, see “Resolution 1803,”
United Nations Security Council, March 3, 2008
(http://www.un.org/Docs/sc/unsc_
resolutions08.htm).

13For a complete discussion of the sanctions
adopted by UNSCR 1929, see “Resolution 1929,”
United Nations Security Council, June 9, 2010
(http://www.un.org/Docs/sc/unsc_
resolutions10.htm).

14 See “Resolution 1835,” United Nations
Security Council, September 27, 2008 (http://www.
un.org/Docs/sc/unsc_resolutions08.htm).

15 See “Resolution 1887,” United Nations
Security Council, September 24, 2009 (http://www.
un.org/Docs/sc/unsc_resolutions09.htm).

16 See “‘Resolution 1929,” United Nations
Security Council, June 9, 2010 (http://www.un org/
Docs/sc/unsc_resolutions10.htm).

171n response to concerns raised by these FATF
and IMF reports, FinCEN issued an advisory on
October 16, 2007 to financial institutions regarding
the heightened risk of Iranian “money laundering,
terrorist financing, and weapons of mass
destruction proliferation financing.” The advisory
further cautioned institutions that there may be an
increased effort by Iranian entities to circumvent
international sanctions and related financial
community scrutiny through the use of deceptive
practices. See “‘Guidance to Financial Institutions
on the Increasing Money Laundering Threat
Involving Illicit Iranian Activity,” FinCEN, October
16, 2007 (http://www.fincen.gov/statutes_regs/
guidance/pdf/guidance_fi_increasing_mlt_
iranian pdf). The FATF simultaneously published
guidance to assist countries with implementation of
UNSCRs 1737 and 1747. See “Guidance Regarding
the Implementation of Activity-Based Financial
Prohibitions of United Nations Security Council
Resolution 1737,” October 12, 2007 (http://www.
fatf-gafi.org/datacecd/43/17/39494050.pdf) and
“Guidance Regarding the Implementation of
Financial Provisions of the United Nations Security
Council Resolutions to Counter the Proliferation of
Weapons of Mass Destruction,”” September 5, 2007
(http://www fatf-gafi.org/dataoecd/23/16/
39318680.pd).

jurisdictions to apply effective counter-
measures to protect their financial
sectors from the terrorist financing risks
emanating from Iran.?8 In addition, the
FATF advised jurisdictions to protect
correspondent relationships from being
used to bypass or evade counter-
measures and risk mitigation practices,
and to take into account money
laundering and financing of terrorism
risks when considering requests by
Iranian financial institutions to open
branches and subsidiaries in their
jurisdictions.® The FATF also called on
its members and other jurisdictions to
advise their financial institutions to give
special attention to business
relationships and transactions with Iran,
including Iranian companies and
financial institutions.2° Over the past
three years, the FATF has repeatedly
reiterated these concerns and reaffirmed
its call for FATF-member countries and
all jurisdictions to implement
countermeasures to protect the
international financial system from the
terrorist financing risk emanating from
Iran. In response, numerous countries,
including all G7 countries, have issued
advisories to their financial
institutions.2?

The FATF’s most recent statement in
October 2011 reiterated, with a renewed
urgency, its concern regarding Iran’s
failure to address the risk of terrorist
financing and the serious threat this
poses to the integrity to the
international financial system.22 The
FATF reaffirmed its February 2009 call
to apply effective countermeasures to
protect their financial sectors from ML/
FT risks emanating from Iran, and
further called upon its members to
consider the steps already taken and
possible additional safeguards or
strengthen existing ones.23 In addition,

18 See “FATF Statement on Iran,” The Financial
Action Task Force, February 25, 2009 (http://www.
fatf-gafi.org/dataoecd/18/28/42242615.pdf).

19]d.

20]d.

21 See “Circular 13/2008 (GW)—Statement of the
FATF of 16 October 2008,” November 7, 2008
(http://www.bafin.de/cIn_171/nn_721228/Shared
Docs/Veroeffentlichungen/EN/Service/Circulars/rs_
0813_gw.html?_nnn=true); “February 27, 2009
FINTRAC Advisory,” February 27, 2009 (http://
www.fintrac-canafe.gc.ca/publications/avs/2009-
02-27-eng.asp); “HM Treasury warns businesses of
serious threats posed to the international financial
system,” March 11, 2009 (http://webarchive.nation
alarchives.gov.uk/+/http://www.hm-treasury.gov.
uk/press 26 _09.htm); “Letter from French Minister
of Economy,” (http://www2.economie.gouv.fr/
directions_services/dgtpe/sanctions/sanctions
iran php); and “Bank of Italy Circular,” (http://
www.dt.tesoro it/it/prevenzione_reati_finanziari/).

22 See “FATF Public Statement,” The Financial
Action Task Force, October 28, 2011 (http://www.
fatf-gafi.org/document/55/0,3746,en_32250379_
32236992 48966519 1 _1_1_1,00.html).

23]d.

the FATF stated that, if Iran fails to take
concrete steps to improve its AML/CFT
regime, the FATF will consider calling
on its members and urging all
jurisdictions to strengthen
countermeasures in February 2012.24
The numerous calls by the FATF for
Iran to urgently address its terrorist
financing vulnerability, coupled with
the extensive record of Iranian entities
using the financial system to finance
terrorism, proliferation activities, and
other illicit activity,25 raises significant
concern over the willingness or ability
of Iran to establish adequate controls to
counter terrorist financing.

Although none of these actions to
sanction Iran prohibit domestic
financial institutions and agencies from
opening or maintaining a correspondent
account for or on behalf of any financial
institution in Iran, or require the type of
special due diligence outlined in this
proposed rulemaking, FinCEN
encourages other countries or
multilateral groups to take similar
action based on the findings contained
in this rulemaking.

2. Whether the Imposition of the Fifth
Special Measure Would Create a
Significant Competitive Disadvantage,
Including Any Undue Cost or Burden
Associated With Compliance, for
Financial Institutions Organized or
Licensed in the United States

The fifth special measure sought to be
imposed by this rulemaking would
prohibit covered financial institutions
from opening and maintaining
correspondent accounts for, or on behalf
of, Iranian banking institutions. As a
corollary to this measure, covered
financial institutions also would be
required to take reasonable steps to
apply special due diligence, as set forth
below, to all of their correspondent
accounts to help ensure that no such
account is being used indirectly to
provide services to an Iranian banking
institution. FinCEN does not expect the
burden associated with these
requirements to be significant given that
U.S. financial institutions have long
been subject to sanctions regulations
prohibiting the provision of
correspondent account services for
banking institutions in Iran. There is a
minimal burden involved in
transmitting a one-time notice to certain
correspondent account holders
concerning the prohibition on indirectly
providing services to Iranian banking
institutions. In addition, U.S. financial

24]d.

25 “Update on the Continuing Illicit Finance
Threat Emanating From Iran,” FinCEN, June 22,
2010 (http://www.fincen.gov/statutes_regs/
guidance/html/fin-2010-a008.html).
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institutions generally apply some degree
of due diligence in screening their
transactions and accounts, often through
the use of commercially available
software such as that used for
compliance with the economic
sanctions programs administered by the
Office of Foreign Assets Control (OFAC)
of the Department of the Treasury. As
explained in more detail in the section-
by-section analysis below, financial
institutions should, if necessary, be able
to easily adapt their current screening
procedures to comply with this special
measure. Thus, the special due
diligence that would be required by this
rulemaking is not expected to impose a
significant additional burden upon U.S.
financial institutions.

3. The Extent To Which the Proposed
Action or Timing of the Action Will
Have a Significant Adverse Systemic
Impact on the International Payment,
Clearance, and Settlement System, or on
Legitimate Business Activities of Iran

Banking institutions in Iran generally
are not major participants in the
international payment system and are
not relied upon by the international
banking community for clearance or
settlement services. Additionally, given
the preexisting OFAC and international
sanctions on Iran and certain Iranian
banking institutions, it is unlikely that
these new measures or the timing of the
new measures will have a significant
impact on the international payment,
clearance, and settlement system.
Financial transactions between the
United States and Iran pertaining to
licensed agricultural and medical
exports to Iran, as well as other licensed
transactions or transactions exempted or
not prohibited from the scope of OFAC
sanctions, may continue under the rule
as proposed.2¢ Legitimate pre-existing
personal investments held by Iranian
residents in the United States that do
not involve Iranian banking institutions
will be unaffected. Consequently, in
light of the reasons for imposing this
special measure, FinCEN does not
believe that it will impose an undue
burden on legitimate business activities.

4. The Effect of the Proposed Action on
United States National Security and
Foreign Policy

The exclusion from the U.S. financial
system of jurisdictions that serve as
conduits for significant money
laundering activity, for the financing of
terrorism or weapons of mass
destruction or their delivery systems,

26 For a more complete discussion of prohibited
and non-prohibited transactions, see http://
www.treas.gov/ofac.

and for other financial crimes enhances
U.S. national security by making it more
difficult for terrorists and money
launderers to access the substantial
resources of the U.S. financial system.
To the extent that this action serves as
an additional tool in preventing Iran
from accessing the U.S. financial
system, the proposed action supports
and upholds U.S. national security and
foreign policy goals. More generally, the
imposition of the fifth special measure
would complement the U.S.
Government’s worldwide efforts to
expose and disrupt international money
laundering and terrorist financing.

Therefore, pursuant to the finding of
the Director of FinCEN that Iran is a
jurisdiction of primary money
laundering concern, and after
conducting the required consultations
and weighing the relevant factors,
FinCEN has determined that reasonable
grounds exist for imposing the fifth
special measure authorized by 31 U.S.C.
5318A(b)(5) against Iran.

III. Section-by-Section Analysis

The proposed rule would prohibit
covered financial institutions from
establishing, maintaining, or managing
in the United States any correspondent
account for, or on behalf of, banking
institutions in Iran. As a corollary to
this prohibition, covered financial
institutions would be required to apply
special due diligence to their
correspondent accounts to guard against
their improper indirect use by Iranian
banking institutions. At a minimum,
that special due diligence must include
two elements. First, a covered financial
institution must notify those
correspondent account holders that the
covered financial institution knows or
has reason to know provide services to
Iranian banking institutions, that such
correspondents may not provide Iranian
banking institutions with access to the
correspondent account maintained at
the covered financial institution.
Second, a covered financial institution
must take reasonable steps to identify
any indirect use of its correspondent
accounts by Iranian banking
institutions, to the extent that such
indirect use can be determined from
transactional records maintained by the
covered financial institution in the
normal course of business. A covered
financial institution should take a risk-
based approach when deciding what, if
any, additional due diligence measures
it should adopt to guard against the
improper indirect use of its
correspondent accounts by Iranian
banking institutions, based on risk
factors such as the type of services it

offers and the geographic locations of its
correspondents.

A. 1010.657(a)—Definitions
1. Correspondent Account

Section 1010.657(a)(1) defines the
term ‘“‘correspondent account” by
reference to the definition contained in
31 CFR 1010.605(c)(1)(ii). Section
1010.605(c)(1)(ii) defines a
correspondent account to mean:

e An account established to receive
deposits from, or make payments or other
disbursements on behalf of, a foreign bank,
or handle other financial transactions related
to the foreign bank.

In the case of a U.S. depository
institution, this broad definition
includes most types of banking
relationships between a U.S. depository
institution and a foreign bank that are
established to provide regular services,
dealings, and other financial
transactions including demand deposit,
savings deposit, or other transaction or
asset accounts, and credit accounts or
other extensions of credit.2”

In the case of securities broker-
dealers, futures commission merchants,
introducing brokers in commodities,
and investment companies that are
open-end companies (mutual funds), we
are using the same definition of
“account” for purposes of this rule as
was established in the final rule
implementing section 312 of the USA
PATRIOT Act.28

2. Covered Financial Institution

Section 1010.657(a)(2) of the
proposed rule defines “covered
financial institution” with the same
definition used in the final rule
implementing section 312 of the USA
PATRIOT Act,2® which in general
includes the following:

e An insured bank (as defined in
section 3(h) of the Federal Deposit
Insurance Act (12 U.S.C. 1813(h));

e A commercial bank;

e An agency or branch of a foreign
bank in the United States;

o A federally insured credit union;

e A credit union;

e A savings association;

e A corporation acting under section
25A of the Federal Reserve Act (12
U.S.C. 611);

e A trust bank or trust company that
is federally regulated and is subject to
an anti-money laundering program
requirements;

e A broker or dealer in securities
registered, or required to be registered,

" 27 See 31 CFR 1010.605(c)(2)(1)(A)—(B).
28 See 31 CFR 1010.605(c)(2)(ii)—(iv).
29 See 31 CFR 1010.605(f)(1)—(2).
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with the Securities and Exchange
Commission under the Securities
Exchange Act of 1934 (15 U.S.C. 78a et
seq.), except persons who register
pursuant to section 15(b)(11) of the
Securities Exchange Act of 1934;

e A futures commission merchant or
an introducing broker registered, or
required to be registered, with the
Commodity Futures Trading
Commission under the Commodity
Exchange Act (7 U.S.C. 1 et seq.), except
persons who register pursuant to section
4(f)(a)(2) of the Commodity Exchange
Act;

e A private banker; and

e A mutual fund.

3. Iranian Banking Institution

Section 1010.657(a)(3) of the
proposed rule defines a foreign bank as
that term is defined in 1010.100(u). An
Iranian banking institution shall mean
any foreign bank chartered by Iran,
including any branches, offices, or
subsidiaries of such bank operating in
any jurisdiction, and any branch or
office within Iran of any foreign bank
licensed by Iran. In addition, the Central
Bank of Iran (Bank Markazi Iran),3° as
well as any foreign bank of which more
than 50 percent of the voting stock or
analogous interest is owned by two or
more foreign banks chartered by Iran,
shall be considered an Iranian banking
institution. For purposes of this rule, a
subsidiary shall mean a company of
which more than 50 percent of the
voting stock or analogous interest is
directly or indirectly owned by another
company.

A covered financial institution should
take commercially reasonable measures
to determine whether it maintains a
correspondent account for an Iranian
banking institution, including a branch,
office, or subsidiary of an Iranian
banking institution.

B. 1010.657(b)—Requirements for
Covered Financial Institutions

For purposes of complying with the
proposed rule’s prohibition on the
opening or maintaining of
correspondent accounts for, or on behalf
of, Iranian banking institutions, FinCEN
expects that a covered financial

30 Prior regulations that have applied Section 311
special measures to jurisdictions of primary money
laundering concern have not included the
jurisdiction’s central bank within the scope of the
regulation. However, in the case of the Islamic
Republic of Iran, this inclusion is justified due to
the deceptive practices the Central Bank of Iran
engages in and encourages among Iranian state-
owned banks. This behavior is discussed in the
notice of finding that the Islamic Republic of Iran
is a jurisdiction of primary money laundering
concern published elsewhere today in the Federal
Register. See footnote 5, supra.

institution will take such steps that a
reasonable and prudent financial
institution would take to protect itself
from loan fraud or other fraud or loss
based on misidentification of a person’s
status.

1. Prohibition on Direct Use of
Correspondent Accounts

Section 1010.657(b)(1) of the
proposed rule requires all covered
financial institutions to terminate any
correspondent account that is
established, maintained, administered,
or managed in the United States for, or
on behalf of, Iranian banking
institutions, provided that the account
is not blocked under any Executive
Order issued pursuant to the
International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.)
(IEEPA) or under 31 CFR Chapter V. The
prohibition would require all covered
financial institutions to review their
account records to ensure that they
maintain no accounts directly for, or on
behalf of, an Iranian banking institution.

2. Special Due Diligence of
Correspondent Accounts To Prohibit
Improper Indirect Use

As a corollary to the prohibition on
maintaining correspondent accounts
directly for Iranian banking institutions,
proposed section 1010.657(b)(2)
requires a covered financial institution
to apply special due diligence to its
correspondent accounts 31 that is
reasonably designed to guard against
their improper indirect use by Iranian
banking institutions. At a minimum,
that special due diligence must include
notifying those correspondent account
holders that the covered financial
institution knows or has reason to know
provide services to Iranian banking
institutions, that such correspondents
generally may not provide Iranian
banking institutions with access to the
correspondent account maintained at
the covered financial institution. A
covered financial institution would, for
example, have knowledge that the
correspondents provide such access to
Iranian banking institutions through
transaction screening software or
through the processing of Iranian
transactions under OFAC licenses. A
covered financial institution may satisfy
this requirement by transmitting the
following notice to its correspondent
account holders that it knows or has

31 Again, for purposes of the proposed rule, a
correspondent account is defined as an account
established to receive deposits from, or make
payments or other disbursements on behalf of, a
foreign bank, or handle other financial transactions
related to the foreign bank.

reason to know provide services to
Iranian banking institutions:

Notice: Pursuant to U.S. regulations issued
under section 311 of the USA PATRIOT Act,
31 CFR 1010.657, we are prohibited from
establishing, maintaining, administering or
managing a correspondent account for, or on
behalf of, an Iranian banking institution or
any of its subsidiaries. The regulations also
require us to notify you that you may not
provide an Iranian banking institution or any
of its subsidiaries with access to the
correspondent account you hold at our
financial institution other than for the
purpose of processing transactions that are
authorized, exempt, or not prohibited
pursuant to any Executive Order issued
under the International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.) or 31
C F.R. Chapter V. If we become aware that an
Iranian banking institution or any of its
subsidiaries is indirectly using the
correspondent account you hold at our
financial institution for transactions other
than those specified above, we will be
required to take appropriate steps to prevent
such access, including terminating your
account.

The purpose of the notice requirement
is to help ensure cooperation from
correspondent account holders in
denying Iranian banking institutions
access to the U.S. financial system.
However, FinCEN does not require or
expect a covered financial institution to
obtain a certification from any of its
correspondent account holders that
indirect access will not be provided in
order to comply with this notice
requirement. Instead, methods of
compliance with the notice requirement
could include, for example, transmitting
a one-time notice by mail, fax, or email
to certain of the covered financial
institution’s correspondent account
customers, informing them that they
may not provide Iranian banking
institutions with access to the covered
financial institution’s correspondent
account, or including such information
in the next regularly occurring
transmittal from the covered financial
institution to those correspondent
account holders. FinCEN specifically
solicits comments on the form and
scope of the notice that would be
required under the rule. FinCEN also
requests comment as to whether a one-
time notice will be sufficient to ensure
cooperation from correspondent account
holders in denying Iranian banking
institutions access to the financial
system, as well as the incremental costs
that financial institutions would incur if
this rule required an annual notice.

A covered financial institution also
would be required under this
rulemaking to take reasonable steps to
identify any indirect use of its
correspondent accounts by Iranian
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banking institutions, to the extent that
such indirect use can be determined
from transactional records maintained
by the covered financial institution in
the normal course of business. For
example, a covered financial institution
would be expected to apply an
appropriate screening mechanism to be
able to identify a funds transfer order
that on its face listed an Iranian banking
institution as the originator’s or
beneficiary’s financial institution, or
otherwise referenced an Iranian banking
institution in a manner detectable under
the financial institution’s normal
screening processes. An appropriate
screening mechanism could be the
mechanism used by a covered financial
institution to comply with various legal
requirements, such as the commercially
available software programs used to
comply with the economic sanctions
programs administered by OFAC.
FinCEN specifically solicits comments
on the requirement under the proposed
rule that covered financial institutions
take reasonable steps to screen their
correspondent accounts in order to
identify any indirect use of such
accounts by Iranian banking
institutions.

Notifying certain correspondent
account holders and taking reasonable
steps to identify any indirect use of its
correspondent accounts by Iranian
banking institutions in the manner
discussed above are the minimum due
diligence requirements under the
proposed rule. Beyond these minimum
steps, a covered financial institution
should adopt a risk-based approach for
determining what, if any, additional due
diligence measures it should implement
to guard against the improper indirect
use of its correspondent accounts by
Iranian banking institutions, based on
risk factors such as the type of services
it offers and the geographic locations of
its correspondent account holders.

A covered financial institution that
obtains knowledge that a correspondent
account is being used by a foreign bank
to provide indirect access to an Iranian
banking institution must take all
appropriate steps to prevent such
indirect access, including the
notification of its correspondent account
holder per section 1010.657(b)(2)(i)(A)
and, where necessary, terminating the
correspondent account. However, this
provision does not require financial
institutions to prevent indirect access to
correspondent accounts when such
access is necessary to conduct
transactions involving Iranian banking
institutions that are: (1) Authorized
pursuant to Executive Orders issued
under IEEPA or pursuant to 31 CFR
Chapter V, including transactions

authorized by the Office of Foreign
Assets Control; (2), exempted from the
prohibitions of such authority; or (3) not
prohibited by such authority.

A covered financial institution may
afford the foreign bank a reasonable
opportunity to take corrective action
prior to terminating the correspondent
account. Should the foreign bank refuse
to comply, or if the covered financial
institution cannot obtain adequate
assurances that Iranian banking
institutions will no longer be able to
improperly access the correspondent
account, the covered financial
institution must terminate the account
within a commercially reasonable time.
This means that the covered financial
institution should not permit the foreign
bank to establish any new positions or
execute any transactions through the
account, other than those necessary to
close the account. A covered financial
institution may reestablish an account
closed under the proposed rule if it
determines that the account will not be
used to provide improper indirect
access to an Iranian banking institution.
FinCEN specifically solicits comments
on the requirement under the proposed
rule that covered financial institutions
prevent improper indirect access to
Iranian banking institutions, once such
indirect access is identified.

3. Reporting Not Required

Section 1010.657(b)(3) of the
proposed rule clarifies that the rule does
not impose any reporting requirement
upon any covered financial institution
that is not otherwise required by
applicable law or regulation. A covered
financial institution must, however,
document its compliance with the
requirement that it notify those
correspondent account holders that the
covered financial institution knows or
has reason to know provide services to
Iranian banking institutions, that such
correspondents may not provide Iranian
banking institutions with improper
access to the correspondent account
maintained at the covered financial
institution.

IV. Request for Comments

FinCEN invites comments on all
aspects of the proposal to prohibit the
opening or maintaining of
correspondent accounts for or on behalf
of Iranian banking institutions, and
specifically invites comments on the
following matters:

1. The form and scope of the notice
to certain correspondent account
holders that would be required under
the rule and whether a one-time notice
will be sufficient to ensure cooperation
from correspondent account holders in

denying Iranian banking institutions
access to the financial system, and the
incremental costs that financial
institutions would incur if this rule
required an annual notice;

2. The appropriate scope of the
proposed requirement for a covered
financial institution to take reasonable
steps to identify any indirect use of its
correspondent accounts by Iranian
banking institutions;

3. The appropriate steps a covered
financial institution should take once it
identifies an indirect use of one of its
correspondent accounts by an Iranian
banking institution; and

4. The impact of the proposed special
measure upon legitimate transactions
with Iran involving, in particular, U.S.
persons and entities; foreign persons,
entities, and governments; and
multilateral organizations doing
legitimate business with persons or
entities operating in Iran.

V. Regulatory Flexibility Act

It is hereby certified that this
proposed rule will not have a significant
economic impact on a substantial
number of small entities. Given that
U.S. financial institutions have long
been subject to sanctions regulations
prohibiting the provision of
correspondent account services for
banking institutions in Iran, FinCEN
assesses that the prohibition on
maintaining such accounts will not have
a significant impact on a substantial
number of small entities. In addition, all
U.S. persons, including U.S. financial
institutions, currently must exercise
some degree of due diligence in order to
comply with various legal requirements.
The tools used for such purposes,
including commercially available
software used to comply with the
economic sanctions programs
administered by OFAGC, can easily be
modified to monitor for the use of
correspondent accounts by Iranian
banking institutions. Thus, the special
due diligence that would be required by
this rulemaking—i.e., the one-time
transmittal of notice to certain
correspondent account holders and the
screening of transactions to identify any
indirect use of correspondent accounts,
is not expected to impose a significant
additional economic burden upon small
U.S. financial institutions. FinCEN
invites comments from members of the
public who believe there will be a
significant economic impact on small
entities.

VI. Paperwork Reduction Act

The collection of information
contained in this proposed rule is being
submitted to the Office of Management

Annex 153



72884

Federal Register/Vol.

76, No. 228/Monday, November 28,

2011/Proposed Rules

and Budget for review in accordance
with the Paperwork Reduction Act of
1995 (44 U.S.C. 3507(d)). Comments on
the collection of information should be
sent to the Desk Officer for the
Department of Treasury, Office of
Information and Regulatory Affairs,
Office of Management and Budget,
Paperwork Reduction Project (1506),
Washington, DC 20503 (or by email to
oira_submission@omb.eop.gov) with a
copy to FinCEN by mail or email at the
addresses previously specified.
Comments should be submitted by one
method only. Comments on the
collection of information should be
received by January 27, 2012. In
accordance with the requirements of the
Paperwork Reduction Act of 1995, 44
U.S.C. 3506(c)(2)(A), and its
implementing regulations, 5 CFR part
1320, the following information
concerning the collection of information
as required by 31 CFR 1010.657 is
presented to assist those persons
wishing to comment on the information
collection.

The collection of information in this
proposed rule is in 1010.657(b)(2)(i) and
1010.657(b)(3)(i). The notification
requirement in 1010.657(b)(2)(i) is
intended to ensure cooperation from
correspondent account holders in
denying Iranian banking institutions
access to the U.S. financial system. The
information required to be maintained
by 1010.657(b)(3)(i) will be used by
federal agencies and certain self-
regulatory organizations to verify
compliance by covered financial
institutions with the provisions of 31
CFR 1010.657. The class of financial
institutions affected by the notification
requirement is identical to the class of
financial institutions affected by the
recordkeeping requirement. The
collection of information is mandatory.

Description of Affected Financial
Institutions: Banks, broker-dealers in
securities, futures commission
merchants and introducing brokers, and
mutual funds maintaining
correspondent accounts.

Estimated Number of Affected
Financial Institutions: 5,000.

Estimated Average Annual Burden
Hours per Affected Financial
Institution: The estimated average
burden associated with the collection of
information in this proposed rule is one
hour per affected financial institution.

Estimated Total Annual Burden:
5,000 hours.

FinCEN specifically invites comments
on: (a) Whether the proposed collection
of information is necessary for the
proper performance of the mission of
FinCEN, including whether the
information shall have practical utility;

(b) the accuracy of FinCEN’s estimate of
the burden of the proposed collection of
information; (c) ways to enhance the
quality, utility, and clarity of the
information required to be maintained;
(d) ways to minimize the burden of the
required collection of information,
including through the use of automated
collection techniques or other forms of
information technology; and (e)
estimates of capital or start-up costs and
costs of operation, maintenance, and
purchase of services to maintain the
information.

VII. Executive Order 12866

The proposed rule is not a significant
regulatory action for purposes of
Executive Order 12866, “Regulatory
Planning and Review.”

List of Subjects in 31 CFR Chapter X

Administrative practice and
procedure, Banks and banking, Brokers,
Counter-money laundering, Counter-
terrorism, Foreign banking, Iran.

Authority and Issuance

For the reasons set forth in the
preamble, chapter X of title 31 of the
Code of Federal Regulations is proposed
to be amended as follows:

Chapter X—Financial Recordkeeping and
Reporting of Currency and Financial
Transactions

1. The authority citation for chapter X
is amended to read as follows:

Authority: 12 U.S.C. 1829b and 1951—
1959; 31 U.S.C. 53115314, 5316-5332 Title
I, secs. 311, 312, 313, 314, 319, 326, 352,
Pub. L. 107-56, 115 Stat. 307.

2. Subpart F of Chapter X is amended
by adding new § 1010.657 under the
undesignated center heading “SPECIAL
DUE DILIGENCE FOR
CORRESPONDENT ACCOUNTS AND
PRIVATE BANKING ACCOUNTS” to
read as follows:

§1010.657 Special measures against the
Islamic Republic of Iran.

(a) Definitions. For purposes of this
section:

(1) Correspondent account has the
same meaning as provided in
§1010.605(c)(1)(ii).

(2) Covered financial institution has
the same meaning as provided in
§1010.605(f)(1)—(2).

(3) Foreign bank has the same
meaning as 1010.100(u).

(4) Iranian banking institution means
the following:

(i) Any foreign bank chartered by Iran,
including any branches, offices, or
subsidiaries of such bank operating in
any jurisdiction, and any branch or
office within Iran of any foreign bank
licensed by Iran;

(ii) The Central Bank of Iran (Bank
Markazi Iran); and

(iii) Any foreign bank of which more
than 50 percent of the voting stock or
analogous interest is owned by two or
more foreign banks chartered by Iran.

(5) Subsidiary means a company of
which more than 50 percent of the
voting stock or analogous interest is
owned by another company.

(b) Requirements for covered financial
institutions.

(1) Prohibition on direct use of
correspondent accounts. A covered
financial institution shall terminate any
correspondent account that is
established, maintained, administered,
or managed in the United States for, or
on behalf of, an Iranian banking
institution, provided that the account is
not blocked under any Executive Order
issued pursuant to the International
Emergency Economic Powers Act (50
U.S.C. 1701 et seq.) (IEEPA) or under 31
CFR Chapter V.

(2) Special due diligence of
correspondent accounts to prohibit
improper indirect use.

(i) A covered financial institution
shall apply special due diligence to its
correspondent accounts that is
reasonably designed to guard against
their improper indirect use by Iranian
banking institutions. At a minimum,
that special due diligence must include:

(A) Notifying those correspondent
account holders that the covered
financial institution knows or has
reason to know provide services to
Iranian banking institutions, that such
correspondents generally may not
provide Iranian banking institutions
with access to the correspondent
account maintained at the covered
financial institution; and

(B) Taking reasonable steps to identify
any indirect use of its correspondent
accounts by Iranian banking
institutions, to the extent that such
indirect use can be determined from
transactional records maintained in the
covered financial institution’s normal
course of business.

(ii) A covered financial institution
shall take a risk-based approach when
deciding what, if any, other due
diligence measures it should adopt to
guard against the improper indirect use
of its correspondent accounts by Iranian
banking institutions.

(iii) A covered financial institution
that obtains knowledge that a
correspondent account is being used by
the foreign bank to provide indirect
access to an Iranian banking institution,
shall take all appropriate steps to
prevent such indirect access, including
the notification of its correspondent
account holder under paragraph
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(b)(2)(1)(A) of this section and, where
necessary, terminating the
correspondent account, except to the
extent that such indirect access to the
correspondent accounts is necessary to
conduct transactions involving Iranian
banking institutions that are: (1)
Authorized pursuant to Executive
Orders issued under IEEPA or pursuant
to 31 CFR Chapter V, including
transactions authorized by the Office of
Foreign Assets Control; (2), exempted
from the prohibitions of such authority;
or (3) not prohibited by such authority.

(3) Recordkeeping and reporting.

(i) A covered financial institution is
required to document its compliance
with the notice requirement set forth in
paragraph (b)(2)(i)(A) of this section.

(ii) Nothing in this section shall
require a covered financial institution to
report any information not otherwise
required to be reported by law or
regulation.

Dated: November 18, 2011.
James H. Freis, Jr.,

Director, Financial Crimes Enforcement
Network.

[FR Doc. 2011-30331 Filed 11-25-11; 8:45 am]
BILLING CODE 4810-02-P

ENVIRONMENTAL PROTECTION
AGENCY

40 CFR Part 52

[EPA-R04-OAR-2010-0017-201014(b) &
EPA-R04-OAR-2010-0018-201001(b);
FRL-9495-8]

Approval and Promulgation of Air
Quality Implementation Plans: South
Carolina; Negative Declarations for
Groups I, II, lll and IV Control
Techniques Guidelines; and
Reasonably Available Control
Technology

AGENCY: Environmental Protection
Agency (EPA).
ACTION: Proposed rule.

SUMMARY: EPA is proposing to approve
several State Implementation Plan (SIP)
revisions submitted by the South
Carolina Department of Health and
Environmental Control (SC DHEC).
These revisions establish reasonably
available control technology (RACT)
requirements for the three major sources
located in the portion of York County,
South Carolina that is within the bi-state
Charlotte-Gastonia-Rock Hill, North
Carolina-South Carolina 1997 8-hour
ozone nonattainment area that either
emit volatile organic compounds,
nitrogen oxides or both. The bi-state
Charlotte-Gastonia-Rock Hill 1997 8-

hour ozone nonattainment area is
hereinafter referred to as the “bi-state
Charlotte Area.” In addition, South
Carolina’s SIP revisions include
negative declarations for certain source
categories for which EPA has control
technique guidelines, meaning that SC
DHEC has concluded that no such
sources are located in that portion of the
nonattainment area. EPA has evaluated
the proposed revisions to South
Carolina’s SIP, and has preliminarily
concluded that they are consistent with
statutory and regulatory requirements
and EPA guidance.

DATES: Written comments must be
received on or before December 28,
2011.

ADDRESSES: Submit your comments,
identified by Docket ID No. EPA-R04—
OAR-2010-0017 and EPA-R04-OAR~-
2010-0018 by one of the following
methods:

1. http://www.regulations.gov: Follow
the online instructions for submitting
comments.

2. Email: benjamin.lynorae@epa.gov.

3. Fax: (404) 562-9019.

4. Mail: “EPA-R04-OAR-2010-0017"
for comments regarding the RACT
demonstration and the negative
declarations for Groups I and I CTG.
“EPA-R04-0OAR-2010-0018" for
comments regarding the negative
declarations for Groups III and IV CTG.
Regulatory Development Section, Air
Planning Branch, Air, Pesticides and
Toxics Management Division, U.S.
Environmental Protection Agency,
Region 4, 61 Forsyth Street SW.,
Atlanta, Georgia 30303—-8960.

5. Hand Delivery or Courier: Lynorae
Benjamin, Regulatory Development
Section, Air Planning Branch, Air,
Pesticides and Toxics Management
Division, U.S. Environmental Protection
Agency, Region 4, 61 Forsyth Street
SW., Atlanta, Georgia 30303-8960. Such
deliveries are only accepted during the
Regional Office’s normal hours of
operation. The Regional Office’s official
hours of business are Monday through
Friday, 8:30 to 4:30, excluding Federal
holidays.

Please see the direct final rule which
is located in the Rules section of this
Federal Register for detailed
instructions on how to submit
comments.

FOR FURTHER INFORMATION CONTACT: Zuri
Farngalo, Regulatory Development
Section, Air Planning Branch, Air,
Pesticides and Toxics Management
Division, U.S. Environmental Protection
Agency, Region 4, 61 Forsyth Street
SW., Atlanta, Georgia 30303—8960. Zuri
Farngalo may be reached by phone at

(404) 562—9152 or by electronic mail
address farngalo.zuri@epa.gov.
SUPPLEMENTARY INFORMATION: On March
12, 2008, EPA issued a revised ozone
NAAQS. See 73 FR 16436. EPA
subsequently announced a
reconsideration of the 2008 NAAQS,
and proposed new 8-hour ozone
NAAQS in January 2010. See 75 Fr
2938. In September 2011, EPA withdrew
the proposed reconsidered NAAQS and
began implementation of the 2008
NAAQS. The current action, however, is
being taken to address requirements
under the 1997 ozone NAAQS for a
portion of York County, South Carolina.
Requirements for the bi-state Charlotte
Area under the 2008 NAAQS will be
addressed in the future.

For additional information see the
direct final rule which is published in
the Rules Section of this Federal
Register. In the Final Rules Section of
this Federal Register, EPA is approving
the State’s SIP revision as a direct final
rule without prior proposal because the
Agency views this as a noncontroversial
submittal and anticipates no adverse
comments. A detailed rationale for the
approval is set forth in the direct final
rule. If no adverse comments are
received in response to this rule, no
further activity is contemplated. If EPA
receives adverse comments, the direct
final rule will be withdrawn and all
public comments received will be
addressed in a subsequent final rule
based on this proposed rule. EPA will
not institute a second comment period
on this document. Any parties
interested in commenting on this
document should do so at this time.

Dated: November 7, 2011.
A. Stanley Meiburg,
Acting Regional Administrator, Region 4.
[FR Doc. 2011-30297 Filed 11-25-11; 8:45 am)]
BILLING CODE 6560-50—P

FEDERAL COMMUNICATIONS
COMMISSION

47 CFR Part 73
[MM Docket No. 99-325; DA 11-1832]

FM Asymmetric Sideband Operation
and Associated Technical Studies

AGENCY: Federal Communications
Commission.

ACTION: Proposed rule.

SUMMARY: In this document, the Federal
Communications Commission seeks
comment on a request by certain private
parties, identified below, that the
Commission authorize voluntary
asymmetric digital sideband power for
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Aug. 10, 2012

[H.R. 1905]

Iran Threat
Reduction and
Syria Human
Rights Act of
2012.

22 USC 8701
note.

Public Law 112-158
112th Congress
An Act

To strengthen Iran sanctions laws for the purpose of compelling Iran to abandon
its pursuit of nuclear weapons and other threatening activities, and for other
purposes.

Be it enacted by the Senate and House of Representatives of
the United States of America in Congress assembled,

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TITLE.—This Act may be cited as the “Iran Threat
Reduction and Syria Human Rights Act of 2012”.

(b) TABLE OF CONTENTS.—The table of contents for this Act
is as follows:

Sec. 1. Short title; table of contents.
Sec. 2. Definitions.

TITLE I—EXPANSION OF MULTILATERAL SANCTIONS REGIME WITH
RESPECT TO IRAN

Sec. 101. Sense of Congress on enforcement of multilateral sanctions regime and
expansion and implementation of sanctions laws.
Sec. 102. Diplomatic efforts to expand multilateral sanctions regime.

TITLE II—EXPANSION OF SANCTIONS RELATING TO THE ENERGY SECTOR
OF IRAN AND PROLIFERATION OF WEAPONS OF MASS DESTRUCTION BY
IRAN

Subtitle A—Expansion of the Iran Sanctions Act of 1996

Sec. 201. Expansion of sanctions with respect to the energy sector of Iran.

Sec. 202. Imposition of sanctions with respect to transportation of crude oil from
Iran and evasion of sanctions by shipping companies.

Sec. 203. Expansion of sanctions with respect to development by Iran of weapons
of mass destruction.

Sec. 204. Expansion of sanctions available under the Iran Sanctions Act of 1996.

Sec. 205. Modification of waiver standard under the Iran Sanctions Act of 1996.

Sec. 206. Briefings on implementation of the Iran Sanctions Act of 1996.

Sec. 207. Expansion of definitions under the Iran Sanctions Act of 1996.

Sec. 208. Sense of Congress on energy sector of Iran.

Subtitle B—Additional Measures Relating to Sanctions Against Iran

Sec. 211. Imposition of sanctions with respect to the provision of vessels or shipping
services to transport certain goods related to proliferation or terrorism
activities to Iran.

Sec. 212. Imposition of sanctions with respect to provision of underwriting services
or insurance or reinsurance for the National Iranian Oil Company or
the National Iranian Tanker Company.

Sec. 213. Imposition of sanctions with respect to purchase, subscription to, or facili-
tation of the issuance of Iranian sovereign debt.

Sec. 214. Imposition of sanctions with respect to subsidiaries and agents of persons
sanctioned by United Nations Security Council resolutions.

Sec. 215. Imposition of sanctions with respect to transactions with persons sanc-
tioned for certain activities relating to terrorism or proliferation of
weapons of mass destruction.
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Sec. 216. Expansion of, and reports on, mandatory sanctions with respect to finan-
cial 1nst1tut10ns that engage in certain activities relating to Iran.

Sec. 217. Continuation in effect of sanctions with respect to the Government of
Iran, the Central Bank of Iran, and sanctions evaders.

Sec. 218. Liagility of parent companies for violations of sanctions by foreign sub-
sidiaries.

Sec. 219. Disclosures to the Securities and Exchange Commission relating to
sanctionable activities.

Sec. 220. Reports on, and authorization of imposition of sanctions with respect to,
the provision of specialized financial messaging services to the Central
Bank of Iran and other sanctioned Iranian financial institutions.

Sec. 221. Identification of, and immigration restrictions on, senior officials of the
Government of Iran and their family members.

Sec. 222. Sense of Congress and rule of construction relating to certain authorities
of State and local governments.

Sec. 223. Government Accountability Office report on foreign entities that invest in
the energy sector of Iran or export refined petroleum products to Iran.

Sec. 224. Reporting on the importation to and exportation from Iran of crude oil
and refined petroleum products.

TITLE III—SANCTIONS WITH RESPECT TO IRAN’S REVOLUTIONARY GUARD
CORPS

Subtitle A—Identification of, and Sanctions With Respect to, Officials, Agents, Affili-
ates, and Supporters of Iran’s Revolutionary Guard Corps and Other Sanctioned
Persons

Sec. 301. Identification of, and imposition of sanctions with respect to, officials,
agents, and affiliates of Iran’s Revolutionary Guard Corps.

Sec. 302. Identification of, and imposition of sanctions with respect to, persons that
support or conduct certain transactions with Iran’s Revolutionary Guard
Corps or other sanctioned persons.

Sec. 303. Identification of, and imposition of measures with respect to, foreign gov-
ernment agencies carrying out activities or transactions with certain
Iran-affiliated persons.

Sec. 304. Rule of construction.

Subtitle B—Additional Measures Relating to Iran’s Revolutionary Guard Corps

Sec. 311. Expansion of procurement prohibition to foreign persons that engage in
certain transactions with Iran’s Revolutionary Guard Corps.

Sec. 312. Determinations of whether the National Iranian Oil Company and the
National Iranian Tanker Company are agents or affiliates of Iran’s Rev-
olutionary Guard Corps.

TITLE IV—MEASURES RELATING TO HUMAN RIGHTS ABUSES IN IRAN

Subtitle A—Expansion of Sanctions Relating to Human Rights Abuses in Iran

Sec. 401. Imposition of sanctions on certain persons responsible for or complicit in
human rights abuses committed against citizens of Iran or their family
members after the June 12, 2009, elections in Iran.

Sec. 402. Imposition of sanctions with respect to the transfer of goods or tech-
nglogl'es to Iran that are likely to be used to commit human rights
abuses.

Sec. 403. Imposition of sanctions with respect to persons who engage in censorship
or other related activities against citizens of Iran.

Subtitle B—Additional Measures to Promote Human Rights

Sec. 411. Codification of sanctions with respect to grave human rights abuses by
the governments of Iran and Syria using information technology.

Sec. 412. Clarification of sensitive technologies for purposes of procurement ban
under Comprehensive Iran Sanctions, Accountability, and Divestment
Act of 2010.

Sec. 413. Expedited consideration of requests for authorization of certain human
rights-, humanitarian-, and democracy-related activities with respect to
Iran.

Sec. 414. Comprehensive strategy to promote Internet freedom and access to infor-
mation in Iran.

Sec. 415. Statement of policy on political prisoners.

TITLE V—MISCELLANEOUS

Sec. 501. Exclusion of citizens of Iran seeking education relating to the nuclear and
energy sectors of Iran.
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Sec. 502. Interests in certain financial assets of Iran.

Sec. 503. Technical correction to section 1245 of the National Defense Authoriza-
tion Act for Fiscal Year 2012.

Sec. 504. Expansion of sanctions under section 1245 of the National Defense Au-
thorization Act for Fiscal Year 2012.

Sec. 505. Reports on natural gas exports from Iran.

Sec. 506. Report on membership of Iran in international organizations.

Sec. 507. Sense of Congress on exportation of goods, services, and technologies for
aircraft produced in the United States.

TITLE VI—GENERAL PROVISIONS

Sec. 601. Implementation; penalties.

Sec. 602. Applicability to certain intelligence activities.

Sec. 603. Applicability to certain natural gas projects.

Sec. 604. Rule of construction with respect to use of force against Iran and Syria.

Sec. 605. Termination.

TITLE VII—SANCTIONS WITH RESPECT TO HUMAN RIGHTS ABUSES IN
SYRIA

Sec. 701. Short title.

Sec. 702. Imposition of sanctions with respect to certain persons who are respon-
sible for or complicit in human rights abuses committed against citizens
of Syria or their family members.

Sec. 703. Imposition of sanctions with respect to the transfer of goods or tech-
nologies to Syria that are likely to be used to commit human rights
abuses.

Sec. 704. Imposition of sanctions with respect to persons who engage in censorship
or other forms of repression in Syria.

Sec. 705. Waiver.

Sec. 706. Termination.

SEC. 2. DEFINITIONS.

Except as otherwise specifically provided, in this Act:

(1) APPROPRIATE CONGRESSIONAL COMMITTEES.—The term
“appropriate congressional committees” has the meaning given
that term in section 14 of the Iran Sanctions Act of 1996
(Public Law 104-172; 50 U.S.C. 1701 note).

(2) FINANCIAL TRANSACTION.—The term “financial trans-
action” means any transfer of value involving a financial
institution, including the transfer of forwards, futures, options,
swaps, or precious metals, including gold, silver, platinum,
and palladium.

(3) KNOWINGLY.—The term “knowingly” has the meaning
given that term in section 14 of the Iran Sanctions Act of
1996 (Public Law 104-172; 50 U.S.C. 1701 note).

(4) UNITED STATES PERSON.—The term “United States per-
son” has the meaning given that term in section 101 of the
Comprehensive Iran Sanctions, Accountability, and Divestment
Act of 2010 (22 U.S.C. 8511).

TITLE I—EXPANSION OF MULTILAT-
ERAL SANCTIONS REGIME WITH RE-
SPECT TO IRAN

SEC. 101. SENSE OF CONGRESS ON ENFORCEMENT OF MULTILATERAL
SANCTIONS REGIME AND EXPANSION AND IMPLEMENTA-
TION OF SANCTIONS LAWS.

It is the sense of Congress that the goal of compelling Iran
to abandon efforts to acquire a nuclear weapons capability and
other threatening activities can be effectively achieved through
a comprehensive policy that includes economic sanctions, diplomacy,
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and military planning, capabilities and options, and that this objec-
tive is consistent with the one stated by President Barack Obama
in the 2012 State of the Union Address: “Let there be no doubt:
America is determined to prevent Iran from getting a nuclear
weapon, and I will take no options off the table to achieve that
goal”. Among the economic measures to be taken are—

(1) prompt enforcement of the current multilateral sanc-
tions regime with respect to Iran;

(2) full, timely, and vigorous implementation of all sanc-
tions enacted into law, including sanctions imposed or expanded
by this Act or amendments made by this Act, through—

(A) intensified monitoring by the President and the
designees of the President, including the Secretary of the
Treasury, the Secretary of State, and senior officials in
the intelligence community (as defined in section 3(4) of
the National Security Act of 1947 (50 U.S.C. 401a(4)),
as appropriate;

(B) more extensive use of extraordinary authorities
provided for under the International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.) and other sanctions
laws;

(C) reallocation of resources to provide the personnel
necessary, within the Department of the Treasury, the
Department of State, and the Department of Commerce,
and, where appropriate, the intelligence community, to
apply and enforce sanctions; and

(D) expanded cooperation with international sanctions
enforcement efforts;

(3) urgent consideration of the expansion of existing sanc-
tions with respect to such areas as—

(A) the provision of energy-related services to Iran;

(B) the provision of insurance and reinsurance services
to Iran;

(C) the provision of shipping services to Iran; and

(D) those Iranian financial institutions not yet des-
ignated for the imposition of sanctions that may be acting
as intermediaries for Iranian financial institutions that
are designated for the imposition of sanctions; and
(4) a focus on countering Iran’s efforts to evade sanctions,

including—

(A) the activities of telecommunications, Internet, and
satellite service providers, in and outside of Iran, to ensure
that such providers are not participating in or facilitating,
directly or indirectly, the evasion of the sanctions regime
with respect to Iran or violations of the human rights
of the people of Iran;

(B) the activities of financial institutions or other
businesses or government agencies, in or outside of Iran,
not yet designated for the imposition of sanctions; and

(C) urgent and ongoing evaluation of Iran’s energy,
national security, financial, and telecommunications sec-
tors, to gauge the effects of, and possible defects in, par-
ticular sanctions, with prompt efforts to correct any gaps
in the existing sanctions regime with respect to Iran.
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President.

SEC. 102. DIPLOMATIC EFFORTS TO EXPAND MULTILATERAL SANC-
TIONS REGIME.

(a) MULTILATERAL NEGOTIATIONS.—Congress urges the Presi-
dent to intensify diplomatic efforts, both in appropriate inter-
national fora such as the United Nations and bilaterally with allies
of the United States, for the purpose of—

(1) expanding the United Nations Security Council sanc-
tions regime to include—

(A) a prohibition on the issuance of visas to any official

of the Government of Iran who is involved in—
(i) human rights violations in or outside of Iran;
(ii) the development of a nuclear weapons program

and a ballistic missile capability in Iran; or
(iii) support by the Government of Iran for terrorist
organizations, including Hamas and Hezbollah; and
(B) a requirement that each member country of the

United Nations—

(i) prohibit the Islamic Republic of Iran Shipping
Lines from landing at seaports, and cargo flights of
Iran Air from landing at airports, in that country
because of the role of those organizations in prolifera-
tion and illegal arms sales; and

(ii) apply the prohibitions described in clause (i)
to other Iranian entities designated for the imposition
of sanctions on or after the date of the enactment
of this Act;

(2) expanding the range of sanctions imposed with respect
to Iran by allies of the United States;

(3) expanding efforts to limit the development of petroleum
resources and the importation of refined petroleum products
by Iran;

(4) developing additional initiatives to—

(A) increase the production of crude oil in countries
other than Iran; and

(B) assist countries that purchase or otherwise obtain
crude oil or petroleum products from Iran to eliminate
their dependence on crude oil and petroleum products from

Iran; and

(5) eliminating the revenue generated by the Government
of Iran from the sale of petrochemical products produced in
Iran to other countries.

(b) REPORTS TO CONGRESS.—Not later than 180 days after
the date of the enactment of this Act, and every 180 days thereafter,
the President shall submit to the appropriate congressional commit-
tees a report on the extent to which diplomatic efforts described
in subsection (a) have been successful that includes—

(1) an identification of the countries that have agreed to
impose sanctions or take other measures to further the policy
set forth in subsection (a);

(2) the extent of the implementation and enforcement of
those sanctions or other measures by those countries;

(3) the criteria the President uses to determine whether
a country has significantly reduced its crude oil purchases
from Iran pursuant to section 1245(d)(4)(D) of the National
Defense Authorization Act for Fiscal Year 2012, as amended
by section 504, including considerations of reductions both in
terms of volume and price;

Annex 154



PUBLIC LAW 112-158—AUG. 10, 2012 126 STAT. 1219

(4) an identification of the countries that have not agreed
to impose such sanctions or measures, including such countries
granted exceptions for significant reductions in crude oil pur-
chases pursuant to such section 1245(d)(4)(D);

(5) recommendations for additional measures that the
United States could take to further diplomatic efforts described
in subsection (a); and

(6) the disposition of any decision with respect to sanctions
imposed with respect to Iran by the World Trade Organization
or its predecessor organization.

TITLE II—EXPANSION OF SANCTIONS rresident.
RELATING TO THE ENERGY SECTOR cemmtes
OF IRAN AND PROLIFERATION OF
WEAPONS OF MASS DESTRUCTION BY
IRAN

Subtitle A—Expansion of the Iran
Sanctions Act of 1996

SEC. 201. EXPANSION OF SANCTIONS WITH RESPECT TO THE ENERGY 50 USC 1701
SECTOR OF IRAN. note.

Section 5(a) of the Iran Sanctions Act of 1996 (Public Law
104-172; 50 U.S.C. 1701 note) is amended—

(1) in the subsection heading, by striking “WITH RESPECT
TO” and all that follows through “T0 IRAN” and inserting
“RELATING TO THE ENERGY SECTOR OF IRAN”;

(2) in paragraph (1)(A)—

4 (A) by striking “3 or more” and inserting “5 or more”;
an
(B) by striking “the Comprehensive Iran Sanctions,

Accountability, and Divestment Act of 2010” and inserting

“the Iran Threat Reduction and Syria Human Rights Act

of 20127,

(3) in paragraph (2)—

A) in subparagraph (A)—
(1) by striking “3 or more” and inserting “5 or
more”; and
(i1) by striking “the Comprehensive Iran Sanctions,
Accountability, and Divestment Act of 2010” and
inserting “the Iran Threat Reduction and Syria Human
Rights Act of 2012”; and
(B) in subparagraph (B), by inserting before the period
at the end the following: “or directly associated infrastruc-
ture, including construction of port facilities, railways, and
roads, the primary use of which is to support the delivery
of refined petroleum products”;

(4) in paragraph (3)—
(A) in subparagraph (A)—
(i) by striking “3 or more” and inserting “5 or
more”; and

(i1) by striking “the Comprehensive Iran Sanctions,
Accountability, and Divestment Act of 2010” and
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inserting “the Iran Threat Reduction and Syria Human
Rights Act of 2012”; and
(B) in subparagraph (B)—

(i) in clause (ii), by striking “; or” and inserting
a semicolon;

(i1) in clause (iii), by striking the period at the
end and inserting a semicolon; and

(iii) by adding at the end the following:

“(iv) bartering or contracting by which goods are
exchanged for goods, including the insurance or
reinsurance of such exchanges; or

“(v) purchasing, subscribing to, or facilitating the
issuance of sovereign debt of the Government of Iran,
including governmental bonds, issued on or after the
date of the enactment of the Iran Threat Reduction
and Syria Human Rights Act of 2012.”; and

(5) by adding at the end the following:
“(4) JOINT VENTURES WITH IRAN RELATING TO DEVELOPING

PETROLEUM RESOURCES.—

“(A) IN GENERAL.—Except as provided in subparagraph
(B) or subsection (f), the President shall impose 5 or more
of the sanctions described in section 6(a) with respect to
a person if the President determines that the person know-
ingly participates, on or after the date of the enactment
of the Iran Threat Reduction and Syria Human Rights
Act of 2012, in a joint venture with respect to the develop-
ment of petroleum resources outside of Iran if—

“(1) the joint venture is established on or after

January 1, 2002; and

“(11)(I) the Government of Iran is a substantial
partner or investor in the joint venture; or

“(II) Iran could, through a direct operational role
in the joint venture or by other means, receive techno-
logical knowledge or equipment not previously avail-
able to Iran that could directly and significantly con-
tribute to the enhancement of Iran’s ability to develop
petroleum resources in Iran.

“(B) APPLICABILITY.—Subparagraph (A) shall not apply
with respect to participation in a joint venture established
on or after January 1, 2002, and before the date of the
enactment of the Iran Threat Reduction and Syria Human
Rights Act of 2012, if the person participating in the joint
venture terminates that participation not later than the
date that is 180 days after such date of enactment.

“(5) SUPPORT FOR THE DEVELOPMENT OF PETROLEUM

RESOURCES AND REFINED PETROLEUM PRODUCTS IN IRAN.—

“(A) IN GENERAL.—Except as provided in subsection
(f), the President shall impose 5 or more of the sanctions
described in section 6(a) with respect to a person if the
President determines that the person knowingly, on or
after the date of the enactment of the Iran Threat Reduc-
tion and Syria Human Rights Act of 2012, sells, leases,
or provides to Iran goods, services, technology, or support
described in subparagraph (B)—
“(i) any of which has a fair market value of
$1,000,000 or more; or
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“(i1) that, during a 12-month period, have an aggre- Time period.
gate fair market value of $5,000,000 or more.

“(B) GOODS, SERVICES, TECHNOLOGY, OR SUPPORT
DESCRIBED.—Goods, services, technology, or support
described in this subparagraph are goods, services, tech-
nology, or support that could directly and significantly con-
tribute to the maintenance or enhancement of Iran’s—

“(i) ability to develop petroleum resources located
in Iran; or
“(i1) domestic production of refined petroleum prod-
ucts, including any direct and significant assistance
with respect to the construction, modernization, or
repair of petroleum refineries or directly associated
infrastructure, including construction of port facilities,
railways, and roads, the primary use of which is to
support the delivery of refined petroleum products.
“(6) DEVELOPMENT AND PURCHASE OF PETROCHEMICAL PROD-
UCTS FROM IRAN.—

“(A) IN GENERAL.—Except as provided in subsection
(f), the President shall impose 5 or more of the sanctions
described in section 6(a) with respect to a person if the
President determines that the person knowingly, on or
after the date of the enactment of the Iran Threat Reduc-
tion and Syria Human Rights Act of 2012, sells, leases,
or provides to Iran goods, services, technology, or support
described in subparagraph (B)—

“(i) any of which has a fair market value of
$250,000 or more; or

“(i1) that, during a 12-month period, have an aggre- Time period.
gate fair market value of $1,000,000 or more.

“(B) GOODS, SERVICES, TECHNOLOGY, OR SUPPORT
DESCRIBED.—Goods, services, technology, or support
described in this subparagraph are goods, services, tech-
nology, or support that could directly and significantly con-
tribute to the maintenance or expansion of Iran’s domestic
production of petrochemical products.”.

SEC. 202. IMPOSITION OF SANCTIONS WITH RESPECT TO TRANSPOR-
TATION OF CRUDE OIL FROM IRAN AND EVASION OF SANC-
TIONS BY SHIPPING COMPANIES.

(a) IN GENERAL.—Section 5(a) of the Iran Sanctions Act of
1996, as amended by section 201, is further amended by adding
at the end the following:

“(7) TRANSPORTATION OF CRUDE OIL FROM IRAN.—
“(A) IN GENERAL.—Except as provided in subsection
(f), the President shall impose 5 or more of the sanctions
described in section 6(a) with respect to a person if the
President determines that—
“(i) the person is a controlling beneficial owner
of, or otherwise owns, operates, or controls, or insures,
a vessel that, on or after the date that is 90 days
after the date of the enactment of the Iran Threat
Reduction and Syria Human Rights Act of 2012, was
used to transport crude oil from Iran to another
country; and
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“(ii)(I) in the case of a person that is a controlling
beneficial owner of the vessel, the person had actual
knowledge the vessel was so used; or

“(II) in the case of a person that otherwise owns,
operates, or controls, or insures, the vessel, the person
knew or should have known the vessel was so used.
“(B) APPLICABILITY OF SANCTIONS.—

“(i) IN GENERAL.—Except as provided in clause
(i1), subparagraph (A) shall apply with respect to the
transportation of crude oil from Iran only if a deter-
mination of the President under section 1245(d)(4)(B)
of the National Defense Authorization Act for Fiscal
Year 2012 (22 U.S.C. 8513a(d)(4)(B)) that there is a
sufficient supply of petroleum and petroleum products
produced in countries other than Iran to permit pur-
chasers of petroleum and petroleum products from Iran
to reduce significantly their purchases from Iran is
in1 effect at the time of the transportation of the crude
oil.

“(ii)) EXCEPTION FOR CERTAIN COUNTRIES.—
Subparagraph (A) shall not apply with respect to the
transportation of crude oil from Iran to a country to
which the exception under paragraph (4)(D) of section
1245(d) of the National Defense Authorization Act for
Fiscal Year 2012 (22 U.S.C. 8513a(d)) to the imposition
of sanctions under paragraph (1) of that section applies
at the time of the transportation of the crude oil.

“(8) CONCEALING IRANIAN ORIGIN OF CRUDE OIL AND

REFINED PETROLEUM PRODUCTS.—

“(A) IN GENERAL.—Except as provided in subsection
(f), the President shall impose 5 or more of the sanctions
described in section 6(a) with respect to a person if the
President determines that the person is a controlling bene-
ficial owner, or otherwise owns, operates, or controls, a
vessel that, on or after the date that is 90 days after
the date of the enactment of the Iran Threat Reduction
and Syria Human Rights Act of 2012, is used, with actual
knowledge in the case of a person that is a controlling
beneficial owner or knowingly in the case of a person
that otherwise owns, operates, or controls the vessel, in
a manner that conceals the Iranian origin of crude oil
or refined petroleum products transported on the vessel,
including by—

“(i) permitting the operator of the vessel to suspend
the operation of the vessel’s satellite tracking device;
or

“(i1) obscuring or concealing the ownership, oper-
ation, or control of the vessel by—

“(I) the Government of Iran;

“(II) the National Iranian Tanker Company
or the Islamic Republic of Iran Shipping Lines;
or

“(ITI) any other entity determined by the Presi-
dent to be owned or controlled by the Government
of Iran or an entity specified in subclause (II).

“(B) ADDITIONAL SANCTION.—Subject to such regula-
tions as the President may prescribe and in addition to
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the sanctions imposed under subparagraph (A), the Presi-
dent may prohibit a vessel owned, operated, or controlled
by a person, including a controlling beneficial owner, with
respect to which the President has imposed sanctions under
that subparagraph and that was used for the activity for
which the President imposed those sanctions from landing
at a port in the United States for a period of not more
than 2 years after the date on which the President imposed
those sanctions.

“(C) VESSELS IDENTIFIED BY THE OFFICE OF FOREIGN
ASSETS CONTROL.—For purposes of subparagraph (A)(ii),
a person shall be deemed to have actual knowledge that
a vessel is owned, operated, or controlled by the Govern-
ment of Iran or an entity specified in subclause (II) or
(III) of subparagraph (A)(ii) if the International Maritime
Organization vessel registration identification for the vessel
is—

“(i) included on a list of specially designated
nationals and blocked persons maintained by the Office
of Foreign Assets Control of the Department of the
Treasury for activities with respect to Iran; and

“(i1) identified by the Office of Foreign Assets Con-
trol as a vessel in which the Government of Iran or
any entity specified in subclause (II) or (III) of subpara-
graph (A)(ii) has an interest.

“(D) DEFINITION OF IRANIAN ORIGIN.—For purposes of
subparagraph (A), the term ‘Iranian origin’ means—

“(i) with respect to crude oil, that the crude oil
was extracted in Iran; and

“(i1) with respect to a refined petroleum product,
that the refined petroleum product was produced or
refined in Iran.

“(9) EXCEPTION FOR PROVISION OF UNDERWRITING SERVICES

AND INSURANCE AND REINSURANCE.—The President may not
impose sanctions under paragraph (7) or (8) with respect to
a person that provides underwriting services or insurance or
reinsurance if the President determines that the person has
exercised due diligence in establishing and enforcing official
policies, procedures, and controls to ensure that the person
does not provide underwriting services or insurance or reinsur-
ance for the transportation of crude oil or refined petroleum
products from Iran in a manner for which sanctions may be
imposed under either such paragraph.”.

(b) REGULATIONS AND GUIDELINES.—Not later than 90 days Deadline.
after the date of the enactment of this Act, the President shall 50 USC 1701
prescribe such regulations or guidelines as are necessary to imple- P°te
ment paragraphs (7), (8), and (9) of section 5(a) of the Iran Sanctions
Act of 1996, as added by this section, including such regulations
or guidelines as are necessary to implement subparagraph (B) of
such paragraph (8).

SEC. 203. EXPANSION OF SANCTIONS WITH RESPECT TO DEVELOP-
MENT BY IRAN OF WEAPONS OF MASS DESTRUCTION.

(a) IN GENERAL.—Section 5(b) of the Iran Sanctions Act of
1996 (Public Law 104-172; 50 U.S.C. 1701 note) is amended—
(1) by redesignating paragraph (2) as paragraph (3); and

(2) by striking paragraph (1) and inserting the following:
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“(1) EXPORTS, TRANSFERS, AND TRANSSHIPMENTS.—Except
as provided in subsection (f), the President shall impose 5
or more of the sanctions described in section 6(a) with respect
to a person if the President determines that the person—

“(A) on or after the date of the enactment of the Iran

Threat Reduction and Syria Human Rights Act of 2012,

exported or transferred, or permitted or otherwise facili-

tated the transshipment of, any goods, services, technology,
or other items to any other person; and
“(B) knew or should have known that—

“(i) the export, transfer, or transshipment of the
goods, services, technology, or other items would likely
result in another person exporting, transferring, trans-
shipping, or otherwise providing the goods, services,
technology, or other items to Iran; and

“(ii) the export, transfer, transshipment, or other
provision of the goods, services, technology, or other
items to Iran would contribute materially to the ability
of Iran to—

“(I) acquire or develop chemical, biological, or
nuclear weapons or related technologies; or

“(II) acquire or develop destabilizing numbers
and types of advanced conventional weapons.

“(2) JOINT VENTURES RELATING TO THE MINING, PRODUC-
TION, OR TRANSPORTATION OF URANIUM.—

“(A) IN GENERAL.—Except as provided in subparagraph

(B) or subsection (f), the President shall impose 5 or more

of the sanctions described in section 6(a) with respect to

a person if the President determines that the person know-

ingly participated, on or after the date of the enactment

of the Iran Threat Reduction and Syria Human Rights

Act of 2012, in a joint venture that involves any activity

relating to the mining, production, or transportation of

uranium—

“()I) established on or after February 2, 2012;
and

“(IT) with—

“(aa) the Government of Iran;

“(bb) an entity incorporated in Iran or subject
to the jurisdiction of the Government of Iran; or

“(cc) a person acting on behalf of or at the
direction of, or owned or controlled by, the Govern-
ment of Iran or an entity described in item (bb);

or

“(i1)(I) established before February 2, 2012;

“II) with the Government of Iran, an entity
described in item (bb) of clause (i)(II), or a person
described in item (cc) of that clause; and

“(III) through which—

“(aa) uranium is transferred directly to Iran
or indirectly to Iran through a third country;

“(bb) the Government of Iran receives signifi-
cant revenue; or

“(cc) Iran could, through a direct operational
role or by other means, receive technological
knowledge or equipment not previously available
to Iran that could contribute materially to the
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ability of Iran to develop nuclear weapons or
related technologies.
“(B) APPLICABILITY OF SANCTIONS.—Subparagraph (A) Deadline.

shall not apply with respect to participation in a joint
venture established before the date of the enactment of
the Iran Threat Reduction and Syria Human Rights Act
of 2012 if the person participating in the joint venture
terminates that participation not later than the date that
is 180 days after such date of enactment.”.

(b) CONFORMING AMENDMENTS.—The Iran Sanctions Act of
1996, as amended by this section and sections 201 and 202, is
further amended—

(1) in section 5—
(A) in paragraph (3) of subsection (b), as redesignated
by subsection (a)(1) of this section—

(1) by striking “paragraph (1)” each place it appears
and inserting “paragraph (1) or (2)”; and

(i1) in subparagraph (F)—

(I) by striking “that paragraph” and inserting

“paragraph (1) or (2), as the case may be”; and

(II) by striking “the Comprehensive Iran Sanc-

tions, Accountability, and Divestment Act of 2010”

and inserting “the Iran Threat Reduction and

Syria Human Rights Act of 2012”;

(B) in subsection (¢)—

(i) in the matter preceding paragraph (1), by
striking “subsections (a) and (b)(1)” and inserting “sub-
section (a) and paragraphs (1) and (2) of subsection
(b)”; and

(i) in paragraph (1), by striking “subsection (a)
or (b)(1)” and inserting “subsection (a) or paragraph
(1) or (2) of subsection (b)”; and
(C) in subsection (f)—

(i) in the matter preceding paragraph (1), by
striking “subsection (a) or (b)(1)” and inserting “sub-
secgl:ion (a) or paragraph (1) or (2) of subsection (b)”;
an

(i1) by redesignating paragraphs (6) and (7) as
paragraphs (5) and (6), respectively; and

(2) in section 9, by striking “section 5(a) or 5(b)(1)” each

place it appears and inserting “subsection (a) or paragraph
(1) or (2) of subsection (b) of section 5”.

SEC. 204. EXPANSION OF SANCTIONS AVAILABLE UNDER THE IRAN

SANCTIONS ACT OF 1996.

(a) IN GENERAL.—Section 6(a) of the Iran Sanctions Act of
1996 (Public Law 104-172; 50 U.S.C. 1701 note) is amended—

(1) by redesignating paragraph (9) as paragraph (12); and
(2) by inserting after paragraph (8) the following:
“(9) BAN ON INVESTMENT IN EQUITY OR DEBT OF SANCTIONED

PERSON.—The President may, pursuant to such regulations or
guidelines as the President may prescribe, prohibit any United
States person from investing in or purchasing significant
amounts of equity or debt instruments of a sanctioned person.

“(10) EXCLUSION OF CORPORATE OFFICERS.—The President

may direct the Secretary of State to deny a visa to, and the
Secretary of Homeland Security to exclude from the United
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Applicability.

50 USC 1701
note.

Reports.

Deadlines.

States, any alien that the President determines is a corporate
officer or principal of, or a shareholder with a controlling
interest in, a sanctioned person.

“(11) SANCTIONS ON PRINCIPAL EXECUTIVE OFFICERS.—The
President may impose on the principal executive officer or
officers of any sanctioned person, or on persons performing
similar functions and with similar authorities as such officer
or officers, any of the sanctions under this subsection.”.

(b) EFFECTIVE DATE.—The amendments made by subsection
(a) shall take effect on the date of the enactment of this Act
and apply with respect to activities described in subsections (a)
and (b) of section 5 of the Iran Sanctions Act of 1996, as amended
by this title, commenced on or after such date of enactment.

SEC. 205. MODIFICATION OF WAIVER STANDARD UNDER THE IRAN
SANCTIONS ACT OF 1996.

Section 9(c) of the Iran Sanctions Act of 1996, as amended
by section 203, is further amended by striking paragraph (1) and
inserting the following:

“(1) AUTHORITY.—

“(A) SANCTIONS RELATING TO THE ENERGY SECTOR OF
IRAN.—The President may waive, on a case-by-case basis
and for a period of not more than one year, the requirement
in section 5(a) to impose a sanction or sanctions on a
person described in section 5(c), and may waive the contin-
ued imposition of a sanction or sanctions under subsection
(b) of this section, 30 days or more after the President
determines and so reports to the appropriate congressional
committees that it i1s essential to the national security
interests of the United States to exercise such waiver
authority.

“(B) SANCTIONS RELATING TO DEVELOPMENT OF
WEAPONS OF MASS DESTRUCTION OR OTHER MILITARY
CAPABILITIES.—The President may waive, on a case-by-case
basis and for a period of not more than one year, the
requirement in paragraph (1) or (2) of section 5(b) to impose
a sanction or sanctions on a person described in section
5(c), and may waive the continued imposition of a sanction
or sanctions under subsection (b) of this section, 30 days
or more after the President determines and so reports
to the appropriate congressional committees that it is vital
to the national security interests of the United States to
exercise such waiver authority.

“(C) RENEWAL OF WAIVERS.—The President may renew,
on a case-by-case basis, a waiver with respect to a person
under subparagraph (A) or (B) for additional one-year
periods if, not later than 30 days before the waiver expires,
the President makes the determination and submits to
the appropriate congressional committees the report
described in subparagraph (A) or (B), as applicable.”.

SEC. 206. BRIEFINGS ON IMPLEMENTATION OF THE IRAN SANCTIONS
ACT OF 1996.

Section 4 of the Iran Sanctions Act of 1996 (Public Law 104—
172; 50 U.S.C. 1701 note) is amended by adding at the end the
following:

“(f) BRIEFINGS ON IMPLEMENTATION.—Not later than 90 days
after the date of the enactment of the Iran Threat Reduction and
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Syria Human Rights Act of 2012, and every 120 days thereafter,
the President, acting through the Secretary of State, shall provide
to the appropriate congressional committees a comprehensive
briefing on efforts to implement this Act.”.

SEC. 207. EXPANSION OF DEFINITIONS UNDER THE IRAN SANCTIONS
ACT OF 1996.

(a) IN GENERAL.—Section 14 of the Iran Sanctions Act of 1996
(Public Law 104-172; 50 U.S.C. 1701 note) is amended—

(1) by redesignating paragraphs (17) and (18) as paragraphs
(20) and (21), respectively;

(2) by redesignating paragraphs (15) and (16) as paragraphs
(17) and (18), respectively;

(3) by redesignating paragraphs (4) through (14) as para-
graphs (5) through (15), respectively;

(4) by inserting after paragraph (3) the following:

“(4) CREDIBLE INFORMATION.—The term ‘credible informa-
tion’, with respect to a person—

“(A) includes—

“(i) a public announcement by the person that
the person has engaged in an activity described in
subsection (a) or (b) of section 5; and

“(i1) information set forth in a report to stock-
holders of the person indicating that the person has
engaged in such an activity; and
“(B) may include, in the discretion of the President—

“(i) an announcement by the Government of Iran
that the person has engaged in such an activity; or

“(i1) information indicating that the person has
engaged in such an activity that is set forth in—

“(I) a report of the Government Accountability

Office, the Energy Information Administration, or

the Congressional Research Service; or

“(IT) a report or publication of a similarly rep-
utable governmental organization or trade or
industry organization.”;

(5) by inserting after paragraph (15), as redesignated by
paragraph (3), the following:

“(16) PETROCHEMICAL PRODUCT.—The term ‘petrochemical
product’ includes any aromatic, olefin, or synthesis gas, and
any derivative of such a gas, including ethylene, propylene,
butadiene, benzene, toluene, xylene, ammonia, methanol, and
urea.”; and

(6) by inserting after paragraph (18), as redesignated by
paragraph (2), the following:

“(19) SERVICES.—The term ‘services’ includes software,
hardware, financial, professional consulting, engineering, and
specialized energy information services, energy-related tech-
nical assistance, and maintenance and repairs.”.

(b) EFFECTIVE DATE.—The amendments made by subsection
(a) shall take effect on the date of the enactment of this Act
and apply with respect to activities described in subsections (a)
and (b) of section 5 of the Iran Sanctions Act of 1996, as amended
by this title, commenced on or after such date of enactment.

SEC. 208. SENSE OF CONGRESS ON ENERGY SECTOR OF IRAN.
It is the sense of Congress that—

Definition.

Definition.

Definition.

Applicability.
50 USC 1701
note.
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22 USC 8721.

(1) the energy sector of Iran remains a zone of proliferation
concern since the Government of Iran continues to divert
substantial revenues derived from sales of petroleum resources
to finance its illicit nuclear and missile activities; and

(2) the President should apply the full range of sanctions
under the Iran Sanctions Act of 1996, as amended by this
Act, to address the threat posed by the Government of Iran.

Subtitle B—Additional Measures Relating
to Sanctions Against Iran

SEC. 211. IMPOSITION OF SANCTIONS WITH RESPECT TO THE PROVI-
SION OF VESSELS OR SHIPPING SERVICES TO TRANSPORT
CERTAIN GOODS RELATED TO PROLIFERATION OR TER-
RORISM ACTIVITIES TO IRAN.

(a) IN GENERAL.—Except as provided in subsection (c), if the
President determines that a person, on or after the date of the
enactment of this Act, knowingly sells, leases, or provides a vessel
or provides insurance or reinsurance or any other shipping service
for the transportation to or from Iran of goods that could materially
contribute to the activities of the Government of Iran with respect
to the proliferation of weapons of mass destruction or support
for acts of international terrorism, the President shall, pursuant
to Executive Order No. 13382 (70 Fed. Reg. 38567; relating to
blocking of property of weapons of mass destruction proliferators
and their supporters) or Executive Order No. 13224 (66 Fed. Reg.
49079; relating to blocking property and prohibiting transactions
with persons who commit, threaten to commit, or support terrorism),
or otherwise pursuant to the International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.), block and prohibit all trans-
actions in all property and interests in property of the persons
specified in subsection (b) if such property and interests in property
are in the United States, come within the United States, or are
or come within the possession or control of a United States person.

(b) PERSONS SPECIFIED.—The persons specified in this sub-
section are—

(1) the person that sold, leased, or provided a vessel or
provided insurance or reinsurance or another shipping service
described in subsection (a); and

(2) any person that—

(A) is a successor entity to the person referred to
in paragraph (1);

(B) owns or controls the person referred to in para-
graph (1), if the person that owns or controls the person
referred to in paragraph (1) had actual knowledge or should
have known that the person referred to in paragraph (1)
sold, leased, or provided the vessel or provided the insur-
ance or reinsurance or other shipping service; or

(C) is owned or controlled by, or under common owner-
ship or control with, the person referred to in paragraph
(1), if the person owned or controlled by, or under common
ownership or control with (as the case may be), the person
referred to in paragraph (1) knowingly engaged in the
sale, lease, or provision of the vessel or the provision of
the insurance or reinsurance or other shipping service.
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(c) WAIVER.—The President may waive the requirement to
impose sanctions with respect to a person under subsection (a)
on or after the date that is 30 days after the President—

(1) determines that such a waiver is vital to the national
security interests of the United States; and

(2) submits to the appropriate congressional committees
a report that contains the reasons for that determination.

(d) REPORT REQUIRED.—

(1) IN GENERAL.—Not later than 90 days after the date
of the enactment of this Act, and every 90 days thereafter,
the Secretary of the Treasury, in coordination with the Sec-
retary of State, shall submit to the appropriate congressional
committees a report identifying operators of vessels and other
persons that conduct or facilitate significant financial trans-
actions with persons that manage ports in Iran that have
been designated for the imposition of sanctions pursuant to
the International Emergency Economic Powers Act (50 U.S.C.
1701 et seq.).

(2) FORM OF REPORT.—A report submitted under paragraph
(1) shall be submitted in unclassified form but may contain
a classified annex.

(e) RULE OF CONSTRUCTION.—Nothing in this section shall be
construed to limit the authority of the President to designate per-
sons for the imposition of sanctions pursuant to Executive Order
No. 13382 (70 Fed. Reg. 38567; relating to the blocking of property
of weapons of mass destruction proliferators and their supporters)
or Executive Order No. 13224 (66 Fed. Reg. 49079; relating to
blocking property and prohibiting transactions with persons who
commit, threaten to commit, or support terrorism), or otherwise
pursuant to the International Emergency Economic Powers Act
(50 U.S.C. 1701 et seq.).

SEC. 212. IMPOSITION OF SANCTIONS WITH RESPECT TO PROVISION
OF UNDERWRITING SERVICES OR INSURANCE OR
REINSURANCE FOR THE NATIONAL IRANIAN OIL COMPANY
OR THE NATIONAL IRANIAN TANKER COMPANY.

(a) IN GENERAL.—Except as provided in subsection (b), not
later than 60 days after the date of the enactment of this Act,
the President shall impose 5 or more of the sanctions described
in section 6(a) of the Iran Sanctions Act of 1996, as amended
by section 204, with respect to a person if the President determines
that the person knowingly, on or after such date of enactment,
provides underwriting services or insurance or reinsurance for the
National Iranian Oil Company, the National Iranian Tanker Com-
pany, or a successor entity to either such company.

(b) EXCEPTIONS.—

(1) UNDERWRITERS AND INSURANCE PROVIDERS EXERCISING

DUE DILIGENCE.—The President is authorized not to impose

sanctions under subsection (a) with respect to a person that

provides underwriting services or insurance or reinsurance if
the President determines that the person has exercised due
diligence in establishing and enforcing official policies, proce-
dures, and controls to ensure that the person does not provide
underwriting services or insurance or reinsurance for the
National Iranian Oil Company, the National Iranian Tanker
Company, or a successor entity to either such company.

Time period.
Reports.

22 USC 8722.

Deadline.
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(2) FoOD; MEDICINE; HUMANITARIAN ASSISTANCE.—The
President may not impose sanctions under subsection (a) for
the provision of underwriting services or insurance or reinsur-
ance for any activity relating solely to—

(A) the provision of agricultural commodities, food,
medicine, or medical devices to Iran; or

(B) the provision of humanitarian assistance to the
people of Iran.

(3) TERMINATION PERIOD.—The President is authorized not
to impose sanctions under subsection (a) with respect to a
person if the President receives reliable assurances that the
person will terminate the provision of underwriting services
or insurance or reinsurance for the National Iranian Oil Com-
pany, the National Iranian Tanker Company, and any successor
entity to either such company, not later than the date that
is 120 days after the date of the enactment of this Act.

(c) DEFINITIONS.—In this section:

(1) AGRICULTURAL COMMODITY.—The term “agricultural
commodity” has the meaning given that term in section 102
of the Agricultural Trade Act of 1978 (7 U.S.C. 5602).

(2) MEDICAL DEVICE.—The term “medical device” has the
meaning given the term “device” in section 201 of the Federal
Food, Drug, and Cosmetic Act (21 U.S.C. 321).

(3) MEDICINE.—The term “medicine” has the meaning given
the term “drug” in section 201 of the Federal Food, Drug,
and Cosmetic Act (21 U.S.C. 321).

(d) APPLICATION OF PROVISIONS OF IRAN SANCTIONS ACT OF
1996.—The following provisions of the Iran Sanctions Act of 1996,
as amended by this Act, apply with respect to the imposition of
sanctions under subsection (a) to the same extent that such provi-
sions apply with respect to the imposition of sanctions under section
5(a) of the Iran Sanctions Act of 1996:

(1) Subsection (c) of section 4.

(2) Subsections (c), (d), and (f) of section 5.

(3) Section 8.

(4) Section 9.

(5) Section 11.

(6) Section 12.

(7) Subsection (b) of section 13.

(8) Section 14.

(e) RULE OF CONSTRUCTION AND IMPLEMENTATION.—Nothing
in this section shall be construed to limit the authority of the
President to impose sanctions pursuant to the Iran Sanctions Act
of 1996 (Public Law 104-172; 50 U.S.C. 1701 note), the Comprehen-
sive Iran Sanctions, Accountability, and Divestment Act of 2010
(22 U.S.C. 8501 et seq.), the International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.), section 1245 of the National
Defense Authorization Act for Fiscal Year 2012 (22 U.S.C. 8513a),
or any other provision of this Act.

SEC. 213. IMPOSITION OF SANCTIONS WITH RESPECT TO PURCHASE,
SUBSCRIPTION TO, OR FACILITATION OF THE ISSUANCE
OF IRANIAN SOVEREIGN DEBT.

(a) IN GENERAL.—The President shall impose 5 or more of
the sanctions described in section 6(a) of the Iran Sanctions Act
of 1996, as amended by section 204, with respect to a person
if the President determines that the person knowingly, on or after
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the date of the enactment of this Act, purchases, subscribes to,
or facilitates the issuance of—

(1) sovereign debt of the Government of Iran issued on
or after such date of enactment, including governmental bonds;
or

(2) debt of any entity owned or controlled by the Govern-
ment of Iran issued on or after such date of enactment,
including bonds.

(b) APPLICATION OF PROVISIONS OF IRAN SANCTIONS ACT OF
1996.—The following provisions of the Iran Sanctions Act of 1996,
as amended by this Act, apply with respect to the imposition of
sanctions under subsection (a) to the same extent that such provi-
sions apply with respect to the imposition of sanctions under section
5(a) of the Iran Sanctions Act of 1996:

(1) Subsection (c) of section 4.

(2) Subsections (¢), (d), and (f) of section 5.

(3) Section 8.

(4) Section 9.

(5) Section 11.

(6) Section 12.

(7) Subsection (b) of section 13.

(8) Section 14.

SEC. 214. IMPOSITION OF SANCTIONS WITH RESPECT TO SUBSIDIARIES
AND AGENTS OF PERSONS SANCTIONED BY UNITED
NATIONS SECURITY COUNCIL RESOLUTIONS.

(a) IN GENERAL.—Section 104(c)(2)(B) of the Comprehensive
Iran Sanctions, Accountability, and Divestment Act of 2010 (22
U.S.C. 8513(c)(2)(B)) is amended—

(1) by striking “of a person subject” and inserting the
following: “of—
“(i) a person subject”;
(2) in clause (1), as designated by paragraph (1), by striking
the semicolon and inserting “; or”; and
(3) by adding at the end the following:
“(i1) a person acting on behalf of or at the direction
of, or owned or controlled by, a person described in
clause (1);”.

(b) REGULATIONS.—Not later than 90 days after the date of
the enactment of this Act, the Secretary of the Treasury shall
make such revisions to the regulations prescribed under section
104 of the Comprehensive Iran Sanctions, Accountability, and
Divestment Act of 2010 (22 U.S.C. 8513) as are necessary to carry
out the amendments made by subsection (a).

SEC. 215. IMPOSITION OF SANCTIONS WITH RESPECT TO TRANS-
ACTIONS WITH PERSONS SANCTIONED FOR CERTAIN
ACTIVITIES RELATING TO TERRORISM OR PROLIFERA-
TION OF WEAPONS OF MASS DESTRUCTION.

(a) IN GENERAL.—Section 104(c)(2)(E)(ii) of the Comprehensive
Iran Sanctions, Accountability, and Divestment Act of 2010 (22
U.S.C. 8513(c)(2)(E)(ii)) is amended in the matter preceding sub-
clause (I) by striking “financial institution” and inserting “person”.

(b) REGULATIONS.—Not later than 90 days after the date of
the enactment of this Act, the Secretary of the Treasury shall
make such revisions to the regulations prescribed under section
104 of the Comprehensive Iran Sanctions, Accountability, and

Deadline.
22 USC 8513
note.

Deadline.
22 USC 8513
note.
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Regulations.
Applicability.

Divestment Act of 2010 (22 U.S.C. 8513) as are necessary to carry
out the amendment made by subsection (a).

SEC. 216. EXPANSION OF, AND REPORTS ON, MANDATORY SANCTIONS
WITH RESPECT TO FINANCIAL INSTITUTIONS THAT
ENGAGE IN CERTAIN ACTIVITIES RELATING TO IRAN.

(a) IN GENERAL.—The Comprehensive Iran Sanctions, Account-
ability, and Divestment Act of 2010 (22 U.S.C. 8501 et seq.) is
amended by inserting after section 104 the following:

“SEC. 104A. EXPANSION OF, AND REPORTS ON, MANDATORY SANC-
TIONS WITH RESPECT TO FINANCIAL INSTITUTIONS THAT
ENGAGE IN CERTAIN ACTIVITIES.

“(a) IN GENERAL.—Not later than 90 days after the date of
the enactment of the Iran Threat Reduction and Syria Human
Rights Act of 2012, the Secretary of the Treasury shall revise
the regulations prescribed under section 104(c)(1) to apply to a
foreign financial institution described in subsection (b) to the same
extent and in the same manner as those regulations apply to
a foreign financial institution that the Secretary of the Treasury
finds knowingly engages in an activity described in section 104(c)(2).

“(b) FOREIGN FINANCIAL INSTITUTIONS DESCRIBED.—A foreign
financial institution described in this subsection is a foreign finan-
cial institution, including an Iranian financial institution, that the
Secretary of the Treasury finds—

“(1) knowingly facilitates, or participates or assists in, an
activity described in section 104(c)(2), including by acting on
behalf of, at the direction of, or as an intermediary for, or
otherwise assisting, another person with respect to the activity;

“(2) attempts or conspires to facilitate or participate in
such an activity; or

“(3) is owned or controlled by a foreign financial institution
that the Secretary finds knowingly engages in such an activity.
“(c) REPORTS REQUIRED.—

“(1) IN GENERAL.—Not later than 180 days after the date
of the enactment of the Iran Threat Reduction and Syria
Human Rights Act of 2012, and every 180 days thereafter,
the Secretary of the Treasury shall submit to the appropriate
congressional committees a report that contains a detailed
description of—

“(A) the effect of the regulations prescribed under sec-
tion 104(c)(1) on the financial system and economy of Iran
and capital flows to and from Iran; and

“(B) the ways in which funds move into and out of
financial institutions described in section 104(c)(2)(E)(ii),
with specific attention to the use of other Iranian financial
institutions and other foreign financial institutions to
receive and transfer funds for financial institutions
described in that section.

“(2) FOrM OF REPORT.—Each report submitted under para-
graph (1) shall be submitted in unclassified form but may
contain a classified annex.

“(d) DEFINITIONS.—In this section:

“(1) FINANCIAL INSTITUTION.—The term ‘financial institu-
tion’ means a financial institution specified in subparagraph
A), (B), (O), (D), (E), (F), (G), (H), (D, J), (K), M), (N), (R),
or (Y) of section 5312(a)(2) of title 31, United States Code.
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“(2) FOREIGN FINANCIAL INSTITUTION.—The term ‘foreign
financial institution’ has the meaning of that term as deter-
min(egl by the Secretary of the Treasury pursuant to section
104(3).

“(3) IRANIAN FINANCIAL INSTITUTION.—The term ‘Iranian
financial institution’ means—

“(A) a financial institution organized under the laws
of Iran or any jurisdiction within Iran, including a foreign
branch of such an institution;

“(B) a financial institution located in Iran;

“(C) a financial institution, wherever located, owned
or controlled by the Government of Iran; and

“D) a financial institution, wherever located, owned
or controlled by a financial institution described in subpara-
graph (A), (B), or (C).”.

(b) CLERICAL AMENDMENT.—The table of contents for the Com-
prehensive Iran Sanctions, Accountability, and Divestment Act of
2010 is amended by inserting after the item relating to section
104 the following:

“Sec. 104A. Expansion of, and reports on, mandatory sanctions with respect to fi-
nancial institutions that engage in certain activities.”.
SEC. 217. CONTINUATION IN EFFECT OF SANCTIONS WITH RESPECT
TO THE GOVERNMENT OF IRAN, THE CENTRAL BANK OF
TRAN, AND SANCTIONS EVADERS.

(a) SANCTIONS RELATING TO BLOCKING OF PROPERTY OF THE
GOVERNMENT OF IRAN AND IRANIAN FINANCIAL INSTITUTIONS.—
United States sanctions with respect to Iran provided for in Execu-
tive Order No. 13599 (77 Fed. Reg. 6659), as in effect on the
day before the date of the enactment of this Act, shall remain
in effect until the date that is 90 days after the date on which
the President submits to the appropriate congressional committees
the certification described in subsection (d).

(b) SANCTIONS RELATING TO FOREIGN SANCTIONS EVADERS.—
United States sanctions with respect to Iran provided for in Execu-
tive Order No. 13608 (77 Fed. Reg. 26409), as in effect on the
day before the date of the enactment of this Act, shall remain
in effect until the date that is 30 days after the date on which
the President submits to the appropriate congressional committees
the certification described in section 401(a) of the Comprehensive
Iran Sanctions, Accountability, and Divestment Act of 2010 (22
U.S.C. 8551(a)).

(c) CONTINUATION OF SANCTIONS WITH RESPECT TO THE CEN-
TRAL BANK OF IRAN.—In addition to the sanctions referred to in
subsection (a), the President shall continue to apply to the Central
Bank of Iran sanctions pursuant to the International Emergency
Economic Powers Act (50 U.S.C. 1701 et seq.), including blocking
of property and restrictions or prohibitions on financial transactions
and the exportation of property, until the date that is 90 days
after the date on which the President submits to Congress the
certification described in subsection (d).

(d) CERTIFICATION DESCRIBED.—

(1) IN GENERAL.—The certification described in this sub-
section is the certification of the President to Congress that
the Central Bank of Iran is not—

(A) providing financial services in support of, or other-
wise facilitating, the ability of Iran to—

22 USC 8724.

Deadline.

Certification.

Deadline.
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(i) acquire or develop chemical, biological, or
nuclear weapons, or related technologies;

(i1) construct, equip, operate, or maintain nuclear
facilities that could aid Iran’s effort to acquire a nuclear
capability; or

(iii) acquire or develop ballistic missiles, cruise
missiles, or destabilizing types and amounts of conven-
tional weapons; or
(B) facilitating transactions or providing financial serv-

ices for—

(i) Iran’s Revolutionary Guard Corps; or

(i1) financial institutions the property or interests
in property of which are blocked pursuant to the Inter-
national Emergency Economic Powers Act (50 U.S.C.
1701 et seq.) in connection with—

(I) Iran’s proliferation of weapons of mass
destruction or delivery systems for weapons of
mass destruction; or

(II) Iran’s support for international terrorism.

(2) SUBMISSION TO CONGRESS.—

(A) IN GENERAL.—The President shall submit the cer-
tification described in paragraph (1) to the appropriate
congressional committees in writing and shall include a
justification for the certification.

(B) FOorM OF CERTIFICATION.—The certification
described in paragraph (1) shall be submitted in unclassi-
fied form but may contain a classified annex.

(e) RULE OoF CONSTRUCTION.—Nothing in this section shall be
construed to limit the authority of the President pursuant to the
International Emergency Economic Powers Act (50 U.S.C. 1701
et seq.) or the Comprehensive Iran Sanctions, Accountability, and
Divestment Act of 2010 (22 U.S.C. 8501 et seq.).

SEC. 218. LIABILITY OF PARENT COMPANIES FOR VIOLATIONS OF
SANCTIONS BY FOREIGN SUBSIDIARIES.

(a) DEFINITIONS.—In this section:

(1) ENTITY.—The term “entity” means a partnership,
association, trust, joint venture, corporation, or other organiza-
tion.

(2) OWN OR CONTROL.—The term “own or control” means,
with respect to an entity—

(A) to hold more than 50 percent of the equity interest
by vote or value in the entity;

(B) to hold a majority of seats on the board of directors
of the entity; or

(C) to otherwise control the actions, policies, or per-
sonnel decisions of the entity.

(b) PROHIBITION.—Not later than 60 days after the date of
the enactment of this Act, the President shall prohibit an entity
owned or controlled by a United States person and established
or maintained outside the United States from knowingly engaging
in any transaction directly or indirectly with the Government of
Iran or any person subject to the jurisdiction of the Government
of Iran that would be prohibited by an order or regulation issued
pursuant to the International Emergency Economic Powers Act
(50 U.S.C. 1701 et seq.) if the transaction were engaged in by
a United States person or in the United States.
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(c) CiviL. PENALTY.—The civil penalties provided for in section
206(b) of the International Emergency Economic Powers Act (50
U.S.C. 1705(b)) shall apply to a United States person to the same
extent that such penalties apply to a person that commits an
unlawful act described in section 206(a) of that Act if an entity
owned or controlled by the United States person and established
or maintained outside the United States violates, attempts to vio-
late, conspires to violate, or causes a violation of any order or
regulation issued to implement subsection (b).

(d) APPLICABILITY.—Subsection (c) shall not apply with respect
to a transaction described in subsection (b) by an entity owned
or controlled by a United States person and established or main-
tained outside the United States if the United States person divests
or terminates its business with the entity not later than the date
that is 180 days after the date of the enactment of this Act.

SEC. 219. DISCLOSURES TO THE SECURITIES AND EXCHANGE COMMIS-
SION RELATING TO SANCTIONABLE ACTIVITIES.

(a) IN GENERAL.—Section 13 of the Securities Exchange Act
of 1934 (15 U.S.C. 78m) is amended by adding at the end the
following new subsection:

“(r) DISCLOSURE OF CERTAIN ACTIVITIES RELATING TO IRAN.—

“(1) IN GENERAL.—Each issuer required to file an annual
or quarterly report under subsection (a) shall disclose in that
report the information required by paragraph (2) if, during
the period covered by the report, the issuer or any affiliate
of the issuer—

“(A) knowingly engaged in an activity described in
subsection (a) or (b) of section 5 of the Iran Sanctions
Act of 1996 (Public Law 104-172; 50 U.S.C. 1701 note);

“B) knowingly engaged in an activity described in
subsection (c)(2) of section 104 of the Comprehensive Iran
Sanctions, Accountability, and Divestment Act of 2010 (22
U.S.C. 8513) or a transaction described in subsection (d)(1)
of that section;

“(C) knowingly engaged in an activity described in
section 105A(b)(2) of that Act; or

h“(D) knowingly conducted any transaction or dealing
with—

“(i) any person the property and interests in prop-
erty of which are blocked pursuant to Executive Order

No. 13224 (66 Fed. Reg. 49079; relating to blocking

property and prohibiting transactions with persons who

commit, threaten to commit, or support terrorism);
“(i1) any person the property and interests in prop-
erty of which are blocked pursuant to Executive Order

No. 13382 (70 Fed. Reg. 38567; relating to blocking

of property of weapons of mass destruction proliferators

and their supporters); or
“(iii) any person or entity identified under section

560.304 of title 31, Code of Federal Regulations

(relating to the definition of the Government of Iran)

without the specific authorization of a Federal depart-

ment or agency.

“(2) INFORMATION REQUIRED.—If an issuer or an affiliate
of the issuer has engaged in any activity described in paragraph

Applicability.
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(1), the issuer shall disclose a detailed description of each
such activity, including—
“(A) the nature and extent of the activity;
“(B) the gross revenues and net profits, if any, attrib-
utable to the activity; and
“(C) whether the issuer or the affiliate of the issuer

(as the case may be) intends to continue the activity.

“(3) NOTICE OF DISCLOSURES.—If an issuer reports under
paragraph (1) that the issuer or an affiliate of the issuer has
knowingly engaged in any activity described in that paragraph,
the issuer shall separately file with the Commission, concur-
rently with the annual or quarterly report under subsection
(a), a notice that the disclosure of that activity has been
included in that annual or quarterly report that identifies the
issuer and contains the information required by paragraph
(2).

“(4) PUBLIC DISCLOSURE OF INFORMATION.—Upon receiving
a notice under paragraph (3) that an annual or quarterly report
includes a disclosure of an activity described in paragraph
(1), the Commission shall promptly—

“(A) transmit the report to—

“(i) the President;

“(ii) the Committee on Foreign Affairs and the
Committee on Financial Services of the House of Rep-
resentatives; and

“(ii1) the Committee on Foreign Relations and the
Committee on Banking, Housing, and Urban Affairs
of the Senate; and
“(B) make the information provided in the disclosure

and the notice available to the public by posting the
information on the Internet website of the Commission.

“(5) INVESTIGATIONS.—Upon receiving a report under para-
graph (4) that includes a disclosure of an activity described
in paragraph (1) (other than an activity described in subpara-
graph (D)(iii) of that paragraph), the President shall—

“(A) initiate an investigation into the possible imposi-

tion of sanctions under the Iran Sanctions Act of 1996

(Public Law 104-172; 50 U.S.C. 1701 note), section 104

or 105A of the Comprehensive Iran Sanctions, Account-

ability, and Divestment Act of 2010, an Executive order
specified in clause (i) or (i) of paragraph (1)(D), or any
other provision of law relating to the imposition of sanctions
with respect to Iran, as applicable; and

“(B) not later than 180 days after initiating such an
investigation, make a determination with respect to
whether sanctions should be imposed with respect to the
issuer or the affiliate of the issuer (as the case may be).

“(6) SUNSET.—The provisions of this subsection shall termi-
nate on the date that is 30 days after the date on which
the President makes the certification described in section 401(a)
of the Comprehensive Iran Sanctions, Accountability, and
Divestment Act of 2010 (22 U.S.C. 8551(a)).”.

(b) EFFECTIVE DATE.—The amendment made by subsection (a)

note. shall take effect with respect to reports required to be filed with
the Securities and Exchange Commission after the date that is
180 days after the date of the enactment of this Act.
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SEC. 220. REPORTS ON, AND AUTHORIZATION OF IMPOSITION OF SANC-
TIONS WITH RESPECT TO, THE PROVISION OF SPECIAL-
IZED FINANCIAL MESSAGING SERVICES TO THE CENTRAL
BANK OF IRAN AND OTHER SANCTIONED IRANIAN FINAN-
CIAL INSTITUTIONS.

(a) SENSE OF CONGRESS.—It is the sense of Congress that— 22 USC 8726.

(1) providers of specialized financial messaging services
are a critical link to the international financial system,;

(2) the European Union is to be commended for strength-
ening the multilateral sanctions regime against Iran by
deciding that specialized financial messaging services may not
be provided to the Central Bank of Iran and other sanctioned
Iranian financial institutions by persons subject to the jurisdic-
tion of the European Union; and

(3) the loss of access by sanctioned Iranian financial institu-
tions to specialized financial messaging services must be main-
tained.

(b) REPORTS REQUIRED.—

(1) IN GENERAL.—Not later than 60 days after the date
of the enactment of this Act, and every 90 days thereafter,
the Secretary of the Treasury shall submit to the appropriate
congressional committees a report that contains—

(A) a list of all persons that the Secretary has identified
that directly provide specialized financial messaging serv-
ices to, or enable or facilitate direct or indirect access
to such messaging services for, the Central Bank of Iran
or a financial institution described in section 104(c)(2)(E)(ii)
of the Comprehensive Iran Sanctions, Accountability, and
Divestment Act of 2010 (22 U.S.C. 8513(c)(2)(E)(ii)); and

(B) a detailed assessment of the status of efforts by
the Secretary to end the direct provision of such messaging
services to, and the enabling or facilitation of direct or
indirect access to such messaging services for, the Central
Bank of Iran or a financial institution described in that
section.

(2) ENABLING OR FACILITATION OF ACCESS TO SPECIALIZED
FINANCIAL MESSAGING SERVICES THROUGH INTERMEDIARY FINAN-
CIAL INSTITUTIONS.—For purposes of paragraph (1) and sub-
section (c), enabling or facilitating direct or indirect access
to specialized financial messaging services for the Central Bank
of Iran or a financial institution described in section
104(c)(2)(E)(ii) of the Comprehensive Iran Sanctions, Account-
ability, and Divestment Act of 2010 (22 U.S.C. 8513(c)(2)(E)(ii))
includes doing so by serving as an intermediary financial
institution with access to such messaging services.

(3) FORM OF REPORT.—A report submitted under paragraph
(1) shall be submitted in unclassified form but may contain
a classified annex.

(c) AUTHORIZATION OF IMPOSITION OF SANCTIONS.—

(1) IN GENERAL.—Except as provided in paragraph (2), if,
on or after the date that is 90 days after the date of the
enactment of this Act, a person continues to knowingly and
directly provide specialized financial messaging services to, or
knowingly enable or facilitate direct or indirect access to such
messaging services for, the Central Bank of Iran or a financial
institution described in paragraph (2)(E)({i) of section 104(c)
of the Comprehensive Iran Sanctions, Accountability, and
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Divestment Act of 2010 (22 U.S.C. 8513(c)), the President may

impose sanctions pursuant to that section or the International

Emergency Economic Powers Act (50 U.S.C. 1701 et seq.) with

respect to the person.

(2) EXCEPTION.—The President may not impose sanctions
pursuant to paragraph (1) with respect to a person for directly
providing specialized financial messaging services to, or
enabling or facilitating direct or indirect access to such mes-
saging services for, the Central Bank of Iran or a financial
institution described in section 104(c)(2)(E)(ii) of the Com-
prehensive Iran Sanctions, Accountability, and Divestment Act
0f 2010 (22 U.S.C. 8513(c)(2)(E)(i)) if—

(A) the person is subject to a sanctions regime under
its governing foreign law that requires it to eliminate the
knowing provision of such messaging services to, and the
knowing enabling and facilitation of direct or indirect
access to such messaging services for—

(i) the Central Bank of Iran; and

(i1) a group of Iranian financial institutions identi-
fied under such governing foreign law for purposes
of that sanctions regime if the President determines
that—

(I) the group is substantially similar to the
group of financial institutions described in section
104(c)(2)(E)(ii) of the Comprehensive Iran Sanc-
tions, Accountability, and Divestment Act of 2010
(22 U.S.C. 8513(c)(2)(E)(ii)); and

(IT) the differences between those groups of
financial institutions do not adversely affect the
national interest of the United States; and

(B) the person has, pursuant to that sanctions regime,
terminated the knowing provision of such messaging serv-
ices to, and the knowing enabling and facilitation of direct
or indirect access to such messaging services for, the Cen-
tral Bank of Iran and each Iranian financial institution
identified under such governing foreign law for purposes
of that sanctions regime.

(d) RULE OF CONSTRUCTION.—Nothing in this section shall be
construed to limit the authority of the President pursuant to the
International Emergency Economic Powers Act (50 U.S.C. 1701
et seq.) or the Comprehensive Iran Sanctions, Accountability, and
Divestment Act of 2010 (22 U.S.C. 8501 et seq.).

SEC. 221. IDENTIFICATION OF, AND IMMIGRATION RESTRICTIONS ON,
SENIOR OFFICIALS OF THE GOVERNMENT OF IRAN AND
THEIR FAMILY MEMBERS.

(a) IDENTIFICATION.—Not later than 180 days after the date
of the enactment of this Act, and annually thereafter, the President
shall publish a list of each individual the President determines
is—

(1) a senior official of the Government of Iran described
in subsection (b) that is involved in Iran’s—

(A) illicit nuclear activities or proliferation of weapons
of mass destruction or delivery systems for weapons of
mass destruction;

(B) support for international terrorism; or
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(C) commission of serious human rights abuses against
citizens of Iran or their family members; or
(2) a family member of such an official.

(b) SENIOR OFFICIALS OF THE GOVERNMENT OF IRAN
DESCRIBED.—A senior official of the Government of Iran described
in this subsection is any senior official of that Government,
including—

(1) the Supreme Leader of Iran;

(2) the President of Iran;

(3) a member of the Cabinet of the Government of Iran;

(4) a member of the Assembly of Experts;

(5) a senior member of the Intelligence Ministry of Iran;
or

(6) a senior member of Iran’s Revolutionary Guard Corps,
including a senior member of a paramilitary organization such
as Ansar-e-Hezbollah or Basij-e Motaz’afin.

(¢) ExcLusioN FrRoOM UNITED STATES.—Except as provided in
subsection (d), the Secretary of State shall deny a visa to, and
the Secretary of Homeland Security shall exclude from the United
States, any alien who is on the list required by subsection (a).

(d) ExceprioN To CompLy WITH UNITED NATIONS HEAD-
QUARTERS AGREEMENT.—Subsection (c¢) shall not apply to an indi-
vidual if admitting the individual to the United States is necessary
to permit the United States to comply with the Agreement between
the United Nations and the United States of America regarding
the Headquarters of the United Nations, signed June 26, 1947,
and entered into force November 21, 1947, and other applicable
international obligations.

(e) WAIVER.—The President may waive the application of sub-
section (a) or (¢) with respect to an individual if the President—

(1) determines that such a waiver is essential to the
national interests of the United States; and

(2) not less than 7 days before the waiver takes effect, Deadline.
notifies Congress of the waiver and the reason for the waiver. Notification.

SEC. 222. SENSE OF CONGRESS AND RULE OF CONSTRUCTION
RELATING TO CERTAIN AUTHORITIES OF STATE AND
LOCAL GOVERNMENTS.

(a) SENSE OF CONGRESS.—It is the sense of Congress that
the United States should support actions by States or local govern-
ments that are within their authority, including determining how
investment assets are valued for purposes of safety and soundness
of financial institutions and insurers, that are consistent with and
in furtherance of the purposes of this Act and other Acts that
are amended by this Act.

(b) RULE OF CONSTRUCTION.—Section 202 of the Comprehensive
Iran Sanctions, Accountability, and Divestment Act of 2010 (22
U.S.C. 8532) is amended by adding at the end the following:

“(3) RULE OF CONSTRUCTION.—Nothing in this Act or any other
provision of law authorizing sanctions with respect to Iran shall
be construed to abridge the authority of a State to issue and
enforce rules governing the safety, soundness, and solvency of a
financial institution subject to its jurisdiction or the business of
insurance pursuant to the Act of March 9, 1945 (15 U.S.C. 1011
et seq.) (commonly known as the ‘McCarran-Ferguson Act’).”.
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Time period.

SEC. 223. GOVERNMENT ACCOUNTABILITY OFFICE REPORT ON FOR-
EIGN ENTITIES THAT INVEST IN THE ENERGY SECTOR OF
IRAN OR EXPORT REFINED PETROLEUM PRODUCTS TO
IRAN.

(a) INITIAL REPORT.—

(1) IN GENERAL.—Not later than 120 days after the date
of the enactment of this Act, the Comptroller General of the
United States shall submit to the appropriate congressional
committees a report—

(A) listing all foreign investors in the energy sector

of Iran during the period specified in paragraph (2),

including—

(i) entities that exported gasoline and other refined
petroleum products to Iran;
(i1) entities involved in providing refined petroleum
products to Iran, including—
(I) entities that provided ships to transport
refined petroleum products to Iran; and
(IT) entities that provided insurance or reinsur-
ance for shipments of refined petroleum products
to Iran; and
(iii) entities involved in commercial transactions
of any kind, including joint ventures anywhere in the
world, with Iranian energy companies; and
(B) identifying the countries in which gasoline and
other refined petroleum products exported to Iran during
the period specified in paragraph (2) were produced or
refined.

(2) PERIOD SPECIFIED.—The period specified in this para-
graph is the period beginning on January 1, 2009, and ending
on the date that is 150 days after the date of the enactment
of this Act.

(b) UrPDATED REPORT.—Not later than one year after submitting
the report required by subsection (a), the Comptroller General
of the United States shall submit to the appropriate congressional
committees a report containing the matters required in the report
under subsection (a)(1) for the one-year period beginning on the
date that is 30 days before the date on which the preceding report
was required to be submitted by this section.

SEC. 224. REPORTING ON THE IMPORTATION TO AND EXPORTATION
FROM IRAN OF CRUDE OIL AND REFINED PETROLEUM
PRODUCTS.

Section 110(b) of the Comprehensive Iran Sanctions, Account-
ability, and Divestment Act of 2010 (22 U.S.C. 8518(b)) is amended
by striking “a report containing the matters” and all that follows
through the period at the end and inserting the following: “a report,
covering the 180-day period beginning on the date that is 30 days
before the date on which the preceding report was required to
be submitted by this section, that—

“(1) contains the matters required in the report under
subsection (a)(1); and
“(2) identifies—
“(A) the volume of crude oil and refined petroleum
products imported to and exported from Iran (including
through swaps and similar arrangements);
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“B) the persons selling and transporting crude oil
and refined petroleum products described in subparagraph
(A), the countries with primary jurisdiction over those per-
sons, and the countries in which those products were
refined;

“(C) the sources of financing for imports to Iran of
crude oil and refined petroleum products described in
subparagraph (A); and

“(D) the involvement of foreign persons in efforts to
assist Iran in—

“(i) developing upstream oil and gas production
capacity;

“(i1) importing advanced technology to upgrade
existing Iranian refineries;

“(i11) converting existing chemical plants to petro-
leum refineries; or

“(iv) maintaining, upgrading, or expanding existing
refineries or constructing new refineries.”.

TITLE III—SANCTIONS WITH RESPECT
TO IRAN’S REVOLUTIONARY GUARD
CORPS

Subtitle A—Identification of, and Sanc-
tions With Respect to, Officials, Agents,
Affiliates, and Supporters of Iran’s Revo-
lutionary Guard Corps and Other Sanc-
tioned Persons

SEC. 301. IDENTIFICATION OF, AND IMPOSITION OF SANCTIONS WITH
RESPECT TO, OFFICIALS, AGENTS, AND AFFILIATES OF
IRAN’S REVOLUTIONARY GUARD CORPS.

(a) IN GENERAL.—Not later than 90 days after the date of
the enactment of this Act, and as appropriate thereafter, the Presi-
dent shall—

(1) identify foreign persons that are officials, agents, or
affiliates of Iran’s Revolutionary Guard Corps; and

(2) for each foreign person identified under paragraph (1)
that is not already designated for the imposition of sanctions
pursuant to the International Emergency Economic Powers Act

(50 U.S.C. 1701 et seq.)—

(A) designate that foreign person for the imposition
of sanctions pursuant to that Act; and

(B) block and prohibit all transactions in all property
and interests in property of that foreign person if such
property and interests in property are in the United States,
come within the United States, or are or come within
the possession or control of a United States person.

(b) PRIORITY FOR INVESTIGATION.—In identifying foreign per-
sons pursuant to subsection (a)(1) as officials, agents, or affiliates
of Iran’s Revolutionary Guard Corps, the President shall give pri-
ority to investigating—

President.
Determinations.

22 USC 8741.

Deadline.

Annex 154



126 STAT. 1242

PUBLIC LAW 112-158—AUG. 10, 2012

(1) foreign persons or entities identified under section
560.304 of title 31, Code of Federal Regulations (relating to
the definition of the Government of Iran); and

(2) foreign persons for which there is a reasonable basis
to find that the person has conducted or attempted to conduct
one or more sensitive transactions or activities described in
subsection (c).

(¢) SENSITIVE TRANSACTIONS AND ACTIVITIES DESCRIBED.—A

sensitive transaction or activity described in this subsection is—

Reports.

(1) a financial transaction or series of transactions valued
at more than $1,000,000 in the aggregate in any 12-month
period involving a non-Iranian financial institution;

(2) a transaction to facilitate the manufacture, importation,
exportation, or transfer of items needed for the development
by Iran of nuclear, chemical, biological, or advanced conven-
tional weapons, including ballistic missiles;

(3) a transaction relating to the manufacture, procurement,
or sale of goods, services, and technology relating to Iran’s
energy sector, including a transaction relating to the develop-
ment of the energy resources of Iran, the exportation of petro-
leum products from Iran, the importation of refined petroleum
to Iran, or the development of refining capacity available to
Iran;

(4) a transaction relating to the manufacture, procurement,
or sale of goods, services, and technology relating to Iran’s
petrochemical sector; or

(5) a transaction relating to the procurement of sensitive
technologies (as defined in section 106(c) of the Comprehensive
Iran Sanctions, Accountability, and Divestment Act of 2010
(22 U.S.C. 8515(c))).

(d) ExcLUSION FROM UNITED STATES.—

(1) IN GENERAL.—Subject to paragraph (2), the Secretary
of State shall deny a visa to, and the Secretary of Homeland
Security shall exclude from the United States, any alien who,
on or after the date of the enactment of this Act, is a foreign
person designated pursuant to subsection (a) for the imposition
of sanctions pursuant to the International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.).

(2) REGULATORY EXCEPTIONS TO COMPLY WITH INTER-
NATIONAL OBLIGATIONS.—The requirement to deny visas to and
exclude aliens from the United States pursuant to paragraph
(1) shall be subject to such regulations as the President may
prescribe, including regulatory exceptions to permit the United
States to comply with the Agreement between the United
Nations and the United States of America regarding the Head-
quarters of the United Nations, signed June 26, 1947, and
entered into force November 21, 1947, and other applicable
international obligations.

(e) WAIVER OF IMPOSITION OF SANCTIONS.—

(1) IN GENERAL.—The President may waive the application
of subsection (a) or (d) with respect to a foreign person if
the President—

(A) determines that it is vital to the national security
interests of the United States to do so; and

(B) submits to the appropriate congressional commit-
tees a report that—
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(i) identifies the foreign person with respect to
which the waiver applies; and
(i1) sets forth the reasons for the determination.
(2) FORM OF REPORT.—A report submitted under paragraph

(1)(B) shall be submitted in unclassified form but may contain

a classified annex.

(f) RULE OF CONSTRUCTION.—Nothing in this section shall be
construed to remove any sanction of the United States in force
with respect to Iran’s Revolutionary Guard Corps as of the date
of the enactment of this Act.

SEC. 302. IDENTIFICATION OF, AND IMPOSITION OF SANCTIONS WITH
RESPECT TO, PERSONS THAT SUPPORT OR CONDUCT CER-
TAIN TRANSACTIONS WITH IRAN’S REVOLUTIONARY
GUARD CORPS OR OTHER SANCTIONED PERSONS.

(a) IDENTIFICATION.—

(1) IN GENERAL.—Not later than 90 days after the date
of the enactment of this Act, and every 180 days thereafter,
the President shall submit to the appropriate congressional
committees a report identifying foreign persons that the Presi-
dent determines, on or after the date of the enactment of
this Act, knowingly—

(A) materially assist, sponsor, or provide financial,
material, or technological support for, or goods or services
in support of, Iran’s Revolutionary Guard Corps or any
of its officials, agents, or affiliates the property and
interests in property of which are blocked pursuant to
the International Emergency Economic Powers Act (50
U.S.C. 1701 et seq.);

(B) engage in a significant transaction or transactions
with Iran’s Revolutionary Guard Corps or any of its offi-
cials, agents, or affiliates—

(i) the property and interests in property of which
are blocked pursuant to that Act; or

(i1) that are identified under section 301(a)(1) or
pursuant to paragraph (4)(A) of section 104(c) of the

Comprehensive Iran Sanctions, Accountability, and

Divestment Act of 2010, as added by section 312; or

h(C) engage in a significant transaction or transactions
with—
(i) a person subject to financial sanctions pursuant

to United Nations Security Council Resolution 1737

(2006), 1747 (2007), 1803 (2008), or 1929 (2010), or

any other resolution that is adopted by the Security

Council and imposes sanctions with respect to Iran

or modifies such sanctions; or

(i1) a person acting on behalf of or at the direction
of, or owned or controlled by, a person described in

clause (i).

(2) FORM OF REPORT.—A report submitted under paragraph
(1) shall be submitted in unclassified form but may contain
a classified annex.

(3) BARTER TRANSACTIONS.—For purposes of paragraph (1),
the term “transaction” includes a barter transaction.

(b) IMPOSITION OF SANCTIONS.—If the President determines
under subsection (a)(1) that a foreign person has knowingly engaged
in an activity described in that subsection, the President—

22 USC 8742.
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(1) shall impose 5 or more of the sanctions described in
section 6(a) of the Iran Sanctions Act of 1996, as amended
by section 204; and

(2) may impose additional sanctions pursuant to the Inter-
national Emergency Economic Powers Act (50 U.S.C. 1701 et
seq.) with respect to the person.

(c) TERMINATION.—The President may terminate a sanction
imposed with respect to a foreign person pursuant to subsection
(b) if the President determines that the person—

(1) no longer engages in the activity for which the sanction
was imposed; and

(2) has provided assurances to the President that the per-
son will not engage in any activity described in subsection
(a)(1) in the future.

(d) WAIVER OF IMPOSITION OF SANCTIONS.—

(1) IN GENERAL.—The President may waive the imposition
of sanctions under subsection (b) with respect to a foreign
person if the President—

(A)i) determines that the person has ceased the
activity for which sanctions would otherwise be imposed
and has taken measures to prevent a recurrence of the
activity; or

(ii) determines that it is essential to the national secu-
rity interests of the United States to do so; and

(B) submits to the appropriate congressional commit-
tees a report that—

(i) identifies the foreign person with respect to
which the waiver applies;

(ii) describes the activity that would otherwise sub-
ject the foreign person to the imposition of sanctions
under subsection (b); and

(1i1) sets forth the reasons for the determination.

(2) FORM OF REPORT.—A report submitted under paragraph
(1)(B) shall be submitted in unclassified form but may contain
a classified annex.

(e) WAIVER OF IDENTIFICATIONS AND DESIGNATIONS.—Notwith-
standing any other provision of this subtitle and subject to para-
graph (2), the President shall not be required to make any identifica-
tion of a foreign person under subsection (a) or any identification
gr designation of a foreign person under section 301(a) if the Presi-

ent—

(1) determines that doing so would cause damage to the
national security of the United States; and

(2) notifies the appropriate congressional committees of
the exercise of the authority provided under this subsection.
(f) APPLICATION OF PROVISIONS OF IRAN SANCTIONS ACT OF

1996.—The following provisions of the Iran Sanctions Act of 1996,
as amended by this Act, apply with respect to the imposition under
subsection (b)(1) of sanctions relating to activities described in
subsection (a)(1) to the same extent that such provisions apply
with respect to the imposition of sanctions under section 5(a) of
the Iran Sanctions Act of 1996:

(1) Subsections (c) and (e) of section 4.

(2) Subsections (c), (d), and (f) of section 5.

(3) Section 8.

(4) Section 9.

(5) Section 11.
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(6) Section 12.
(7) Subsection (b) of section 13.
(8) Section 14.

SEC. 303. IDENTIFICATION OF, AND IMPOSITION OF MEASURES WITH 22 USC 8743.
RESPECT TO, FOREIGN GOVERNMENT AGENCIES CAR-
RYING OUT ACTIVITIES OR TRANSACTIONS WITH CERTAIN
IRAN-AFFILIATED PERSONS.

(a) IDENTIFICATION.—

(1) IN GENERAL.—Not later than 120 days after the date Deadlines.
of the enactment of this Act, and every 180 days thereafter, Reports.
the President shall submit to the appropriate congressional
committees a report that identifies each agency of the govern-
ment of a foreign country (other than Iran) that the President
determines knowingly and materially assisted, sponsored, or
provided financial, material, or technological support for, or
goods or services in support of, or knowingly and materially
engaged in a significant transaction with, any person described
in paragraph (2).

(2) PERSON DESCRIBED.—A person described in this para-
graph is—

(A) a foreign person that is an official, agent, or affiliate
of Iran’s Revolutionary Guard Corps that is designated
for the imposition of sanctions pursuant to the Inter-
nationfll Emergency Economic Powers Act (50 U.S.C. 1701
et seq.);

(B) a foreign person that is designated and subject
to financial sanctions pursuant to—

(i) the Annex of United Nations Security Council

Resolution 1737 (2006);

(i1)) Annex I of United Nations Security Council

Resolution 1747 (2007);

(ii1) Annex I, II, or IIT of United Nations Security

Council Resolution 1803 (2008);

(iv) Annex I, II, or IIT of United Nations Security

Council Resolution 1929 (2010); or

(v) any subsequent and related United Nations

Security Council resolution, or any annex thereto, that

imposes new sanctions with respect to Iran or modifies

existing sanctions with respect to Iran; or

(C) a foreign person that the agency knows is acting
on behalf of or at the direction of, or owned or controlled
by, a person described in subparagraph (A) or (B).

(3) ForM OF REPORT.—Each report submitted under para-
graph (1) shall be submitted in unclassified form but may
contain a classified annex.

(b) IMPOSITION OF MEASURES.—

(1) IN GENERAL.—The President may impose any of the
following measures with respect to an agency identified pursu-
ant to subsection (a) if the President determines that the assist-
ance, exports, or other support to be prohibited by reason
of the imposition of the measures have contributed and would
otherwise directly or indirectly contribute to the agency’s capa-
bility to continue the activities or transactions for which the
agency has been identified pursuant to subsection (a):

(A) No assistance may be provided to the agency under
the Foreign Assistance Act of 1961 (22 U.S.C. 2151 et
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seq.) or the Arms Export Control Act (22 U.S.C. 2751
et seq.) other than humanitarian assistance or the provision
of food or other agricultural commodities.

(B) No sales of any defense articles, defense services,
or design and construction services under the Arms Export
Control Act (22 U.S.C. 2751 et seq.) may be made to the
agency.

(C) No licenses for export of any item on the United
States Munitions List that include the agency as a party
to the license may be granted.

(D) No exports may be permitted to the agency of
any goods or technologies controlled for national security
reasons under the Export Administration Regulations,
except that such prohibition shall not apply to any trans-
action subject to the reporting requirements of title V of
the National Security Act of 1947 (50 U.S.C. 413 et seq.;
relating to congressional oversight of intelligence activities).

(E) The United States shall oppose any loan or finan-
cial or technical assistance to the agency by international
financial institutions in accordance with section 701 of
the d%nternational Financial Institutions Act (22 U.S.C.
262d).

(F) The United States shall deny to the agency any
credit or financial assistance by any department, agency,
or instrumentality of the United States Government, except
that this paragraph shall not apply—

(1) to any transaction subject to the reporting
requirements of title V of the National Security Act
of 1947 (50 U.S.C. 413 et seq.; relating to congressional
oversight of intelligence activities);

(i1) to the provision of medicines, medical equip-
ment, and humanitarian assistance; or

(ii1) to any credit, credit guarantee, or financial
assistance provided by the Department of Agriculture
to support the purchase of food or other agricultural
commodities.

(G) Additional restrictions as may be imposed pursuant
to the International Emergency Economic Powers Act (50
U.S.C. 1701 et seq.).

(2) RULE OF CONSTRUCTION.—Nothing in this subsection
shall be construed to impose measures with respect to programs
under section 1501 of the National Defense Authorization Act
for Fiscal Year 1997 (50 U.S.C. 2632 note) and programs under
the Atomic Energy Defense Act (50 U.S.C. 2501 et seq.).

(c) TERMINATION.—The President may terminate any measures

imposed with respect to an agency pursuant to subsection (b) if
the President determines and notifies the appropriate congressional
committees that—

(1)(A) a person described in subparagraph (A) or (B) of
subsection (a)(2) with respect to which the agency is carrying
out activities or transactions is no longer designated pursuant
to subparagraph (A) or (B) of subsection (a)(2); or

(B) any person described in subparagraph (C) of subsection
(a)(2) with respect to which the agency is carrying out activities
or transactions is no longer acting on behalf of or at the direc-
tion of, or owned or controlled by, any person described in
subparagraph (A) or (B) of subsection (a)(2);
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(2) the agency is no longer carrying out activities or trans-
actions for which the measures were imposed and has provided
assurances to the United States Government that the agency
will not carry out the activities or transactions in the future;
or

(3) it is essential to the national security interest of the
United States to terminate such measures.

(d) WAIVER.—If the President does not impose one or more
measures described in subsection (b) with respect to an agency
identified in the report required by subsection (a), the President
shall include in the subsequent report an explanation as to why
the President did not impose such measures.

(e) DEFINITION.—In this section, the term “appropriate congres-
sional committees” means—

(1) the Committee on Foreign Relations, the Committee
on Appropriations, the Committee on Armed Services, the Com-
mittee on Banking, Housing, and Urban Affairs, the Committee
on Finance, and the Select Committee on Intelligence of the
Senate; and

(2) the Committee on Foreign Affairs, the Committee on
Appropriations, the Committee on Armed Services, the Com-
mittee on Financial Services, the Committee on Ways and
Means, and the Permanent Select Committee on Intelligence
of the House of Representatives.

(f) EFFECTIVE DATE.—This section shall take effect on the date
of the enactment of this Act and apply with respect to activities
and transactions described in subsection (a) that are carried out
on or after the later of—

(1) the date that is 45 days after such date of enactment;
or

(2) the date that is 45 days after a person is designated
as described in subparagraph (A) or (B) of subsection (a)(2).

SEC. 304. RULE OF CONSTRUCTION.

Nothing in this subtitle shall be construed to limit the authority
of the President to designate foreign persons for the imposition
of sanctions pursuant to the International Emergency Economic
Powers Act (50 U.S.C. 1701 et seq.).

Subtitle B—Additional Measures Relating
to Iran’s Revolutionary Guard Corps

SEC. 311. EXPANSION OF PROCUREMENT PROHIBITION TO FOREIGN
PERSONS THAT ENGAGE IN CERTAIN TRANSACTIONS WITH
IRAN’S REVOLUTIONARY GUARD CORPS.

(a) IN GENERAL.—Section 6(b)(1) of the Iran Sanctions Act
of 1996 (Public Law 104-172; 50 U.S.C. 1701 note) is amended—
(1) by striking “Not later than 90 days” and inserting
the following:

“(A)  CERTIFICATIONS RELATING TO  ACTIVITIES
DESCRIBED IN SECTION 5.—Not later than 90 days”; and

(2) by adding at the end the following:
“(B) CERTIFICATIONS RELATING TO TRANSACTIONS WITH
IRAN’S REVOLUTIONARY GUARD CORPS.—Not later than 120
days after the date of the enactment of the Iran Threat

Applicability.
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Reduction and Syria Human Rights Act of 2012, the Fed-
eral Acquisition Regulation shall be revised to require a
certification from each person that is a prospective con-
tractor that the person, and any person owned or controlled
by the person, does not knowingly engage in a significant
transaction or transactions with Iran’s Revolutionary
Guard Corps or any of its officials, agents, or affiliates
the property and interests in property of which are blocked
pursuant to the International Emergency Economic Powers
Act (50 U.S.C. 1701 et seq.).”.

(b) TECHNICAL AND CONFORMING AMENDMENTS.—

(1) Section 6(b) of the Iran Sanctions Act of 1996, as

amended by subsection (a), is further amended—

(A) in subparagraph (A) of paragraph (1), as designated
by subsection (a)(1), by striking “issued pursuant to section
25 of the Office of Federal Procurement Policy Act (41
U.S.C. 421)”;

(B) in paragraph (2)—

(i) in subparagraph (A)—

(I) by striking “the revision” and inserting “the
applicable revision”; and

(IT) by striking “not more than 3 years” and
inserting “not less than 2 years”; and

(i1) in subparagraph (B), by striking “issued pursu-
ant to section 25 of the Office of Federal Procurement
Policy Act (41 U.S.C. 421)7;

(C) in paragraph (5), by striking “in the national
interest” and inserting “essential to the national security
interests”;

(D) by striking paragraph (6) and inserting the fol-
lowing:

“(6) DEFINITIONS.—In this subsection:

“(A) EXECUTIVE AGENCY.—The term ‘executive agency’
has the meaning given that term in section 133 of title
41, United States Code.

“(B) FEDERAL ACQUISITION REGULATION.—The term
‘Federal Acquisition Regulation’ means the regulation
issued pursuant to section 1303(a)(1) of title 41, United
States Code.”; and

(E) in paragraph (7)—

(1) by striking “The revisions to the Federal
Acquisition Regulation required under paragraph (1)”
and inserting the following:

“(A)  CERTIFICATIONS RELATING TO  ACTIVITIES
DESCRIBED IN SECTION 5.—The revisions to the Federal
Acguisition Regulation required under paragraph (1)(A)”;
an

(ii) by adding at the end the following:

“(B) CERTIFICATIONS RELATING TO TRANSACTIONS WITH
IRAN’S REVOLUTIONARY GUARD CORPS.—The revisions to the
Federal Acquisition Regulation required under paragraph
(1)(B) shall apply with respect to contracts for which solici-
tations are issued on or after the date that is 120 days
after the date of the enactment of the Iran Threat Reduc-
tion and Syria Human Rights Act of 2012.”.

(2) Section 101(3) of the Comprehensive Iran Sanctions,

Accountability, and Divestment Act of 2010 (22 U.S.C. 8511(3))

Annex 154



PUBLIC LAW 112-158—AUG. 10, 2012 126 STAT. 1249

is amended by striking “section 4 of the Office of Federal
Procurement Policy Act (41 U.S.C. 403)” and inserting “section
133 of title 41, United States Code”.

SEC. 312. DETERMINATIONS OF WHETHER THE NATIONAL IRANIAN
OIL COMPANY AND THE NATIONAL IRANIAN TANKER COM-
PANY ARE AGENTS OR AFFILIATES OF IRAN’S REVOLU-
TIONARY GUARD CORPS.

(a) SENSE OF CONGRESS.—It is the sense of Congress that
the National Iranian Oil Company and the National Iranian Tanker
Company are not only owned and controlled by the Government
of Iran but that those companies provide significant support to
Iran’s Revolutionary Guard Corps and its affiliates.

(b) DETERMINATIONS.—Section 104(c) of the Comprehensive
Iran Sanctions, Accountability, and Divestment Act of 2010 (22
U.S.C. 8513(c)) is amended by adding at the end the following:

“(4) DETERMINATIONS REGARDING NIOC AND NITC.—

“(A) DETERMINATIONS.—For purposes of paragraph
(2)(E), the Secretary of the Treasury shall, not later than
45 days after the date of the enactment of the Iran Threat
Reduction and Syria Human Rights Act of 2012—

“i) determine whether the NIOC or the NITC
is an agent or affiliate of Iran’s Revolutionary Guard
Corps; and

“(i1) submit to the appropriate congressional
committees a report on the determinations made under
clause (i), together with the reasons for those deter-
minations.

“(B) FORM OF REPORT.—A report submitted under
subparagraph (A)(ii) shall be submitted in unclassified form
but may contain a classified annex.

“(C) APPLICABILITY WITH RESPECT TO PETROLEUM
TRANSACTIONS.—

“(i) APPLICATION OF SANCTIONS.—Except as pro-
vided in clause (ii), if the Secretary of the Treasury
determines that the NIOC or the NITC is a person
described in clause (i) or (ii) of paragraph (2)(E), the
regulations prescribed under paragraph (1) shall apply
with respect to a significant transaction or transactions
or significant financial services knowingly facilitated
or provided by a foreign financial institution for the
NIOC or the NITC, as applicable, for the purchase
of petroleum or petroleum products from Iran, only
if a determination of the President under section
1245(d)(4)(B) of the National Defense Authorization
Act for Fiscal Year 2012 (22 U.S.C. 8513a(d)(4)(B))
that there is a sufficient supply of petroleum and petro-
leum products produced in countries other than Iran
to permit purchasers of petroleum and petroleum prod-
ucts from Iran to reduce significantly their purchases
from Iran is in effect at the time of the transaction
or the provision of the service.

“(i1) EXCEPTION FOR CERTAIN COUNTRIES.—If the
Secretary of the Treasury determines that the NIOC
or the NITC is a person described in clause (i) or
(i1) of paragraph (2)(E), the regulations prescribed
under paragraph (1) shall not apply to a significant

Deadline.
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transaction or transactions or significant financial serv-

ices knowingly facilitated or provided by a foreign

financial institution for the NIOC or the NITC, as
applicable, for the purchase of petroleum or petroleum
products from Iran if an exception under paragraph

(4)(D) of section 1245(d) of the National Defense

Authorization Act for Fiscal Year 2012 (22 U.S.C.

8513a(d)) applies to the country with primary jurisdic-

tion over the foreign financial institution at the time
of the transaction or the provision of the service.

“(iii)) RULE OF CONSTRUCTION.—The exceptions in
clauses (i) and (ii) shall not be construed to limit the
authority of the Secretary of the Treasury to impose
sanctions pursuant to the regulations prescribed under
paragraph (1) for an activity described in paragraph
(2) to the extent the activity would meet the criteria
described in that paragraph in the absence of the
involvement of the NIOC or the NITC.

“(D) DEFINITIONS.—In this paragraph:

“(1) NIOC.—The term ‘NIOC’ means the National
Iranian Oil Company.

“(ii) NITC.—The term ‘NITC’ means the National
Iranian Tanker Company.”.

(¢) CONFORMING AMENDMENTS.—

(1) WAIVER.—Section 104(f) of the Comprehensive Iran
Sanctions, Accountability, and Divestment Act of 2010 (22
U.S.C. 8513(f)) is amended by inserting “or section 104A” after
“subsection (c)”.

(2) CLASSIFIED INFORMATION.—Section 104(g) of the Com-
prehensive Iran Sanctions, Accountability, and Divestment Act
of 2010 (22 U.S.C. 8513(g)) is amended by striking “subsection
(c)(1)” and inserting “paragraph (1) or (4) of subsection (c)
or section 104A” both places it appears.

(d) APPLICABILITY.—

(1) IN GENERAL.—If an exception to sanctions described
in clause (i) or (il) of paragraph (4)(C) of section 104(c) of
the Comprehensive Iran Sanctions, Accountability, and Divest-
ment Act of 2010, as added by subsection (b), applies to a
person that engages in a transaction described in paragraph
(2) at the time of the transaction, the President is authorized
not to impose sanctions with respect to the transaction under—

(A) section 302(b)(1);

(B) section 104A of the Comprehensive Iran Sanctions,
Accountability, and Divestment Act of 2010, as added by
section 216; or

(C) any other applicable provision of law authorizing
the imposition of sanctions with respect to Iran.

(2) TRANSACTION DESCRIBED.—A transaction described in
this paragraph is a transaction—

(A) solely for the purchase of petroleum or petroleum
products from Iran; and

(B) for which sanctions may be imposed solely as a
result of the involvement of the National Iranian Oil Com-
pany or the National Iranian Tanker Company in the trans-
action under—

(1) section 302(b)(1);
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(i1) section 104A of the Comprehensive Iran Sanc-
tions, Accountability, and Divestment Act of 2010, as
added by section 216; or

(iii) any other applicable provision of law author-
izing the imposition of sanctions with respect to Iran.

TITLE IV-MEASURES RELATING TO
HUMAN RIGHTS ABUSES IN IRAN

Subtitle A—Expansion of Sanctions
Relating to Human Rights Abuses in Iran

SEC. 401. IMPOSITION OF SANCTIONS ON CERTAIN PERSONS RESPON-
SIBLE FOR OR COMPLICIT IN HUMAN RIGHTS ABUSES
COMMITTED AGAINST CITIZENS OF IRAN OR THEIR
FAMILY MEMBERS AFTER THE JUNE 12, 2009, ELECTIONS
IN IRAN.

(a) SENSE OF CONGRESS.—It is the sense of Congress that
the Supreme Leader of Iran, the President of Iran, senior members
of the Intelligence Ministry of Iran, senior members of Iran’s Revolu-
tionary Guard Corps, Ansar-e-Hezbollah and Basij-e-Mostaz’afin,
and the Ministers of Defense, Interior, Justice, and Telecommuni-
cations are ultimately responsible for ordering, controlling, or other-
wise directing a pattern and practice of serious human rights abuses
against the Iranian people, and thus the President should include
such persons on the list of persons who are responsible for or
complicit in committing serious human rights abuses and subject
to sanctions pursuant to section 105 of the Comprehensive Iran
Sanc;;ions, Accountability, and Divestment Act of 2010 (22 U.S.C.
8514).

(b) REPORT.—

(1) REPORT REQUIRED.—Not later than 180 days after the
date of the enactment of this Act, the Secretary of State shall
submit to the appropriate congressional committees a detailed
report with respect to whether each person described in sub-
section (a) is responsible for or complicit in, or responsible
for ordering, controlling, or otherwise directing the commission
of serious human rights abuses against citizens of Iran or
their family members on or after June 12, 2009, regardless
of whether such abuses occurred in Iran. For any such person
who is not included in such report, the Secretary of State
should describe in the report the reasons why the person was
not included, including information on whether sufficient cred-
ible evidence of responsibility for such abuses was found.

(2) ForM.—The report required by paragraph (1) shall be
submitted in unclassified form but may contain a classified
annex.

(3) DEFINITION.—In this subsection, the term “appropriate
congressional committees” means—

(A) the Committee on Foreign Relations and the Com-
mittee on Banking, Housing, and Urban Affairs of the
Senate; and

(B) the Committee on Foreign Affairs and the Com-
mittee on Financial Services of the House of Representa-
tives.
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SEC. 402. IMPOSITION OF SANCTIONS WITH RESPECT TO THE
TRANSFER OF GOODS OR TECHNOLOGIES TO IRAN THAT
ARE LIKELY TO BE USED TO COMMIT HUMAN RIGHTS
ABUSES.

(a) IN GENERAL.—The Comprehensive Iran Sanctions, Account-
ability, and Divestment Act of 2010 (22 U.S.C. 8501 et seq.) is
amended by inserting after section 105 the following:

“SEC. 105A. IMPOSITION OF SANCTIONS WITH RESPECT TO THE
TRANSFER OF GOODS OR TECHNOLOGIES TO IRAN THAT
ARE LIKELY TO BE USED TO COMMIT HUMAN RIGHTS
ABUSES.

“(a) IN GENERAL.—The President shall impose sanctions in
accordance with subsection (¢) with respect to each person on the
list required by subsection (b).

“(b) L1sT.—

“(1) IN GENERAL.—Not later than 90 days after the date
of the enactment of the Iran Threat Reduction and Syria
Human Rights Act of 2012, the President shall submit to the
appropriate congressional committees a list of persons that
the President determines have knowingly engaged in an activity
described in paragraph (2) on or after such date of enactment.

“(2) ACTIVITY DESCRIBED.—

“(A) IN GENERAL.—A person engages in an activity
described in this paragraph if the person—

“(i) transfers, or facilitates the transfer of, goods
or technologies described in subparagraph (C) to Iran,
any entity organized under the laws of Iran or other-
wise subject to the jurisdiction of the Government of
Iran, or any national of Iran, for use in or with respect
to Iran; or

“(i1) provides services (including services relating
to hardware, software, and specialized information, and
professional consulting, engineering, and support serv-
ices) with respect to goods or technologies described
in subparagraph (C) after such goods or technologies
are transferred to Iran.

“(B) APPLICABILITY TO CONTRACTS AND OTHER AGREE-
MENTS.—A person engages in an activity described in
subparagraph (A) without regard to whether the activity
is carried out pursuant to a contract or other agreement
entered into before, on, or after the date of the enactment
of the Iran Threat Reduction and Syria Human Rights
Act of 2012.

“(C) GOODS OR TECHNOLOGIES DESCRIBED.—Goods or
technologies described in this subparagraph are goods or
technologies that the President determines are likely to
be used by the Government of Iran or any of its agencies
or instrumentalities (or by any other person on behalf
of the Government of Iran or any of such agencies or
instrumentalities) to commit serious human rights abuses
against the people of Iran, including—

“(i) firearms or ammunition (as those terms are
defined in section 921 of title 18, United States Code),
rubber bullets, police batons, pepper or chemical
sprays, stun grenades, electroshock weapons, tear gas,
water cannons, or surveillance technology; or
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“(ii) sensitive technology (as defined in section

106(c)).

“(3) SPECIAL RULE TO ALLOW FOR TERMINATION OF
SANCTIONABLE ACTIVITY.—The President shall not be required
to include a person on the list required by paragraph (1) if
the President certifies in writing to the appropriate congres-
sional committees that—

“(A) the person is no longer engaging in, or has taken
significant verifiable steps toward stopping, the activity
described in paragraph (2) for which the President would
otherwise have included the person on the list; and

“(B) the President has received reliable assurances that
the person will not knowingly engage in any activity
described in paragraph (2) in the future.

“(4) UPDATES OF LIST.—The President shall submit to the
appropriate congressional committees an updated list under
paragraph (1)—

“(A) each time the President is required to submit
an updated list to those committees under section
105(b)(2)(A); and

“(B) as new information becomes available.

“(5) FORM OF REPORT; PUBLIC AVAILABILITY.—

“(A) ForM.—The list required by paragraph (1) shall
be submitted in unclassified form but may contain a classi-
fied annex.

“(B) PuBLIC AVAILABILITY.—The unclassified portion of
the list required by paragraph (1) shall be made available
to the public and posted on the websites of the Department
of the Treasury and the Department of State.

“(c) APPLICATION OF SANCTIONS.—

“(1) IN GENERAL.—Subject to paragraph (2), the President
shall impose sanctions described in section 105(c) with respect
to a person on the list required by subsection (b).

“(2) TRANSFERS TO IRAN’S REVOLUTIONARY GUARD CORPS.—
In the case of a person on the list required by subsection
(b) for transferring, or facilitating the transfer of, goods or
technologies described in subsection (b)(2)(C) to Iran’s Revolu-
tionary Guard Corps, or providing services with respect to
such goods or technologies after such goods or technologies
are transferred to Iran’s Revolutionary Guard Corps, the Presi-
dent shall—

“(A) impose sanctions described in section 105(c) with
respect to the person; and

“(B) impose such other sanctions from among the sanc-
tions described in section 6(a) of the Iran Sanctions Act
of 1996 (Public Law 104-172; 50 U.S.C. 1701 note) as
the President determines appropriate.”.

(b) CLERICAL AMENDMENT.—The table of contents for the Com-
prehensive Iran Sanctions, Accountability, and Divestment Act of
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2010 is amended by inserting after the item relating to section
105 the following:

“Sec. 105A. Imposition of sanctions with respect to the transfer of goods or tech-
nologies to Iran that are likely to be used to commit human rights
abuses.”.

SEC. 403. IMPOSITION OF SANCTIONS WITH RESPECT TO PERSONS
WHO ENGAGE IN CENSORSHIP OR OTHER RELATED
ACTIVITIES AGAINST CITIZENS OF IRAN.

(a) SENSE OF CONGRESS.—It is the sense of Congress that—

(1) satellite service providers and other entities that have
direct contractual arrangements to provide satellite services
to the Government of Iran or entities owned or controlled
by that Government should cease providing broadcast services
to that Government and those entities unless that Government
ceases activities intended to jam or restrict satellite signals;
and

(2) the United States should address the illegal jamming
of satellite signals by the Government of Iran through the
voice and vote of the United States in the United Nations

International Telecommunications Union.

(b) IMPOSITION OF SANCTIONS.—The Comprehensive Iran Sanc-
tions, Accountability, and Divestment Act of 2010 (22 U.S.C. 8501
et seq.), as amended by section 402, is further amended by inserting
after section 105A the following:

“SEC. 105B. IMPOSITION OF SANCTIONS WITH RESPECT TO PERSONS
WHO ENGAGE IN CENSORSHIP OR OTHER RELATED
ACTIVITIES AGAINST CITIZENS OF IRAN.

“(a) IN GENERAL.—The President shall impose sanctions
described in section 105(c) with respect to each person on the
list required by subsection (b).

“(b) L1ST OF PERSONS WHO ENGAGE IN CENSORSHIP.—

“(1) IN GENERAL.—Not later than 90 days after the date
of the enactment of the Iran Threat Reduction and Syria
Human Rights Act of 2012, the President shall submit to the
appropriate congressional committees a list of persons that
the President determines have, on or after June 12, 2009,
engaged in censorship or other activities with respect to Iran
that—

“(A) prohibit, limit, or penalize the exercise of freedom
of expression or assembly by citizens of Iran; or

“(B) limit access to print or broadcast media, including
the facilitation or support of intentional frequency manipu-
lation by the Government of Iran or an entity owned or
controlled by that Government that would jam or restrict
an international signal.

“(2) UPDATES OF LIST.—The President shall submit to the
appropriate congressional committees an updated list under
paragraph (1)—

“(A) each time the President is required to submit
an updated list to those committees under section
105(b)(2)(A); and

“(B) as new information becomes available.

“(3) FORM OF REPORT; PUBLIC AVAILABILITY.—
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“(A) ForM.—The list required by paragraph (1) shall
be submitted in unclassified form but may contain a classi-
fied annex.

“(B) PuBLIC AVAILABILITY.—The unclassified portion of
the list required by paragraph (1) shall be made available
to the public and posted on the websites of the Department
of the Treasury and the Department of State.”.

(c) CLERICAL AMENDMENT.—The table of contents for the Com-
prehensive Iran Sanctions, Accountability, and Divestment Act of
2010, as amended by section 402, is further amended by inserting
after the item relating to section 105A the following:

“Sec. 105B. Imposition of sanctions with respect to persons who engage in censor-
ship or other related activities against citizens of Iran.”.

(d) CONFORMING AMENDMENTS.—Section 401(b)(1) of the Com-
prehensive Iran Sanctions, Accountability, and Divestment Act of
2010 (22 U.S.C. 8551(b)(1)) is amended—

(1) by inserting “, 105A(a), or 105B(a)” after “105(a)”; and
(2) by inserting “, 105A(b), or 105B(b)” after “105(b)”.

Subtitle B—Additional Measures to
Promote Human Rights

SEC. 411. CODIFICATION OF SANCTIONS WITH RESPECT TO GRAVE
HUMAN RIGHTS ABUSES BY THE GOVERNMENTS OF IRAN
AND SYRIA USING INFORMATION TECHNOLOGY.

United States sanctions with respect to Iran and Syria provided
for in Executive Order No. 13606 (77 Fed. Reg. 24571), as in
effect on the day before the date of the enactment of this Act,
shall remain in effect—

(1) with respect to Iran, until the date that is 30 days
after the date on which the President submits to Congress
the certification described in section 401(a) of the Comprehen-
sive Iran Sanctions, Accountability, and Divestment Act of 2010
(22 U.S.C. 8551(a)); and

(2) with respect to Syria, until the date on which the
provisions of and sanctions imposed pursuant to title VII termi-
nate pursuant to section 706.

SEC. 412. CLARIFICATION OF SENSITIVE TECHNOLOGIES FOR PUR-
POSES OF PROCUREMENT BAN UNDER COMPREHENSIVE
IRAN SANCTIONS, ACCOUNTABILITY, AND DIVESTMENT
ACT OF 2010.

The Secretary of State shall—

(1) not later than 90 days after the date of the enactment
of this Act, issue guidelines to further describe the technologies
that may be considered “sensitive technology” for purposes of
section 106 of the Comprehensive Iran Sanctions, Account-
ability, and Divestment Act of 2010 (22 U.S.C. 8515), with
special attention to new forms of sophisticated jamming, moni-
toring, and surveillance technology relating to mobile tele-
communications and the Internet, and publish those guidelines
in the Federal Register;

(2) determine the types of technologies that enable any
indigenous capabilities that Iran has to disrupt and monitor

Web posting.

22 USC 8751.

Deadlines.

President.
Certification.

22 USC 8752.

Deadline.
Guidelines.
Federal Register,
publication.

Determination.
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Review.

22 USC 8753.

Process.

Disclosure.
Records.

Deadline.

Deadline.

22 USC 8754.

Deadline.

information and communications in that country, and consider
adding descriptions of those items to the guidelines; and

(3) periodically review, but in no case less than once each
year, the guidelines and, if necessary, amend the guidelines
on the basis of technological developments and new information
regarding transfers of technologies to Iran and the development
of Iran’s indigenous capabilities to disrupt and monitor informa-
tion and communications in Iran.

SEC. 413. EXPEDITED CONSIDERATION OF REQUESTS FOR AUTHORIZA-
TION OF CERTAIN HUMAN RIGHTS-, HUMANITARIAN-, AND
DEMOCRACY-RELATED ACTIVITIES WITH RESPECT TO
IRAN.

(a) REQUIREMENT.—The Office of Foreign Assets Control, in
consultation with the Department of State, shall establish an expe-
dited process for the consideration of complete requests for
authorization to engage in human rights-, humanitarian-, or democ-
racy-related activities relating to Iran that are submitted by—

(1) entities receiving funds from the Department of State
to engage in the proposed activity;

(2) the Broadcasting Board of Governors; and

(3) other appropriate agencies of the United States Govern-
ment.

(b) PROCEDURES.—Requests for authorization under subsection
(a) shall be submitted to the Office of Foreign Assets Control
in conformance with the Office’s regulations, including section
501.801 of title 31, Code of Federal Regulations (commonly known
as the Reporting, Procedures and Penalties Regulations). Applicants
shall fully disclose the parties to the transactions as well as describe
the activities to be undertaken. License applications involving the
exportation or reexportation of goods, technology, or software to
Iran shall include a copy of an official Commodity Classification
issued by the Department of Commerce, Bureau of Industry and
Security, as part of the license application.

(¢c) ForeigN Poricy REVIEW.—The Department of State shall
complete a foreign policy review of a request for authorization
under subsection (a) not later than 30 days after the request is
referred to the Department by the Office of Foreign Assets Control.

(d) LiICENSE DETERMINATIONS.—License determinations for com-
plete requests for authorization under subsection (a) shall be made
not later than 90 days after receipt by the Office of Foreign Assets
Control, with the following exceptions:

(1) Any requests involving the exportation or reexportation
to Iran of goods, technology, or software listed on the Commerce
Control List maintained pursuant to part 774 of title 15, Code
of Federal Regulations, shall be processed in a manner con-
sistent with the Iran-Iraq Arms Non-Proliferation Act of 1992
(title XVI of Public Law 102-484) and other applicable provi-
sions of law.

(2) Any other requests presenting unusual or extraordinary
circumstances.

(e) REGULATIONS.—The Secretary of the Treasury may prescribe
such regulations as are appropriate to carry out this section.

SEC. 414. COMPREHENSIVE STRATEGY TO PROMOTE INTERNET
FREEDOM AND ACCESS TO INFORMATION IN IRAN.

Not later than 90 days after the date of the enactment of
this Act, the Secretary of State, in consultation with the Secretary

Annex 154



PUBLIC LAW 112-158—AUG. 10, 2012 126 STAT. 1257

of the Treasury and the heads of other Federal agencies, as appro-
priate, shall submit to the appropriate congressional committees
a comprehensive strategy to—

SEC.

(1) assist the people of Iran to produce, access, and share
information freely and safely via the Internet, including in
Farsi and regional languages;

(2) support the development of counter-censorship tech-
nologies that enable the citizens of Iran to undertake Internet
activities without interference from the Government of Iran;

(3) increase the capabilities and availability of secure
mobile and other communications through connective tech-
nology among human rights and democracy activists in Iran;

(4) provide resources for digital safety training for media
and academic and civil society organizations in Iran;

(5) provide accurate and substantive Internet content in
local languages in Iran;

(6) increase emergency resources for the most vulnerable
human rights advocates seeking to organize, share information,
and support human rights in Iran;

(7) expand surrogate radio, television, live stream, and
social network communications inside Iran, including—

(A) by expanding Voice of America’s Persian News
Network and Radio Free Europe/Radio Liberty’s Radio
Farda to provide hourly live news update programming
and breaking news coverage capability 24 hours a day
and 7 days a week; and

(B) by assisting telecommunications and software
companies that are United States persons to comply with
the export licensing requirements of the United States
for the purpose of expanding such communications inside
Iran;

(8) expand activities to safely assist and train human
rights, civil society, and democracy activists in Iran to operate
effectively and securely;

(9) identify and utilize all available resources to overcome
attempts by the Government of Iran to jam or otherwise deny
international satellite broadcasting signals;

(10) expand worldwide United States embassy and con-
sulate programming for and outreach to Iranian dissident
communities;

(11) expand access to proxy servers for democracy activists
in Iran; and

(12) discourage telecommunications and software compa-
n%eIs from facilitating Internet censorship by the Government
of Iran.

415. STATEMENT OF POLICY ON POLITICAL PRISONERS.

It shall be the policy of the United States—

(1) to support efforts to research and identify prisoners
of conscience and cases of human rights abuses in Iran;

(2) to offer refugee status or political asylum in the United
States to political dissidents in Iran if requested and consistent
\évith the laws and national security interests of the United

tates;

(3) to offer to assist, through the United Nations High
Commissioner for Refugees, with the relocation of such political
prisoners to other countries if requested, as appropriate and

22 USC 8755.
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22 USC 8771.

Determination.

22 USC 8772.

with appropriate consideration for the national security
interests of the United States; and

(4) to publicly call for the release of Iranian dissidents
by name and raise awareness with respect to individual cases
of Iranian dissidents and prisoners of conscience, as appropriate
and if requested by the dissidents or prisoners themselves
or their families.

TITLE V—-MISCELLANEOUS

SEC. 501. EXCLUSION OF CITIZENS OF IRAN SEEKING EDUCATION
RELATING TO THE NUCLEAR AND ENERGY SECTORS OF
IRAN.

(a) IN GENERAL.—The Secretary of State shall deny a visa
to, and the Secretary of Homeland Security shall exclude from
the United States, any alien who is a citizen of Iran that the
Secretary of State determines seeks to enter the United States
to participate in coursework at an institution of higher education
(as defined in section 101(a) of the Higher Education Act of 1965
(20 U.S.C. 1001(a))) to prepare the alien for a career in the energy
sector of Iran or in nuclear science or nuclear engineering or a
related field in Iran.

(b) APPLICABILITY.—Subsection (a) applies with respect to visa
prlications filed on or after the date of the enactment of this

ct.

SEC. 502. INTERESTS IN CERTAIN FINANCIAL ASSETS OF IRAN.

(a) INTERESTS IN BLOCKED ASSETS.—

(1) IN GENERAL.—Subject to paragraph (2), notwithstanding
any other provision of law, including any provision of law
relating to sovereign immunity, and preempting any incon-
sistent provision of State law, a financial asset that is—

(A) held in the United States for a foreign securities
intermediary doing business in the United States;

(B) a blocked asset (whether or not subsequently
unlcl)locked) that is property described in subsection (b);
an

(C) equal in value to a financial asset of Iran, including
an asset of the central bank or monetary authority of
the Government of Iran or any agency or instrumentality
of that Government, that such foreign securities inter-
mediary or a related intermediary holds abroad,

shall be subject to execution or attachment in aid of execution
in order to satisfy any judgment to the extent of any compen-
satory damages awarded against Iran for damages for personal
injury or death caused by an act of torture, extrajudicial killing,
aircraft sabotage, or hostage-taking, or the provision of material
support or resources for such an act.

(2) COURT DETERMINATION REQUIRED.—In order to ensure
that Iran is held accountable for paying the judgments
described in paragraph (1) and in furtherance of the broader
goals of this Act to sanction Iran, prior to an award turning
over any asset pursuant to execution or attachment in aid
of execution with respect to any judgments against Iran
described in paragraph (1), the court shall determine whether
Iran holds equitable title to, or the beneficial interest in, the
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assets described in subsection (b) and that no other person

possesses a constitutionally protected interest in the assets

described in subsection (b) under the Fifth Amendment to the

Constitution of the United States. To the extent the court

determines that a person other than Iran holds—

(A) equitable title to, or a beneficial interest in, the
assets described in subsection (b) (excluding a custodial
interest of a foreign securities intermediary or a related
intermediary that holds the assets abroad for the benefit
of Iran); or

(B) a constitutionally protected interest in the assets
described in subsection (b),

such assets shall be available only for execution or attachment

in aid of execution to the extent of Iran’s equitable title or

beneficial interest therein and to the extent such execution
or attachment does not infringe upon such constitutionally pro-
tected interest.

(b) FINANCIAL ASSETS DESCRIBED.—The financial assets
described in this section are the financial assets that are identified
in and the subject of proceedings in the United States District
Court for the Southern District of New York in Peterson et al.
v. Islamic Republic of Iran et al., Case No. 10 Civ. 4518 (BSJ)
(GWG), that were restrained by restraining notices and levies
secured by the plaintiffs in those proceedings, as modified by court
order dated June 27, 2008, and extended by court orders dated
June 23, 2009, May 10, 2010, and June 11, 2010, so long as
such assets remain restrained by court order.

(c) RuLEs OF CONSTRUCTION.—Nothing in this section shall
be construed—

(1) to affect the availability, or lack thereof, of a right
to satisfy a judgment in any other action against a terrorist
party in any proceedings other than proceedings referred to
in subsection (b); or

(2) to apply to assets other than the assets described in
subsection (b), or to preempt State law, including the Uniform
?(ﬁninercial Code, except as expressly provided in subsection
a)(1).

(d) DEFINITIONS.—In this section:

(1) BLOCKED ASSET.—The term “blocked asset”—

(A) means any asset seized or frozen by the United
States under section 5(b) of the Trading With the Enemy
Act (50 U.S.C. App. 5(b)) or under section 202 or 203
of the International Emergency Economic Powers Act (50
U.S.C. 1701 and 1702); and

(B) does not include property that—

(i) is subject to a license issued by the United

States Government for final payment, transfer, or dis-

position by or to a person subject to the jurisdiction

of the United States in connection with a transaction
for which the issuance of the license has been specifi-
cally required by a provision of law other than the

International Emergency Economic Powers Act (50

U.S.C. 1701 et seq.) or the United Nations Participa-

tion Act of 1945 (22 U.S.C. 287 et seq.); or

(i1) is property subject to the Vienna Convention
on Diplomatic Relations or the Vienna Convention on

Consular Relations, or that enjoys equivalent privileges
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and immunities under the laws of the United States,

and is being used exclusively for diplomatic or consular

purposes.

(2) FINANCIAL ASSET; SECURITIES INTERMEDIARY.—The
terms “financial asset” and “securities intermediary” have the
meanings given those terms in the Uniform Commercial Code,
but the former includes cash.

(3) IRAN.—The term “Iran” means the Government of Iran,
including the central bank or monetary authority of that
Government and any agency or instrumentality of that Govern-
ment.

(4) PERSON.—

(A) IN GENERAL.—The term “person” means an indi-
vidual or entity.

(B) ENTITY.—The term “entity” means a partnership,
association, trust, joint venture, corporation, group, sub-
group, or other organization.

(5) TERRORIST PARTY.—The term “terrorist party” has the
meaning given that term in section 201(d) of the Terrorism
Risk Insurance Act of 2002 (28 U.S.C. 1610 note).

(6) UNITED STATES.—The term “United States” includes
all territory and waters, continental, or insular, subject to the
jurisdiction of the United States.

(e) TECHNICAL CHANGES TO THE FOREIGN SOVEREIGN IMMUNI-
TIES ACT.—

(1) TITLE 28, UNITED STATES CODE.—Section 1610 of title
28, United States Code, is amended—

(A) in subsection (a)(7), by inserting after “section
1605A” the following: “or section 1605(a)(7) (as such section
was in effect on January 27, 2008)”; and

(B) in subsection (b)—

(i) in paragraph (2)—

(I) by striking “(5), 1605(b), or 1605A” and
inserting “(5) or 1605(b)”; and

(IT) by striking the period at the end and
inserting “, or”; and
(ii) by adding after paragraph (2) the following:

“(3) the judgment relates to a claim for which the agency
or instrumentality is not immune by virtue of section 1605A
of this chapter or section 1605(a)(7) of this chapter (as such
section was in effect on January 27, 2008), regardless of
whether the property is or was involved in the act upon which
the claim is based.”.

(2) TERRORISM RISK INSURANCE ACT OF 2002.—Section 201(a)
of the Terrorism Risk Insurance Act of 2002 (28 U.S.C. 1610
note) is amended by striking “section 1605(a)(7)” and inserting
“section 1605A or 1605(a)(7) (as such section was in effect
on January 27, 2008)”.

SEC. 503. TECHNICAL CORRECTIONS TO SECTION 1245 OF THE
NATIONAL DEFENSE AUTHORIZATION ACT FOR FISCAL
YEAR 2012.

(a) EXCEPTION FOR SALES OF AGRICULTURAL COMMODITIES.—

(1) IN GENERAL.—Section 1245(d)(2) of the National Defense
Authorization Act for Fiscal Year 2012 (22 U.S.C. 8513a(d)(2))
is amended—
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(A) in the paragraph heading, by inserting “AGRICUL-

TURAL COMMODITIES,” after “SALES OF”; and

(B) in the text, by inserting “agricultural commodities,”

after “sale of”.

(2) EFFECTIVE DATE.—The amendments made by paragraph 22 USC 8513a
(1) shall take effect as if included in the National Defense note.
Authorization Act for Fiscal Year 2012 (Public Law 112-81;

125 Stat. 1298).
(b) REPORT OF ENERGY INFORMATION ADMINISTRATION.—

(1) IN GENERAL.—Section 1245(d)(4)(A) of the National
Defense Authorization Act for Fiscal Year 2012 (22 U.S.C.
8513a(d)(4)(A)) is amended—

(A) by striking “60 days after the date of the enactment

of this Act, and every 60 days thereafter” and inserting

“October 25, 2012, and the last Thursday of every other

month thereafter”; and

(B) by striking “60-day period” and inserting “2-month

period”.
(2) EFFECTIVE DATE.—The amendments made by paragraph 22 USC 8513a
(1) shall take effect on September 1, 2012. note.

SEC. 504. EXPANSION OF SANCTIONS UNDER SECTION 1245 OF THE
NATIONAL DEFENSE AUTHORIZATION ACT FOR FISCAL
YEAR 2012.

(a) IN GENERAL.—Section 1245 of the National Defense
Authorization Act for Fiscal Year 2012 (22 U.S.C. 8513a), as
amended by section 503, is further amended—

(1) in subsection (d)—

(A) in paragraph (3), by striking “a foreign financial
institution owned or controlled by the government of a
foreign country, including”; and

(B) in paragraph (4)(D)—

(1) by striking “Sanctions imposed” and inserting
the following:

“(i) IN GENERAL.—Sanctions imposed”;

(i1) in clause (i), as designated by clause (i) of
this subparagraph—

(I) by striking “a foreign financial institution”
and inserting “a financial transaction described
in clause (ii) conducted or facilitated by a foreign
financial institution”;

(IT) by striking “institution has significantly”
and inserting “institution—

“(I) has significantly reduced”;

(ITT) by striking the period at the end and
inserting “; or”; and

(IV) by adding at the end the following:

“II) in the case of a country that has pre-
viously received an exception under this subpara-
graph, has, after receiving the exception, reduced
its crude oil purchases from Iran to zero.”; and
(iii) by adding at the end the following:

“(ii) FINANCIAL TRANSACTIONS DESCRIBED.—A
financial transaction conducted or facilitated by a for-
eign financial institution is described in this clause
if—
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Definition.

Applicability.
22 USC 8513a
note.

“(I) the financial transaction is only for trade
in goods or services between the country with pri-
mary jurisdiction over the foreign financial institu-
tion and Iran; and

“II) any funds owed to Iran as a result of
such trade are credited to an account located in
the country with primary jurisdiction over the for-
eign financial institution.”;

(2) in subsection (h)—

d(A) by redesignating paragraph (3) as paragraph (4);
an
(B) by inserting after paragraph (2) the following:

“(3) SIGNIFICANT REDUCTIONS.—The terms ‘reduce signifi-
cantly’, ‘significant reduction’, and ‘significantly reduced’, with
respect to purchases from Iran of petroleum and petroleum
products, include a reduction in such purchases in terms of
prié:e or volume toward a complete cessation of such purchases.”;
an

(3) by adding at the end the following:

“(1) TERMINATION.—The provisions of this section shall termi-
nate on the date that is 30 days after the date on which the
President submits to Congress the certification described in section
401(a) of the Comprehensive Iran Sanctions, Accountability, and
Divestment Act of 2010 (22 U.S.C. 8551(a)).”.

(b) EFFECTIVE DATE.—The amendments made by paragraphs
(1) and (2) of subsection (a) shall apply with respect to financial
transactions conducted or facilitated on or after the date that is
180 days after the date of the enactment of this Act.

SEC. 505. REPORTS ON NATURAL GAS EXPORTS FROM IRAN.

(a) REPORT BY ENERGY INFORMATION ADMINISTRATION.—Not
later than 60 days after the date of the enactment of this Act,
the Administrator of the Energy Information Administration shall
submit to the President and the appropriate congressional commit-
tees a report on the natural gas sector of Iran that includes—

(1) an assessment of exports of natural gas from Iran;

(2) an identification of the countries that purchase the
most natural gas from Iran;

(3) an assessment of alternative supplies of natural gas
available to those countries;

(4) an assessment of the impact a reduction in exports
of natural gas from Iran would have on global natural gas
supplies and the price of natural gas, especially in countries
identified under paragraph (2); and

(5) such other information as the Administrator considers
appropriate.

(b) REPORT BY PRESIDENT.—

(1) IN GENERAL.—Not later than 60 days after receiving
the report required by subsection (a), the President shall,
relying on information in that report, submit to the appropriate
congressional committees a report that includes—

(A) an assessment of—

(i) the extent to which revenues from exports of
natural gas from Iran are still enriching the Govern-
ment of Iran;

(i1) whether a sanctions regime similar to the sanc-
tions regime imposed with respect to purchases of
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petroleum and petroleum products from Iran pursuant
to section 1245 of the National Defense Authorization
Act for Fiscal Year 2012, as amended by sections 503
and 504, or other measures could be applied effectively
to exports of natural gas from Iran;

(111) the geostrategic implications of a reduction
in exports of natural gas from Iran, including the
impact of such a reduction on the countries identified
under subsection (a)(2);

(iv) alternative supplies of natural gas available
to those countries; and

(v) the impact a reduction in exports of natural
gas from Iran would have on global natural gas sup-
plies and the price of natural gas and the impact,
if any, on swap arrangements for natural gas in place
between Iran and neighboring countries; and
(B) specific recommendations with respect to measures

designed to limit the revenue received by the Government
of Iran from exports of natural gas; and
(C) any other information the President considers
appropriate.
(2) FOrRM OF REPORT.—Each report required by paragraph
(1) shall be submitted in unclassified form but may contain
a classified annex.

SEC. 506. REPORT ON MEMBERSHIP OF IRAN IN INTERNATIONAL
ORGANIZATIONS.

Not later than 180 days after the date of the enactment of
this Act, and not later than September 1 of each year thereafter,
the Secretary of State shall submit to the appropriate congressional
committees a report listing the international organizations of which
Iran is a member and detailing the amount that the United States
contributes to each such organization on an annual basis.

SEC. 507. SENSE OF CONGRESS ON EXPORTATION OF GOODS, SERV-
ICES, AND TECHNOLOGIES FOR AIRCRAFT PRODUCED IN
THE UNITED STATES.

It is the sense of Congress that licenses to export or reexport
goods, services, or technologies for aircraft produced in the United
States should be provided only in situations in which such licenses
are truly essential and in a manner consistent with the laws and
foreign policy goals of the United States.

TITLE VI—GENERAL PROVISIONS

SEC. 601. IMPLEMENTATION; PENALTIES.

(a) IMPLEMENTATION.—The President may exercise all authori-
ties provided under sections 203 and 205 of the International Emer-
gency Economic Powers Act (50 U.S.C. 1702 and 1704) to carry
out—

(1) sections 211, 212, 213, 217, 218, 220, 312, and 411,

subtitle A of title III, and title VII;

(2) section 104A of the Comprehensive Iran Sanctions,

Account&ability, and Divestment Act of 2010, as added by section

312; an

22 USC 8773.

22 USC 8781.
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(3) sections 105A and 105B of the Comprehensive Iran
Sanctions, Accountability, and Divestment Act of 2010, as added
by subtitle A of title IV.

(b) PENALTIES.—

(1) IN GENERAL.—The penalties provided for in subsections
(b) and (c) of section 206 of the International Emergency Eco-
nomic Powers Act (50 U.S.C. 1705) shall apply to a person
that violates, attempts to violate, conspires to violate, or causes
a violation of a provision specified in paragraph (2) of this
subsection, or an order or regulation prescribed under such
a provision, to the same extent that such penalties apply to
a person that commits an unlawful act described in section
206(a) of that Act.

(2) PROVISIONS SPECIFIED.—The provisions specified in this
paragraph are the following:

(A) Sections 211, 212, 213, and 220, subtitle A of title

II1, and title VII.

(B) Sections 105A and 105B of the Comprehensive

Iran Sanctions, Accountability, and Divestment Act of 2010,

as added by subtitle A of title IV.

22 USC 8782. SEC. 602. APPLICABILITY TO CERTAIN INTELLIGENCE ACTIVITIES.

Nothing in this Act or the amendments made by this Act

%hall apply to the authorized intelligence activities of the United
tates.

22 USC 8783. SEC. 603. APPLICABILITY TO CERTAIN NATURAL GAS PROJECTS.

(a) EXCEPTION FOR CERTAIN NATURAL GAS PROJECTS.—Nothing

in this Act or the amendments made by this Act shall apply to
any activity relating to a project—

Certification.

(1) for the development of natural gas and the construction
and operation of a pipeline to transport natural gas from Azer-
baijan to Turkey and Europe;

(2) that provides to Turkey and countries in Europe energy
security and energy independence from the Government of the
Russian Federation and other governments with jurisdiction
over persons subject to sanctions imposed under this Act or
amendments made by this Act; and

(3) that was initiated before the date of the enactment
of this Act pursuant to a production-sharing agreement, or
an ancillary agreement necessary to further a production-
sharing agreement, entered into with, or a license granted
by, the government of a country other than Iran before such
date of enactment.

(b) TERMINATION OF EXCEPTION.—

(1) IN GENERAL.—The exception under subsection (a) shall
not apply with respect to a project described in that subsection
on or after the date on which the President certifies to the
appropriate congressional committees that—

(A) the percentage of the equity interest in the project
held by or on behalf of an entity described in paragraph

(2) has increased relative to the percentage of the equity

interest in the project held by or on behalf of such an

entity on January 1, 2002; or
(B) an entity described in paragraph (2) has assumed
an operational role in the project.

(2) ENTITY DESCRIBED.—An entity described in this para-
graph is—
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(A) an entity—

(1) owned or controlled by the Government of Iran
or identified under section 560.304 of title 31, Code
of Federal Regulations (relating to the definition of
the Government of Iran); or

(i1) organized under the laws of Iran or with the
participation or approval of the Government of Iran;
(B) an entity owned or controlled by an entity described

in subparagraph (A); or
(C) a successor entity to an entity described in subpara-
graph (A).
SEC. 604. RULE OF CONSTRUCTION WITH RESPECT TO USE OF FORCE
AGAINST IRAN AND SYRIA.

Nothing in this Act or the amendments made by this Act
shall be construed as a declaration of war or an authorization
of the use of force against Iran or Syria.

SEC. 605. TERMINATION.

(a) IN GENERAL.—The provisions of sections 211, 212, 213,
218, 220, 221, and 501, title I, and subtitle A of title III shall
terminate on the date that is 30 days after the date on which
the President makes the certification described in section 401(a)
of the Comprehensive Iran Sanctions, Accountability, and Divest-
ment Act of 2010 (22 U.S.C. 8551(a)).

(b) AMENDMENT TO TERMINATION DATE OF COMPREHENSIVE
IRAN SANCTIONS, ACCOUNTABILITY, AND DIVESTMENT ACT OF 2010.—
Section 401(a)(2) of the Comprehensive Iran Sanctions, Account-
ability, and Divestment Act of 2010 (22 U.S.C. 8551(a)2)) is
amended by inserting “, and verifiably dismantled its,” after
“development of”.

TITLE VII—SANCTIONS WITH RESPECT
TO HUMAN RIGHTS ABUSES IN SYRIA

SEC. 701. SHORT TITLE.

This title may be cited as the “Syria Human Rights Account-
ability Act of 2012”.

SEC. 702. IMPOSITION OF SANCTIONS WITH RESPECT TO CERTAIN PER-
SONS WHO ARE RESPONSIBLE FOR OR COMPLICIT IN
HUMAN RIGHTS ABUSES COMMITTED AGAINST CITIZENS
OF SYRIA OR THEIR FAMILY MEMBERS.

(a) IN GENERAL.—The President shall impose sanctions
described in subsection (¢) with respect to each person on the
list required by subsection (b).

(b) LisT OF PERSONS WHO ARE RESPONSIBLE FOR OR COMPLICIT
IN CERTAIN HUMAN RIGHTS ABUSES.—

(1) IN GENERAL.—Not later than 120 days after the date
of the enactment of this Act, the President shall submit to
the appropriate congressional committees a list of persons who
are officials of the Government of Syria or persons acting on
behalf of that Government that the President determines, based
on credible evidence, are responsible for or complicit in, or
responsible for ordering, controlling, or otherwise directing, the
commission of serious human rights abuses against citizens

22 USC 8784.

22 USC 8785.

Syria Human
Rights
Accountability
Act of 2012.
President.
Determinations.
22 USC 8701
note.

22 USC 8791.

Deadline.
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Deadline.

of Syria or their family members, regardless of whether such

abuses occurred in Syria.

(2) UPDATES OF LIST.—The President shall submit to the
appropriate congressional committees an updated list under
paragraph (1)—

(A) not later than 300 days after the date of the enact-
ment of this Act and every 180 days thereafter; and

(B) as new information becomes available.

(3) FORM OF REPORT; PUBLIC AVAILABILITY.—

(A) Form.—The list required by paragraph (1) shall
be submitted in unclassified form but may contain a classi-
fied annex.

(B) PuBLIC AVAILABILITY.—The unclassified portion of
the list required by paragraph (1) shall be made available
to the public and posted on the websites of the Department
of the Treasury and the Department of State.

(4) CONSIDERATION OF DATA FROM OTHER COUNTRIES AND
NONGOVERNMENTAL ORGANIZATIONS.—In preparing the list
required by paragraph (1), the President shall consider credible
data already obtained by other countries and nongovernmental
organizations, including organizations in Syria, that monitor
the human rights abuses of the Government of Syria.

(c) SANCTIONS DESCRIBED.—The sanctions described in this sub-
section are sanctions pursuant to the International Emergency Eco-
nomic Powers Act (50 U.S.C. 1701 et seq.), including blocking of
property and restrictions or prohibitions on financial transactions
and the exportation of property, subject to such regulations as
the President may prescribe.

SEC. 703. IMPOSITION OF SANCTIONS WITH RESPECT TO THE
TRANSFER OF GOODS OR TECHNOLOGIES TO SYRIA THAT
ARE LIKELY TO BE USED TO COMMIT HUMAN RIGHTS
ABUSES.

(a) IN GENERAL.—The President shall impose sanctions
described in section 702(c) with respect to—
d(l) each person on the list required by subsection (b);
an

(2) any person that—

(A) is a successor entity to a person on the list;

(B) owns or controls a person on the list, if the person
that owns or controls the person on the list had actual
knowledge or should have known that the person on the
list engaged in the activity described in subsection (b)(2)
for which the person was included in the list; or

(C) is owned or controlled by, or under common owner-
ship or control with, the person on the list, if the person
owned or controlled by, or under common ownership or
control with (as the case may be), the person on the list
knowingly engaged in the activity described in subsection
(b)(2) for which the person was included in the list.

(b) LisT.—

(1) IN GENERAL.—Not later than 120 days after the date
of the enactment of this Act, the President shall submit to
the appropriate congressional committees a list of persons that
the President determines have knowingly engaged in an activity
described in paragraph (2) on or after such date of enactment.

(2) ACTIVITY DESCRIBED.—
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(A) IN GENERAL.—A person engages in an activity
described in this paragraph if the person—

(1) transfers, or facilitates the transfer of, goods
or technologies described in subparagraph (C) to Syria;
or

(i1) provides services with respect to goods or tech-
nologies described in subparagraph (C) after such goods
or technologies are transferred to Syria.

(B) APPLICABILITY TO CONTRACTS AND OTHER AGREE-
MENTS.—A person engages in an activity described in
subparagraph (A) without regard to whether the activity
is carried out pursuant to a contract or other agreement
entered into before, on, or after the date of the enactment
of this Act.

(C) GOODS OR TECHNOLOGIES DESCRIBED.—Goods or
technologies described in this subparagraph are goods or
technologies that the President determines are likely to
be used by the Government of Syria or any of its agencies
or instrumentalities to commit human rights abuses
against the people of Syria, including—

(1) firearms or ammunition (as those terms are
defined in section 921 of title 18, United States Code),
rubber bullets, police batons, pepper or chemical
sprays, stun grenades, electroshock weapons, tear gas,
water cannons, or surveillance technology; or

(i1) sensitive technology.

(D) SENSITIVE TECHNOLOGY DEFINED.—

(1) IN GENERAL.—For purposes of subparagraph (C),
the term “sensitive technology” means hardware, soft-
ware, telecommunications equipment, or any other
technology, that the President determines is to be used
specifically—

(I) to restrict the free flow of unbiased informa-
tion in Syria; or

(IT) to disrupt, monitor, or otherwise restrict
speech of the people of Syria.

(11) EXCEPTION.—The term “sensitive technology”
does not include information or informational materials
the exportation of which the President does not have
the authority to regulate or prohibit pursuant to section
203(b)(3) of the International Emergency Economic
Powers Act (50 U.S.C. 1702(b)(3)).

(3) SPECIAL RULE TO ALLOW FOR TERMINATION OF
SANCTIONABLE ACTIVITY.—The President shall not be required
to include a person on the list required by paragraph (1) if
the President certifies in writing to the appropriate congres-
sional committees that—

(A) the person is no longer engaging in, or has taken
significant verifiable steps toward stopping, the activity
described in paragraph (2) for which the President would
otherwise have included the person on the list; and

(B) the President has received reliable assurances that
the person will not knowingly engage in any activity
described in paragraph (2) in the future.

(4) UpDATES OF LIST.—The President shall submit to the
appropriate congressional committees an updated list under
paragraph (1)—

Certification.
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(A) not later than 300 days after the date of the enact-
ment of this Act and every 180 days thereafter; and

(B) as new information becomes available.

(5) FORM OF REPORT; PUBLIC AVAILABILITY.—

(A) Form.—The list required by paragraph (1) shall
be submitted in unclassified form but may contain a classi-
fied annex.

(B) PuBLIC AVAILABILITY.—The unclassified portion of
the list required by paragraph (1) shall be made available
to the public and posted on the websites of the Department
of the Treasury and the Department of State.

SEC. 704. IMPOSITION OF SANCTIONS WITH RESPECT TO PERSONS
WHO ENGAGE IN CENSORSHIP OR OTHER FORMS OF
REPRESSION IN SYRIA.

(a) IN GENERAL.—The President shall impose sanctions
described in section 702(c) with respect to each person on the
list required by subsection (b).

(b) L1ST OF PERSONS WHO ENGAGE IN CENSORSHIP.—

(1) IN GENERAL.—Not later than 120 days after the date
of the enactment of this Act, the President shall submit to
the appropriate congressional committees a list of persons that
the President determines have engaged in censorship, or activi-
ties relating to censorship, in a manner that prohibits, limits,
or penalizes the legitimate exercise of freedom of expression
by citizens of Syria.

(2) UPDATES OF LIST.—The President shall submit to the
appropriate congressional committees an updated list under
paragraph (1)—

(A) not later than 300 days after the date of the enact-
ment of this Act and every 180 days thereafter; and

(B) as new information becomes available.

(3) FORM OF REPORT; PUBLIC AVAILABILITY.—

(A) Form.—The list required by paragraph (1) shall
be submitted in unclassified form but may contain a classi-
fied annex.

(B) PuBLIC AVAILABILITY.—The unclassified portion of
the list required by paragraph (1) shall be made available
to the public and posted on the websites of the Department
of the Treasury and the Department of State.

SEC. 705. WAIVER.

The President may waive the requirement to include a person
on a list required by section 702, 703, or 704 or to impose sanctions
pursuant to any such section if the President—

(1) determines that such a waiver is in the national security
interests of the United States; and

(2) submits to the appropriate congressional committees
a report on the reasons for that determination.

SEC. 706. TERMINATION.

(a) IN GENERAL.—The provisions of this title and any sanctions
imposed pursuant to this title shall terminate on the date on
which the President submits to the appropriate congressional
committees—

(1) the certification described in subsection (b); and
(2) a certification that—
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(A) the Government of Syria is democratically elected
and representative of the people of Syria; or

(B) a legitimate transitional government of Syria is
in place.

(b) CERTIFICATION DESCRIBED.—A certification described in this
subsection is a certification by the President that the Government
of Syria—

(1) has unconditionally released all political prisoners;

(2) has ceased its practices of violence, unlawful detention,
torture, and abuse of citizens of Syria engaged in peaceful
political activity;

(3) has ceased its practice of procuring sensitive technology
designed to restrict the free flow of unbiased information in
Syria, or to disrupt, monitor, or otherwise restrict the right
of citizens of Syria to freedom of expression;

(4) has ceased providing support for foreign terrorist
organizations and no longer allows such organizations,
including Hamas, Hezbollah, and Palestinian Islamic Jihad,
to maintain facilities in territory under the control of the
Government of Syria; and

(5) has ceased the development and deployment of medium-
and long-range surface-to-surface ballistic missiles;

(6) is not pursuing or engaged in the research, development,
acquisition, production, transfer, or deployment of biological,
chemical, or nuclear weapons, and has provided credible assur-
an(cies that it will not engage in such activities in the future;
an

(7) has agreed to allow the United Nations and other inter-
national observers to verify that the Government of Syria is
not engaging in such activities and to assess the credibility
of the assurances provided by that Government.

(c) SUSPENSION OF SANCTIONS AFTER ELECTION OF DEMOCRATIC
GOVERNMENT.—If the President submits to the appropriate congres-
sional committees the certification described in subsection (a)(2),
the President may suspend the provisions of this title and any
sanctions imposed under this title for not more than 180 days
to allow time for a certification described in subsection (b) to be
submitted.

Approved August 10, 2012.

LEGISLATIVE HISTORY—H.R. 1905:

CONGRESSIONAL RECORD:
Vol. 157 (2011): Dec. 13, 14, considered and passed House.
Vol. 158 (2012): May 21, considered and passed Senate, amended.
Aug. 1, House concurred in Senate amendment with an
amendment. Senate concurred in House amendment.
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Iran will remain on the FATF Public Statement until the full Action Plan has been completed. Until Iran
implements the measures required to address the deficiencies identified in the Action Plan, the FATF will remain
concerned with the terrorist financing risk emanating from Iran and the threat this poses to the international
financial system. The FATF, therefore, calls on its members and urges all jurisdictions to continue to advise their
financial institutions to apply enhanced due diligence to business relationships and transactions with natural and
legal persons from Iran, consistent with FATF Recommendation 19. The FATF urges Iran to fully address its
AML/CFT deficiencies, in particular those related to terrorist financing.

The FATF will continue to engage with Iran and closely monitor its progress.

More on: Improving Global AML/CFT Compliance: On-going Process, 24 February 2017
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8/5/2015

WASHINGTON - Chairman Shelby, Ranking Member Brown, and Members of the Committee: Thank you for inviting me to appear before you today to discuss
the Joint Comprehensive Plan of Action (JCPOA) that the United States and our negotiating partners concluded with Iran on July 14. Itis an honor to appear
alongside Ambassador Sherman. A foreign policy matter of such importance deserves a careful analysis. | am confident that an open and honest debate
based on the facts will make evident that this deal will strengthen America’s security and that of our allies.

Having spent more than a decade at the Treasury Department working to strengthen our diplomatic efforts by imposing sanctions pressure on Iran, | will focus
on the global sanctions coalition built and led by the United States that gave us the leverage necessary to secure unprecedented nuclear concessions from
Iran. I will then discuss the nature of the sanctions relief in this deal, and how the JCPOA is designed to keep pressure on Iran to fulfill its nuclear commitments.
Lastly, I will explain the tough sanctions that will remain in place to combat a range of malign Iranian activity outside the nuclear sphere—including its support
for terrorism and militant proxies in the Middle East, its missile program, and its human rights abuses.

The Impact of Our Sanctions Bringing Iran to the Table

The powerful set of U.S. and international sanctions on Iran, and especially those imposed over the last five years, effectively isolated Iran from the world
economy. The U.S. government led this effort across two administrations and with bipartisan backing in Congress. Together we obtained four tough UN
Security Council resolutions, and built upon our longstanding primary embargo by enlisting the support of foreign partners from Europe to Asia to impose further
pressure on Iran. This campaign yielded results. After years of intransigence, Iran came to the table prepared to negotiate seriously over its nuclear program.

To see the impact of the sanctions campaign, consider the following metrics. Today, the Iranian economy is estimated to be only 80 percent the size that it
would have been, had it continued on its pre-2012 growth path. Consequently, it will take until atleast 2022—even with sanctions relief—for Iran to get back to
where itwould have been absent our sanctions. Iran has foregone approximately $160 billion in oil revenue alone since 2012, after our sanctions reduced
Iran’s oil exports by 60 percent. This money is lost and cannot be recovered.

Iran’s designated banks, as well as its Central Bank, have been cut off from the world. The Iranian currency has declined by more than 50 percent. We
maintained strong economic pressure throughout the two-year negotiating period. Indeed, during that time, our sanctions deprived Iran of an additional $70
billion in oil revenue, and Iran’s total trade with the rest of the world remained virtually flat.

To achieve this pressure, international consensus and cooperation were vital. Around the world, views on Iran’s sponsorship of groups like Hizballah and its
regional interventions differ. Butthe world’s major powers have been united in preventing a nuclear-armed Iran. Iran’s major trading partners and oil
customers joined us in imposing pressure on Iran, and paid a significant economic price to do so, based on U.S. sanctions and a clear path forward. The point
of these efforts was clear: to change Iran’s nuclear behavior, while holding out the prospect of relief if Iran addressed the world’s concerns about its nuclear
program.

The Nature and Scope of JCPOA Relief

As Ambassador Sherman has described, the JCPOA addresses these nuclear concerns by closing off Iran’s pathways to a nuclear weapon and providing
access to ensure compliance, while preserving leverage if Iran breaches the deal. If Iran fully complies with the terms of the JCPOA, and if the IAEA verifies
their compliance, phased sanctions relief will come into effect.

To be clear: when the JCPOA goes into effect, there will be no immediate relief from UN, EU, or U.S. sanctions. There is no “signing bonus.” Only if Iran fulfills
the necessary nuclear conditions—which will roll back its nuclear program and extend its breakout time five-fold to at least one year—uwill the United States lift
sanctions. We expect that to take at least six to nine months. Until Iran completes those steps, we are simply extending the limited relief that has been in place
for the last year and a half under the Joint Plan of Action. There will not be a cent of new sanctions relief.

Upon “Implementation Day,” when phased relief would begin, the United States will lift nuclear- related secondary sanctions targeting third-country parties
conducting business with Iran, including in the oil, banking, and shipping sectors. These measures were imposed in response to the security threat from Iran’s
nuclear program; accordingly, they will be suspended in exchange for verifiable actions to alleviate that threat.

As we phase in nuclear-related sanctions relief, we will maintain and enforce significant sanctions that fall outside the scope of this deal, including our primary
U.S. trade embargo. Our embargo will continue to prohibit U.S. persons from investing in Iran, importing or exporting to Iran most goods and services, or
otherwise dealing with most Iranian persons and companies. Iranian banks will not be able to clear U.S. dollars through New York, hold correspondent account
relationships with U.S. financial institutions, or enter into financing arrangements with U.S. banks. Nor will Iran be able to import controlled U.S.-origin
technology or goods, from anywhere in the world. In short, Iran will continue to be denied access to the world’s principal financial and commercial market. The
JCPOA provides for only minor exceptions to this broad prohibition.

Countering Malign Iranian Conduct
As we address the most acute threat posed by Iran, its nuclear program, we will be aggressively countering the array of Iran’s other malign activities. The

JCPOA in no way limits our ability to do so, and we have made our posture clear to both Iran and to our partners. This means that the United States will
maintain and continue to vigorously enforce our powerful sanctions targeting An neX 156
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Iran’s backing for terrorist groups such as Hizballah. In the last two months alone, for example, we designated eleven Hizballah military officials and affiliated
companies and businessmen. We will also continue our campaign against Hizballah’s sponsors in Iran’s Islamic Revolutionary Guard Corps-Quds Force;
Iran’s support to the Houthis in Yemen; its backing of Assad’s regime in Syria; and its domestic human rights abuses. We will also maintain the U.S. sanctions
against Iran’s missile program and the RGC writ large.

Letthere be no doubt about our willingness to continue enforcing these sanctions. During the JPOA period, when we were intensely negotiating with Iran, we
took action against more than 100 Iranian-linked targets for their WMD, terrorism, human rights abuses, evasion and other illicit activities.

Nor are we relieving sanctions on Iran’s Revolutionary Guard Corps, its Quds Force, any of their subsidiaries or senior officials. The U.S. designation of Quds
Force commander Qassem Suleimani will not be removed, nor will he be removed from EU lists related to terrorism and Syria sanctions.

Sanctions will also remain in place on key Iranian defense entities, including Iran’s Ministry of Defense and Armed Forces Logistics (MODAFL), Defense
Industries Organization, Aerospace Industries Organization and other key missile entities, including Shahid Hemat Industrial Group (SHIG) and Shahid Bagheri
Industrial Group (SBIG). We will also retain sanctions on Iranian firms such as the Tiva Sanat Group, which has worked to develop a weapons-capable fast
boat to be used by the IRGC-Navy, and Iran Aircraft Manufacturing Industrial Company (HESA), which manufactures unmanned aerial vehicles used by the
RGC, as well as third country firms that have assisted Iran’s missile and defense programs. Under the JCPOA, more than 225 Iran-linked persons will remain
designated and subject to our sanctions, including major Iranian companies and military and defense entities and firms.

tis worth emphasizing that our sanctions authorities will continue to affect foreign financial institutions that transact with these more than 200 Iranian persons
on our Specially Designated Nationals List, as well as persons who provide material or other types of support to Iranian SDNs. These measures provide
additional deterrence internationally. For example, a foreign bank that conducts or facilitates a significant financial transaction with Iran’s Mahan Air, the RGC-
controlled construction firm Khatam al Anbiya, or Bank Saderat will risk losing its access to the U.S. financial system, and this is not affected by the nuclear deal.

Sanctions Snap Back

Of course, we must guard against the possibility that Iran does not uphold its side of the bargain. That is why, should Iran violate its commitments once we have
suspended sanctions, we will be able to promptly snap back both U.S. and UN sanctions, and our EU colleagues have reserved the ability to do so with respect
to their sanctions as well.

For U.S. sanctions, this can be achieved rapidly—in a matter of days—from smaller penalties up to and including the powerful oil and financial measures that
were so effective against Iran’s economy. New measures could also be imposed if Iran were to violate its commitments and renege on the deal.

Multilateral sanctions at the UN also can be reimposed quickly, and the United States has the ability to reimpose those sanctions unilaterally, even over the
objections of other P5 members.

To those with concerns that Iran can accumulate minor violations over time, itis important to clarify that if there are small violations, we can address them
through a variety of measures — snap back does not have to be all or nothing. This approach gives us maximum flexibility and maximum leverage.

If sanctions snap back, there is no “grandfather clause.” While we have committed not to retroactively impose sanctions for legitimate activity undertaken during
the period of relief, any transactions conducted after the snap-back occurs are sanctionable. To be clear, there is no provision in the deal that protects contracts
signed prior to snap back—once snap back occurs, any prospective transaction is sanctionable.

JCPOA Relief in Perspective

Some have argued that sanctions relief is premature until Iran pursues less destructive policies at home and abroad, and that funds Iran recovers could be
diverted for destructive purposes. ButIran’s ties to terrorist groups are exactly why we must keep it from ever obtaining a nuclear weapon. The JCPOA will
address this nuclear danger, freeing us and our allies to check Iran’s regional activities more aggressively. By contrast, walking away from this deal would
leave the world’s leading state sponsor of terrorism with a short and decreasing nuclear breakout time. We are far better positioned to combat Iran’s proxies
with the nuclear threat off the table.

We must also be measured and realistic in understanding what sanctions relief will really mean to Iran. Estimates of total Central Bank of Iran (CBI) foreign
exchange assets worldwide are in the range of $100 to $125 billion. Our assessment is that Iran’s usable liquid assets after sanctions relief will be much lower,
at a little more than $50 billion. The other $50-70 billion of total CBI foreign exchange assets are either obligated in illiquid projects (such as over 50 projects
with China) that cannot be monetized quickly, if at all, or are composed of outstanding loans to Iranian entities that cannot repay them. These assets would not
become accessible following sanctions relief.

Because Iran’s freely accessible assets constitute the country’s reserves, notits annual budgetary allowance, Iran will need to retain a portion of these assets to
defend its currency and stability.

Of the portion that Iran spends, we assess that the vast majority will be used to tackle a mountain of debts and domestic needs that at over a half trillion dollars
are more than ten times as large as the funds it can freely use. Iran will also likely need a meaningful portion of its liquid foreign exchange reserve assets to
finance pent-up import demand, unify official and unofficial exchange rates, and maintain an adequate foreign exchange buffer against future external shocks.
For reference, $50 billion is roughly in line with the 5-10 months of imports foreign exchange buffer that comparable emerging markets countries and the MF
consider prudent. All the while, Iran’s economy continues to suffer from immense challenges—due to factors including budget deficits,

endemic corruption, dilapidated energy infrastructure, a poor business environment, and the reputational concerns of foreign companies. Letus also recall that
President Rouhani, who rose to the presidency on a platform of economic revival, faces a political imperative to show meaningful economic gains to the Iranian
population. The Supreme Leader’s approval of the negotiations suggests his understanding of this need as well.

We are mindful that at least some of the funds Iran receives from relief could find their way to malign purposes. This prospectis inherentin any realistic nuclear
deal, no matter its duration or terms. But therefore itis incumbent on us to intensify our work, alongside Israel and our regional allies, to combat these malicious
proxies.

Alternative Approaches

Sanctions were a means to an end, and relief was a necessary part of any deal. The deal we have achieved in the JCPOA is a strong one. tphases in reliefin
exchange for verified Iranian compliance with nuclear-related steps, and has a strong snap-back builtin. twould be a mistake for the United States to back
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away based on the misconception that it would be feasible to escalate the economic pressure in order to obtain a broader Iranian capitulation.

tis unrealistic to think that, with a broken international consensus and less leverage, we could somehow secure a “much better” deal involving Iran’s
capitulation and the eradication of its peaceful nuclear infrastructure or the cessation of its support for longtime proxies such as Hizballah.

Our partners agreed to impose costly sanctions on Iran for one reason—to negotiate an end to the threat of a nuclear weapon-capable Iran. If we change our
terms now, and insist that these countries now escalate sanctions when we have jointly addressed this threat through the JCPOA, then our ability to impose
additional pressure will be severely diminished.

Iran’s escrowed reserves are notin our hands, and much of the world is prepared to do business in Iran. If the United States were to walk away from this deal,
and ask our partners to continue locking up Iran’s reserves and maintaining sanctions, the consensus likely would fray, with unpredictable results. Rejecting
the deal in pursuit of objectives over which there is far less international consensus and unity would allow the sanctions regime to unravel and our leverage to
dissipate. And we would risk losing both a nuclear deal and the sanctions leverage.

Conclusion

Enforcing this deal, and securing the nuclear concessions Iran has made, will capitalize on our carefully built economic pressure strategy. The deal’s terms
accomplish our overarching goal. Blocking all of Iran’s paths to a nuclear bomb makes us and our allies safer.

Hi#
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Treasury Sanctions Supporters of Iran’s Ballistic Missile Program and Iran’s Islamic Revolutionary Guard Corps — Qods Force

2/3/2017

WASHINGTON - Today, the U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC) sanctioned multiple entities and individuals involved in
procuring technology and/or materials to support Iran’s ballistic missile program, as well as for acting for or on behalf of, or providing support to, Iran’s Islamic
Revolutionary Guard Corps-Qods Force ( RGC-QF).

This action reflects the United States’ commitment to enforcing sanctions on Iran with respect to its ballistic missile program and destabilizing activities in the
region and is fully consistent with the United States’ commitments under the Joint Comprehensive Plan of Action (JCPOA). More specifically:

« OFAC designated several networks and supporters of Iran’s ballistic missile procurement, including a critical Iranian procurement agent and eight
individuals and entities in his Iran- and China-based network, an Iranian procurement company and its Gulf-based network, and five individuals and
entities that are part of an Iran-based procurement network connected to Mabrooka Trading, which was designated on January 17, 2016. This action
was taken pursuant to Executive Order (E.O.) 13382, which targets proliferators of weapons of mass destruction and their means of delivery and
supporters of such activity.

o OFAC designated a key IRGC-QF-run support network working with Hizballah, including IRGC-QF official Hasan Deghan Ebrahimi, his associates
Muhammad Abd-al-Amir Farhat and Yahya al-Hajj, and several affiliated companies in Lebanon. This action was taken pursuant to E.O. 13224, which
targets terrorists and those providing support to terrorists or acts of terrorism. The IRGC-QF was designated under E.O. 13224 on October 25, 2007 for
its support to numerous terrorist groups.

e OFAC designated Ali Sharifi, an individual providing procurement and other services on behalf of the IRGC-QF. This action was taken pursuant to E.O.
13224.

“Iran’s continued support for terrorism and development of its ballistic missile program poses a threat to the region, to our partners worldwide, and to the United
States. Today'’s action is part of Treasury’s ongoing efforts to counter Iranian malign activity abroad that is outside the scope of the JCPOA,” said Acting OFAC
Director John E. Smith. “We will continue to actively apply all available tools, including financial sanctions, to address this behavior.”

As a result of this action, all property and interests in property of those designated today subject to U.S. jurisdiction are blocked, and U.S. persons are generally
prohibited from engaging in transactions with them.

Abdollah Asgharzadeh Network

Abdollah Asgharzadeh is being designated for providing, or attempting to provide, financial, material, technological, or other support for, or goods or services in
support of, Shahid Hemmat Industrial Group (SHIG). Asgharzadeh is an Iranian businessman who has been procuring controlled and dual-use technology and
materials for over a decade to support Iran’s ballistic missile programs, primarily for SHIG. He has previously worked to procure items on behalf of Aerospace
Industries Organization (AlO). AlO is the Iranian organization responsible for ballistic missile research, development, and production activities and
organization, including SHIG and the Shahid Bakeri Industries Group (SBIG). AlO, SHIG, and SBIG were identified in the Annex of E.O. 13382 in June 2005.

Tenny Darian is being designated for providing, or attempting to provide, support for, or services in support of, Asgharzadeh, and for acting, or purporting to act
for or on behalf of, directly or indirectly, Asgharzadeh. As an example of their procurement activities, Asgharzadeh and his associate Darian have sought to
purchase and ship foreign-produced ball bearings, which are among the items required by SHIG to produce the Shahab-2 short range ballistic missile and
Shahab-3 medium range ballistic missile.

Asgharzadeh and Darian have coordinated the procurement of dual-use and other goods for SHIG through intermediary companies that obfuscate that the
goods are for SHIG and will support Iran’s ballistic missile program.

East Star Company and Ofog Sabze Darya Company are two such Iran-based companies used for shipments of dual-use and missile-related items to Iran.
East Star Company is being designated for being owned or controlled by, or acting or purporting to act for or on behalf of, directly or indirectly, Asgharzadeh.
Ofog Sabze Darya Company is being designated for providing, or attempting to provide, financial, material, technological, or other support for, or goods or
services in support of, Asgharzadeh and Darian.

Since 2013, Asgharzadeh has relied on a network of trusted China-based brokers and their companies to assist his procurement of dual-use and other goods
for SHIG. Asgharzadeh and Darian work with three China-based brokers — Richard Yue, a sales associate of Cosailing Business Trade Company; Jack Qin, an
employee of Ningbo New Century Import and Export; and Carol Zhou — to import dual-use and other components and goods.

Yue is being designated for providing or attempting to provide financial or material support for Asgharzadeh. Cosailing Business Trading Company Limited is
being designated for providing, or attempting to provide, financial, material, technological, or other support for, or goods or services in support of, Asgharzadeh.

Yue and Cosailing Business Trading Company purchase goods from other China-based suppliers on behalf of Asgharzadeh. Yue and Cosailing Business
Trading Company have both accepted financial compensation from Asgharzadeh and Darian in exchange for dual-use goods destined for Iran, including U.S.-
origin goods.

Qin is being designated for providing, or attempting to provide, financial, material, technological, or other support for, or goods or services in support of,
Asgharzadeh and Darian.

He is another China-based intermediary for Asgharzadeh and arranges transport to Iran of goods destined for Asgharzadeh’s customers, including SHIG, and
accepts paymentin return. Qin uses Ningbo New Century Import and Export Company, Ltd. to facilitate shipments for Asgharzadeh to Iran. Ningbo New
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Century Import and Export Company, Ltd. is being designated for providing or attempting to provide, financial, material, technological, or other support for, or
goods or services in support of, Qin.

Zhou is being designated for providing, or attempting to provide, financial, material, technological, or other support for, or goods or services in support of,
Asgharzadeh and Darian.

Gulf-Based Rostamian Network

MKS International is being designated for providing financial, material, technological, or other support to AIO and SBIG. Since 2011, MKS International has
been involved in procuring controlled and other technology and materials to support Iran’s ballistic missile programs, primarily for AIO and SBIG. MKS
International utilized multiple front companies in order to circumvent export laws and sanctions.

Kambiz Rostamian is MKS International’s CEO and is being designated for acting for or on behalf of MKS International and Royal Pearl General Trading. He
has dealt directly with and received payments from AlO for the procurement of goods. Rostamian has also acted as a direct intermediary to purchase parts

through MKS.

Rostamian is also CEO of Royal Pearl General Trading, which is being designated for acting for or on behalf of MKS International. Royal Pearl General Trading
is a front company for MKS International that has worked with SBIG and AlO to procure components for Iran’s ballistic missile program.

Iran-based Network Working with Navid Composite and Mabrooka Trading

Ervin Danesh Aryan Company and Mostafa Zahedi

Ervin Danesh Aryan Company is being designated for providing, or attempting to provide, financial, material, technological, or other support for, or goods or
services in support of, Navid Composite. Navid Composite was designated pursuantto E.O. 13382 in December 2013 as an Iran-based subsidiary of U.S.- and
UN-designated Sanam Industrial Group, an entity designated in July 2006 pursuantto E.O. 13382 for its involvement in Iran’s ballistic missile program. Ervin
Danesh Aryan Company created previously-designated Mabrooka Trading to import sanctioned goods into Iran. Mabrooka Trading was designated pursuant
to E.O. 13382 in January 2016 for having provided, or attempted to provide, financial, material, technological, or other support to Navid Composite.

Ervin Danesh Aryan Company has contracted with Navid Composite since at least 2015 for the procurement of laboratory equipment. Ervin Danesh Aryan
Company facilitated the financial transactions, transportation and shipping costs, and post-sale servicing for these goods on behalf of Navid Composite.

Mostafa Zahedi is being designated for acting or purporting to act for or on behalf of, directly or indirectly, Ervin Danesh Aryan Company and Mabrooka
Trading. Zahedi, as an employee of Ervin Danesh Aryan Company, sought to acquire carbon fiber production equipment from foreign suppliers.

Zahedi also procured or attempted to procure via Mabrooka Trading carbon fiber-related production equipment from outside Iran on behalf of Navid Composite.
Zahedi and E.O. 13382-designated Hossein Pournaghshband, the Director of Mabrooka Trading, have procured for Mohammad Magham, the Managing
Director of Navid Composite, and Navid Composite’s PAN-based carbon fiber production line since atleast 2014. Polyacrylonitrile (PAN) fibers are the
chemical precursor of high-quality carbon fiber. Carbon fiber, found in high-tech and common daily applications, is used in missiles and solid propellant rocket
motors. Zahedi used Pournaghshband to procure goods from foreign suppliers ultimately destined for Magham.

Since as early as mid-2014, Zahedi, occasionally acting as an employee of Mabrooka Trading, procured PAN and carbon fiber equipment from foreign

suppliers for Ervin Danesh Aryan Company, on behalf of Navid Composite. He also coordinated financial transactions between suppliers and Navid Composite
for these goods. Zahedi’s procurement on behalf of Navid Composite was also in coordination with E.O. 13382-designated Chen Mingfu.

Mohammad Magham
Mohammad Magham is being designated for acting or purporting to act for or on behalf of, directly or indirectly, Navid Composite.

Since late 2014, Magham, Navid Composite’s Managing Director, worked with Zahedi and Mabrooka Trading to procure goods from foreign suppliers for use in
Navid Composite’s carbon fiber production operations.

Navid Composite and Magham also contracted with other Iran-based companies in mid-2015 to supply PAN fiber. The PAN fiber was for Navid Composite’s
production facility in Rasht, Iran. Magham also worked directly with E.O. 13382-designated AlO Director Mehrdad Akhlaghi Ketabachi to manage the financials

of Navid Composite. Ketabachi was designated in January 2016 pursuant to E.O. 13382 for acting or purporting to act for or on behalf of AlO.

Ghodrat Zargari and Zist Tajhiz Pooyesh Company

Ghodrat Zargari is being designated for providing, or attempting to provide, financial, material, technological, or other support for, or goods or services in
support of, and for acting or purporting to act for or on behalf of, directly or indirectly, Mabrooka Trading. Zist Tajhiz Pooyesh Company is being designated for
providing, or attempting to provide, material, technological, or other support for, or goods or services in support of, Mabrooka Trading.

Ghodrat Zargari has served as the Iran-based technical sales advisor for Mabrooka Trading and senior technical and marketing manager of Iran-based Zist
Tajhiz Pooyesh Company. In this capacity, Zargari worked with Pournaghshband and Mabrooka Trading, as well as China-based broker and Mabrooka Trading
associate Mingfu, to ship goods through China to Tehran, Iran.

Lebanon-Based IRGC-QF Network

Hasan Dehghan Ebrahimi, an RGC-QF official based in Beirut, Lebanon who maintains direct ties to senior IRGC-QF officials in Tehran, is being designated for
acting for or on behalf of the RGC-QF. Ebrahimi has facilitated cash transfers to Hizballah worth millions of dollars, including through U.S.-designated
Hizballah construction firm Wa'ad Company.

Muhammad Abd-al-Amir Farhat and Yahya al-Hajj are employees of Ebrahimi and are being designated today for acting for or on his behalf.

Ebrahimi and his employees use a network of Lebanon-based companies with ties to the broader Middle East to transfer funds, launder money, and conduct
business. Ebrahimi is the manager of Maher Trading and Construction Company, which has been used to launder funds and smuggle goods to Hizballah and
is co-located with Wa'ad Company in Beirut. Maher is being designated today for being owned or controlled by Ebrahimi.
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Reem Pharmaceutical, Mirage for Engineering and Trading, and Mirage for Waste Management and Environmental Services are being designated today for
being owned or controlled by Muhammad Abd-al-Amir Farhat. Since 2011, Farhat has been the Chairman of the Board of Reem, a Lebanese pharmaceutical
company that also does business in Iraq and Kuwait. In addition, he is the general manager of Mirage for Engineering and Trading, a Lebanon-based
construction company that also manages projects in Irag worth millions of dollars. Since 1999, Farhat has also been the general manager of Mirage for Waste
Management and Environmental Services, a Lebanese environmental services company specializing in the cleaning, collection, recovery, disposal, and
treatment of waste.

Ali Sharifi
Ali Sharifi is being designated for acting for or on behalf of the RGC-QF. As of 2015, Sharifi worked to procure aviation spare parts on behalf of the RGC-QF.

Sharifi has also worked to procure other sensitive items from sources in the Middle East and China on behalf of the IRGC-QF.

For identifying information on the individuals and entities designated today, click here.

i
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