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U.S. DEPARTMENT OF THE TREASURY

Press Center

Fact Sheet: Designation of Iranian Entities and Individuals for Proliferation Activities
and Support for Terrorism

10/25/2007
To view or print the PDF content on this page, download the free Adobe® Acrobat® Reader®.

hp-644

The U.S. Government is taking several major actions today to counter Iran's bid for nuclear capabilities and support for terrorism by
exposing Iranian banks, companies and individuals that have been involved in these dangerous activities and by cutting them off from the
U.S. financial system.

Today, the Department of State designated under Executive Order 13382 two key Iranian entities of proliferation concern: the Islamic
Revolutionary Guard Corps (IRGC; aka Iranian Revolutionary Guard Corps) and the Ministry of Defense and Armed Forces Logistics
(MODAFL). Additionally, the Department of the Treasury designated for proliferation activities under E.O. 13382 nine IRGC-affiliated
entities and five IRGC-affiliated individuals as derivatives of the IRGC, Iran's state-owned Banks Melli and Mellat, and three individuals
affiliated with Iran's Aerospace Industries Organization (AlO).

The Treasury Department also designated the IRGC-Qods Force (IRGC-QF) under E.O. 13224 for providing material support to the
Taliban and other terrorist organizations, and Iran's state-owned Bank Saderat as a terrorist financier.

Elements of the IRGC and MODAFL were listed in the Annexes to UN Security Council Resolutions 1737 and 1747. All UN Member
States are required to freeze the assets of entities and individuals listed in the Annexes of those resolutions, as well as assets of entities
owned or controlled by them, and to prevent funds or economic resources from being made available to them.

The Financial Action Task Force, the world's premier standard-setting body for countering terrorist financing and money laundering,
recently highlighted the threat posed by Iran to the international financial system. FATF called on its members to advise institutions dealing
with Iran to seriously weigh the risks resulting from Iran's failure to comply with international standards. Last week, the Treasury
Department issued a warning to U.S. banks setting forth the risks posed by Iran. (For the text of the Treasury Department statement see:
http://www.fincen.gov/guidance_fi_increasing_mlt_iranian.pdf.) Today's actions are consistent with this warning, and provide additional
information to help financial institutions protect themselves from deceptive financial practices by Iranian entities and individuals engaged in
or supporting proliferation and terrorism.

Effect of Today's Actions

As a result of our actions today, all transactions involving any of the designees and any U.S. person will be prohibited and any assets the
designees may have under U.S. jurisdiction will be frozen. Noting the UN Security Council's grave concern over Iran's nuclear and ballistic
missile program activities, the United States also encourages all jurisdictions to take similar actions to ensure full and effective
implementation of UN Security Council Resolutions 1737 and 1747.

Today's designations also notify the international private sector of the dangers of doing business with three of Iran's largest banks, as well
as the many IRGC- affiliated companies that pervade several basic Iranian industries.

Proliferation Finance — Executive Order 13382 Designations

E.O. 13382, signed by the President on June 29, 2005, is an authority aimed at freezing the assets of proliferators of weapons of mass
destruction and their supporters, and at isolating them from the U.S. financial and commercial systems. Designations under the Order
prohibit all transactions between the designees and any U.S. person, and freeze any assets the designees may have under U.S.
jurisdiction.

The Islamic Revolutionary Guard Corps (IRGC): Considered the military vanguard of Iran, the Islamic Revolutionary Guard Corps (IRGC;
aka Iranian Revolutionary Guard Corps) is composed of five branches (Ground Forces, Air Force, Navy, Basij militia, and Qods Force

https://www.treasury.gov/press-center/press-releases/Pages/hp644.aspx 13
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special operations) in addition to a counterintelligence directorate and representatives of the Supreme Leader. It runs prisons, and has
numerous economic interests involving defense production, construction, and the oil industry. Several of the IRGC's leaders have been
sanctioned under UN Security Council Resolution 1747.

The IRGC has been outspoken about its willingness to proliferate ballistic missiles capable of carrying WMD. The IRGC's ballistic missile
inventory includes missiles, which could be modified to deliver WMD. The IRGC is one of the primary regime organizations tied to
developing and testing the Shahab-3. The IRGC attempted, as recently as 2006, to procure sophisticated and costly equipment that could
be used to support Iran's ballistic missile and nuclear programs.

Ministry of Defense and Armed Forces Logistics (MODAFL): The Ministry of Defense and Armed Forces Logistics (MODAFL) controls the
Defense Industries Organization, an Iranian entity identified in the Annex to UN Security Council Resolution 1737 and designated by the
United States under E.O. 13382 on March 30, 2007. MODAFL also was sanctioned, pursuant to the Arms Export Control Act and the
Export Administration Act, in November 2000 for its involvement in missile technology proliferation activities.

MODAFL has ultimate authority over Iran's Aerospace Industries Organization (AlO), which was designated under E.O. 13382 on June 28,
2005. The AlO is the Iranian organization responsible for ballistic missile research, development and production activities and
organizations, including the Shahid Hemmat Industries Group (SHIG) and the Shahid Bakeri Industries Group (SBIG), which were both
listed under UN Security Council Resolution 1737 and designated under E.O. 13382. The head of MODAFL has publicly indicated Iran's
willingness to continue to work on ballistic missiles. Defense Minister Brigadier General Mostafa Mohammad Najjar said that one of
MODAFL's major projects is the manufacturing of Shahab-3 missiles and that it will not be halted. MODAFL representatives have acted as
facilitators for Iranian assistance to an E.O. 13382- designated entity and, over the past two years, have brokered a number of
transactions involving materials and technologies with ballistic missile applications.

Bank Melli, its branches, and subsidiaries: Bank Melli is Iran's largest bank. Bank Melli provides banking services to entities involved in
Iran's nuclear and ballistic missile programs, including entities listed by the U.N. for their involvement in those programs. This includes
handling transactions in recent months for Bank Sepah, Defense Industries Organization, and Shahid Hemmat Industrial Group. Following
the designation of Bank Sepah under UNSCR 1747, Bank Melli took precautions not to identify Sepah in transactions. Through its role as
a financial conduit, Bank Melli has facilitated numerous purchases of sensitive materials for Iran's nuclear and missile programs. In doing
so, Bank Melli has provided a range of financial services on behalf of Iran's nuclear and missile industries, including opening letters of
credit and maintaining accounts.

Bank Melli also provides banking services to the IRGC and the Qods Force. Entities owned or controlled by the IRGC or the Qods Force
use Bank Melli for a variety of financial services. From 2002 to 2006, Bank Melli was used to send at least $100 million to the Qods Force.
When handling financial transactions on behalf of the IRGC, Bank Melli has employed deceptive banking practices to obscure its
involvement from the international banking system. For example, Bank Melli has requested that its name be removed from financial
transactions.

Bank Mellat, its branches, and subsidiaries: Bank Mellat provides banking services in support of Iran's nuclear entities, namely the Atomic
Energy Organization of Iran (AEOI) and Novin Energy Company. Both AEOI and Novin Energy have been designated by the United States
under E.O. 13382 and by the UN Security Council under UNSCRs 1737 and 1747. Bank Mellat services and maintains AEOI accounts,
mainly through AEOI's financial conduit, Novin Energy. Bank Mellat has facilitated the movement of millions of dollars for Iran's nuclear
program since at least 2003. Transfers from Bank Mellat to Iranian nuclear-related companies have occurred as recently as this year.

IRGC-owned or -controlled companies: Treasury is designating the companies listed below under E.O. 13382 on the basis of their
relationship to the IRGC. These entities are owned or controlled by the IRGC and its leaders. The IRGC has significant political and
economic power in Iran, with ties to companies controlling billions of dollars in business and construction and a growing presence in Iran's
financial and commercial sectors. Through its companies, the IRGC is involved in a diverse array of activities, including petroleum
production and major construction projects across the country. In 2006, Khatam al-Anbiya secured deals worth at least $7 billion in the oil,
gas, and transportation sectors, among others.

Khatam al-Anbya Construction Headquarters
Oriental Oil Kish

Ghorb Nooh

Sahel Consultant Engineering

Ghorb-e Karbala

Sepasad Engineering Co

Omran Sahel

Hara Company

Gharargahe Sazandegi Ghaem

IRGC Individuals: Treasury is designating the individuals below under E.O 13382 on the basis of their relationship to the IRGC. One of the
five is listed on the Annex of UNSCR 1737 and the other four are listed on the Annex of UNSCR 1747 as key IRGC individuals.

« General Hosein Salimi, Commander of the Air Force, IRGC

« Brigadier General Morteza Rezaie, Deputy Commander of the IRGC

« Vice Admiral Ali Akhbar Ahmadian, Most recently former Chief of the IRGC Joint Staff

« Brigadier Gen. Mohammad Hejazi, Most recently former Commander of Bassij resistance force

https:/iwww.treasury.gov/press-center/press-releases/Pages/hp644.aspx 213
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« Brigadier General Qasem Soleimani, Commander of the Qods Force

Other Individuals involved in Iran's ballistic missile programs: E.O. 13382 derivative proliferation designation by Treasury of each of the
individuals listed below for their relationship to the Aerospace Industries Organization, an entity previously designated under E.O. 13382.
Each individual is listed on the Annex of UNSCR 1737 for being involved in Iran's ballistic missile program.

« Ahmad Vahid Dastjerdi, Head of the Aerospace Industry Organization (AIO)
« Reza-Gholi Esmaeli, Head of Trade & International Affairs Dept., AIO
« Bahmanyar Morteza Bahmanyar, Head of Finance & Budget Department, AlO

Support for Terrorism -- Executive Order 13224 Designations

E.O. 13224 is an authority aimed at freezing the assets of terrorists and their supporters, and at isolating them from the U.S. financial and
commercial systems. Designations under the E.O. prohibit all transactions between the designees and any U.S. person, and freeze any
assets the designees may have under U.S. jurisdiction.

IRGC-Qods Force (IRGC-QF): The Qods Force, a branch of the Islamic Revolutionary Guard Corps (IRGC; aka Iranian Revolutionary
Guard Corps), provides material support to the Taliban, Lebanese Hizballah, Hamas, Palestinian Islamic Jihad, and the Popular Front for
the Liberation of Palestine-General Command (PFLP-GC).

The Qods Force is the Iranian regime's primary instrument for providing lethal support to the Taliban. The Qods Force provides weapons
and financial support to the Taliban to support anti-U.S. and anti-Coalition activity in Afghanistan. Since at least 2006, Iran has arranged
frequent shipments of small arms and associated ammunition, rocket propelled grenades, mortar rounds, 107mm rockets, plastic
explosives, and probably man-portable defense systems to the Taliban. This support contravenes Chapter VII UN Security Council
obligations. UN Security Council resolution 1267 established sanctions against the Taliban and UN Security Council resolutions 1333 and
1735 imposed arms embargoes against the Taliban. Through Qods Force material support to the Taliban, we believe Iran is seeking to
inflict casualties on U.S. and NATO forces.

The Qods Force has had a long history of supporting Hizballah's military, paramilitary, and terrorist activities, providing it with guidance,
funding, weapons, intelligence, and logistical support. The Qods Force operates training camps for Hizballah in Lebanon's Bekaa Valley
and has reportedly trained more than 3,000 Hizballah fighters at IRGC training facilities in Iran. The Qods Force provides roughly $100 to
$200 million in funding a year to Hizballah and has assisted Hizballah in rearming in violation of UN Security Council Resolution 1701.

In addition, the Qods Force provides lethal support in the form of weapons, training, funding, and guidance to select groups of Iraqi Shi'a
militants who target and kill Coalition and Iraqi forces and innocent Iraqi civilians.

Bank Saderat, its branches, and subsidiaries: Bank Saderat, which has approximately 3200 branch offices, has been used by the
Government of Iran to channel funds to terrorist organizations, including Hizballah and EU-designated terrorist groups Hamas, PFLP-GC,
and Palestinian Islamic Jihad. For example, from 2001 to 2006, Bank Saderat transferred $50 million from the Central Bank of Iran
through its subsidiary in London to its branch in Beirut for the benefit of Hizballah fronts in Lebanon that support acts of violence. Hizballah
has used Bank Saderat to send money to other terrorist organizations, including millions of dollars on occasion, to support the activities of
Hamas. As of early 2005, Hamas had substantial assets deposited in Bank Saderat, and, in the past year, Bank Saderat has transferred
several million dollars to Hamas.

REPORTS

« Treasury and State Department Iran Designations Identifier
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© 2008 International Monetary Fund October 2008
IMF Country Report No. 08/322

Qatar: Detailed Assessment Report on Anti-Money Laundering and
Combating the Financing of Terrorism

This Detailed Assessment Report on Anti-Money Laundering and Combating the Financing of
Terrorism for Qatar was prepared by a staff team of the International Monetary Fund using the
assessment methodology adopted by the Financial Action Task Force in February 2004 and endorsed
by the Executive Board of the IMF in March 2004. It is based on the information available at the time
it was completed on June 19, 2008. The views expressed in this document are those of the staff team
and do not necessarily reflect the views of the government of Qatar or the Executive Board of the IMF.

The policy of publication of staff reports and other documents by the IMF allows for the deletion of
market-sensitive information.

Copies of this report are available to the public from

International Monetary Fund e Publication Services
700 19th Street, N.W. e Washington, D.C. 20431
Telephone: (202) 623 7430 e Telefax: (202) 623 7201
E-mail: publications@imf.org e Internet: http://www.imf.org

Price: $18.00 a copy

International Monetary Fund
Washington, D.C.
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PREFACE

1. This assessment of the anti-money laundering (AML) and combating the financing of terrorism
(CFT) regime of the State of Qatar is based on the Forty Recommendations 2003 and the Nine Special
Recommendations on Terrorist Financing 2001 of the Financial Action Task Force (FATF) as amended,
and was prepared using the AML/CFT assessment Methodology 2004, as updated in February 2007. The
assessment team considered all the materials supplied by the authorities, the information obtained on site
during its visit from February 4, 2007 to February 20, 2007, and other verifiable information subsequently
provided by the authorities. During the mission, the assessment team met with officials and
representatives of all relevant government agencies and the private sector. A list of the bodies met is set
out in Annex 1 to the detailed assessment report.

2. The assessment was conducted by a team of assessors composed of staff of the International
Monetary Fund (IMF) and one expert acting under the supervision of the IMF. The evaluation team
consisted of Nadim Kyriakos-Saad (LEG, team leader), Nadine Schwarz, Francisco Figueroa, Emmanuel
Mathias (all LEG); and Chady El Khoury (Special Investigation Commission, Lebanon)'. The assessors
reviewed the institutional framework, the relevant AML/CFT laws, regulations, guidelines and other
requirements, and the regulatory and other systems in place to deter and punish money laundering (ML)
and the financing of terrorism (FT) through financial institutions and Designated Non-Financial
Businesses and Professions (DNFBP). The assessors also examined the capacity, implementation, and
effectiveness of all these systems.

3. This report provides a summary of the AML/CFT measures in place in the State of Qatar at the
time of the mission or shortly thereafter. It describes and analyzes those measures, sets out the State of
Qatar’s levels of compliance with the FATF 40+9 Recommendations (see Table 1) and provides
recommendations on how certain aspects of the system could be strengthened (see Table 2). The report
was produced by the IMF as part of the Financial Sector Assessment Program (FSAP) of the State of
Qatar and the assessment processes of the MENAFATF and the FATF. [It was also presented to the
MENAFATF and FATF and adopted by these organizations at their respective plenary meetings of
April 2008 and June 2008.]

4. The assessors would like to express their gratitude to the authorities of the State of Qatar for their
assistance and hospitality throughout the assessment mission, noting in particular the assistance provided
by the Governor of the Central Bank, H.E. Abdullah Saud Al-Thani; the deputy Governor of the Central
Bank, Fahad Faisal Al-Thani, the head of the FIU, Ahmed Bin Eid Al-Thani, and the members of their
staff.

! Mr. El Khoury joined LEG in September 2007.
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EXECUTIVE SUMMARY

Key Findings
Legal Systems and Related Institutional Measures

5. Money laundering is criminalized under Article 2 of Law No. (28) of 2002 (the AML Law) as
amended through Decree Law No. (21) of 2003. The offense covers many of the material and mental
elements set out in the Vienna and Palermo Conventions but does not extend to acts aimed at concealing
or disguising the location, disposition, movement, or ownership of funds. The scope of the money
laundering offense is narrowed further by the fact that Qatar adopted a list of predicate crimes which
includes only some of the categories of offenses designated by FATF: crimes of drugs and dangerous
psychotropic substances; forgery, counterfeiting and imitation of notes and coins; illegal trafficking in
weapons, ammunitions and explosives; terrorist crimes (which includes terrorist financing); and extortion
and looting.

6. The money laundering offense applies to any type of property derived directly or indirectly from
crime, including assets of any kind. A prior conviction for the predicate offense does not appear to be
necessary to establish that property is the proceeds of one of the predicate crimes.

7. There is no fundamental principle in Qatari law that would prohibit the courts from applying the
money laundering offense to the person who has committed the predicate crime. “Self laundering” may,
therefore, be prosecuted in the same way as third party laundering.

8. The AML Law explicitly provides for the possibility of both personal and corporate liability for
money laundering. The general dispositions of the Criminal Code criminalize ancillary offenses to all
crimes, including money laundering, in a way which is consistent with the standard. The sanctions
provided under the AML Law and, where applicable, the Criminal Code are proportionate and dissuasive.

9. At the time of the assessment, the Qatari AML framework had not been tested before the courts.
While some investigations have taken place, only one prosecution had been initiated under the AML Law
and was subsequently abandoned when it was established that the funds were legitimate.

10. Terrorist financing is criminalized, albeit in a limited way, under Article 4 of the Law No. (3) of
2004 on Combating Terrorism (CT Law). It may apply with respect to all “terrorist crimes” which cover
all the offenses listed in the standard, bar the unlawful seizure of an aircraft carried out with no intention
to terrorize, cause harm, death or material damage and with no political motive. The offense refers to the
collection or provision of “material or financial assistance” which covers all the funds mentioned under
the standard, regardless of their source. It does not require that the funds were used to carry out or to
attempt to carry out a terrorist act, or be linked with a terrorist act, but it does require that they be linked
with a terrorist group or organization. The offense, therefore, does not extend to the collection of material
or financial assistance for and their provision to terrorist individuals or for a terrorist act. Terrorist
financing is sanctioned by life imprisonment and is listed amongst the predicate crimes to money
laundering. Action has been taken to investigate terrorist acts in Qatar but no measures were taken to
investigate their funding.
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11. Qatar adopted a comprehensive confiscation, freezing, and seizing framework under the AML
Law which enables the authorities to remove all assets linked with a money laundering offense or its
predicate. Confiscation is mandatory and must be applied even when it has not been requested by the
prosecutors. Provisional measures have been taken in some instances (which all related to the freezing of
bank accounts), but no confiscation has been ordered because no money laundering charges have been
brought before the courts.

12. Similarly broad confiscation measures have been adopted under the CT Law. As an exception to
the general criminal procedure rules, no statute of limitation applies to the confiscation measure (and
other sanctions) set out in the CT Law. While the confiscation measures set out in the CT Law broadly
meet the standard, no procedure has been adopted in application of Special Recommendation III: an
interdepartmental committee has been established to coordinate Qatar’s efforts in the implementation of
United Nations Security Council Resolution (UNSCR) 1267 and the international conventions on the
fight against terrorism, but its mandate does not cover UNSCR 1373; no authority has been granted the
powers to designate terrorists; and there is no legal basis for freezing under the relevant UNSCR. In
practice, some designations made by the UN under UNSCR 1267 have been disseminated to banks and
other institutions operating under the supervision of the Qatar Central Bank (QCB) and the Qatar
Financial Center Authority (QCFRA), but others have not, and, overall, the dissemination process is too
limited and infrequent to be fully effective. It also appeared that, on one occasion, the authorities offered
safe harbor to a person designated under UNSCR 1267. No actions were taken with respect to this
person’s funds and other assets.

13. The Financial Intelligence Unit (FIU) for Qatar is an administrative unit established pursuant to
Administrative Order No. 1 of 2004 by the President of the National Anti-Money Laundering Committee
(NAMLC). Structurally, the FIU is an autonomous component of the NAMLC housed, at the time of the
assessment, in the QCB. The FIU mission includes receiving suspicious transaction reports (STR) and
other information related to ML/TF operations, carrying out analysis, and dissemination of STRs and
other information regarding potential money laundering or terrorist financing transactions. The FIU
received operational status on October 16, 2004 and was recognized as an Egmont Group member in July
2005. The main shortcoming is that the administrative order establishing the FIU and empowering it with
a number of functions appears to be inconsistent with the provisions of the AML Law that gave such
powers to the coordinator of NAMLC. The FIU does not have the power to request additional information
from DNFBPs and does not issue sufficient guidance to reporting entities on filing STRs. In addition, the
quality of STR analysis needs improving. The FIU does not protect adequately the information received
nor does it conduct a periodic review of the effectiveness of its systems to combat ML and FT.

14. Qatar separates the authorities in charge of investigations and the legal authorities in charge of the
judgment of criminal offenses. Qatar has designated a number of competent authorities to investigate and
prosecute money laundering and terrorist financing offenses. The authorities in charge of AML/CFT
investigations operate independently. Investigations are mainly the responsibility of four separate
authorities: (i) the Economic Crimes Prevention Division (ECPD) within the Ministry of Interior (MOI);
(i1) the PPO; (iii) the State Security Bureau (SSB); and (iv) the Customs. The competent authorities are
able to obtain documents and information for use in investigations, prosecutions, and related actions.
However, the various agencies do not appear to be sufficiently structured, funded, and resourced to
effectively carry out their functions. Law enforcement and prosecution personnel would benefit from
more frequent and in-depth training.
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15. There is some inconsistency in the measures in place to detect cross-border transportation of
currency and bearer negotiable instruments in Qatar. Initially, a declaration system was adopted in 2005;
in 2006, it was replaced by a disclosure system. Some provisions in the initial regulation were amended to
reflect the change from a declaration system to a disclosure system; however, other provisions were not.
The current system is neither implemented nor effective.

Preventive Measures—Financial Institutions

16. The Qatari financial system could be best described as a “dual on-shore financial sector” where
services provided by financial institutions are available to both residents and non-residents. The Qatari
financial system is comprised of two sectors: Domestic — which includes the financial institutions under
the responsibility and supervision of the QCB, the MEC and the DSM; and the QFC which was
established in 2005 and includes international financial services firms.

17. All financial institutions and other non financial entities comprising the Qatari domestic sector
and the QFC are subject to the obligations imposed by the AML Law and by the CT Law. However, these
laws do not deal with customer identification and due diligence measures nor do they introduce other
basic AML/CFT obligations that should be set out in primary or secondary regulation.

18. The preventive measures for financial institutions in the domestic sector fall short of addressing a
vast majority of the customer due diligence elements of the international standard. As such, the measures
are insufficient to meet all the requirements of Recommendation 5. The current obligations do not
prohibit the opening of anonymous accounts or accounts in fictitious names. There are no direct
requirements to determine whether a person is acting on behalf of the customer nor to identify and verify
the beneficial owner of the account. The requirements for ensuring that customer documentation,
information, or data are kept up-to-date are inadequate. Requirements for addressing enhanced due
diligence for higher-risk categories are incomplete. There are no measures in place addressing politically-
exposed persons and cross-border correspondent relationships. There are no provisions covering the risk
associated with new or developing technologies.

19. The domestic legal and regulatory framework does not explicitly address the aspects of financial
institutions relying on intermediaries or other third parties to perform elements of the customer due
diligence process. There is also no explicit requirement that the ultimate responsibility for customer
identification and verification should remain with the financial institution accepting the relationship. With
respect to financial secrecy, there are no legal impediments that could inhibit the implementation of the
FATF Recommendations. There are mechanisms in place to provide for the right to confidentiality of
financial information as well as access to information by the competent authorities.

20. Although the record-keeping/retention period established significantly exceeds the requirements
of the FATF Recommendations, the requirement is not established by law, as required by the standard.
Additional guidance is also needed to clearly specify when the retention period starts. There are no
specific requirements within the domestic Qatari framework addressing the documentation requirements
for wire transfers.

21. The current requirements for financial institutions within the domestic sector to pay special
attention to all complex, unusual large transactions and all unusual patterns of transactions, which have no
apparent economic or visible lawful purpose do not fully comply with the standard. The same situation
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applies to the requirements to give special attention to business relationships and transactions with
persons from countries which do not follow or insufficiently apply the FATF Recommendations.

22. The obligation to report suspicious transactions is insufficient as it does not deal with transactions
linked to terrorism, attempted transactions, or transactions that may involve tax matters. In practice, the
effectiveness of the reporting system should be improved, given that no reports are made by the insurance
and securities sectors. The mechanism in place for providing guidance to financial institutions is also
inadequate due to lack of established guidelines and appropriate feedback from the competent authorities.

23. Domestic sector financial institutions are required to establish internal programs and controls to
implement the requirements of the AML/CFT laws and implementation regulations; however, the
requirements do not adequately address measures for timely and unrestricted access to all customer
information by the compliance office and staff, an adequately resourced and independent internal audit,
and screening procedures for hiring employees. As such, the obligations are insufficient to address all the
requirements of the standard. In addition, there are no provisions requiring insurance and securities
institutions to comply with the requirement to apply the higher standard to their branches and subsidiaries
abroad, to the extent that laws and regulations permit.

24. Although there are measures in place to prevent to a certain extent the establishment of shell
banks, these measures fall short of explicitly requiring the physical presence of a financial institution in a
way that would encompass the concept of “mind and management” of the institution. Also, there are no
measures to prevent financial institutions from dealing with shell banks.

25. Qatari domestic supervisory authorities, with the exception of the insurance supervisor, have been
given adequate authority and powers to supervise financial institutions and ensure compliance with
existing AML/CFT laws and regulations. In practice, at the time of the visit, inspections of AML/CFT
matters were inadequate given limitations in scope and the fact that inspections were not risk-based. None
of the supervisory authorities has ever imposed sanctions on the institutions they supervise for non
compliance with AML/CFT matters.

26. Money transfer systems operate in Qatar and fall under the supervision of the QCB with respect
to AML/CFT matters. However, it appears that an informal money transfer system is operating in Qatar
without adequate supervision and monitoring of unlicensed operators by the authorities.

217. For international financial institutions within the QFC, the obligations are established by the QFC
Anti-Money Laundering Regulations, mainly the QFC Regulation No. 3 of 2005 (AML Regulations), and
complemented by the Anti-Money Laundering Rulebook which extends and clarifies the provisions of the
AML Regulations. In general, the legal and regulatory AML/CFT framework adopted by the QFC
appears to be in line with the FATF standard, but given the recent establishment of the QFC and the
limited number of firms operating at the time of the visit, it was difficult for the assessors to evaluate the
effectiveness of the framework.

28. Nevertheless, there are some shortcomings where the QFC authorities need to exercise additional
oversight to further strengthen the existing regime. These shortcomings are directly related to certain
aspects of customer due diligence where: 1) financial institutions are not required to conduct due diligence
measures if the potential customer is from a FATF country; ii) no consideration has been given to making
a suspicious transaction report when institutions are not able to complete the due diligence process;

iii) there are no requirements for financial institutions to obtain senior management approval to continue a
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business relationship where a customer has been accepted and found to be or subsequently becomes a
PEP; and iv) there are no requirements in place to take the necessary measures to establish the source of
funds of customers and beneficial owners identified as PEPs.

29. There are also shortcomings with respect to correspondent banking due to lack of requirements (i)
to gather sufficient information about the respondent institution to fully understand the reputation and
quality of supervision, including whether it has been subject to a money laundering or terrorist financing
regulatory action, and (ii) to document the respective responsibilities of each institution. There are no
requirements in place to oblige financial institutions that rely on introducers or third parties, to ensure that
these are regulated and supervised, and meet the conditions on the adequate application of the FATF
Recommendations. There are no requirements for institutions to examine as far as possible the
background and purpose of unusual transactions and to set forth their findings in writing and make them
available for competent authorities for at least five years; and there are no measures to ensure that the
QFC has the authority to apply counter-measures to address instances where a country continues not to
apply or insufficiently applies the FATF Recommendations.

Preventive Measures—Designated Non-Financial Businesses and Professions

30. A legal framework setting out the basic obligations for designated non-financial businesses and
professions (DNFBPs) on customer due diligence, record keeping and STRs needs to be established in the
domestic sector. This is particularly important as the precious stones, precious metals and real estate
sectors are growing rapidly and may create ML or FT opportunities. The recent possibility offered to
foreigners to buy property in some designated areas in Qatar constitutes a major development that will
contribute to changing the structure and functioning of this sector.

31. All DNFBPs are present in the country except casinos that are prohibited and notaries that are
government officials. While circulars on AML/CFT have been issued by the MEC and the Ministry of
Justice (MOJ), they do not address all the requirements concerning customer due diligence, record
keeping, STR-related obligations, internal controls, and special attention to countries that do not or
insufficiently apply the FATF Recommendations. Moreover, the obligations on PEPs, payment
technologies, introduced business, and unusual transactions are not set out in law, regulations, or by other
enforceable means.

32. Except for the precious metals dealers supervised by the QCB, there is no designated competent
authority responsible for monitoring and ensuring compliance of DNFBPs with AML/CFT requirements
and no self-regulatory organization (SRO). The current AML/CFT circulars do not set out enforceable
requirements with sanctions for non compliance. No specific guidance or feedback has been provided by
the FIU or other competent authorities to DNFBPs.

33. The activities performed by lawyers, accountants, and trust and company service providers are
the only ones permitted to be conducted in the QFC. While the QFC Law provides for dealing in precious
metals as a permitted activity, the QFC Financial Services Regulations do not identify dealing in precious
metals as a regulated activity, and therefore it may not be conducted in the QFC. Buying or selling real
estate may be performed on an ancillary basis. Firms that are licensed by the QFCA and that are relevant
persons are subject to the same AML/CFT requirements as authorized financial institutions and are also
supervised, in respect of AML/CFT, by the QFCRA. The regulations that apply are the same as the ones
for financial institutions and key findings on the legal framework are identical. In particular, the
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framework of the legal privilege should be refined in order not to prevent a lawyer from reporting
suspicious information when providing services to companies and trusts.

34. Although DNFBPs in the QFC have been informed of the AML/CFT requirements by the
QFCRA, there is no evidence of an effective implementation of those regulations. The QFC was recently
established and only a few DNFBPs were operating at the time of the visit. There does not appear to be a
clear strategy and sufficient human resources for the supervision of the sector over the longer term. No
specific guidance or feedback is provided to DNFBPs and weaknesses have been identified in the
monitoring process.

35. The Qatari authorities have not conducted an assessment of the risk of professions other than
DNFBPs of being misused for ML or FT. The current approach taken by the MEC with its Circular No. 2
covers all companies operating in Qatar on an indiscriminate basis. The QFC has developed a risk-based
approach in assessing the possibility of requiring other non regulated professions to comply with the
AML/CFT obligations and the QFC authorities have decided to apply the AML Regulations and AML
rulebook to a broader range of activities than those conducted by DNFBPs, such as tax and consulting
services.

36. The economy is still heavily reliant on cash and the currency in circulation increased by more
than 60 percent from 2002 to 2005. The authorities, other than the DSM, did not provide any information
on measures taken to encourage the development and use of modern and secure techniques for conducting
financial transactions that are less vulnerable to ML. No assessment has been performed of the risks
associated with the currency changeover following the Gulf monetary union planned for 2010.

Legal Persons and Arrangements & Non-Profit Organizations

37. In the domestic sector, registration of companies is governed by Law No. 5 of 2002 amended by
Law No. 16 of 2006. This Law allows the creation of joint partnership companies, simple partnership
companies, joint-venture companies, shareholding companies, limited share partnership companies,
limited liability companies and holding companies. The Qatari legislation does not provide for the
creation of trusts or other similar legal arrangements. At the time of the assessment, there was no
information available to the assessors that would indicate that the private sector holds funds under foreign
trusts and/or provides other trust services.

38. Relevant information on the ownership and control of legal entities is collected and maintained by
the register of commerce. All relevant authorities currently have access to that information, either through
the powers granted to the law enforcement agencies, or, in the case of the QCB, through a direct
electronic link to the central register. Establishing such a link for the FIU and DSM would enhance
further the timeliness of their access to the relevant information.

39. To operate in or from the QFC, a firm must be registered by the QFC Companies Registration
Office (CRO) as a limited liability company (LLC) or limited liability partnership (LLP) or registered as a
branch of a foreign LLC or LLP licensed by the QFCA and, in case of regulated activities, authorized by
the QFCRA. The QFCA has issued Regulation No.12 on February 26, 2007 that provides for the creation
of trusts under QFC laws.

40. Firms conducting activities in the QFC must be incorporated in the CRO. The register provides
through the website details of ownership, management, registered office, principal representatives, etc.
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However, the QFC trust regulations do not set out measures that would enable the competent authorities
to have adequate, timely, and accurate information on express trusts, including information on the settlor,
trustee, and beneficiaries.

41. The measures that have been adopted in the domestic sector to prevent the abuse of nonprofit
organizations (NPO) go beyond the requirements of the relevant FATF Recommendations and the Qatari
Authority for Charitable Organizations appears to ensure effective implementation of the requirements in
place. The comprehensive regulations in place do not appear to have had an adverse impact on donations
as the total turnover of the sector is constantly growing. Within the QFC, however, the charitable trusts
are not required to be registered and are not subject to supervision.

National and International Cooperation

42. Two platforms have been established to ensure formal domestic cooperation and coordination
between the Qatari policy makers, FIU, law enforcement and supervisory authorities as well as other
relevant authorities: the NAMLC for the fight against money laundering, and the NCT for the fight
against terrorism. All relevant authorities are members of both committees, except the QFC, DSM, and
public prosecutor’s office. Overall, coordination and cooperation appear effective on both the policy and
operational levels but they could be enhanced further by the inclusion of the QFC, DSM and, if necessary,
the public prosecutor’s office in both committees. While coordination and cooperation with these three
authorities do take place in practice, they necessarily occur in a second stage (i.e., after the committees
have met), thus removing any possibility of a direct participation in the discussions and creating a time
gap between the moment when the discussions take place and the decisions are made, and the moment
when the QFC, DSM and public prosecutor’s office are kept informed. Coordination on the
implementation of the UNSCR 1373 is partly ensured through the NCT Committee, but coordination on
the implementation of UNSCR 1267 currently remains unaddressed.

43. Qatar has ratified and partially implemented the Vienna Convention, but has not ratified the
Palermo Convention, nor the 1999 International Convention for the Suppression of the Financing of
Terrorism.

44. The AML Law and the Criminal procedure code enable the Qatari authorities to take a broad
range of measures upon request of another country, including freezing, seizing, and confiscation of
property linked with a money laundering offense. However, the mutual legal assistance framework
nevertheless falls short of the standard, mainly because the authorities make a strict application of the
dual criminality requirement, even for non-coercive measures, and the money laundering offense only
applies to a limited number of predicate offenses.

45. International cooperation in the fight against terrorist financing is not specifically addressed and
would, therefore, appear to be governed by the general dispositions of the criminal procedure code. Qatar
has concluded a number of bilateral agreements with other States to enhance cooperation in the fight
against terrorism and its financing, but these agreements are not very specific. Overall, the framework in
place suffers from a number of shortcomings which are mainly the result of the limited scope of the
terrorist financing offense and a strict application of the dual criminality requirements including for less
intrusive measures.

46. Both money laundering and terrorist financing are extraditable offenses. Extradition in general
does not appear to be subject to unduly restrictive conditions. Extradition of Qatari nationals is not
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possible and it is unclear whether the authorities would prosecute and sentence Qatari nationals in lieu of
the requesting State. In one instance, the Qatari government refused to extradite a person designated in
application of UNSCR 1267 and to cooperate with the requesting State in any other way.

Other Issues

47. Overall, the allocation of resources to AML/CFT appears to be uneven, particularly in view of the
rapid development and diversification of the economy. The professional standards, including those related
to confidentiality, are not fully developed. There is a lack of specialist skills training in law enforcement
authorities, including prosecution agencies, FIU, supervisors and other competent authorities involved in
combating ML/FT. The competent authorities have yet to develop comprehensive statistics.
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DETAILED ASSESSMENT REPORT
1 GENERAL
1.1  General Information on Qatar

48. The State of Qatar is a peninsula located halfway along the west coast of the Persian Gulf
covering an area of 11,521 square kilometers. It shares a 60 km land border with the Kingdom of Saudi
Arabia to the south, where the peninsula connects to the mainland. It also has maritime borders with Iran
from the north and east, Bahrain from the west, and the United Arab Emirates from the south east.

49. The population was estimated at 838,000 inhabitants in mid-2007 compared to 744,000
inhabitants in 2004. More than 45 percent live in the capital, Doha City, and its suburbs. Foreign workers
comprise 52 percent of the total population and make up about 89 percent of the total labor force. Most
are from South Asia and the Arab countries (in particular, Egyptians, Jordanians, Syrians, Lebanese, and
Palestinians). The population has a literacy rate of 89 percent and the life expectancy averages 74 years.
Islam is the official religion of Qatar, and Arabic is the official language.

50. Qatar remained a British protectorate until 1971 when Britain withdrew from the Persian Gulf
area. In 1970, Qatar adopted a provisional constitution declaring it an independent Arab country. The Al
Thani family formally became the ruling dynasty. The provisional constitution was replaced by a new
constitution (the permanent constitution) which was approved by referendum in 2003. The new
constitution differs significantly from the previous document in that it grants new rights and freedoms to
the citizens and increases their participation in the government of the country. Similar to the previous
constitution, the new constitution declares Qatar to be an independent and sovereign state with executive
powers vested in the Emir. The Emir is the head of state and the minister of defense. He appoints the
prime minister and the cabinet. The Advisory Council (Al-Shoura) has been an appointed body since
1970, but the new constitution envisions elections for two-thirds of its members. The Emir selects the
crown prince from among his sons. The 2003 constitution specifies that the system of government is
based on the separation of powers: Executive power rests with the Emir and the council of ministers;
Legislative authority belongs to the elected Advisory Council (Al-Shoura); and judicial authority is
exercised independently by the courts in the name of the Emir. At the time of the assessment, the (new)
Al-Shoura had not been elected. According to article 150 of the 2003 constitution, the provisions in the
1972 constitution pertaining to the Al-Shoura remain in force until the new council is elected. The current
Al-Shoura is composed of 35 members appointed by Emiri decision on the basis of the former
Constitution.

51. Under the permanent Constitution the Council of Ministers, “in its capacity as the highest
executive organ, is empowered to propose draft laws and decrees to Al-Shoura Council, approve
regulations and decisions prepared by the ministries and other government organs and supervise the
implementation of laws, decrees, regulations and resolutions (Article 121 para. 1 to 3 of the Constitution).
Any draft law passed by Al-Shoura Council must then be referred to the Emir for ratification (Articles 67
para. 2 and 106 para. 1 of the Constitution). To date, however and as mentioned above, the new Al-
Shoura Council has not been established. Legislations are adopted by the Council of Ministers then
ratified by the Emir. For the purpose of this assessment, the assessors considered that the laws issued by
the Council of Ministers and enacted by the Emir constitute primary legislation and that only the
regulations adopted by the Council of Ministers or its members individually in accordance with the
delegation provided in the primary law could constitute secondary legislation.
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52. The judiciary system in Qatar is divided into the Sharia courts and the civil system. The 1999
Law governing the organization of the judiciary provides for a three-tiered judicial system. The Courts of
Justice and the Sharia Courts of First Instance occupy the base of the structure. The Courts of Justice are
empowered to hear civil, criminal, and commercial matters. The Sharia courts administer Islamic laws.
Their role is generally limited to the adjudication of disputes relating to personal status matters (such as
marriages, divorce, inheritance, custody cases and child support) and certain criminal cases. Decisions
made in these first instance courts may be appealed to the Appeal Court of Justice and the Sharia Court of
Appeal. The Court of Cassation is the third tier of the judicial system. In hearing criminal cases, both the
Sharia and the criminal courts employ practices and procedures similar to those employed in common and
civil law courts. A public prosecutor presents the case on behalf of the State, the accused is allowed legal
representation, the accused is presumed innocent until proven guilty, and, generally, trials are open to the
public. Decisions of the Qatari courts are not published and there is no doctrine of binding precedent
under Qatari law, although, in practice, courts of first instance usually follow decisions of the courts of
appeal.

53. The State of Qatar is a member of the Gulf Cooperation Council (GCC) which also includes
Bahrain, Kuwait, the United Arab Emirates, Oman, and Saudi Arabia. Qatar is also a member of the
League of Arab States, the Organization of Petroleum Exporting Countries (OPEC), the United Nations
(UN), the Organization of the Islamic Conference (OIC), the Non-Aligned Movement, and the World
Trade Organization (WTO), among other regional and international organizations. The State of Qatar was
elected a non-permanent member of the United Nations Security Council for the term 2006-2007. The
country has signed defense pacts with the United States (US), the United Kingdom (UK), and France and
hosts the U.S. Central Command (CENTCOM) Forward Headquarters. Qatar is home to the satellite
television station, Al-Jazeera.

54. Oil and gas resources form the cornerstone of Qatar's economy. In total, they account for 62
percent of the GDP and 65 percent of the state revenues. Qatar has the third largest proven reserves of gas
in the world and exports liquefied gas to Asia, Europe and the United States. Qatar’s production of
liquefied gas reached 30 million tons in 2007 and is expected to increase to 77 million tons by 2012
making Qatar the main world gas exporter. As a result of the constant development in producing and
exporting gas and the increase in the gas prices worldwide, Qatar’s nominal GDP per capita was expected
to reach US$70,000 in 2007, one of the highest levels in the world. In 2006, real GDP growth was over

7 percent and the current account surplus reached US$ 9.5 billion.

55. The non-oil and gas sector accounts for less than 40 percent of the GDP. The finance, insurance
and real estate sector is the second largest contributor to the GDP with around 8 percent in 2006. Qatar is
currently trying to attract foreign investment in the development of its non-energy projects by further
liberalizing the economy. Over the next six years, over US$130 billion in investments are planned in the
emirate. Qatar riyal is pegged to the U.S. dollar at QR3.64: US$1, with a consumer price inflation above
6 percent every year since 2004. In 2005, Japan, South Korea, and Singapore were the main destinations
of exports, whereas France, Japan and the United States were the main sources of imports.

56. Concerning governance, Qatar ranks in the world top third according to the World Bank
Worldwide Governance Indicators, covering 213 countries and territories. These indicators measure six
dimensions of governance: voice and accountability, political stability, and absence of violence,
government effectiveness, regulatory quality, rule of law, and control of corruption. Qatar only lags
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behind for the ‘voice and accountability’ indicator but the situation has been improving over the years.
For all indicators, but regulatory quality, Qatar is above the GCC countries’ average ranking.

Table 1. World Bank Worldwide Governance Indicators’ - 2005
(213 jurisdictions covered)

Indicator Qatar Ranking GCC Average Ranking
Voice and Accountability 151 161
Political Stability 55 98
Government Effectiveness 64 77
Regulatory Quality 82 76
Rule of Law 42 64
Control of Corruption 45 52

! For more details see World Bank website: www.worldbank.org/wbi/governance.

1.2 General Situation of Money Laundering and Financing of Terrorism
Money Laundering

57. Although the offense of money laundering has now been in place for a few years, the dispositions
of the AML Law remain untested by the courts. One prosecution has been conducted on the basis of the
AML Law in 2006, but was subsequently abandoned when it was established that the source of the funds
was legitimate.

58. The Qatari FIU classifies STRs according to their typologies. Three main typologies of STRs
have been identified: the transfer of large amounts of money abroad through exchange houses, the deposit
of large amounts of money in an account in a manner that is not proportional to the individual's monthly
income, and the inflow of financial remittances from abroad through a bank from an unknown source.

59. While there is currently no evidence of significant ML in the country, it should be noted that
Qatar’s financial sector was, between 2002 and 2006, the fastest growing of the GCC region in terms of
banking sector assets. Qatar is now, after the UAE, the most financially developed economy in the region
and has the highest banking sector assets per inhabitant. The development of the financial sector is
associated to a boom in the real estate sector and the precious stones and metals trade. These
developments have the potential of creating a suitable environment for money launderers seeking to
exploit these conditions to exercise their illegitimate activities.
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Predicate Offenses

60. The level of predicate offenses appears very low in Qatar in comparison to other countries.
According to statistics issued by the United Nations,2 the total crimes recorded in Qatar were 9.9 per
1,000 populations to compare to an average of 33.7 per 1,000 for the 92 countries surveyed. Sanctions
appear to be tougher in Qatar as prisoners account for 1 percent of the population as compared to

1.51 percent for the average of countries surveyed. There was no specific mention of Qatar in the UN
International Narcotic Control Board and UN World Drug 2006 reports. According to several reports,
Qatar ranks among the less corrupted countries in the region. Qatar was listed as a ‘medium’ human
trafficking destination country by the UN in the 2006 report on human trafficking.

61. More crime statistics were provided to the mission by the Public Prosecutor’s Office. They
confirm the low rate of proceeds-generating crimes in the country. A total of 33 prosecutions were
conducted in 2006 for bribery and embezzlement and 249 prosecutions for drug-related crimes. It should
be noted that alcohol trafficking is included in the “drug-related crimes” and that two-thirds of the
prosecutions are related to the possession of drugs (including alcohol). Counterfeiting of currency and
trafficking of counterfeited currency accounted for 16 prosecutions during the same year. Other proceeds
generating crimes mentioned by the authorities are credit card fraud, corruption, piracy of goods, insider
trading, and market manipulation. The authorities are unaware of the presence of serious organized or
transnational crime in the country.

Terrorist Financing

62. No prosecution has ever been led on terrorist financing and the FIU has not received any
suspicious transaction report (STR) related to terrorist financing so far.

Terrorist Activities

63. No major terrorist activity has been recorded in the country. But less serious terrorist activity has
been noted. Among the most relevant events, a suicide car bombing directed against UK interests and
claimed by an Islamic group took place in 2005. Eight prosecutions related to terrorist activities were
conducted in 2006. Four cases involved the constitution of a group intending to commit terrorist acts
against the State of Qatar. Other cases included manufacturing of and training in explosives, possession of
arms, and hijacking.

1.3  Overview of the Financial Sector

64. Qatar has adopted an open economy policy and attracted significant foreign investments to the
different sectors of the country such as the real estate and securities sectors. In doing so, Qatar issued
legislations and facilitated procedures for investors. This has had a very positive impact on the national
economy. In the past few years, Qatar has become one of the developed countries in terms of attracting
foreign investments. To accompany its open economy policy, Qatar has adopted a number of AML/CFT
control policies.

? Seventh United Nations Survey of Crime Trends and Operations of Criminal Justice Systems, statistics for year
2000. (http://www.unodc.org/unodc/en/crime_cicp_survey seventh.html#responses)
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65. The Qatari financial system is comprised of two sectors: Domestic — which includes the financial
institutions under the responsibility and supervision of the QCB, the MEC and the DSM; and the QFC
which was established in 2005 and includes international financial services firms.

66. Domestic Sector: The Qatari banking and financial system, excluding the QFC entities, is
comprised of banks, including Islamic banks, investment companies, exchanges houses, finance
companies, insurance companies, and brokerage firms.

67. There are 17 banks (9 Qatari, 8 foreign), 3 investment companies, 19 exchange houses, 1 finance
company, 8 insurance companies, and 7 brokerage firms operating in Qatar. Based on QCB information
in 2005, total assets of banking institutions amounted to QR 127,934 million (approximately US $35,147
million) or 83 percent of GDP. The largest three banks in Qatar accounted for approximately 68 percent
of total banking assets. No other financial information for the DSM and the MEC was provided by the
authorities.

68. The table below reflects the breakdown for each type of financial institution, permitted activities,
and competent authority responsible for AML/CFT supervision.

Table 2. Financial Institutions and Supervisory Authority—Domestic Sector

Type of . . Competent Supervisory
Institution Permitted Activity Authority

Banks Acceptance of deposits, granting credit facilities, discount, QCB

purchase or sale of negotiable instruments, trading in

foreign exchange instruments and precious metals,

issuance of checks and other payment instruments,

issuance of bond, liabilities and any other activities

specified by a decision from the QCB.
Investment Investment on behalf of third parties, performance of QCB
Companies mediation activity and financial agency, organization of

public underwriting, providing preservation and safety

services, contribution in share issuance and other

securities, providing advices regarding capital markets and

services connected to amalgamation, sale and purchase

of companies and establishments, management of

investment funds, trading in money instruments and

market foreign exchange and precious metals, and any

other activities decided by the QCB.
Exchange Changing and trading in different currencies and travelers’ QcCB
Houses checks, and ingots of previous metals and issuance and

acceptance of remittances from licensed correspondents.
Finance Granting credits or any specialized lending activities QcCB
Companies decided by the QCB.
Brokerage Engaging directly or indirectly in the business of offering, DSM
Companies selling, buying or otherwise dealing or trading in securities.
Insurance Insurance coverage against accidents and fire, marine and MEC
Companies land insurance, health insurance and others.
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69. QFC: The QFC was established in 2005 under Law No. 7 of 2005. The QFC is not an offshore
center. It was created to provide both a venue for financial services firms to establish themselves within a
designated zone in the State of Qatar and to undertake and provide a broad range of activities, services,
and products. Companies licensed by the QFC can operate in local and other currencies. The QFC allows
for 100 percent ownership by foreign companies and all profits can be remitted outside Qatar. The QFC is
currently a tax free zone until April 2008. Article 17 of the QFC Law provides that after April 2008, the
Regulations may provide for the imposition, administration, and collection of all kinds of taxes and duties
within the QFC including without limitation taxes in relation to entities, individuals and corporate bodies
as well as businesses operating in the QFC and the wages, salaries, and benefits of employees working in
the QFC, and to set from time to time the level and method of calculation thereof and to provide
exemptions therefrom for such periods as may be deemed appropriate.

70. The legal and regulatory system of the QFC is implemented and administered by the following
QFC institutions:

. The QFC Regulatory Authority (QFCRA) which is the unitary financial services
regulator of the QFC;
o The QFC Authority (QFCA) which is responsible for developing the commercial strategy

of the QFC, is also responsible for supervising unregulated activities and establishing
relationships with the global financial community;

U The Appeals Body which is an independent body established to hear appeals against
decisions of the Regulatory Authority;

. The Tribunal (Civil and Commercial Court) which solves disputes relating to QFC
activities or events occurring in the QFC; and

o The CRO which is responsible for the incorporation and registration of companies and
other entities carrying on business in the QFC.

71. The QFCRA is responsible for the authorization of firms seeking to conduct Regulated Activities
in the QFC and for the on going supervision of those firms to ensure they remain in compliance with the
various QFC requirements, including AML/CFT requirements. The QFCRA as an independent body also
has power to discipline those firms and individuals that fail to comply with QFC requirements.

72. Within the QFC, there are two categories of Permitted Activities categorized as either Regulated
Activities or Non-Regulated Activities. The Permitted Activities as defined in Schedule 3 of the QFC
Law, which are also considered Regulated Activities, are as follows: (i) financial business, banking
business of whatever nature, and investment business, including (without limit) all business activities that
are customarily provided by investment, corporate and wholesale financing banks, as well as Islamic and
electronic banking business;(ii) insurance and reinsurance business of all categories;(iii) money market,
stock exchange and commodity market business of all categories, including trading in and dealing in
precious metals, stocks, bonds, securities, and other financial activities derived therefrom, or associated
therewith; (iv) money and asset management business, investment fund business, the provision of project
finance and corporate finance in all business fields and Islamic banking and financing business; (v) funds
administration, fund advisory and fiduciary business of all kinds; (vi) pension fund business and the
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business of credit companies; (vii) the business of insurance broking, stock broking, and all other
financial brokerage business; (viii) financial agency business and the business of provision of corporate
finance and other financial advice, investment advice and investment services of all kinds; and (ix) the
provision of financial custodian services and the business of acting as legal trustees.

73. The distinction between regulated activities and non-regulated activities is significant in that
firms conducting Regulated Activities require a license from the QFC Authority and authorization from
the QFCRA whereas firms conducting solely Non Regulated Activities only need a license from the QFC
Authority.

74. Permitted activities as defined in Schedule 3 of the QFC Law, which are not considered
Regulated Activities are as follows: (i) the business of ship broking and shipping agents; (ii) the business
of provision of classification services and investment grading and other grading services; (iii) business
activities of company headquarters, management offices and treasury operations and other related
functions for all kinds of businesses, and the administration of companies generally; (iv) the business of
providing professional services including but not limited to audit, accounting, tax, consulting, and legal
services; (V) business activities of holding companies, and the provision, formation, operation, and
administration of trusts and similar arrangements of all kinds; and (vi) the business of provision,
formation, operation and administration of companies.

75. A person who carries on any Regulated Activities and/or a person who conducts, and in so far as
they conduct, any of the following activities is considered a relevant person: (i) providing auditing,
accounting, tax consulting, legal, and notarization services; (ii) providing trust services by way of the
provision, formation, operation, and administration of trusts and similar arrangements; and (iii) providing
company services by way of the provision, formation, operation, and management of companies.

76. Any financial institution conducting financial activities in or from the QFC must be authorized by
the QFCRA. As of the mission date, there were 12 firms authorized and regulated by the QFCRA.

77. Although the majority of the regulated institutions have been authorized, only two have
commenced operations.

1.4  Overview of the DNFBP Sector

78. Casinos: Gambling is prohibited in Qatar and sanctioned under Article 275 of the Penal code.
According to Article 274 of the Penal code, gambling is “any game in which the probability of gain and
loss depends on luck and not on controlled factors and each party agrees to give the amount of money, in
case of loss, to the winning party”. Even if prices for the winners of camel and horse races are significant,
it is not considered as gambling because there is no betting on a winning party. Casinos or gambling are
not included in the activities permitted in the QFC according to the Schedule 3 of the QFC Law No. 7 of
2005.

79. Real Estate Agents: There are 970 companies acting in the real estate sector registered at the
Qatari Chamber of Commerce. The exercise of the profession of real estate agent is subject to the
provisions of the law on real estate brokerage. Real estate agents are licensed and monitored by the MEC
and have to be authorized by the real estate registration department of the MOJ. Buying or selling real
estate is not included in the activities permitted in the QFC according to Schedule 3 of the QFC Law

No. 7 of 2005, but it may be performed on an ancillary basis by professionals performing other activities.
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The real estate sector is growing rapidly and the recent possibility offered to foreigners to buy property in
some designated areas in Qatar constitutes a major development that will contribute to changing its
structure and functioning. Unless measures are taken, it may increase the risk of being abused by criminal
elements.

80. Dealers in precious metals and stones: There are 22 shops selling gold and 197 jewelers, all
licensed and supervised by the MEC. The 19 exchange houses licensed and supervised by the QCB are
also permitted to engage in the purchase or sale of precious metals and gold bullions. Concerning gold,
exchange houses may act as wholesalers for jewelers. Schedule 3 of the QFC Law No. 7 of 2005 provides
for dealing in precious metals as a permitted activity which, subject to the provisions of the QFC
Regulations shall be regulated activities. However, the QFC Financial Services Regulations do not
identify dealing in precious metals as a regulated activity despite the possibility offered by the Law.
Dealing in precious stones is therefore not identified as a permitted activity in the QFC. Consequently,
neither dealing in precious metals nor dealing in precious stones can be conducted in the QFC.

81. Lawyers: They are approved by the lawyer’s registration committee. The legal profession is
organized pursuant to the Law No. 23 of 2006 on Lawyers. There is no bar association, but there is an
association of lawyers with voluntary, but wide, membership. Pursuant to a resolution issued by the MOJ,
branches of international law firms may be authorized to work in Qatar. Their staff is constituted of
lawyers and legal advisers. Only Qatari citizens may be lawyers. Foreign citizens may act as legal
advisers. The division of disciplinary cases at the MOJ is competent to apply sanctions to the legal
profession. There are eight firms licensed by the QFCA that provide legal services.

82. Notaries: In Qatar, the notaries are civil servants, working for the MOJ, in charge of the
certification of real estate transactions. A total of nine notaries are working in the MOJ. Schedule 3 of the
QFC Law No. 7 0of 2005 does not list notaries as a permitted activity in the QFC. Accordingly, the
profession of notary as defined by the glossary to the FATF 40 Recommendations does not apply in
Qatar.

83. Accountants: They are registered and monitored pursuant to law No. 30 of 2004 by the legal
affairs department of the MEC. According to Article 5 of this law, an accountant should work in the
review of accounts at one of the accounting offices and practice main work in accounting or monitoring
accounts or inspection of accounts at one of the ministries or institutions, public or private authorities, or
companies. The business of providing professional services including audit and accounting is a permitted
activity in the QFC. There are two firms licensed by the QFCA to conduct auditing and accounting
services in the QFC.

84. Trust and company service providers (TCSP): In Qatar, trust and company service providers
are not registered as an identified business or profession. Although the authorities were not aware of the
presence of TCSP in the country, the mission found out, however, that there were several recently
established. Lawyers, accountants, and private companies may provide trust and company services. The
following table summarizes the activities performed by each profession. TCSP and accountants are
subject to the monitoring of the MEC. Lawyers and legal advisers are subject to the sanctions of the
division of disciplinary cases of the MOJ. All activities performed by trust and company service providers
are permitted under Part 2 of Schedule 3 of the QFC Law and are not activities regulated by the QFCRA,
other than in respect of AML/CFT requirements. The following table summarizes the professions that
currently accomplish the different trust and company services.
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Table 3. Professions Engaged in Trust and Company Services

Type of trust or company service

Profession that prepares or carries out
this service

Acting as a formation agent of legal persons

Acting as (or arranging for another person to act as) a director or
secretary of a company, a partner of a partnership, or a similar position
in relation to other legal persons;

Providing a registered office; business address or accommodation,
correspondence or administrative address for a company, a
partnership or any other legal person or arrangement;

Acting as (or arranging for another person to act as) a trustee of an
express trust;

Acting as (or arranging for another person to act as) a nominee
shareholder for another person.

Lawyers and Accountants (domestic
sector)
Non-regulated activity (QFC)

Lawyers
Non-regulated activity (QFC)

Companies and Lawyers (domestic
sector)
Non-regulated activity (QFC)

Lawyers (domestic sector)
Non-regulated activity (QFC)

Lawyers (domestic sector)
Non-regulated activity (QFC)

85. The following table summarizes the licensing and AML supervision process of the DNFBPs

present in Qatar:

Table 4. Licensing and AML supervision process of the DNFBPs

Supervision or Monitoring

DNFBP Licensing / Authorization .
/Sanction
Real estate agents MEC MEC
MOJ MOJ
Dealers in precious stones MEC MEC
Dealers in precious metals MEC MEC
QcB QcB
Lawyers Lawyer’s registration committee Division of disciplinary cases (MOJ)
(MOJ)
QFCA QFCRA (in respect of AML/CFT

Legal advisers MOJ (Authorization of a foreign law

firm and its staff).

Accountants MEC
QFCA
Trust and company service MEC
roviders
provi QFCA

requirements)

Division of disciplinary cases (MOJ)

MEC

QFCRA (in respect of AML/CFT
requirements)

MEC

QFCRA (in respect of AML/CFT
requirements)
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1.5  Overview of Commercial Laws and Mechanisms Governing Legal Persons and
Arrangements

86. Domestic Sector: Commerce in Qatar is regulated by the Commercial Companies Law (CCL)
No. (5) of 2002 amended by Law No. (16) of year 2006. Companies are created under the CCL on the
basis of a Memorandum of Agreement, which must contain, inter alia, the company name, address,
names of the partners/promoters, the object (activities to be conducted); and capital.

&7. The CCL provides for the following seven types of companies: (i) partnership company;
(i1) limited partnership; (iii) particular partnership; (iv) joint-stock company; (v) limited partnership by
shares; (vi) limited liability company; and (vi) individual company.

88. Bearer shares: Bearer shares are explicitly prohibited in Qatar pursuant to the CCL. The MEC,
which is in charge of the corporate registry, indicates however that it does not allow companies to issue
these instruments.

89. Beneficial Right Owner: In undertaking its due diligence, the MEC requires applicants to
produce personal identification documents and evidence of beneficial ownership.

90. Registration of companies in Qatar: The MEC is responsible for the registration of all business
in Qatar. Businesses are required to be registered in the commercial registry. MEC reports that, in
practice, businesses are registered prior to commencing operations and taking up occupation of premises.
This makes the ministry an important first line of defense in the fight against money laundering and
terrorist financing.

91. Trusts in domestic sector: The Qatari legislation does not provide for the creation of trusts or
other similar legal arrangements. At the time of the assessment, there was no information available that
would indicate that the private sector holds funds under foreign trusts and/or provides other trust services.
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Table 5. Number of Companies Registered in the Domestic Sector

Type of register Number Nature of company

Main 197 Partnership

Affiliate 276 Partnership

Main 39 Limited Partnership

Affiliate 121 Limited Partnership

Main 11,325 Joint-stock company

Affiliate 12,476 Joint-stock company

Main 389 Foreign Company

Affiliate 15 Foreign Company

Main 4 Individual Company

Main 2 Holding

Main 9,861 Foreign Company

Affiliate 10,560 Foreign Company

Main 47 Partnership limited by shares

Affiliate 45 Partnership limited by shares
45,357

Source: MEC, February 2007.

92. QFC: The QFC was established in 2005. It aims to provide a financial and business center to
attract international financial services institutions and multinational corporations wishing to participate in
Qatar’s growing economy

93. Article 11 of the QFC Law provides that corporations, individuals, businesses and other entities
may be approved, authorized or licensed to incorporate or establish in the QFC and to carry out permitted
activities in or from the QFC.

94. Article 27 of the Financial Services Regulations (FSR) provides that an application for
authorization to conduct regulated activities in the QFC may be made by a body corporate; a partnership;
or an unincorporated association

95. Similarly, Article 19 of the QFC Authority Regulations provides that the same type of entities
may apply for a license to conduct permitted activities in the QFC.

96. QFCRA Public Registers : The QFCRA Public Registers are a public record of previous and
current authorized firms, approved individuals or Waiver and Modification Notices

97. The Public Registers are provided online to enable users to conduct searches and print
information. The following QFC Authority Public Registers are also maintained on the QFC Website:
(i) licensed Firms; (ii) Companies Registration Office and (iii) approved auditors.
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98. Trusts in QFC: The QFCA has issued Regulation No. 12, dated February 28, 2007, which
enables the creation of trusts under the QFC laws (the QFC trusts). The regulation defines trusts as “a
right, enforceable solely in equity, to the beneficial enjoyment of property to which another person holds
the legal title” and is applicable to express trusts, charitable trusts, non-charitable trusts and trusts created
pursuant to law or judgment that requires the trust to be administered in the manner of an express trust.
There is no registration of trusts in the QFC.

1.6  Overview of Strategy to Prevent Money Laundering and Terrorist Financing
AML/CFT Strategies and Priorities

99. The Qatari authorities are very conscious of the potential reputational risk to Qatar posed by
money laundering and the financing of terrorism. Public officials and the private sector alike realize that
disreputable business leading to investigations and negative press would be damaging for Qatar. Domestic
cooperation on AML/CFT issues is facilitated by the NAMLC. Nevertheless, there is currently no overall
government policy on AML/CFT matters.

The Institutional Framework for Combating Money Laundering and Terrorist Financing
Ministries, Committees or other bodies to coordinate AML/CFT action

100.  National Anti-Money Laundering Committee (NAMLC). It is the competent government
authority in charge of drawing the AML/CFT policy of the State of Qatar. The NAMLC was established
in 2002 under the presidency of the Deputy Governor of the QCB to ensure coordination amongst the
authorities involved in AML. In accordance with Article 8 of the AML Law, it comprises two
representatives of the MOI, including the director of the General Administration of Passports (Vice
President of the NAMLC), a representative of the Ministries of Civil Service Affairs and Housing, MEC,
Finance and Justice, as well as an additional representative of the QCB and of the Customs and Ports
General Authority. Although not specified in the AML Law, the State Security Bureau (which is an
independent body that reports directly to the Emir) is also represented in the NAMLC. The statutory
functions of NAMLC are the following: to prepare, adopt, and follow-up the implementation of AML
plans and programs; to ensure coordination among the competent entities in order to implement the
provisions of the legislation and agreements related to AML issues; to follow international ML trends;
propose the necessary measures in this regard; and prepare the necessary reports, statistics and data on
AML efforts (Art. 9 of the AML Law).

101.  Coordination committees for the fight against terrorism. A first coordination committee was
established in January 2002 in the form of an interdepartmental committee for the coordination of the
implementation of the UN resolutions on the fight against terrorism. It comprised representatives from the
Ministries of Civil Service Affairs and Housing, Finance, Economy and Commerce, Interior, and Justice,
as well as representatives from the Ministry of Awqaf and Islamic Affairs, the QCB (which is represented
by the FIU), and the Chamber of Commerce and Industry. The original mandate of the first coordination
committee covered the implementation of UNSCR 1373. It was subsequently enlarged in order to
encompass coordination in the implementation of all UN resolutions on terrorism (Council of Ministers’
decisions of January 12, July 7, and July 21, 2002). In 2007, the committee was replaced by a new one,
the National Committee for Fighting Terrorism (NCT), by decision of the Council of Ministers dated
March 26, 2007. The NCT is composed of representatives from the MOI, the Qatar Armed Forces, the
State Security Bureau, the Internal Security Force, the Ministry of Civil Service and Housing Affairs, the
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Ministry of Finance, the MEC, the MOJ, the Ministry of Endowment and Islamic Affairs, the General
Secretariat of the Council of Ministers, the QCB, the General Authority of Customs and Ports, and of the
Qatar Chambers of Commerce and Industry (Article 1 of the abovementioned decision). Its main
functions are to make plans and programs to fight terrorism, to coordinate national efforts in the
implementation of the obligations arising from UNSCR 1373, and to take action to implement the
obligations set out in the international conventions against terrorism to which Qatar is a party (Article 3 of
the same decision). The implementation of other relevant UN resolutions, and in particular of

UNSCR 1267 and its successor resolutions, does not fall within the remit of the new NCT and is currently
unaddressed.

102.  MOI: According to Article 20 of the AML Law, the Minister of Interior, in coordination with the
Governor of the QCB and on the basis of a proposal by the NAMLC, shall issue the executive resolutions
of the provisions of this law. The ECPD is the department within the MOI in charge of ML investigations.
The ministry has other functions that have impact on the AML/CFT framework, including the issuance of
residence/work permit to every foreigner residing in Qatar, the issuance of a personal identification
number to both foreign national and Qatari citizens, and the authorization to sell gold.

103.  Ministry of Civil Service Affairs and Housing. The ministry houses the Coordination
Committee on the implementation of the UN resolutions on the fight against terrorism. It is also in charge
of the regulation of private institutions and associations. As registration authority, the Ministry of Civil
Service Affairs and Housing has information on the general evolution and size of the NPO sector.

104.  MOJ. The real estate registration department of the MOJ is competent for the authorization of
real estate agents. Certification of real estate transactions is done by notaries, which are civil servants,
working for the MOJ. Another department of the ministry, the lawyer’s registration committee, is in
charge of approving lawyers and authorizing branches of international law firms and their staff of legal
advisers to work in Qatar. The division of disciplinary cases at the MOJ is the competent authority which
applies sanctions to the legal profession.

105. MEC. Is in charge of the supervision of insurance companies and agents, all DNFBPs active in
Qatar except lawyers and legal advisers, as well as all other types of companies in the domestic sector.
The Minister is empowered to enact all regulations (or amendments, modifications to, or repeal of
existing regulations) submitted to him by the QFC Authority, the QFC Regulatory Authority, and the
QFC Appeals Body.

106.  Ministry of Foreign Affairs (MOFA). The ministry is the recipient of the UNSCR 1267 lists
and the 1373 requests which it forwards to the coordination committee on the implementation of the UN
resolutions on the fight against terrorism.

Law enforcement, criminal justice, and operational agencies

107.  PPO: The principal authority in the investigation of ML/FT cases is the public prosecutor’s
office. It controls the primary conduct of ML/FT investigations and confiscation actions. Investigation
officers act under the supervision of the General Prosecutor. They have broad powers to investigate
crimes, search the perpetrators and collect all the necessary evidence.

108.  ECPD (MOI): The work of the ECPD is regulated by Resolution No. 29 of 2004 issued by the
MOI affairs on July 28, 2004. The ECPD, affiliated with the director of criminal investigation
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department, is specialized in the investigation of ML and other offenses such as e-crimes, counterfeiting,
and falsification of currency.

109.  Department of International Cooperation (MOI). The department of international cooperation
receives and requests police information from its foreign counterparts. Its other functions include
preparing and participating in local, regional and international conferences, implementing, in coordination
with other competent authorities, international resolutions and recommendations, as well as developing
and enhancing the cooperation with regional and international organizations.

110.  SSB. It is an independent body established in 2003 that reports directly to the Emir. The SSB is in
charge of the investigation into terrorism and financing of terrorism offenses.

111.  General Directorate for Customs and Ports (GDCP): It is an independent agency responsible
for monitoring for economic and excise purposes the national territory and borders of Qatar. It includes
monitoring the movement of currency at borders (land, ports, and airports).

112.  FIU. The Qatari FIU is an administrative unit established pursuant to Resolution 1 of 2004 issued
on August 8, 2004 on “the creation of the Financial Information Unit and the approval of its
organizational structure” by the President of the NAMLC. The AML Law gives the coordinator of the
NAMLC the competence to receive reports related to suspicions of money laundering crimes from the
competent parties and taking the legal measures pertaining to them and to follow up on the measures of
tracking, collecting information, and investigations carried out by the competent parties.

Financial Sector Bodies

113.  QCB. The QCB establishes the licensing requirements for banks, investment companies, finance
companies and exchange houses. It is also empowered with the responsibility to supervise and control
said institutions, including with respect to ML. The Governor of the QCB has the power to freeze
accounts, assets, and properties suspected of or linked to money laundering offenses. The Deputy
Governor of the QCB is the president of the NAMLC. The QCB also houses the FIU. Access to all
information covered by the banking secrecy requires a prior authorization of the Governor of the QCB,
except to those institutions authorized and operating out of the QFC, where their own banking secrecy
requirements apply.

114. DSM. The commission is the supervisor for the brokerage companies within the Doha Securities
Market, which is the principal stock market of Qatar. The market was founded in 1997 by the decree law.

115.  QFCA. The QFCA is responsible for developing the commercial strategy of the QFC and
establishing relationships with the global financial community. It proposes regulations for enactment by
the MEC. The QFCA is responsible for the licensing process of firms conducting non regulated activities
in the QFC.

116. QFCRA. The QFCRA is the unitary financial services regulator of the QFC. It is responsible for
the authorization of firms seeking to conduct Regulated Activities in the QFC and for the ongoing
supervision of those firms to ensure they remain in compliance with the various QFC requirements,
including regulating licensed firms in respect to AML/CFT requirements. The QFCRA as an independent
body has power to discipline those firms and individuals that fail to comply with QFC requirements. The
QFCRA is also able to propose regulations for enactment by the minister of economy and commerce.
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Non-Profit Organizations

117.  Qatar Authority for Charitable Activities (QACA). This organization was created in 2004. It
is the authorizing and supervisory authority for the charities in the domestic sector.

Approach Concerning Risk

118.  Qatar has not adopted an overall risk-based approach to its AML or CFT framework and the
authorities have not conducted an overall assessment of the ML and TF risks that exist in Qatar. The
current AML/CFT legal and supervisory framework has, therefore, been developed without considering
ML/FT risks.

119.  In the domestic sector, the QCB is the only supervisory authority that has adopted a risk-based
approach to both prudential and AML/CFT supervision which was at a very early stage of implementation
at the time of the on-site visit. The new approach had been implemented only once. Supervisory
authorities like the DSM and the MEC have not established a risk-based approach to AML/CFT
supervision. There are no reduced or simplified customer due diligence measures in place for financial
institutions in the domestic sector.

120.  The QFC AML Regulations have been drafted in accordance with a risk-based approach and
proportionate anti-money laundering systems and controls. Article 15 of the QFC AML Regulations
specifically requires that a relevant person must ensure that it adequately addresses the specific money
laundering risks which it faces taking into account the vulnerabilities of its products, services, and
customers. Enhanced due diligence is required for higher-risk areas of money laundering as detailed in
Appendix 2 of the AML Rulebook.

Progress since the last IMF/WB assessment or mutual evaluation

121.  Qatar underwent a mutual evaluation by the FATF/GCC in 2001. The evaluation team visited
Qatar from May 21-23, 2001. The mutual evaluation was based on the then existing FATF 40
Recommendations. The Special Recommendations on Terrorist Financing had not been adopted by the
time of the on-site visit and the mutual evaluation also pre-dated the adoption by the FATF, IMF and the
World Bank of a methodology for assessing compliance with the FATF 40+9. Qatar’s Mutual Evaluation
Report was adopted by FATF in June 2002.

122.  The main deficiencies identified in the Mutual Evaluation Report were as follows:

U Legislation: There was no specific money laundering offense in the Qatari Penal Code.
Moreover, the existing legislation on confiscation and provisional measures was
inadequate for dealing with money laundering. Article 43 of the Narcotic Drugs Law No.
9 of 1987 only dealt with narcotics-related funding and failed to cover individuals, other
than the perpetrator or his family, who may have acquired, transferred, or retained such
funds. With regard to freezing or seizing of funds or property, the QCB was the only
authority with the power to take such an action.

U Financial sector: Anti-money laundering measures for the financial sector were
essentially based on requirements imposed by the QCB through Circular No. 33 of 1999.
Customer identification provisions did not require financial institutions to take steps to
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determine the true identity of persons on whose behalf a transaction was conducted when
there were doubts as to whether a customer was acting on his own or another’s behalf.
The Department of Commercial Affairs of the Ministry of Finance, Economy and
Commerce had implemented certain anti-money laundering measures regarding insurance
and securities, although those for securities were less comprehensive than those contained
in QCB regulations.

° Reporting of STRs: There were also several weaknesses in the obligation for reporting
suspicious transactions. The QCB reporting requirement was weak in that it required
reporting only when the institution detected “crime or money laundering attempts rather
than suspicions of money laundering. The configuration of the reporting chain was also a
potential weakness. The fact that the QCB received the report and passed it to the MOI
seemed to be an additional layer in the reporting chain that did not improve the overall
efficiency of the system.

123.  International cooperation: Extradition for money laundering was not possible and the Qatari
authorities were not permitted to honor foreign requests for imposition of provisional measures against
funds or property located in Qatar. Authorities were also not allowed to provide information on
suspicious transactions to foreign requesters.

124.  Since last evaluation, several laws and regulations have been amended or enacted, in particular
the AML Law and the CT Law which also incriminates, to a certain extent the financing of terrorism.
However, the FATF standard has undergone significant changes since Qatar was last assessed and the
AML Law was enacted. Moreover, the FATF standard now requires that key measures be contained in
laws, regulations, or other enforceable instruments and that the effective implementation of the measures
in place also be assessed. Accordingly, the progress made by the authorities since the last assessment has
been over-shadowed in many areas by the stricter requirements of the new standard.
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2 LEGAL SYSTEM AND RELATED INSTITUTIONAL MEASURES
2.1 Criminalization of Money Laundering (R.1 & 2)
2.1.1 Description and Analysis

125.  Qatar criminalized money laundering in 2002 with the adoption of Law (28) of 2002 (the AML
Law). It amended the money laundering offense in 2003 through Decree Law (21) of 2003 in order inter
alia to include terrorist crimes in the list of predicate offenses.

126.  The provisions of the AML Law remain untested by the courts. One prosecution has been
conducted on the basis of the AML Law in 2006 but was subsequently abandoned when it was established
that the source of the funds was legitimate.

127.  In some instances, the text of the law is vague both in the original Arabic version and in the
English translation (see for example the exact scope of the ML offense). As it is not a common legislative
practice in Qatar to supplement draft laws with any type of explanation or guidance, there is no
explanatory note that would assist the assessors and the authorities in understanding the ratio legis of the
dispositions of the AML Law. Since the courts have not yet applied the AML Law, there is no case law
either that would clarify the possibilities offered and boundaries imposed by the law in money laundering
prosecutions and trials.

128.  Criminalization of Money Laundering (c. 1.1 - Physical and Material Elements of the
Offense). Qatar has ratified the 1988 United Nations Convention against Illicit Traffic in Narcotic Drugs
and Psychotropic Substances (the Vienna Convention) on May 4, 1990. It criminalized illicit traffic in
narcotic drugs through Law (9) of 1987 (as amended by Law (7) of 1998 and subsequent laws) which
pertains to combating drugs and psychotropic substances, and regulates their use and trade. The latest
amendment to the law limited the illicit drug trafficking offense to “dangerous” drugs. The purpose of this
amendment was to exclude from the scope of the law the latest medicinal drugs that may contain extracts
of the substances covered by the law. This amendment was reflected in the AML Law, where the word
“dangerous” was added to the predicate offense dealing with illicit drug trafficking.

129.  Qatar has not ratified the 2001 United Nations Convention against Transnational Organized
Crime (the Palermo Convention) but the ratification process was underway at the time of the assessment.
Organized crime, domestic and/or transnational, is not an offense under the Qatari legislation unless its
purpose is to commit a terrorist crime (Articles 3 and 7 of the Law (3) of 2004 on combating terrorism).

130.  Articles 3(1)(b) and (c) of the Vienna Convention and 6(1) of the Palermo Convention require
countries to establish as a criminal offense the following intentional acts (material elements): the
conversion or transfer of proceeds; the concealment or disguise of the true nature, source, location,
disposition, movement or ownership of, or rights with respect to proceeds; and, subject to the
fundamental or constitutional principles and basic concepts of the country’s legal system (Article 2(1) of
the Vienna Convention and Article 6(1) of the Palermo Convention), the acquisition, possession or use of
criminal proceeds (Article 3(1)(b) (i)—(ii) of the Vienna Convention and Article 6(1)(a)(i)—(ii) of the
Palermo Convention). They furthermore require participation in, association with or conspiracy to
commit, attempts to commit, and aiding, abetting, facilitating and counseling the commission of any of
the foregoing to be included in the offense (Article 6(1)(b)(iii) Palermo).
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131.  The English version of Article 2 of the AML Law (as amended by Article 1 of the Decree Law
(21) of 2003) provides that “he who commits any of the following acts shall commit a money laundering
crime: Any person who earns, possesses, disposes of, manages, exchanges, deposits, adds, invests,
transports, or transfers funds obtained from the crimes of drugs and dangerous psychotropic substance;
extortion and looting; forgery, counterfeiting and imitation of notes and coins; illegal trafficking in
weapons, ammunitions and explosives; crimes related to environment protection; or the crimes of
trafficking in women and children; or the crimes considered by law as terrorist crimes, with the intention
of hiding the real sources of the funds and show that their source is legal. Any employee in the financial
institutions who receives cash amounts or securities, transfers or employs such amounts in financial or
banking transactions, knowing or having a reason to believe that such amounts resulted from one of the
crimes stipulated in the previous paragraph.”

132. By providing that the money laundering offenses applies to any person who earns, possesses,
disposes of, manages, exchanges, deposits, adds, invests, transports, or transfers funds obtained from the
predicate crimes, the law covers a broad range of material elements.

133.  However, the material application of the offense is narrowed down by the mental prerequisite: the
money laundering offense only applies to the acts conducted with the intention of “hiding the real sources
of the funds and show[ing] that their source” is legitimate. While one could argue that this also captures
the concealment or disguise of the true nature of the funds, one cannot infer from the text of the law that
the money laundering offense extends to acts aimed at concealing or disguising the location, the
disposition and movement of the funds, nor their ownership. Accordingly, the acts carried out with the
intention of hiding the location of the funds and/or the way that they were disposed of, as well as those
carried out with a view to helping a person (the author of and/or any participant in the predicate offense)
evade criminal liability for the crime that generated the proceeds would not fall within the scope of the
money laundering offense if they do not also serve the purpose of concealing the illegitimate source of the
funds. Consequently, the scope of the money laundering offense is too limited to address all the aspects
covered in the Vienna and Palermo Conventions.

134. Tt is unclear whether the legislator intended to limit the scope of the offense in such a way or
whether this is merely the result of unfortunate legal drafting. Discussions with the law enforcement
agencies to establish whether, notwithstanding the text of the law, the authorities would prosecute acts
aimed, for example, solely at protecting the persons involved in the crime from criminal liability, but
proved inconclusive. These discussions also revealed that the authorities’ understanding of the
requirements set out in the Vienna and Palermo Conventions was limited. There is, therefore, a risk that
the authorities would apply Article 2 of the AML Law stricto sensu and that they would consider that
intentional acts aimed at concealing aspects other than the illegitimate source of the funds do not
constitute money laundering.

135. The Laundered Property (c. 1.2). Article 2 of the AML Law refers to “proceeds” of the listed
predicate crimes, which are defined as “any funds or property earned directly or indirectly by committing
one of the crimes stipulated in this law” (Article 1 of the AML Law).’ This definition is broad enough to

* The English translation of the AML Law is slightly inconsistent with respect to the proceeds of crime in the sense
that the money laundering offense (Art. 2 of the AML Law) refers to “funds obtained from” the listed predicate
crimes, while the list of definition (Art. 1) only defines “proceeds” and not “funds obtained from crime”. The
original Arabic version, however, is more precise; both Article 1 and 2 refer to “proceeds”. Arabic being the only
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cover all types of property listed in the Vienna and Palermo Conventions. It was also confirmed during
discussions with the relevant authorities (and with the public prosecution in particular) that, although this
definition has not been tested in court, the authorities’ interpretation of the AML Law and their
understanding of “proceeds” in the general context of the Qatari criminal laws is that it covers all assets
derived directly or indirectly from crime, including assets of every kind, whether corporeal or incorporeal,
movable or immovable, tangible or intangible, and legal documents or instruments evidencing title to, or
interest in, such assets.

136.  Proving Property is the Proceeds of Crime (c. 1.2.1). Article 11 of the AML Law provides that
the investigation of a money laundering offense may be conducted independently from the investigation
of the predicate offense. No mention is made of the need, or lack thereof, for a conviction for the
predicate offense to secure a conviction for money laundering. When questioned whether the distinction
between the two crimes could extend beyond the investigation stage and enable the prosecution of money
laundering independently from that of the predicate offense, the public prosecutors and judges responded
that while investigations may be conducted separately and independently, a clear link has to be
established at the prosecutorial stage between the two crimes. The initial discussions revealed some level
of confusion as to whether a conviction for the predicate offense was the only means by which the
necessary link could be established, but further discussions suggested that this was not the case. Indeed,
the authorities maintain that a conviction for money laundering is possible even in the absence of a prior
conviction for the predicate offense and that circumstantial evidence that assets have been criminally
acquired would be sufficient to apply the money laundering offense.

137.  The Scope of the Predicate Offenses (c. 1.3). Qatar adopted a list approach by enumerating, in
Article 2 of the AML Law (as amended in 2003), the predicate offenses to money laundering. The list
contains only seven predicates and therefore does not cover all the categories of offenses designated in the
FATF Glossary. The predicate offenses listed and the legal basis for their criminalization are:

° Crimes of drugs and dangerous psychotropic substances: Law No. 9 of 1987 (as amended
by Law (7) of 1998) pertaining to combating drugs and psychotropic substances and
regulating their use and trade. The term “dangerous” was added both in the AML Law
and the Law (9) of 1987 in order and exclude from the scope of both laws medicinal
substances that include some amount of “drugs” in their composition.

. Forgery, counterfeiting and imitation of notes and coins: Article 218-226 of the Criminal
Code. The standard sanctions vary between five and fifteen years of imprisonment and a
fine but may go up to life imprisonment if the offense resulted in a reduction of the
national currency rate.

o Illegal trafficking in weapons, ammunitions, and explosives: Articles 38—54 of Law (14)
of 1999 on weapons, ammunition, and explosives. The sanctions applicable range from
several months imprisonment and a fine to several years of imprisonment and a fine.

o Terrorist crimes: Article 1 and following of Law No. 3 of 2004 on Combating Terrorism
(CT Law). According to the authorities, the notion of “terrorist crimes” under Article 2 of

official language in Qatar, the Arabic version prevails and the inconsistency in the English translation has no bearing
on the assessment.
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the AML Law covers all the crimes listed in the CT Law, including the terrorist financing
offense of Article 4 of the CT Law, and not only those that are specifically referred to as
“terrorist crimes” under Article 1 of the CT Law.

° Extortion and looting: Article 352 of the Criminal Code. The basic sanction is
imprisonment for up to three years.

138.  The choice of predicate offenses in the AML Law appears somewhat arbitrary in the sense that it
does not reflect all the main proceeds generating crimes that occur in Qatar. While the authorities did not
provide the assessors with comprehensive statistical information on the types of crimes investigated,
prosecuted, and sentenced in Qatar, they did mention on a number of occasions that the most frequent
proceeds generating crimes are drug trafficking, credit card fraud and corruption, counterfeiting of
currency and counterfeiting and piracy of goods, insider trading and market manipulation. Article 2 of the
AML Law covers drug trafficking and counterfeiting of currency, but it does not cover fraud, corruption,
counterfeiting and piracy of goods, insider trading and market manipulation. This proved too limitative in
practice: the public prosecutor’s office received six potential money laundering cases from 2002 to 2006
but had to abandon five of them because the underlying offense was not listed under Article 2 of the AML
Law.

139. In addition to the offenses listed above, Article 2 of the AML Law also mentions crimes related to
the protection of the environment and trafficking in women and children as predicate offenses, but neither
of these conducts is criminalized under Qatari laws. Without clear criminalization and definition of the
material and mental elements of these conducts, their inclusion in the list of predicate offenses to money
laundering is pointless.

140.  The following categories of offenses designated by FATF are not included in the Qatari AML
framework: (i) murder and grievous bodily injury; (ii) participation in an organized criminal group and
racketeering; (iii) trafficking in human beings and migrant smuggling; (iv) sexual exploitation, including
sexual exploitation of children; (v) illicit trafficking in stolen and other goods; (vi) corruption and bribery;
(vii) fraud; (viii) counterfeiting (other than that of currency)and piracy of products; (ix) environmental
crime; (x) kidnapping, illegal restraint and hostage-taking; (xi) robbery or theft; (xii) smuggling; (xiii)
forgery; (xiv) piracy; and (xv) insider trading and market manipulation.

141.  The limited list of predicate offenses entails that the Qatari authorities are not in a position to
prosecute and sanction money laundering cases to the extent required by the standard.

142.  Threshold Approach for Predicate Offenses (c. 1.4): This criterion is not applicable since the
Qatari authorities opted for a list approach.

143.  Extraterritorially Committed Predicate Offenses (c. 1.5):Unless a person was already
convicted or acquitted for the same facts by a foreign state, the Qatari courts maintain their jurisdictions
over crimes committed abroad in a number of circumstances: when the crime occurred partially or totally
in Qatar; when a crime or a felony (or misdemeanor) was committed in Qatar but occurred partially or
totally outside Qatar and is criminalized in both countries; when the crime was directed against the
internal or external security of the State of Qatar or in case of falsification and imitation of Qatari official
documents, seals, marks, stamps and currency of the State of Qatar and possession or promotion of these
falsified currencies; when a person committed or participated in drug trafficking, trafficking of human
beings, piracy or international terrorism (Articles 16, 17 and 18 of the Criminal Code).
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144.  Consequently, crimes other than those directed against the security of the State, falsification of
official documents and currency, possession or promotion of falsified documents and currency, drug
trafficking, trafficking in human beings, piracy and international terrorism have to occur or be committed,
at least partially, in Qatar. The authorities have no jurisdiction over predicate offenses that were entirely
committed in another country, even if there is dual criminality.

145.  In the absence of dual criminality on the predicate offense, money laundering charges cannot be
brought before the Qatari courts. Considering the limited number of predicate offenses under Qatari law,
this severely limits the authorities’ ability to investigate and prosecute money laundering cases.

146. Laundering One’s Own Illicit Funds (c. 1.6). The AML Law does not distinguish self-
laundering from third party laundering and there appears to be no constitutional or fundamental principle
of Qatari law that would preclude the application of the money laundering offense to the person who
committed the predicate crime. This view was shared by the authorities during the on-site visit:
Representatives from the public prosecutor’s office and the courts maintain that self-laundering may be
prosecuted to the same extent as third-party laundering. In the absence of any specific impediments to
prosecute self-laundering, this approach is fully in line with the standard.

147.  Ancillary Offenses (c. 1.7). The Criminal Code addresses the ancillary offenses in a
comprehensive way by providing for several forms of participation that are applicable to all crimes,
including money laundering. It distinguishes the “committer” of an offense from the “participant.” The
“committer” of a crime is the person who: conducted one or all of the acts constituting the crime;
provided assistance in the execution of the crime and was present at the moment of the crime; or “used
other persons by any means to execute” the crime (Article 38 of the Criminal Code). The “participant” in
a crime is whoever “prompted another person to commit” a crime and had a direct effect on the
commission of the crime, “agreed with another person to commit the crime which was carried out on the
basis of this agreement, as well as whoever intentionally gave the perpetrator “a weapon, machines, or
anything else used in committing the crime,” or helped him in any other way to prepare, facilitate or
complete the commission of the crime (Article 39 of the Criminal Code). According to the authorities,
conspiracy and counseling are covered respectively by the notions of “agreement to commit a crime” and
“help in any other way.” The authorities took a tough stance on participation with the recent amendment
to the Criminal Code which provides that, unless a specific law mentions otherwise (which the AML Law
does not), the participants in a crime are subject to the same penalties as the main authors of the crime
(Article 40 of the Criminal Code).

148.  With respect to money laundering, Article 3 of the AML Law specifically provides that any
person who, by virtue of his professional position, obtains information related to a money laundering
crime and does not take the legal measures prescribed by the law commits a “crime related to the money
laundering crime.”

149.  The attempt to commit a felony (i.e., a crime punished by death, life imprisonment, or a
maximum imprisonment sentence of more than three years; Article 22 of the Criminal Code) or
misdemeanor (i.e., a crime punished by a maximum imprisonment sentence of three years at the most
and/or a fine of no more than one thousand Riyals; Article 23 of the Criminal Code) is also an offense.
The notion of attempts covers situations where a person started an act with the intention to commit a
felony or a misdemeanor, but then brought his or her action to an end, or was stopped against his or her
will (Article 28 of the Criminal Code). The sanctions applicable to the attempt to commit a felony are: life
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imprisonment when the penalty of the crime is a death sentence; imprisonment for a period between five
and fifteen years, if the penalty for the completed crime is life imprisonment; and imprisonment for not
more than half the imprisonment sentence applicable to the completed crime (Article 29 of the Criminal
Code). The law also specifies the cases where the attempt to commit a misdemeanor is sanctioned as well
as the applicable penalty (Article 30 of the Criminal Code). The mere intention to commit a felony or
misdemeanor is not sanctioned (Article 28 of the Criminal Code).

150.  The provisions of the Criminal Code on the attempt and the various levels of participation are
sufficiently broad to cover all the aspects required by the standard and to ensure that all persons involved
in a money laundering crime may be prosecuted.

151.  Additional Element (c.1.8). The Criminal Code requires dual criminality for the underlying
offenses in all cases (Articles 16 and 18 of the Criminal Code). Consequently, the money laundering
offense does not apply when the proceeds derive from a conduct that occurred in another country if it is
not an offense in the other country, even if it would have constituted a money laundering offense had the
predicate crime occurred in Qatar.

152.  Liability of Natural Persons (c. 2.1). The money laundering offense applies to natural persons
who intentionally engage in money laundering activities. The Criminal Code provides that the moral
element of an offense consists of the intent and the “fault”, which it defines as follows: the intent is the
will of the committer to commit an act or abstain therefrom, in order to produce the result which is subject
to penalty; the fault is available when the result sanctioned by the law “happens because of the fault of the
committer, whether this error was due to negligence, carelessness, [lack of caution], rashness or non-
complying with the law of the lists”. It also specifies that the “committer shall be asked for the crime
whether committed on purpose or by error, if the law [did not] stipulate the intent openly” (Article 32 of
the Criminal Code). This last part would tend to indicate that, in the case of money laundering, where
Article 2 of the AML Law specifically refers to the intention of concealing the source of funds, the
“fault”, or recklessness, would not be sanctioned. From the explanations provided during the on-site visit,
it also appeared that, regardless of the wording of the money laundering offense, only the actual
knowledge is sanctioned and it does not extend the dolus eventualis. This, however, is not required by the
standard. It results from the above that the Qatari Criminal Code and AML Law are in line with the
standard on this point.

153.  The Mental Element of the ML Offense (c. 2.2). Pursuant to Article 232 of the Criminal
Procedure Code, the principle of free evaluation of the evidence applies. The prosecution does not have to
bear the burden of demonstrating actual knowledge of the illicit nature of the proceeds; the judges may
freely appreciate the evidence before them and may infer the mental element of the offense from objective
factual circumstances.

154.  Liability of Legal Persons (c. 2.3). The Criminal Code provides that legal persons may be held
liable for the crimes committed by their representatives, managers and agents acting in their name
(Article 37). Article 14 of the AML Law also explicitly extends the criminal liability for money
laundering to legal persons by providing that the legal person “shall be fined an amount not less than the
value of the instrumentalities, returns and proceeds of the crime” and that an order may be issued to
cancel or suspend the legal person’s license. While Article 14 of the AML Law has not been tested before
the courts, legal entities have been sanctioned for other crimes under the general provisions of the



Annex 130

39

Criminal Code, which indicates that the prosecution and the criminal courts are, in practice, familiar with
the concept of corporate liability.

155.  Liability of Legal Persons should not preclude possible parallel criminal, civil or
administrative proceedings (c. 2.4). Article 14 of the AML Law clearly specifies that sanctioning the
legal entity does not prevent the authorities from sanctioning the individual who committed the crime.
According to the authorities, parallel administrative or civil sanctions against the corporate entity may
also be applied.

156.  Sanctions for ML (c. 2.5). Pursuant to Article 13 of the AML Law, the money laundering
offense is sanctioned by imprisonment of no more than seven years and by a fine of no less than fifty
thousand Qatari Riyals (approximately US$13,700) and no more than the value of funds, subject of the
crime. As mentioned above, the same sanctions apply to the participant in a money laundering offense.
The law also provides that the person who obtains information related to a money laundering crime by
virtue of his profession and does not take the legal measures prescribed by the AML Law shall be
punished by imprisonment of no more than three years and by a fine of no more than ten thousand Qatari
Riyals (Articles 3 and 13 of the AML Law). In both cases, the sanctions shall be doubled if the crime is
committed by two or more persons acting in collaboration as well as in case of recidivism. A person is
considered a recidivist if he or she commits a similar crime “within five years before the end of term of
the sanction or before the prescription of this sanction.” The sanctions set out in the AML Law appear to
be dissuasive and proportionate. It is also specified that, in any event, and without prejudice to the rights
of bona fide third parties, the Court shall order the confiscation of the instrumentalities and proceeds of
the crime.

157.  Effectiveness and Statistics. Between 2004 and 2006, a total of 82 investigations into potential
ML cases were led by the ECPD. All cases resulted from STRs, as indicated in the table below. In all
cases, the investigations indicated that the origin of the funds was legitimate.

Table 6. ML Investigations Conducted by the ECPD

Reporting entity and case description Number of cases

Banks 2004 2005 2006

1. Inflow of large financial remittances which are transferred abroad after 1 - -
dividing them into small amounts.

2. Transfer of large amounts of money abroad through the bank without 1 - -
knowing their source

3. Deposit of large amounts of money in the account in a manner that is not 9 10 9
proportional to the individual's monthly income

4. Inflow of financial remittances from abroad through the bank without 1 5 4
knowing their source

Exchange Houses

5. Transfer of large amounts of money abroad through Exchange Houses 5 20 8
6. Inflow of financial remittances from abroad throuah Exchanae Houses - - 1
Outlets
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7. Seizure of large amounts of money possessed by people trying to leave - 4 1
the country

Other methods

8. Request the opening of an account at the Bank in order to transfer large 1 - -
amounts of money

9. Attempting to convince someone of receiving the remittance and - 1 1
transferring it again

Total 18 40 24

158.  The PPO led the inquiry into a ML case on one occasion but it was then established that there was
no money laundering activity and the case was therefore closed. The prosecution received five further
cases of potential money laundering, but was unable to start an inquiry because the underlying crimes
were not listed as predicate offense to money laundering under Article 2 of the AML Law.

159.  The following information pertains to the prosecutions conducted in 2006 with respect to the
money laundering offense and the (FATF) predicate offenses (without a money laundering component):

Table 7. Prosecutions Conducted in 2006

Type of offense Number | Action take/outcome
Bribery, Embezzlement - Total: 33
Money Laundering 1 Nolle prosequi
Bribery 4 Nolle prosequi
6 Transfer to Criminal courts
2 In process
Embezzlement of Public funds 6 Nolle prosequi
5 Transfer to Criminal courts
6 In process
Embezzlement & Bribery Nolle prosequi
1 Transfer to Criminal courts
1 In process
Breach of Contract 1 In process
Environmental Crimes - Total: 370
Passing in restricted places 15 Nolle prosequi
Throwing litters 88 Transfer to Criminal courts
Hunting in public places 267 In process
Drugs’-Total: 249
Possession 166 Transfer to Criminal courts
Trafficking 83 Transfer to Criminal courts
Explosives: Total: 1; Suspect unknown
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Offense against the security of the State: Total: 8
Terrorist Act: Explosives 1 In process
Manufacturing explosives and 1 In process
training someone to use it
Constitution of a group intending to 3 In process
commit terrorist acts against the 1 Incrimination: 10 years of imprisonment
State of Qatar
Possession of arms intending to 1 Incrimination: 2 years
commit terrorist act
Unlawful seizure of an aircraft 1 In court
lllegal possession of Guns and weapons — Total 22
Total 6 Nolle prosequi
12 Transfer to Criminal courts
4 In process
Traffic of Counterfeited currency — Total 11
Total 5 Nolle prosequi
1 Transfer
5 In process
Counterfeited currency — Total 5
Total 3 Nolle prosequi
1 Transfer
1 In process

160.  No similar statistics were provided for the previous years, but, as mentioned above, the
assessment team was informed that the (unsuccessful) prosecution for money laundering indicated in the
table, was the only led so far. Consequently, even though the money laundering offense has been in force
since 2002, and despite the occurrence of several of the predicate offenses in the State of Qatar, no money
laundering charges have been brought before the courts.

161.  As mentioned above, the money laundering offense only applies to a limited number of predicate
offenses. This (and the fact that the source of the funds may indeed have been legitimate) explains the low
number of investigations and prosecutions for money laundering but only partially: the assessment team
found that, despite their willingness to fight money laundering effectively, the law enforcement
authorities, as is often the case in countries which, like Qatar, have a recent AML/CFT system in place,
lack sufficient understanding of the money laundering typologies and of the AML Law to be in a position
to use the tools at their disposition to the fullest extent.

2.1.2 Recommendations and Comments

162. The AML Law provides for the basic elements of the money laundering offense but still suffers
from major shortcomings, in particular with respect to the limited number of predicate offenses, and does
not enable the authorities to prosecute money laundering in a fully effective way.

163.  The authorities are recommended to:

. Amend the AML Law to clarify and extend the scope of the money laundering offense in
order to cover all intentional acts aiming to conceal or disguise not only the source of the
funds but also the true nature, location, disposition, movement, or ownership of or rights
with respect to proceeds of crime. This could be achieved either by clearly specifying the
purpose in the AML or by deleting altogether the intended purpose.
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o Criminalize, where necessary, the following conducts and add them to the list of
predicate offenses in the AML Law: participation in an organized (non terrorist) criminal
group and racketeering; trafficking in human beings and migrant smuggling; sexual
exploitation, including sexual exploitation of children; illicit trafficking in stolen and
other goods; corruption and bribery; fraud; counterfeiting and piracy of products;
environmental crime; murder, grievous bodily injury; kidnapping, illegal restraint and
hostage-taking; robbery or theft; smuggling; forgery; piracy; and insider trading and
market manipulation.

o Ensure that predicate offenses for money laundering all extend to conduct that occurred
in another country when there is dual criminality.

. Provide in-depth training to the law enforcement agencies on the AML Law and on
money laundering trends and typologies, as well as training on investigations into and
prosecutions of money laundering offenses.

o Although the authorities maintain that the terrorist financing offense is covered by the
notion of the “terrorist crimes” that appears in Article 2 of the AML Law, it is also
recommended, for the sake of clarity, to specifically mention the terrorist financing
offense in the list of predicate offenses.

2.1.3 Compliance with Recommendations 1 & 2

Rating Summary of factors underlying rating

R.1 PC ® The mental element of the ML offense does not cover acts conducted with a view to
conceal the true nature, location, disposition, movement, or ownership of or rights
with respect to proceeds.

®  The list of predicate offenses is incomplete with only seven of the FATF designated
categories of offenses being covered.

e  With a few exceptions, the authorities have no jurisdiction over predicate offenses
that were entirely committed in another country, even if there is dual criminality.

® Lack of evidence on the effectiveness of the law.

R.2 LC ® Lack of evidence on the effectiveness of the law.

2.2 Criminalization of Terrorist Financing (SR.II)
2.2.1 Description and Analysis
164.  Qatar took legislative measures to counter terrorism in 2004 with the issuance of the CT Law.

165.  Criminalization of Financing of Terrorism (c. I1.1). Article 1 of the CT Law provides an
extensive definition of terrorist crimes:® all crimes are terrorist crimes when the motive behind the use of

’ The English translation is imprecise in the sense that it only refers to crimes listed in the Criminal Code, while the
original Arabic version of Article 1 refers to all crimes enumerated in the Criminal Code as well as in any other law.
As mentioned in footnote 3 above, the Arabic version prevails and the lack of precision in the English translation
bears no consequence for the purposes of this assessment.
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force or violence or the threat thereof is to undermine the provisions of the Qatari Constitution or the
Qatari law, to breach the public order, to jeopardize the safety and security of the society, to undermine
the national unity in a way that can harm or terrorize people, to put their lives or freedom in danger, to
harm the environment or public health, to weaken the national economy, to cause damage to annexes,
installations, public or private properties, to hinder the performance of their work or to prevent or hinder
the public authorities from doing their work. This provision is broad enough to cover all forms of terrorist
acts pursuant to the 1999 International Convention for the Suppression of the Financing of Terrorism
(ICSFT) Article 2 para. 1 (b). However, the motive required under the law is not in line with the treaties
mentioned in Article 2 para. 1 (a) of the ICSFT (see in particular the unlawful seizure of an aircraft with
no intention to terrorize, cause harm, death or material damage and with no political motives: it would not
be considered as a terrorist act under the CT Law).

166.  With the exception of the 1997 International Convention for the Suppression of Terrorist
Bombings and the 1999 International Convention for the Suppression of the Financing of Terrorism,’ all
the UN Conventions and Protocols against terrorism have been ratified by Qatar,” and the relevant acts
criminalized in the Qatari legislation.

167.  The CT Law establishes in Articles 2 to 13 the sanctions applicable to the terrorist acts listed in
Article 1 and to various forms of participation or assistance.®

® By decision dated October 11, 2007, the Council of Ministers approved the joining of the International Convention
for the Suppression of Terrorist Bombings of 1997 and the International Convention for the Suppression of the
Financing of terrorism of 1999, subject to the reservations to some of the provisions regarding the referral to the
international arbitration and the International Court of Justice.

7 Dates of accession to the Conventions and Protocols:

(] Convention on Offenses and Certain Other Acts Committed on Board Aircraft (Tokyo) — 1963,
joined by Qatar on 17/6/1981.

° Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation (Montreal)
— 1971, joined by Qatar on 1/7/1981.

. Protocol for the Suppression of Unlawful Acts of Violence at Airports Serving International Civil
Aviation, joined by Qatar on 19/5/2003.

. Convention for the Suppression of Unlawful Seizure of Aircraft (La Haye) — 1970, joined by
Qatar on 1/7/1981

. Convention on the Prevention and Punishment of Crimes against Internationally Protected
Persons, including Diplomatic Agents (New York) — 1973, joined by Qatar on 20/12/1996.

. International Convention on the Marking of Plastic Explosives for the Purpose of Detection
(Montreal) — 1991, joined by Qatar on 7/10/1998.

° Convention on the Physical Protection of Nuclear Material — 1980, joined by Qatar on 30/7/2003.

Convention for the Suppression of Unlawful Acts against the Safety of Maritime Navigation —
1988, joined by Qatar on 30/7/2003.

. Protocol on the Suppression of Unlawful Acts against the Safety of Fixed Platforms Located on
the Continental Shelf, joined by Qatar on 30/7/2003.
. International Convention against the Taking of Hostages — 1979, joined by Qatar on 30/7/2003.

¥ The sanctions applicable to the perpetrators of terrorist crimes range from ten years of imprisonment to the death
penalty. The latter applies in all cases that resulted in the death of person as well as in all cases where a weapon was
used in the commission of the crime (Article 2 of the CT Law). The sanctions applicable to the persons who assist
the terrorists in the ways prescribed in the law range from five years to life imprisonment.
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168.  Article 4 sets out the terrorist financing offense.’ It may be summarized as follows (highlights
made by the assessment team):

. Any person who supplies weapons or explosives to a group or organization formed with a
view to commit a terrorist crime shall be punished with life imprisonment;

] The same sanction will apply to any person who supplies the groups or organization
mentioned in the previous paragraph in full knowledge of their purpose with weapons,
ammunitions, technical information, material or financial assistance, information, tasks
or machines, or anyone who sends supplies to such groups or collects financial
assistance '’ for them, or offers a shelter, a place to meet or other facilities to their
members.

169.  The full text of Article 4 clearly links the terrorist financing offense to the terrorist acts defined
under Article 1. The terrorist financing offense, therefore, suffers from the same shortcomings as the
terrorist crimes in the sense that it would not apply to the acts mentioned in Article 2 para. 1 (a) of the
ICSFT when the motive set out in Article 1 of the CT has not been established.

170.  Criterion II.1 (a): The law does not specify whether the provision and collection of the financial
assistance and money must be direct and/or indirect for the offense to be committed. This would suggest
that the means by which the funds are provided or collected is irrelevant and that both the direct and
indirect provision and collection are covered by the law. The authorities share this view.

171.  While the law specifically mentions terrorist groups and organizations, it does not extend the
terrorist financing offense to the collection and provision of funds to individual terrorists and for terrorist
acts.

172.  The CT Law does not define “material or financial assistance” and no explanatory note or case
law provides further guidance on the parameters of these terms. According to the authorities, the terrorist
financing offense was deliberately drafted in broad terms in order to cover all forms of financing. On the
basis of the text of the law and the discussions held with the authorities, the assessment team was satisfied
that the notion of “material and financial assistance” is sufficiently broad to cover all the funds as defined
in the ICSFT (i.e. “assets of every kind, whether tangible or intangible, movable or immovable, however
acquired, and legal documents or instruments in any form, including electronics or digital, evidencing title
to, or interest in, such assets, including but not limited to bank credits, travelers checks, bank checks,
money orders, shares, securities, bonds, drafts, letters of credit”).

173.  Criterion II. 1 (b): The law does not make reference to the source (either legitimate or
illegitimate) of the “financial assistance.” The absence of a reference to a criminal source would tend to
indicate that no limitation applies and that the offense covers the collection and provision of financial
assistance whether from legitimate or illegitimate source. This view was shared by the authorities during
the on-site visit.

° The English translation of Article 4 is incomplete and omits the reference to the sanction applicable to the acts that
it covers (i.e., life imprisonment).

' The English translation of Article 4 refers to the “collection of money” but the original Arabic text mentions
“amwal”, which is broader than “money” and encompasses all means of financial assistance.
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174.  Criterion II. 1 (¢): According to the authorities, the terrorist financing offense does not require
that the funds were actually used to carry out or attempt a terrorist act, or be linked to a specific terrorist
act.

175.  Criterion II. 1 (d): The attempt to commit the terrorist financing offense is not specifically
addressed in the CT Law. It is nevertheless punishable under the general dispositions of the Criminal
Code. The financial support and the other acts of assistance listed under Article 4 of the CT Law
constitute felonies (Article 21 of the Criminal Code). The attempts to commit these crimes is, therefore,
an offense punishable with imprisonment for a period between five to fifteen years (Article 29 of the
Criminal Code).

176.  Criterion I1.1 (e): The CT Law addresses in detail various levels of participation in the terrorist
crimes listed under Article 1 but participation in, organization of, and contribution to the terrorist
financing offense is not specifically addressed. These acts are nevertheless punishable by application of
the general dispositions of the Criminal Code (Articles 38, 39 and 40).

177.  Predicate Offense for Money Laundering (c. I1.2). Qatar amended the AML Law in 2003 in
order to add “terrorist crimes” to the list of predicate offenses to money laundering (Article 2 of the AML
Law as amended by Article 1 of the Decree Law No. (21) of 2003). According to the authorities, this
includes all the crimes listed in the CT Law, including the terrorist financing offense.

178.  Jurisdiction for Terrorist Financing Offense (c. I1.3): The CT Law does not specify whether it
would apply to the author of the terrorist financing offense who is not in the same country as the
organization he or she assisted or intended to assist and/or the country where the terrorist acts has or
would have occurred. The Criminal Code is more precise in the sense that it explicitly provides that its
provisions applies to anyone who has committed or participated in a crime, outside Qatar, against “the
internal and external security” of the State of Qatar as well as to anyone who, although in Qatar,
committed or participated in “international terrorism” abroad (Articles 16 and 17 of the Penal Code).
Because it addresses both the commission of and the participation in international terrorism without
requiring a geographical link between them, the Qatari legislation complies with the standard on this
point.

179.  The Mental Element of the TF Offense (applying c. 2.2 in R.2): The CT Law refers to
supplying financial assistance to a terrorist group or organization knowing its purpose beforehand
(Article 4) thus requiring an intentional element. As for money laundering, the principle of free
appreciation of the evidence applies to terrorist financing proceeding and the intentional element of the
offense may be inferred from objective factual circumstances.

180.  Liability of Legal Persons (applying c. 2.3 & c. 2.4 in R.2): According to the authorities,
although it is not specified in the CT Law, the criminal liability of legal persons envisaged under

Article 37 of the Criminal Code is applicable to those that collect or provide financial support to terrorist
groups, without precluding parallel civil or administrative proceedings.

181.  Sanctions for FT (applying c. 2.5 in R.2): The sanction applicable to the persons who collect
any form of material and/or financial assistance for terrorist groups or organizations and/ or provide
material and/or financial assistance is life imprisonment (Article 4 of the CT Law). The law also provides
that the perpetrator of “a crime” (which, according to the authorities includes the terrorist financing
offense) will be exempted from all penalties if he or she informs the competent authorities before the
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beginning of the execution of the crime (Article 14 of the CT Law). This disposition mirrors the general
exemption clause provided in the Criminal Code. According to the representatives of the Public
Prosecutor’s Office, it is only applicable when the information given is sufficiently comprehensive and
timely to enable the authorities to prevent the commission of the terrorist acts. Exemption of all penalty
may also be possible if the informer enables the authorities to arrest the other perpetrators (Article 14 of
the CT Law). However, the sanction may not be reduced on the sole basis that the circumstances of the
crimes or the personal situation of the perpetrator of these crimes call for mercy (Article 92 of the
Criminal Code). The law also allows for the confiscation of “the seized things, assets, weapons and
machines resulting from or used in or that could be used in” a terrorist act (Article 15 of the CT Law; see
under SR III for further details). As an exception to the general criminal procedure rules, no statute of
limitations applies to the offenses and the penalties provided in the CT Law.

182.  Effectiveness: Overall, the terrorist financing offense meets most of the requirements set out in
the ICSFT. However, several shortcomings remain: the coverage of terrorist acts is not sufficiently broad
to be fully in line with the standard (for example, unlawful seizure of an aircraft is not considered a
terrorist act in the absence of an intention to cause harm, death, terror or damage); this also limits the
notion of terrorist groups or organizations; and the law does not cover the collection and provision of
funds when there is no link to a terrorist group or organization. These shortcomings unduly limit the
application of the terrorist financing offense.

183.  The statistics provided by the public prosecutor’s office with respect to the predicate offense to
money laundering (see under Recommendations 1 and 2) indicate that, in 2006, eight prosecutions have
been, or were in the process of being conducted for various forms of terrorist crimes, but none related to
the financing of terrorism. The police also confirmed that no investigation has been conducted since or
before 2006 on the basis of Article 4 of the CT Law. This would indicate that while they investigate
terrorist acts and terrorist organizations as such, the law enforcement authorities tend to disregard the
financing of these acts and organizations. It further entails that the precise scope and limitations of the
terrorist financing offense remain untested by the courts.

184.  The Qatari anti-terrorism measures are, like in many other countries, counterbalanced by
provisions that aim at ensuring the protection of freedom-fighters: the Qatari Constitution explicitly
mentions that the foreign policy of the State of Qatar “shall support the right of peoples to self-
determination” (Article 7); Qatar is also party to the 1998 Arab Convention for the Suppression of
Terrorism, which provides a broad definition of terrorism of which the struggle, including armed struggle,
against foreign occupation and aggression for liberation and self-determination is specifically excluded.
While the right for self-determination is an undisputable principle of international law reflected in the UN
Charter, it should not serve to undermine the fight against terrorism (and its financing) as defined by the
UN counter-terrorism Conventions and Protocols. The authorities, in an effort to uphold the right for self-
determination, refused to extradite a Chechen rebel who was suspected of having committed violent acts
against civilians of a foreign country. The individual in question was the subject of an arrest warrant
issued by Interpol in 2001 and was designated as a terrorist by the UN Security Council 1267 Committee
in June 2003. His name was included in the 1267 consolidated list from June 2003 onwards. The process
that led the authorities to refuse the extradition and the exact response given to the requesting state were
not shared with the assessors. The authorities mentioned during the on-site visit that the purpose of their
refusal was to ensure the protection of a freedom fighter. They also indicated that none of the measures
called for under the UNSC Resolution 1267 were taken with respect to this particular individual. It is,
therefore, clear that from moment of the designation by the UN Security Council 1267 Committee in June
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2003, until the individual’s death in February 2004, the authorities provided him with a safe harbor and
acted in violation of the UNSC Resolution 1267. In the circumstances, it would appear that there is a
need for the authorities to reconsider how they strike the balance between an effective fight against
terrorism and its financing, on the one hand, and the protection of the peoples’ right to self-determination,
on the other, bearing in mind that the designations made under UNSCR 1267 afford no discretion: the
measures called for in the resolution are mandatory and the principle of self-determination does not apply
with respect to the designated persons.

2.2.2 Recommendations and Comments

185. It is recommended that the authorities:

o Amend the CT Law to ensure that the acts covered by Article 2 Paragraph 1 (a) of the
ICSFT are criminalized in line with the conventions and that the provision or collection
of funds with the intention that they should be used, in full or in part, to commit any of
the acts mentioned in Article 2 Paragraph 1 (a) of the ICSFT are considered as terrorist
acts even when the motive mentioned in Article 1 of the CT Law is not established.

o Amend the CT Law to ensure that the terrorist financing offense is considered to have
been committed by any person who by any means, directly or indirectly, willfully,
provides or collects funds, or attempts to do so, with the intention that they should be
used or in the knowledge that they are to be used in full or in part to carry out a terrorist
act; or by an individual terrorist.

o Ensure that investigations into and prosecutions for terrorist crimes also cover the
financing of these crimes.

o Provide training to all relevant authorities on the fight against TF.

2.2.3 Compliance with Special Recommendation 11

Rating Summary of factors underlying rating

SR.IT PC ® The offense applies to all terrorist acts listed in Art. 2 para. 1 (b) of the ICSFT but
the motive required in the CT Law is not in line with all the treaties mentioned in
Art. 2 para.l (a);

® The provision/collection of funds to individual terrorists and/or for terrorist acts are
not covered by the offense;

e Lack of overall effectiveness: No investigations or prosecutions have been

conducted despite the fact that several investigations and prosecutions have been/are
being conducted for other terrorist crimes.

2.3  Confiscation, freezing, and seizing of proceeds of crime (R.3)
2.3.1 Description and Analysis

186.  Confiscation of property related to ML, FT, or other predicate offenses including property
of corresponding value (c. 3.1): The AML Law specifically provides that “in all cases, and without
prejudice to the rights of the other bona fide parties, the court shall order the confiscation of the
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instrumentalities, proceeds and returns of the crime”(Article 13 paragraph 6). Instrumentalities are
defined as “everything used or intended to be used for committing the money laundering crime.” Proceeds
and returns cover “any funds or property earned directly or indirectly by committing one of the crimes
stipulated in this law” (Article 1 of the AML Law). According to the authorities, these definitions cover
all assets that have a link with the money laundering offense (or the predicate), whether movable or
immovable, including income, profits, interests, and other benefits from crime. The only limitation to
confiscation is the protection of thirds parties who hold the assets in good faith. The confiscation of
instrumentalities used or intended to be used in the commission of the predicate crime (as opposed to the
instrumentalities of the money laundering offense) is not specifically mentioned in the AML Law but is
covered by Article 76 of the Criminal Code which provides for the confiscation of “things” that result
from, or have been used in or that were intended to be used in the commission of a felony or a
misdemeanor. This would apply to the instrumentalities of the following predicate offenses: drug-related
crimes, illegal trafficking in weapons, ammunitions and explosives, forgery, counterfeiting and imitation
of notes and coins; and terrorist crimes. Confiscation is a mandatory penalty which has to be ordered by
the courts even when it has not been requested by the prosecutor.

187.  Since no money laundering charges have been brought to court, no confiscation orders have been
issued on the basis of the AML Law and Art 13 of the law remains untested. The authorities nevertheless
established that they have experience in confiscating both the proceeds and the instrumentalities of other

crimes.

188.  Confiscation of Property Derived from Proceeds of Crime (c. 3.1.1 applying c. 3.1): Article
13 of the AML Law allows for the confiscation of the “proceeds and returns of the crime” as defined
above “in all cases and without prejudice to the rights of other bona fide parties.”

189.  Provisional Measures to Prevent Dealing in Property subject to Confiscation (c. 3.2): The
Criminal Procedure Code sets out the general framework for the precautionary measures that the Public
Prosecutor may take (Article 126—145) but is superseded by the AML Law which provides a specific
framework for the provisional measures that may be taken in the case of suspicions of money laundering.
Article 12 of AML Law (as amended by the Decree Law (21) of 2003) provides that the Governor of the
QCB may order the freezing of funds or property when there are any concerns that they might be disposed
of, for a period not to exceed ten days. The governor must, however, notify the Public Prosecutor of the
freezing or seizing order within three days, otherwise the order will be deemed null. The Public
Prosecutor is then entitled to cancel the order or renew it for a maximum period of three months. A
further extension of the freezing or seizing period is possible, but only through an order from the Supreme
Criminal Court acting at the request of the Public Prosecutor. The renewal can be made for the same
period(s) until the criminal case is settled by a final judgment.

190.  This procedure applies regardless of the nature of the property to be frozen or seized. For funds
held by banks, the Governor of the QCB sends a letter to all the banks operating in Qatar, usually at the
request of the FIU, with an order to freeze the accounts of a specific person in application of Article 12 of
the AML Law. The facts that give rise to the freezing measures are kept within the FIU and the
governor’s office, and only the name of the person or legal entity whose accounts must be frozen are
provided to the banks, thus ensuring the confidentiality of the procedure. For property other than funds,
the authorities informed the assessment team that the governor would apply a similar procedure by
notifying the relevant authority, such as the registry for real estate in the case of immoveable property and
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the registry of commerce in the case of a company. This, however, has not been tested to date: only a few
freezing orders have been issued and they all referred to bank accounts.

191.  The governor is the sole initiator of the freezing or seizing measures under the AML Law in all
cases, including when the funds or property are held by persons or institutions that fall within the remit of
other supervisory bodies, such as the QFCRA. This is due to the fact that the AML Law and the freezing
or seizing set out in Article 12 of the law are of a criminal nature, as opposed to a supervisory one, and, as
such, apply to all the authorities in Qatar."

192.  Ex Parte Application for Provisional Measures (c. 3.3): There are no provisions in the law that
require the initial application of freezing or seizing measure applicable to property subject to confiscation
to be carried out without prior notice to the owner of the assets. The authorities confirmed, however, that,
in practice, all freezing or seizing measures are taken ex parte.

193.  Identification and Tracing of Property subject to Confiscation (c. 3.4): Articles 27 to 36 of
the Criminal Procedure Code define the officers in charge of criminal investigations and their powers.
Members of both the Public Prosecutor’s office and the police are the “investigation officers” under the
law (Article 27 of the Criminal Procedure Code). With Resolution (1) of 2005, the Public Prosecutor
extended the list of investigation officers by granting the head of the FIU the capacity of a judicial police
officer in the investigations led on the basis of the AML Law. Article 29 of the Criminal Procedure Code
provides that the investigative officers “investigate crimes, search their perpetrators, and collect all
necessary evidence for the investigation and the trial.” In doing so, they are entitled to make the necessary
inspections, hear any person who has information on the crimes or their perpetrators and question the
suspects (Article 34). The powers of the PPO in pre-trial investigations are further defined under
Articles 63 to 145 of the Criminal Procedure Code and include summoning the defendant or placing
him/her under arrest, searching properties, seizing of correspondence and parcels in the post office, wire
tapping, and witness hearing. Access to information covered by the banking secrecy, however, requires
the prosecutors to apply for a court order. According to the authorities, obtaining an order for the
disclosure of banking records is straightforward and does not cause undue delay.

194.  Protection of Bona Fide Third Parties (c. 3.5): Article 13 of the AML Law provides that any
confiscation measures must be taken “without prejudice to the rights of the bona fide parties.” According
to the authorities, should such a measure nevertheless infringe these rights, the bona fide third party may
challenge the confiscation order before the ordinary courts of appeal.

195.  Power to Void Actions (c. 3.6): Article 16 of the AML Law specifically provides that “without
prejudice to the rights of bona fide third parties, the contract in which one of the parties or all of them
know or have reason to believe that the objective of the contract is to prevent the confiscation of the
instrumentalities, revenues or proceeds related to the money laundering crime, shall be deemed null and
void.” Actions other than contractual that have been conducted with the intention of avoiding the recovery
of property of criminal origin may be defeated by the general confiscation measures as described above.

196.  Additional Elements (Rec. 3)—Provision for a) Confiscation of assets from organizations
principally criminal in nature; b) Civil forfeiture; and, ¢) Confiscation of Property which Reverses

" With respect to the QFC, Article 18 para. 1 of the QFC Law specifically mentions that the criminal laws and
sanctions of the State of Qatar apply in the QFC.
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Burden of Proof (c. 3.7): There are no specific provisions dealing with the confiscation of criminal
organizations, civil forfeiture, or the reversal of the burden of proof.

2.3.2 Recommendations and Comments

197.  Overall, the AML Law and the Criminal Procedure Code enable the authorities to confiscate all
assets linked to a money laundering crime.

198.  While not technically at odds with the standard, the fact that the provisional measures set out in
the AML Law are issued by a supervisory body seems to disregard the fact these measures are of a
criminal nature. It would seem to be more appropriate to grant the initial powers to freeze and seize to the
public prosecutors, who are more familiar with criminal proceedings, or even the FIU, which is more
familiar with the facts of the case and which usually must pursue its analysis of the STR during the
duration of the freezing/seizing measure. It may, therefore, be worthwhile to reconsider the Governor of
the QCB’s role in and the overall effectiveness of the current AML framework for freezing and seizing.

199.  As mentioned above, only a few provisional measures have been taken in application of Article
12 of the AML Law. This and the lack of confiscation measures ordered in a trial for money laundering
prevented the assessors from establishing whether the framework set out in the AML Law is fully
effective. Furthermore, the lack of comprehensive statistical information on the provisional and
confiscation measures ordered in other types of investigation and prosecutions also prevented the
assessors from having a general idea of how the authorities apply these measures in the broader context.

200.  Considering the above, it is recommended that the authorities:

] Reconsider the role of the Governor of the QCB in the application of provisional
measures under the AML Law.

° Maintain comprehensive statistics on the freezing, seizing, and confiscation measures
ordered.

2.3.3 Compliance with Recommendation 3

Rating Summary of factors underlying rating

R.3 LL.C ® Lack of evidence of the effectiveness of the AML confiscation framework.

2.4  Freezing of Funds Used for Terrorist Financing (SR.III)
2.4.1 Description and Analysis

201.  Under Special Recommendation III, countries should have laws and other procedures in place
that enable them to freeze without delay funds and other assets of persons designated pursuant to UNSCR
1267 and 1373. Laws and other measures should also provide for provisional measures, including the
freezing and/or seizing of property, to prevent any dealing, transfer or disposal of property subject to
confiscation. Such freezing should take place without delay and without prior notice to the designated
persons involved. In practice, countries should designate a specific authority responsible for receiving and
disseminating the UNSCR 1267 lists and the requests made under UNSCR 1373.
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202.  On January 16, 2002, the Council of Ministers established an interdepartmental Committee
charged with the implementation of UNSCR 1373 (the Coordination Committee)."? It subsequently
extended the Committee’s mandate to the implementation of all UN Resolutions dealing with the fight
against terrorism, including UNSCR 1267 and its successors, and enlarged the permanent membership of
the Coordination Committee (Council of Ministers decisions of July 7 and July 21, 2002, respectively,
forwarded to the Ministry of Civil Service Affairs and Housing on July 13 and 21, 2002). On March 26,
2007, the Council of Ministers replaced the Coordination Committee with a new one, the National
Committee for Fighting Terrorism (NCT). The main functions of the NCT are to make plans and
programs to fight terrorism, to coordinate national efforts in the implementation of the obligations arising
from UNSCR 1373, and to take action to implement the obligations set out in the international
conventions against terrorism to which Qatar is a party (Article 3 of the Council of Ministers’ decision of
March 26, 2007). The implementation of other relevant UNSCR, and in particular of UNSCR 1267 and
its successor resolutions, however, does not fall within the remit of the NCT and remains unaddressed
since.

203.  The NCT is composed of representatives from the MOI, the Qatar Armed Forces, the State
Security Bureau, the Internal Security Force, the Ministry of Civil Service and Housing Affairs, the
Ministry of Finance, the MEC, the MOJ, the Ministry of Endowment and Islamic Affairs, the General
Secretariat of the Council of Ministers, the QCB, the General Authority of Customs and Ports, and the
Qatar Chambers of Commerce and Industry (Article 1 of the abovementioned decision). The MOFA is
not a permanent member of the NCT (nor was it a member of the previous committee) but is in most
cases invited to attend the meetings. The supervisory or monitoring authorities of the relevant financial
institutions and DNFBPs are all represented in the Coordination Committee (either directly or by their
respective ministry), with the notable exception of the QFC (which was established as an independent
body in 2005). The committee is chaired by the representative of the MOI. Meetings are held every two
weeks or more often if necessary. Pursuant to Article 6 of the Council of Ministers’ decision, the NCT
may request information pertaining to its functions from any authority.

204.  Freezing Assets under S/Res/1267 (c. II1.1) and Freezing Assets under S/Res/1373 (c. I11.2):
From the establishment of the former Coordination Committee, in 2002, until its dissolution, in March
2007, both the UNSCR 1267 lists, on the one hand, and the notifications and request made under UNSCR
1373, on the other, were dealt with in a similar way: they were sent to the MOFA which forwarded them
to the Coordination Committee, whose main functions were to coordinate the implementation of all
UNSC resolutions dealing with the fight against terrorism. The president of the Committee would then
forward the designations to all members of the Committee and to the QFC. The authorities established
that some of the updates to the 1267 list were forwarded to the private sector but it also transpired that this
only occurred in a limited number of instances. The QCB has, on a few occasions, sent the consolidated
lists to the domestic banks with a request to freeze the accounts and inform the QCB within 3 days in case
of a positive match. The QFCRA has sent a few emails to the institutions operating in or from the QFC
with a link to the UNSC website requesting the QFC institutions to check the updates. It is unclear
whether the DSM and other relevant authorities have sent any designations at all.

12 The first Coordination Committee included representatives from the Ministries of Civil Service Affairs and
Housing, Finance, Economy and Commerce, Interior, and Justice, as well as representatives from the Islamic
Affairs Department and Awqaf, the QCB, and the Chamber of Commerce and Industry.
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205.  This mechanism was the result of the practice, rather than of a clear procedure set out in the 2002
decision (which established the former Coordination Committee). This decision provided the general
legal basis for the coordination of the implementation of both UNSC resolutions from 2002 until March
2007 but it did not grant the Coordination Committee the authority (or any other authority) to designate
terrorists, nor did it provide a specific legal basis for the issuance of freezing orders.

206.  The 2007 decision (which established the current NCT) provides a similar legal basis for the
coordination of the implementation of the relevant Conventions and of UNSCR 1373, but it is silent as far
as other relevant UNSCR, and 1267 in particular, are concerned. As was the case under the previous
Committee, the NCT is not empowered with the authority to take position on the request made and, if
necessary, designate terrorists (nor is any other Qatari authority), and there are no legal basis and no clear
mechanisms in place to ensure the freezing of funds and other assets without delay outside criminal
proceedings. With the establishment of the new NCT, the mechanism that previously dealt with the
reception and dissemination of the updates to the UNSCR 1267 consolidated list has been abolished. No
alternative mechanism has been created.

207.  No specific reason was mentioned as to why the functions of the NCT do not cover the
implementation of all relevant UNSCR and it would appear that this was the result of an oversight rather
than a deliberate omission. The fact nevertheless remains that there is currently no mechanism in place
dealing with the implementation of UNSCR 1267 and no legal basis to require the freezing of assets as set
out under SR IIL

208.  In 2006, the QCB issued the AML/CFT instructions for the banking and financial institutions
under its supervision that require the latter to freeze funds or assets belonging to terrorists and persons
who finance terrorism and terrorist organizations “according to court judgments or instructions issued by
the Governor [of the QCB]” (Article 8 paragraph 3). The instructions are, however, only enforceable
within the QCB’s purview and do not apply to other financial institutions, such as those that act in or
from the QFC in particular. Furthermore, no court judgment has been passed on this issue and no further
instructions (that would include the name of the persons whose funds and assets should be frozen) have
been published. The requirement set out in the instructions, therefore, remains an empty shell.

209.  On a first reading, several other dispositions of the Qatari legislation could apply to all the
financial institutions and provide a legal basis for the freezing mechanism, but fail to do so on further
analysis;

o Article 21 of the CT Law enables the public prosecutor to “provisionally” issue an order
preventing the accused from disposing of or managing his assets on condition that
sufficient evidence is provided on the seriousness of the accusation. The Prosecutor’s
decision may extend to the assets of the spouse or minor children of the accused, if it is
proven that “these assets were possessed from him.” However, the authorities confirmed
that this disposition refers only to cases where criminal proceedings have been initiated.

o Article 12 of the AML Law, as amended by Article 1 of the Decree Law No. (21) of
2001, enables the Governor of the QCB to freeze “funds or properties” for a period of ten
days when there are any concerns that their owner might dispose of them, and enables the
Public Prosecutor, in a first stage, and the Supreme Criminal Court, in a second stage, to
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extend the freezing order (see write-up on Recommendation 3). However, this disposition
only applies when there are suspicions of money laundering, not terrorist financing.

o Article 126 of the Criminal Procedure Code also enables the Public Prosecutor to freeze
assets" under certain circumstances, but it only applies within the ambit of criminal
proceedings for crimes other than terrorist financing (and money laundering).

210. Tt results from the above that there are no effective laws and regulations in place in Qatar to
freeze terrorist funds or other assets without delay and without prior notice in accordance with UNSCR
1267 and 1373.

211.  The fact that the QFC and DSM are not members of the Coordination Committee entails that they
are not immediately and directly informed of the actions taken by the Committee. The authorities
established that, in practice, the QFC is informed of the decisions taken by the NCT (and its predecessor).
It is unclear, however, to the assessors whether the fact that the information is not provided to the QFC at
the same time as the members of the NCT, and the fact that the QFC is not in a position to provide its
input in the NCT discussions hinder the swift implementation of the UNSC Resolutions within the QFC.
No information was provided with respect to the communication (or absence thereof) with the DSM.

212.  The Qatari authorities provided safe harbor to a foreign individual who was designated by the
UNSC 1267 Committee in June 2003 as an individual having links with Al Qaeda, Usama bin Laden
and/or the Talibans, from a date unknown until the individual’s death in February 2004. No action has
been taken to trace and freeze this individual’s assets.

213.  Freezing Actions Taken by Other Countries (c. IIL.3). Pursuant to the Council of Minister’s
decision of January 2002, the Coordination Committee was responsible for the coordination of the
implementation of the relevant UNSC resolutions. Acting on this basis, the Committee examined the
actions initiated under the freezing mechanisms of other countries. The authorities informed the
assessment team that, where necessary, the Chairman of the Committee requested the initiating State to
provide more detailed information (such as, for example, the precise names of the persons subject to the
freezing mechanisms) and, when satisfied with the information received, forwarded the lists to all the
relevant agencies and the private sector. However, no indication was provided on the level of detail that is
required before the names may be forwarded, and on what would constitute reasonable grounds or a
reasonable basis to initiate the freezing mechanism in Qatar. The procedure in place since the
establishment of the NCT in March 2007 is supposedly the same. In all events, the problems raised above
remain: no authority has been given the powers to take a view on the requests made and if necessary,
designate terrorists, and there is no legal basis to require the freezing of funds outside criminal
proceedings.

214.  Extension of c. IIL.1-1IL.3 to funds or assets controlled by designated persons (c. ITI.4). In the
absence of clear freezing orders, it has not been established that the reporting entities are requested to
freeze funds or other assets owned or controlled by designated persons, terrorists and those who finance
terrorism or terrorist organizations, as well as funds or other assets are derived or generated from funds or
other assets owned or controlled by these same persons and entities.

Y N. B.: although the English translation of the text refers to “money”, the Arabic version refers more
broadly to “assets.”
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215. Communication to the Financial Sector (c. IILS). Although they established that some updates
to the UNSCR 1267 consolidated list have been disseminated to the private sector, the authorities failed to
establish that this was the case with respect to all updates and all requests made by another country.

216.  Guidance to Financial Institutions (c. II1.6). No freezing mechanism is in place. Consequently,
no guidance is provided to the financial institutions and other persons or entities that may hold targeted
funds or other assets that should be subject to freezing.

217.  De-Listing Requests and Unfreezing Funds of De-Listed Persons (c. IT1.7). There are no
publicly-known procedures for considering de-listing requests and for unfreezing the funds or other assets
of de-listed persons.

218.  Unfreezing Procedures of Funds of Persons Inadvertently Affected by Freezing Mechanism
(c. ITIL.8). The authorities mentioned that they found a positive match with one of the names listed under
UNSCR 1267 and that one bank account was frozen as a result. Further investigations were conducted
and revealed that the individual in question was not the suspect mentioned in the 1267 list but a homonym
(“false positive”). The authorities, therefore, ordered the lift of the freezing measures. While this case
illustrates the authorities” willingness to comply with the requirements of UNSCR 1267 as well as their
capacity to investigate, freeze and if necessary unfreeze the funds, it does not allow the assessors to
ascertain whether these measures were taken in a timely fashion.

219.  There are no publicly-known procedures for unfreezing, in a timely manner, the funds or other
assets of persons or entities inadvertently affected by a freezing mechanism.

220.  Access to frozen funds for expenses and other purposes (c. II1.9). Similarly, there are no
procedures in place to authorize access to funds and other assets that have been frozen and that are
necessary for basic expenses (nor are there any procedures for determining the funds that are necessary to
cover the basic expenses) in accordance with UNSCR 1452. No request to authorize access to the funds
was made in the case of the “false positive” mentioned above. The authorities, therefore, have no practical
experience in this matter.

221.  Review of Freezing Decisions (c. ITI.10). No procedures have been issued to enable a person or
entity whose funds or other assets have been frozen to challenge these measures.

222.  Freezing, Seizing and Confiscation in Other Circumstances (applying c. 3.1-3.4 and 3.6 in
R.3, c. II.11). In the case of terrorist acts, provisional measures are possible as follows: Article 21 of the
CT Law provides that "If enough evidence is given about the gravity of the accusation, in the crimes
provided for in this Law, the Public Prosecutor may temporarily order the accused to stop disposing of or
managing his assets, in addition to other provisional measures. This decision may extend to cover the
assets of the spouse or minor children of the accused, if these assets are established to be assigned to them
through accusations. This also applies to the management of assets."

223.  The law allows for the confiscation of “the seized things, assets, weapons and machines resulting
from or used in or that could be used in” a terrorist act (Article 15 of the CT Law). “Things” are not
defined in the law. According to the authorities, the term is generally used in a broad sense and covers
“anything that might be used or becomes the proceeds of any terrorism or terrorism financing crime.”
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224.  Protection of Rights of Third Parties (c. ITI.12). There is a legal requirement in the CT Law to
take the rights of bona fide parties into consideration before ordering the confiscation of assets (Article
15). The Criminal Procedure Code specifies the measures that may be taken by bona fide parties.

Article 127 stipulates that “any concerned person may appeal against the issued order of the said
prohibition in the previous article to the criminal court within six months from the date of issuance or
notification, whichever is later. The court must decide on the appeal, within a period not exceeding thirty
days from the report date.” Article 128 states that “the General Prosecutor may cancel or amend the
prohibition order, unless the order is issued by the court or the case is referred to it.” Article 129 further
provides that “the competent court may, upon considering the case, on its own or on the basis of the
general prosecution request or the concerned persons, decide the cancellation or amendment of the
prohibition issued order.”

225.  Enforcing the Obligations under SR III (c. III.13). Qatar has not implemented an appropriate
legal mechanism to freeze assets in accordance with SR IIT and, consequently, has not established
measures to monitor the compliance with the obligations under SR III.

226.  Additional Elements (SR III)—Implementation of Measures in Best Practices Paper for

SR IIT (c. I111.14) and Implementation of Procedures to Access Frozen Funds (c. I11.15). None of the
measures set out in the FATF Best Practice Paper for SR III have been implemented and no procedure has
been adopted to authorize access to funds and other assets that have been frozen to cover the necessary
basic expenses.

2.4.2 Recommendations and Comments

227.  The Council of Ministers’ decision to establish a Coordination Committee for the implementation
of the UN counter-terrorism resolutions was timely and provided a useful platform reuniting all the
relevant authorities at the time. The current NCT provides an equally useful platform but could have
proven more so if the QFC and other authorities (such as the public prosecutor’s office and the
supervisory authority for capital markets) were also included. Although the previous framework enabled
the authorities to circulate the UNSCR 1267 list among them, as well as to discuss the requests received
from foreign countries under UNSCR 1373, there is currently no mechanism in place to deal with the
implementation of UNSCR 1267. Furthermore, the existing framework does not provide for a formal and
mandatory freezing mechanism. The framework should be expounded upon by any legal measures
necessary to enable the authorities to designate suspected terrorists and freeze their assets in compliance
with both UNSCR 1267 and 1373.

228.  The authorities should take the necessary measures to enable them to comply with SR III. They
are in particular recommended to:

. Designate an authority responsible for analyzing the requests made under UNSCR 1373
and for the designation of terrorists.

o Designate an authority responsible for receiving and disseminating the updates to the
consolidated list established pursuant to UNSCR 1267.

. Include the QFC and consider including the PPO and the DSM in the NCT.
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Establish the necessary legal basis for the issuance by a competent authority of
mandatory freezing orders of funds or other assets owned or controlled by designated
persons, terrorists and those who finance terrorism or terrorist organizations, as well as
funds or other assets that are derived or generated from funds or other assets owned or
controlled by these same persons and entities.

Establish an effective mechanism for the dissemination of UNSCR 1267 lists and actions
taken under UNSCR 1373 to the financial institutions and DNFBPs immediately upon
receipt of the lists and upon taking decisions under UNSCR 1373.

Provide guidance to the financial institutions and DNFBPs regarding their obligations in
taking action in the freezing mechanisms.

Issue effective and publicly-known procedures for considering de-listing requests and
unfreezing the funds and other assets of de-listed persons or entities in a timely manner.

Issue effective and publicly-known procedures for unfreezing in a timely manner the
funds and other assets of persons or entities inadvertently affected by the freezing
mechanisms upon verification that that person or entity is not the designated person.
Issue appropriate procedures for determining upon request the funds needed to cover
basic expenses and for authorizing access to the funds or other assets frozen pursuant to
UNSCR 1267 and that have been determined to be necessary to cover basic expenses.
Establish the legal basis for ordering the necessary provisional measures.

Establish appropriate procedures for challenging the freezing measures before the courts.

Define the funds and other assets that may be confiscated in a manner consistent with the
international standard.

Establish an effective mechanism to monitor compliance with the relevant laws and
regulations governing the freezing mechanisms under UNSCR 1267 and 1373.

2.4.3 Compliance with Special Recommendation III

Rating Summary of factors underlying rating

SR.II

NC ® No coordination mechanism in place for the implementation of UNSCR 1267.

®  There is no authority responsible for the designations, disseminations and no legal
basis for the freezing/seizing orders.

e  With the exception of the protection of the rights of bona fide third parties, none of
the measures provided under SR III have been adopted.

® No funds have been frozen under UNSCR 1267, despite the presence in Qatar for
several months of a person designated by the UNSCR 1267 Committee, or under
UNSCR 1373.
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2.5 The Financial Intelligence Unit and its Functions (R.26)

2.5.1 Description and Analysis

229.  Establishment of FIU as National Center (c. 26.1). Article 10 of the AML Law states that the
coordinator of NAMLC is competent to receive reports related to suspicion of money laundering crimes
from the competent parties and to take the legal measures pertaining to them. Article 20 provides that the
minister of interior, in coordination with the Governor of QCB shall, based on a proposal by the NAMLC,
issue the executive resolutions of the provisions of the AML Law. In 2004, the President of NAMLC
issued Administrative Order No. 1 of 2004 with the aim of establishing the FIU. The Administrative
Order further describes the powers, functions, and structure of the FIU. In practice, the FIU has been
established and operates on the basis of the Administrative Order. However, the president of NAMLC did
not have the power to issue such Administrative Order. The latter, therefore, has no legal basis.
Furthermore, in establishing the FIU, the Administrative Order is inconsistent with the text of the AML
Law which gave the coordinator of NAMLC the power to receive, analyze, and disseminate STRs.

230.  Notwithstanding the conflict between the powers and functions of the coordinator of the NAMLC
and the FIU, as established under the Administrative Order, the FIU became operational on October 16,
2004. It functions as an administrative unit and its mandate covers fighting money laundering and
combating the financing of terrorism.

231.  Pursuant to the Administrative Order, the FIU has the following powers and responsibilities:

o receiving suspicious transaction reports related to money laundering and terrorism
financing directly from all concerned entities in Qatar (including all financial and non
financial institutions and law enforcement agencies);

. analyzing suspicious transaction reports and taking appropriate decisions thereon;

U filing suspicious transaction reports proved not to be suspicious and forwarding the ones
it deems suspicious to law enforcement agencies and the Public Prosecution. The unit
may request further information from all law enforcement agencies regarding suspicious
transaction reports; and

o exchanging information with counterpart financial intelligence units and international
bodies and organizations, in accordance with the provisions of the AML Law and its
amendments and the principles of exchanging information issued by the Egmont Group.

232.  Inpractice, the FIU serves as a national centre for analyzing STRs. Such analysis is conducted by
monitoring the STRs that are submitted, conducting databases checks and disseminating them to the PPO,
as necessary. The FIU sometimes requests additional information from available databases such as real
estate registration, authentication register, financial instruments register for the purpose of analysis but it
does not do so in all cases where this would be necessary. Apart from a few cases, the FIU has not
requested any additional information from the reporting entities and the ECPD. The CRS is a system
established by QCB to inspect banks and financial institutions under its supervision remotely in addition
to the on-site visits. The system enables the direct access to customer accounts, including the movement
of accounts, transactional information, as well as all personal information received through application of
Customer Due Diligence. The FIU is, in practice, is not using the Central Reports System (CRS).
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233.  Article 8 of the AML Regulations imposes obligations on authorized persons to ensure that the
Money Laundering Reporting Officer (MLRO) receive internal STRs from employees. It further provides
that the MLRO investigate the circumstances of the internal STR and that the MLRO files an external
STR to the FIU in accordance with the AML Law requirements. The QFCRA disseminated letters to
DNFBPs that include information on regulatory reporting requirements. The letters state that relevant
persons are subject to certain mandatory reporting requirements under the QFC Anti Money Laundering
Regulations. These include providing the QFCRA with a copy of the required annual MLRO to senior
management; notifying the QFCRA of any STRs made to the local FIU, and notifying the QFCRA of any
suspicions of money laundering notwithstanding that an STR has not been filed with the local FIU.

234.  Guidelines to Financial Institutions on Reporting STR (c. 26.2). A standard form for STRs has
been developed by the FIU and was transmitted to reporting entities. Although the FIU encourages
reporting entities to use this form. STRs submitted in other forms are accepted.

235.  The assessors were informed that the FIU has met with representatives of the financial
institutions, DNFBPs, and NPOs and provided them with informal “verbal” guidance. The FIU has not
yet issued any written guidelines to financial institutions, DNFBPs, NPOs or other reporting entities.
Representatives of the FIU stated that the reason for which guidelines had not yet been developed was the
reliance on personal relationships, which they have fostered with banking personnel, compliance officers
working in DNFBPs and other reporting entities. The lack of written guidelines and guidance accessible
to all precludes the reporting entities from having a common understanding of the reporting requirements.

236.  Access to Information on Timely Basis by FIU (c. 26.3). The FIU has direct/indirect access to
some databases :

] The employees of the FIU have access to the FIU’s own database that includes all
information related to suspicious transaction reports. The FIU’s database consists of an
electronic archive that includes all correspondence and documents issued to or by the
FIU.

. Pursuant to Article 3 of the Administrative Order, the FIU may request further
investigations from law enforcement agencies regarding information contained in STRs.
The FIU cooperate with the ECPD to benefit from administrative or law enforcement
information. The ECPD access the databases of the MOI which include the personal
details of citizens and residents, car numbers and owners, their sale and export,
companies and institutions systems and activities, register of entering and leaving the
country, visa system, telephone numbers, and the geographical locations guideline of the
ministry. Furthermore, the Criminal records department, which includes a database of
suspects, names of previous criminals and their criminal practices, is part of the MOI and
can be accessed by the ECPD.

237.  The FIU is also developing links to other databases:

. The QCB developed a link with the commercial register, which will be accessible to the
FIU in the near future. The commercial register is a system of central registration where
the main ownership and control details for all companies registered in the domestic sector
are maintained.
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o A secure online submission system is currently being developed and should become
operational in the near future.
o The CRS system enables direct access to customer’s accounts, including the movement

of accounts, transactional information, as well as all personal information received
through application of CDD. Although the CRS may provide the FIU with information
regarding all the bank accounts, the STR form also must spell out the obligation of
reporting entities to provide all necessary information when filing an STR.

. The accounts of the financial institutions operating in the QFC will not be accessible
through the CRS. Article 8(6) of the AML Regulations provides that the FIU has direct
access to relevant persons and is able to get information in a timely manner. More
specifically, Article 8(6) requires a relevant person to ensure that its MLRO is
responsible for acting as a point of contact within the firm for the FIU, other competent
Qatar authorities and the QFCRA regarding Money Laundering issues. A relevant person
must respond promptly to any request made by the FIU, the QFC Authority, the QFCRA
or other competent state authorities.

238.  Additional information from reporting parties (c.26.4). Pursuant to Article 6 of the
Administrative Order, the FIU is empowered to ask financial institutions whether they have conducted
transactions with a person subject of an STR, or to request additional information/documentation.
However, it is not empowered to make such requests to DNFBPs. In practice, the FIU has requested
additional information from reporting entities operating within the domestic sector but has not done so
with regard to financial institutions operating in QFC.

239.  Dissemination of Information (c. 26.5). Pursuant to Article 3 of the Administrative Order the
FIU is empowered to forward STRs to law enforcement agencies and the PPO. To date, the FIU has not
determined any objective criteria to disseminate reports. The head of the FIU decides to file or to
disseminate the cases to the PPO. The practice is to forward cases, which are still deemed suspicious
after analysis, to the PPO who then either continues the judicial investigation or commences criminal
proceedings. Only one ML case was deemed suspicious and has been forwarded to the Public Prosecutor
who then determined that there was no basis to proceed further. No STRs regarding terrorist financing
have been disseminated to the PPO.
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Figure 1. Information flows to and from the FIU
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240.  Operational Independence (c. 26.6). Article 1 of the Administrative Order provides the legal
basis for the FIU’s operational independence. However, as outlined above, the Administrative Order
appears to be inconsistent with the provisions of the AML Law which gave the powers to receive, analyze
and disseminate STRs to the coordinator of NAMLC rather than the FIU. This inconsistency may
undermine the FIU independence.

241.  Article 2 of the Administrative Order states that “the president of NAMLC shall issue a decree
nominating the head of the unit and approving its organizational structure and financial budget.” With the
exception of freezing orders, in practice the head of the FIU has a broad range of competencies ensuring
the operational independence and autonomy of the FIU.

242.  Protection of Information Held by FIU (c. 26.7). The authorities believe that the information
received by the FIU staff is subject to the provisions on the protection of information provided in various
laws such as Article 5 of the AML Law, the provisions on confidentiality of banking transactions
pursuant to Law (33) of 2006 and Article 332 of the Penal Code that sanctions the violation of
professional secrecy. However, the assessment team’s view is that there is some uncertainty surrounding
the provisions mentioned above and that these provisions are not sufficient to protect the information held
by the FIU. In practice, the STRs and related information held by the FIU are entered into the database.
There is no log history to record all the queries made by FIU employees. The authorities state that only
FIU staff and relevant IT department staff are permitted access.
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243.  Publication of Annual Reports (c. 26.8). The FIU has not yet released any statistics, trends
analysis, and/or typologies concerning its activities. An annual report was published in 2006 which
consisted of the AML/CFT laws and regulations in force in Qatar. The FIU manages its own website that
contains information on the AML/CFT regulations and the 40+9 FATF recommendations.

244.  Membership of Egmont Group (c. 26.9). The FIU was recognized as an Egmont Group member
in July 2005 and has recently joined the Egmont IT Working Group.

245.  Egmont Principles of Exchange of Information among FIUs (c. 26.10). Pursuant to Article 3
of the Administrative Order, the FIU should exchange information with foreign FIUs according to
Egmont principles. According to the authorities, the FIU takes account of the Egmont principles in
practice when exchanging information with its overseas counterparts. It requested information from other
FIUs in 4 cases, one of them through the Egmont Secure Web. Qatar’s FIU did not sign any bilateral or
multilateral MOUs for cooperation with other foreign FIUs. The FIU received only two requests from
foreign counterparts.

246.  Adequacy of Resources to FIU (c. 30.1). The FIU has 10 full-time staft: In addition to the head
of the Unit, the staff comprises 1 Analyst, 1 researcher, 2 IT/analysis specialists, 2 for secretariat services
and 2 for administrative support, one part-time legal advisor and 2 part-time IT experts.

Figure 2. FIU Organizational Structure

[ Head of the Unit ]

Legal Expert

1 1 Administrative
ILT. & Studies & Follow- Financial Analysis Support
International up Division and Dissemination
Cooperation Division Secretariat

Division

247.  The structure of the FIU comprises the three following specialized operational divisions:

U Analysis and Dissemination Division: Specialized in receiving suspicious transactions
reports from all parties, analyzing and disseminating STRs, and distributing the warnings
that the FIU receives from security authorities.
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o Studies and Follow-up Division: Specialized in carrying out studies and research,
preparing AML/CFT reports, keeping abreast of international and regional developments
in this regard, and monitoring compliance of reporting entities.

U I.T. and International Cooperation Division: Specialized in fulfilling all technical
duties related to computer issues, database, and exchange of information with foreign
counterparts. The FIU manages its own website that contains information on the
AML/CFT regulations and the 40+9 FATF recommendations.

248.  The FIU currently has one staff (head of the financial analysis and dissemination division) in
charge of monitoring the STRs that are submitted; he conducts database checks and analysis and
disseminates STRs, as necessary.

Table 8. Budget of the FIU

Qatari Riyals uss$
2004 1,173,280 325,911
2005 5,537,000 1,538,055
2006 11,142,500 3,095,138
2007 12,386,000 3,440,555

249.  The 2007 Budget contains the following provisions: (i) 100,000 Riyals: subscription in Reuters,
Telerate, Swift and press agencies; (i1) 50.000 Riyals: connection to internet; (iii) 50,000 Riyals:
development of electronic archive. The amounts assigned for analysis represent only1.6 percent of the
FIU budget (QR 200,000/12,386,000).

250.  Overall, the FIU does not appear to have the appropriate level of human resources to properly
undertake its functions. In particular, the resources allocated to the analysis of STRs are insufficient and
does not reflect the importance that should be devoted to this function.

251.  Integrity of FIU Authorities (c. 30.2). All FIU incoming employees undergo background checks
and a security clearance which includes criminal record checks and interviews to ensure that the
appropriate security measures are in place to maintain the integrity of the FIU operations.

252.  Training for FIU Staff (c. 30.3). Although some staff have received training and have provided
some training for private sector entities as well as the concerned authorities, additional specialized and
practical in-depth training would be highly beneficial.

253.  Statistics (applying R.32 to FIU). The FIU keeps an electronic database (and a manual
database), which stores the STRs received by the FIU since October 2004, the date the FIU became
operational. It classifies them by entities sending the information.

254.  The total number of STRs and other information sent by concerned authorities in the database
from January 1, 2002 to December 31, 2006 is 266. Before the FIU became operational, STRs were filed
with a specialized department at QCB.
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Table 9. STR and Other Relevant Information Received by the FIU

Source of “STR” 2002 2003 2004 2005 2006 Total
Internal

Banks 8 11 13 21 27 80

Exchange 31 22 7 14 16 90

Houses

MOI 3 23 10 23 59

QCB 7 8 15

DSM 6 6

SSB 1 2 3

Customs 1 1

Post Office 2 2

Individual 1 1

Real Estate 1 1

Register

Brokerage Firms 4 4
External

FIU 1 2 3

Total 39 43 44 67 72 265

Total of STR 39 33 20 35 43 170

received from (approximately

Financial 80 STR

Institutions and received by the

DNFBPs FIU since its

establishment)

255.  The FIU receives ML and TF related information from other sources that are considered an STR
and recorded as such. No statistics are kept on the number of referrals made by the FIU to national
authorities. Only one case was transmitted to the PPO. The FIU has not received any STR related to FT. It
requested information from other FIUs in 4 cases, one of them through the Egmont Secure Web. The FIU
does not review periodically the effectiveness of the system to combat ML and FT.

2.5.2 Recommendations and Comments

256.  The authorities are recommended to:

. Address the legal basis that established the FIU as a national centre for receiving,
analyzing and disseminating disclosures of STRs and other relevant information
concerning suspected ML or FT activities. While the FIU appears to operate in practice, it
should be grounded on a sound legal basis.
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Ensure that the QFCRA removes the third point from the letters disseminated to DNFBPs
that includes the obligation to notify QFCRA of any suspicion of ML notwithstanding
that an STR has not been made to the local FIU.

Ensure that the FIU provides financial institutions and other reporting parties with
guidance regarding the manner of reporting, including the procedures to be followed
when reporting.

Ensure that the FIU (i) enhances the depth and quality of its STRs analysis, in particular
by accessing the CRS and requesting on a regular basis additional information from
reporting entities and the ECPD; (ii) uses, when necessary, the CRS, the link to the
commercial register developed by the QCB, the real estate register and all available
databases to enhance its STR analysis; (iii) undertakes a study focusing specifically on
the risks of ML and FT associated with certain businesses.

Ensure that the FIU establishes mechanisms for cooperation with regulators, supervisors,
reporting entities and law enforcement authorities to optimize its analysis and establishes
an information flow that protects confidentiality while enhancing its analysis capacity.

Grant the FIU the power to ask the DNFBPs whether they have had transactions with a
person who was the subject of an STR, or to demand additional information from them.

Ensure that the FIU periodically reviews the effectiveness of the system to combat ML
and FT and improves its collection of statistics

Ensure that the FIU publishes periodically annual reports, typologies and trends of
ML/FT.

Ensure that the FIU provides additional specialized and practical in-depth training to its
employees. This training should cover, for example, the scope of predicate offenses,
analysis and investigation techniques and familiarization with prosecution of ML/FT
techniques, and other areas relevant to the execution of the FIU staff functions.

2.5.3 Compliance with Recommendation 26
Rating Summary of factors relevant to s.2.5 underlying overall rating
R.26 LC Absence of a clear legal basis for establishing the FIU and providing it with its

powers and functions.

Absence of a legal basis to request additional information from DNFBPs.
Poor quality of and insufficient resources allocated to STRs analysis.

No guidance on filing STRs has been issued by the FIU.

Inadequate protection of information and premises.

No periodic review of system’s effectiveness in combating ML and FT.
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2.6 Law enforcement, prosecution and other competent authorities—the framework for the
investigation and prosecution of offenses, and for confiscation and freezing (R.27, and 28)

2.6.1 Description and Analysis

257.  Designation of Authorities ML/FT investigations (c. 27.1). The investigation officers are:
(i) Members of the PPO; (ii) Members of the Police Force; (iii) Members of the SSB; (iv) Members of
Customs; and (v) the head of the FIU with respect to any crimes committed under the AML Law.

258.  Qatar separates the authorities in charge of investigations and the legal authorities in charge of the
judgment of criminal offenses. The authorities in charge of AML/CFT investigations operate
independently and are mainly the responsibility of four separate authorities: (i) the ECPD (ECPD) within
the MOYI; (ii) the General Prosecutor; (iii) the SSB; and (iv) the customs.

259.  Investigation officers are subject to the Public Prosecutor’s supervision with respect to criminal
investigations (Article 8 of CPC). They investigate crimes, search for their perpetrators, and collect all
necessary evidence for the investigation and the trial (Article 29 of the CPC). Investigation officers have
the mandate to collect all necessary clarifications to facilitate investigations of received or otherwise
known facts, and undertake all security preserving measures to conserve the evidence. (Article 31 of
CPC)

260.  The work of the ECPD is regulated by Resolution No.(29) of 2004, issued by the MOI on July 28,
2004. The ECPD is affiliated to the director of the criminal investigation department. The ECPD is
specialized in the investigations of ML, e-crimes and counterfeiting and falsification of currency and is
further responsible to investigate crimes concerning the protection of copyright and neighboring rights.
The ECPD works in collaboration and coordination with the FIU and the PPO.

Figure 3: Structure of the Economic Crimes Prevention Unit
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Figure 4: Structure of the Criminal Investigation Department

Structure of the Criminal

Investigation Department
Ministry of Interior

-

Fighting Administrative Diw. of crirninal Div. of Special Econormic Crimes
mendicancy (L Investigation Imwestigation Preventicn div.
Dirv. Taam
b
! + ) L
Capital Security Div. South Security Div. Rayan Security Div. MNorth Security Di.

Criminal Registration and technica’
Suppart Diw.

261.  The Fighting Money Laundering Unit is the designated law enforcement agency for AML
investigations, while CFT investigations are the sole responsibility of the SSB.

262.  The ECPD receives requests for information from the FIU, and carries out the necessary
investigations to identify the suspect's transactions, relations, commercial activities, real estate properties
and the persons with whom the suspect is dealing as well as the extent of their participation in the ML
offence. The Division collects information in cooperation with other departments at the MOI, then
notifies the FIU of the investigation’s findings and if the ML offence or an attempt has been established,
it refers the suspect to the PPO.

263.  The PPO is headed by the General Prosecutor. Its functions and jurisdiction are regulated by law
No.(10) of 2002 that established the PPO. The General Prosecutor is assisted by two senior Advocates-
General and three District Prosecutors. In total, the PPO consists of 145 members. At the time of the
assessment, the PPO had received, investigated one case of ML forwarded by the FIU.

264.  The SSB has been a separate bureau with a direct reporting line to the Emir since its
establishment pursuant to No. 5 of 2003. The powers of the SSB regarding the investigation into ML/TF
crimes are set out in Article 2 of Law No.5 of 2003 as follows: (i) safeguarding the regime of the State
and its constitutional bodies; (ii) safeguarding the State and its safety and protecting its national unity
from any destructive or vandalistic activities or actions inside it or abroad; (iii) combating activities
harmful to the safety, stability and status of the State and its ties with other countries; (iv) protecting the
political, economical, social and religious values of the State; (v) combating the activities harmful to the



Annex 130

67

economy of the State and its revenues and (vi) combating espionage. According to the SSB, it has the
mandate to use its powers with respect to ML/FT crimes based on paragraphs 4 and 5 of Article 2.

265.  Pursuant to article 3 of Law No. (5) of 2003, the SSB have the authority of surveillance and
investigation through different technical and professional means. The SSB enjoys large competences, it
has the power to carry out investigations and collect evidence of crimes. The SSB, FIU and PPO
cooperate through NAMLC. According to the authorities, a copy of all STRs and related documents is
usually sent by the FIU to the SSB to perform investigations about suspects. The SSB has the discretion
to decide on whether to investigate cases depending on the seriousness of the crime suspected. Since the
SSB has the exclusive authority over any other law enforcement authority, conflicts of authorities and
overlap in investigations between the SSB and other law enforcement authorities may arise in certain
circumstances.

266.  Law No. (40) of 2002 regulates the work of the customs. They have the usual customs
investigating powers, including the right to stop people and goods at the border, and to check for, search,
and seize restricted and prohibited goods.

267.  Ability to Postpone / Waive Arrest of Suspects or Seizure of Property (c. 27.2). Postponing
arrests or seizures for investigative and identification of suspects persons is considered to be within the
investigation officer’s police powers, although this assertion is not supported by any formal legal text.
The PPO is using his discretionary power to undertake action to arrest a suspect, to seize property or to
postpone such actions.

268.  Additional Element—Ability to Use Special Investigative Techniques (c. 27.3). Telephone
tapping of conversations occurring in private places is allowed pursuant to Article 77 of the CPC in
fighting (i) crimes committed against the internal and external national security (ii) illicit trafficking in
narcotic drugs and psychotropic substances and (iii) illicit arm trafficking. In these cases, the telephone
tapping may be conducted by members of the PPO based on a written order by the Public Prosecutor.
Otherwise and in all other crimes, the written order must be issued by any of the judges of the competent
court of first instance. The measure must not exceed a period of thirty days and is renewable for a similar
period or periods as long as the initial reason for its issuance remains.

269. Additional Element - Use of Special Investigative Techniques for ML/FT Techniques (c.
27.4). The ECPD and the SSB which are the competent authorities in investigating and collecting
information related to ML and FT offences respectively reported that they make regular use of telephone
tapping in conducting the investigations. To this end, technologies are used, such as listening devices,
cameras, computer verification and e-mail tracking.

270.  Additional Element—Specialized Investigation Groups & Conducting Multi-National
Cooperative Investigations (c. 27.5). The SSB is competent to investigate FT offenses and within the
MOI, the ECPD investigates ML offenses. To date, authorities have not considered putting in place
specialized investigation groups or conducting multi-national cooperative investigations.

271.  Additional Elements—Review of ML & FT Trends by law enforcement authorities (c. 27.6).

ML methods, techniques and trends are not reviewed by law enforcement authorities on a regular,
interagency basis. No analysis or studies are conducted or disseminated.
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272.  Ability to Compel Production of and Searches for Documents and Information (c. 28.1).
According to Article 75- 77 of the CPC, law enforcement agencies have the powers to be able to compel
production of documents, search persons or premises and seize and obtain documents. Such powers are
exercised when written permission are obtained from the PPO. The SSB has the power to carry out
investigations and collect evidence about crimes that fall under its powers or which are submitted to it by
the Emir (Article 6 of the SSB Law). It is not possible for any person or governmental or non-
governmental party to conceal any information or data that the president of the Service or the person
whom he delegates for this purpose demands in writing.

273.  Law enforcement authorities have full powers to compel production of bank account records,
account files, business correspondence, and other records, documents or information, held or maintained
by financial institutions and other businesses or persons. The FIU is also capable of obtaining transaction
records and identification data through the CDD process from financial institutions. The CRS that enables
direct access to customer’s accounts, including the movement of accounts, transactional information, as
well as all personal information received through application of CDD should be available to the FIU’s
access in the future.

274.  Power to Take Witnesses’ Statement (c. 28.2). Article 84 of the CPC provides that PPO shall
hear witnesses’ statements to establish or facilitate the establishment of the crime and the conditions
thereof, to attribute the crime to the suspect, or declare him innocent. The PPO shall hear witnesses and
those whom the accused and the victim request to be heard, unless otherwise decided by the prosecution
member. Article 3 of the Law No.(5) of 2003 provides that the SSB shall have the authority of the police
force as defined in the CPC. Therefore, both the PPO and the SSB have the power to take witnesses’
statement in ML/FT cases.

275.  Adequacy of Resources to Law Enforcement (c. 30.1). The budget of the ECPD is decided by
the minister of internal affairs. Currently, nine full time officers work at the ECPD. Three of them are
appointed for full time job at the fighting ML Unit and six officers from other units can assist if
necessary. In case the AML Law will be modified to include all “designated categories of offenses” the
current staff at the ML Unit would not be able to deal with all requests for information forwarded from
the FIU. The number of staff at the PPO seems to be sufficient but the level of specialized
qualification/expertise does not appear to be adequate at this stage. Although the SSB indicated that they
had adequate staff, the number was not revealed for national security reasons. The Customs Authority
numbers approximately 1,350 officers.

276.  Integrity of Competent Authorities (c. 30.2). Article (11) of the Police Law (23) of 1993
provides that officers shall be appointed as per an Emiri Resolution, at the suggestion of the Minister of
Interior. Article (12) also provides that the officers should have a good conduct and good reputation; No
judgment should have been rendered against them in a dishonorable crime or integrity crime, unless he
was rehabilitated. They should not have been dismissed from public service pursuant to a final
disciplinary judgment or decision due to serious violations of work duties. They should not be affiliated to
any political party and should have graduated from a recognized police college or institute. According to
Article 28 of the CPC, the PPO may request that a disciplinary action be taken against the officers
without prejudice to the right to initiate a criminal prosecution. Prosecutors are appointed by the Emir and
are subject to the legal profession disciplinary rules.
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277.  Training for Competent Authorities (c. 30.3): According to the authorities, the members of the
ECPD were selected after personal interviews, an integrity check, and were provided with AML/CFT
training sessions. Prosecutors have taken part in several training sessions related to fighting terrorism,
money laundering and corruption. The PPO did not provide adequate and relevant training such as the
scope of predicate offenses, ML and FT typologies, and techniques to investigate and prosecute these
offenses. SSB conduct frequent internal training programs and has also received training from foreign
intelligence agencies. Each customs officer receives 10 hours of training on AML matters when he is
appointed as inspector. Nevertheless, the lack of trained customs officials constitutes a serious handicap.

278.  Additional Element—Special Training for Judges (c. 30.4). Judges do not benefit from any
special training or any educational programs concerning AML/CFT matters.

279.  Statistics (applying R.32). The ECPD keep statistics on ML suspicious cases that were
transmitted by the FIU. The PPO received only one case from the FIU where it considered that no offense
was committed. No confiscations have been pronounced in ML/FT cases. Annual statistics are kept on the
some crimes and judicial actions. The statistics provided did not, however, contain information on the
amount of seized and confiscated criminal proceeds.

280.  The customs do not use an electronic database to keep all statistics on crimes and trafficking.
Therefore, the statistical and analytical tools are not available.

281.  The investigative and prosecutorial authorities need to focus more on investigating and
prosecuting of ML offence and not just on the predicate offenses. Considering the lack of comprehensive
statistics (especially the number of investigations initiated in AML/CFT area and the percentage of total
investigations solved), it is not possible to assess whether law enforcement and prosecution authorities
effectively perform their functions.

2.6.2 Recommendations and Comments

282.  The authorities are recommended to:

] Ensure that law enforcement authorities keep statistics on the amount of criminal
proceeds seized and confiscated and on the number of ML/TF investigations,
prosecutions, and judgments to measure the effectiveness and competence of the
AML/CFT system.

U Provide additional specialized and practical training to law enforcement and prosecution
personnel as well as to police officers and customs agents on the fight against ML/FT.
This training should cover, for example, the scope of predicate offenses, ML and FT
typologies, investigation techniques and familiarization with prosecution of ML/FT
techniques and the use of information technology and other areas relevant to the
execution of the law enforcement staff functions.

o Take a more proactive approach to investigating and prosecuting ML/FT.
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2.6.3 Compliance with Recommendations 27 and 28

Rating Summary of factors relevant to s.2.6 underlying overall rating

R.27 PC ® Opverall, investigation and prosecution authorities do not appear to adequately pursue
money laundering cases.

® Shortage in evidence of effectiveness of law enforcement authorities and lack of
statistics.

® Lack of implementation of laws and use of law enforcement techniques in support of
ML/FT investigations across various law enforcement agencies.

® Inadequate AML/CFT training.
R.28 C ® This Recommendation is fully met.

2.7  Cross Border Declaration or Disclosure (SR.IX)

2.7.1 Description and Analysis

283. Mechanisms to Monitor Cross-border Physical Transportation of Currency (c. IX.1). The
General Directorate for Customs and Ports (GDCP) is responsible for monitoring the national territory
and borders of Qatar. Article 1 of Law No. 40 of 2002 (Customs Law) provides the GDCP with the
authority to enforce the provisions of the Law on all territories, including the regional sea, that are subject
to Qatar’s state sovereignty. The GDCP can carry out control, checks and inspections, so as to ensure the
correct application of customs, taxes and foreign exchange regulations.

284.  There is some inconsistency with the measures in place to detect physical cross-border
transportation of currency and bearer negotiable instruments. Initially, the Administrative Circular No. 40
0f 2001 concerning Money Laundering and Suspicious Operations (Circular 40-2001) adopted a system
to control the transportation of cash by money changers and natural individuals and the transportation of
gold and other metals. In 2005, a declaration system was adopted (Resolution 5-2005) and was replaced
in 2006 by a disclosure system (Resolution 37-2006). Some provisions in the Resolution 5-2005 were
amended by Resolution 37-2006 to reflect the change from a declaration system to a disclosure system
but others were not. Consequently, in the current regulation (Resolution 5-2005 amended by Resolution

37-2006), some provisions mention “declaration” while others mention “disclosure”."*

285.  Article 5 of the Resolution 5-2005 requires travelers to declare cash and other bearer negotiable
instruments (such as precious metals or documents) on the form prescribed for this purpose.
Notwithstanding article 5, the threshold for declaration was never set and, in practice, the system was
never implemented.

286.  Article 5 of Resolution 5- 2005 was replaced by a new article 5 of Resolution 37-2006 that
adopted a disclosure system. The new Article 5 states that “the Customs Officer, in case of suspicion,
shall request travelers to disclose any cash money or any negotiable financial instruments in their
possession by filling out a form specifically designed for this purpose.” Even though Article 5 was
amended to create a disclosure system, the other articles of Resolution 5-2005 amended by Resolution
37-2006 still mention the word “declaration” which might create a confusion as to the system established

' In both the original Arabic text and the English translation.
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in Qatar. Moreover, the disclosure system set by the new Article 5 concerns the physical transportation of
currency and bearer negotiable instruments and does not extend to the shipment of currency through
containerized cargo and mailing of currency or bearer negotiable instruments.

287.  In addition, the system adopted applies to incoming transportation of currency and bearer
negotiable instruments and does not extend to outgoing transportation of currency and bearer negotiable
instruments.

288.  The cash and bearer’s negotiable financial instruments shall be disclosed by using the form
prescribed for this purpose, stating: (i) the date, traveler’s name, nationality and number of passport/ID;
(i1) travel statements and destination; (iii) the statement of money in local or foreign currencies; (iv) the
type and sum of currency or negotiable financial instrument; (v) the purpose for carrying the money; and
(vi) the address of the traveler in resident and destination country.

289.  The assessment team observed that the current system for detecting and preventing cross-border
movements of currency or bearer negotiable instruments related to money laundering or terrorist
financing is neither implemented nor effective. The current wording of the regulation creates a high level
of confusion as to what measures are in place to detect the physical cross-border transportation of
currency and bearer negotiable instruments. Furthermore, the level of awareness across the operational
customs units appears to be uneven.

290. Request Information on Origin and Use of Currency (c. IX.2). Pursuant to Article 6 of
Resolution 5-2005, customs officials have the authority to request and obtain further information from the
carrier regarding the origin and intended use of the currency or bearer instruments.

291.  Restraint of Currency (c. IX.3). Resolution 5-2005 provides that the customs officials can
request and obtain further information from the carrier with regard to the origin of the currency or bearer
negotiable instruments and their intended use. However, customs officials may stop or restrain the
currency or bearer negotiable instruments only in case of suspicion of both money laundering and
terrorist financing. In addition, they do not appear to have any power to stop or restrain in cases of false
disclosure. To date, no currency was retained by the customs authorities based on suspicion. Finally, the
duration of restraining measures has not been determined.

292.  Retention of Information of Currency and Identification Data by Authorities when
appropriate (c. IX.4). Resolution 5-2005 amended by Resolution 37-2006 is silent with regard to the
retention of the amount of currency or bearer negotiable instruments and of the identification data of the
bearer(s). Circular No. 40-2001 provides that customs declarations made by individual persons shall be
kept for a period of at least five years but it is not implemented in practice.

293. Access of Information to FIU (c. IX.5). There does not appear to be a system in place whereby
the FIU is notified about suspicious cross-border transportation incidents or disclosure information
directly available to the FIU. Only one case was transmitted to the FIU in 2006 through the representative
of customs in NAMLC.

294.  Domestic Cooperation between Customs, Immigration and Related Authorities (c. IX.6). An
ongoing coordination and cooperation among customs authorities, other law enforcement authorities and
the FIU to implement the general policy set by the NAMLC is in place. Nevertheless, no policies or
procedures related to the implementation of SRIX were adopted or implemented to date.
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295.  International Cooperation between Competent Authorities relating to Cross-border
Physical Transportation of Currency (c. IX.7). The organizational structure of the GDPC includes a
special division in charge of exchanging information and reports, and cooperating with Customs Services
in other countries. The assessors have been informed by the representatives of the GDPC that Qatari
customs authorities engage in exchanges of information and reports about suspicious transactions and
other aspects related to customs with other countries. To strengthen this international cooperation, Qatari
authorities declared that they have entered into a number of agreements of bilateral cooperation with other
agreements under negotiation. In addition, there is a project underway to create an automated connection
for GCC countries to exchange information about customs statements. The assessors could not verify
whether such international cooperation is effective in place.

296. Sanctions for Making False Declarations/Disclosures (applying c. 17.1-17.4 in R.17, c. IX.8).
The customs officials do not appear to have any power to sanction for making false disclosure.

297.  Confiscation of currency pursuant to UNSCRs: The representative of customs receives the UN
lists through the representative of customs in the NCT. The assessors were informed that the list is
disseminated to be used for checking against the passenger lists. However, it could not be verified that in
practice the names of travelers are checked against the various UN terrorist lists.

298.  Notification of Foreign Agency of Unusual Movement of Precious Metal and Stones

(c. IX.12). Qatar does not appear to have a formal system in place for its customs services to notify their
counterparts in other countries of unusual cross-border movements of gold, precious metals or precious
stones. The mission was not able to determine whether the customs or other competent authorities have
ever notified any country nor if they cooperate with a view toward establishing the source, destination,
and the purpose of the movement of such items toward the taking of appropriate action.

299.  Safeguards for Proper Use of Information (c. IX.13). According to circular 40-2001
information about individual suspected of ML should be treated as highly confidential. However, there
are no special mechanisms for safeguarding such information or information related to cross-border
transactions. Since only one case was transmitted to the FIU in 2006 through the representative of
customs in NAMLC and the authorities did not retain the documentations in a database, the assessors
were not able to determine if such provision are implemented.

300. Additional Element—Implementation of SR.IX Best Practices (c. IX.14). The authorities
have not given consideration to the implementation of the measures set out in FATF International Best
Practices Paper on Cross Border Transportation of Cash by Terrorists and other Criminals.

301. Additional Element—Computerization of Database and Accessible to Competent
Authorities (c. IX.15). The customs authorities retain passenger and shipments records in hard copy.
There is no online access to this information by other law enforcement authorities or the FIU.

2.7.2 Recommendations and Comments

302.  The implementation of SR IX is based on mechanisms that are inconsistent and incomplete. The
implementation of SRIX does not appear to be effective. The authorities should take the necessary
measures to enable them to comply with SR. IX. They are in particular recommended to:
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Adopt a national strategic approach to detect the physical cross-boarder transportation of
currency and bearer negotiable instruments and amend Resolution 37-2006 to provide a
clear legal basis for a disclosure system. An internally consistent regulation should be
issued reflecting the following characteristics:

] The system should apply to both incoming and outgoing transportation of
currency and bearer negotiable instruments and extend to the shipment of currency
through containerized cargo and mailing of currency or bearer negotiable instruments.

. Article 6 of Resolution 5-2005 should be amended to give the power to customs
to request and obtain further information from the carrier with regard to the origin of the
currency or bearer negotiable instruments and their intended use in case of suspicion of
money laundering or terrorist financing.

o Customs should be able to stop or restrain cash or bearer negotiable instruments
for a reasonable time in order to ascertain whether evidence of money laundering or
terrorist financing may be found, where there is a suspicion of money laundering or
terrorist financing; or where there is a false declaration or false disclosure.

Enhance exchange of information between the customs and the FIU and create a database
at the customs to record all declared data related to currencies and bearer financial
instruments.

2.7.3 Compliance with Special Recommendation IX
Rating Summary of factors relevant to s.2.7 underlying overall rating
SR.IX NC Absence of implementation of the disclosure system for cross-border transportation

of cash and bearer negotiable instruments.
Lack of retention of records.
Lack of trained customs officials.

Lack of clear sanctions for false disclosure, failure to disclose, or cross-border
transportation for money laundering and financing of terrorism purposes.

Lack of clear safeguards to ensure proper use of disclosed information.

Insufficient statistics upon which to assess the effectiveness of the measures in place.
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3 PREVENTIVE MEASURES—FINANCIAL INSTITUTIONS
3.1 General

303.  The Qatari financial system could be best described as a “dual onshore financial sector” where
services provided by financial institutions are available to both residents and nonresidents. To ensure
clarity and consistency within the report, reference will be made to the “Domestic sector” and QFC when
describing financial institutions as follows:

. Domestic sector: It comprises financial institutions under the supervision of QCB, MEC,
and DSM. It consists of 17 banks, 3 investment companies, 19 exchanges houses, and 1
finance company (under the QCB); 8 insurance companies (under the MEC); and 7
brokerage firms (under the DSM).

. QFC: Established in 2005 the QFC is a business and financial center located in Doha,
providing legal and business infrastructure for financial services and designed to attract
international financial and non-financial institutions. These institutions can establish their
presence within the designated QFC zone to undertake and provide a broad range of
activities, services and products available to both residents and nonresidents. As of the
mission date, there were 12 firms registered within the QFC including commercial banks,
funds managers, and other financial institutions. At the time of the visit only 2 firms were
operational.

304.  All financial institutions and other non-financial entities in both the domestic sector and the QFC
are subject to the obligations imposed by the AML Law. Under the AML Law, financial institutions are
defined as “any companies or institutions licensed to carry out banking or financial businesses such as
banks, exchange bureaux, investment companies, finance companies, insurance companies, companies or
professionals carrying out financial services, brokers of shares and securities, or any similar individuals or
entities.” Although the definition covers a large number of financial institutions within the Qatari
financial sector, it does not cover the full range of financial institutions listed in the FATF Glossary. The
AML Law does not cover persons and institutions providing the following activities: financial leasing,
issuance of traveler’s checks and money orders, safekeeping and administration of cash or liquid
securities on behalf of other persons and participation in securities issues and the provision of financial
services related to such issues.

305.  Chapter 3 of the AML Law sets out, albeit in a very limited way, the duties of the financial
institutions and the responsibilities of the competent entities: prohibition of tipping off ; obligation to
report suspicious transactions to the FIU. The AML Law does not address customer identification and
customer due diligence requirements. These are addressed (to some extent) in other texts (see below). The
AML Law also sets out, in very broad terms, the legal basis for AML supervision.

306. The following gives an overview of the supervisory framework and of the enforceability of the
texts issued within the remit of the respective supervisory authorities.

Domestic Sector. QCB: Articles 1 and 7 of the AML Law mentioned above clearly designate the QCB as
the supervisory authority for AML issues on the financial institutions that it regulates. This is also
mirrored in Article 5 paragraph 12 of the Law No. (33) of 2006 (QCB Law). In 2006, the QCB issued
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“Instructions of Combating Money Laundering and Terrorism Financing” to the banking and financial
institutions under its responsibility (Chapter 6 of the “Instructions to Banks” as of March 2006; QCB
AML/CFT Instructions). These instructions require the banking and financial institutions to: know their
customers; develop AML/CFT programs including training; pay attention to extraordinary, complex, and
large transactions; report suspicious transactions; avoid tipping off customers; maintain documents for at
least 15 years; and freeze funds or assets suspected or linked to money laundering and terrorism
financing. The first chapter of the Instructions is drafted in mandatory terms, while the second chapter,
entitled “Guidelines” is mere guidance.

307.  Enforceability of the QCB AML/CFT Instructions. The QCB is clearly empowered by law to
issue AML/CFT measures and supervise their implementation (Article 5 paragraph 12 of the QCB law),
as well as to sanction the noncompliance with its AML/CFT instructions (Article 58 of the QCB law and
Paragraph 16 of the QCB AML/CFT instructions). The measures set out in Chapter 1 of the instructions
are mandatory in their wording and enforceable. They may not be considered as “law or regulation” for
the purpose of this assessment because they have not been issued by the Council of Ministers or one of its
members (see write up under Section 1.1). While the Governor of the QCB holds the title of “minister”,
he does not perform the functions of a government minister and is not a member of the Council of
Ministers. Furthermore, the Instructions do not explicitly refer to the relevant dispositions of the AML
Law and the QCB Law. Chapter 1 of the QCB AML/CFT Instructions may however be considered as
“other enforceable means” for the purposes of this assessment because it sets out enforceable measures.
Chapter 2 is drafted in broad, non-mandatory terms and is therefore regarded as pure guidance.

308. DSM: Article 11 of Law No. (14) of 1995 (DSM Law) empowers the DSM to oversee and
regulate the activity of trading in securities. The authorities indicated that these powers extend to
inspection of compliance with the AML Law. In its Decision No. (16/3) of 2005 (Decision 16/3), the
DSM requires brokerage firms to: verify the customer’s identity and conduct due diligence; report cash
transactions exceeding the established threshold; maintain documentation for at least 15 years and avail
this information to the DSM, the FIU, and judicial authorities; establish internal restrictions, procedures,
and rules to detect and report suspicious transactions; establish supervisory procedures and training
programs; appoint a money laundering reporting (liaison) officer; and avoid tipping off.

309. Enforceability of the DSM Decision 16/3. It may not be considered as “law and regulation”
because, like the QCB Instructions, it has not been issued by the executive body. Article 15 of the
Decision refers to the sanctions mentioned under the AML Law (i.e. sanctions for money laundering
activities and for “tipping-off”). The authorities informed the assessment team that this is not a limitative
disposition and that noncompliance with the requirements of the Decision would be sanctioned under the
general sanctioning powers granted to the DSM in Article 20 of the DSM Law. Issued pursuant to the
powers given under the DSM Law, and drafted in mandatory terms, with sanctions for noncompliance
with its requirements, the DSM Decision constitutes “other enforceable means” for the purpose of this
assessment.

310. MEC: Unlike the QCB and the DSM, the MEC has not legal basis to conduct AML/CFT
supervision. It is nevertheless acting as de facto supervisor for AML requirements and has issued AML
measures in Circular No. (1) of 2007. The latter “requires” insurance companies to identify the customers
and conduct due diligence; pay special attention to unusual transactions or companies in countries that do
not apply or insufficiently apply the provisions; maintain documentation for at least five years; establish
policies and plans to combat money laundering and terrorist financing including supervisory measures

2507



Annex 130

2508

76

and training; appoint a money laundering reporting (follow-up) officer; report suspicious transactions to
the FIU; and prohibition of tipping off. However, the measures listed in the Circular are not enforceable.
They do not constitute law or regulation and cannot be considered as “other enforceable means” for the
purpose of this assessment.

311.  QFC. Article 3 of Law No. (7) of 2005 (the QFC Law) provides that the business of operating the
QFC should be managed in accordance with its objectives in Article 5 by an authority known as the QFC
Authority (QFCA). The QFCA should have an independent legal personality and full capacity to act as
such in accordance with the QFC Law, and should have the financial and administrative independence
from the State. Article 8 of the QFC Law establishes the QFC Regulatory Authority (QFCRA) for the
purposes of regulating, licensing, and supervising the banking, financial and insurance-related businesses
carried on in or from the QFC. It is the only QFC body with the powers to regulate, license, and supervise
the activities listed under Schedule 3 of the QFC Law. It is also a body corporate owned by the State of
Qatar. The QFC Authority, the QFC Regulatory Authority, and the QFC Appeals Body all have powers to
prepare and submit to the MEC such regulations (or amendments, modifications to a repeal of existing
regulations) as they deem appropriate to achieve their respective objectives, including in the “prohibition
of money laundering and other financial improprieties” (Articles 9 and Schedule 2, paragraph 8 of the
QFC Law). The criminal laws (including the AML Law) of the State of Qatar apply within the QFC. The
civil laws, rules, and regulations of the State of Qatar also apply within the QFC, save to the extent that
the QFC Regulations exclude them or conflict with them, in which case the QFC Regulations prevail
(Article 18 of the QFC Law).

312.  In September 2005, the Minister of Economy and Commerce enacted the QFC Anti-Money
Laundering Regulations (QFC Regulation No. (3) of 2005, or QFC AML Regulations) under Article 9 of
the QFC Law. These Regulations set out measures that are mandatory for all persons and institutions
acting in or from the QFC. Pursuant to Schedule 2 of the QFC Financial Services Regulations, all duties,
functions and powers relating to monitoring, supervision and investigation, enforcement and related
powers in respect of the regulations enacted in relation to the prevention and detection of money
laundering (including responsibility for overseeing compliance by persons to whom such Regulations
apply) are vested in the QFC Regulatory Authority. Noncompliance with the requirements set out in the
QFC AML Regulations may be sanctioned by the QFC Regulatory Authority by any of the disciplinary
measures listed in Part 9 of the QFC Regulations No. (1) (QFC Financial Services Regulations).

313.  Enforceability of the QFC AML Regulations. The QFC Regulations have been enacted by a
Minister member of the Council of Ministers and have been forwarded to the entire Council. They are
drafted in mandatory terms, carrying sanctions for noncompliance and make clear reference to the
relevant laws (such as the QFC law) and the QFC’s powers to issue AML regulations. Considering in
particular the fact that they have been enacted by a member of the executive body acting on a clear legal
basis, the QFC AML Regulations may be considered as secondary legislation for the purpose of this
assessment. It should nevertheless be mentioned from the outset that, at the time of the assessment, none
of the measures contained in the regulations had been enforced. This was entirely due to the fact that., at
the time of the onsite visit, most of the persons and institutions acting in or from the QFC were still
setting up business, and none of the QFCRA’s decisions had been brought before the QFC Appeal Body.

314.  In October 2005, the QFCRA issued the Anti-Money Laundering Rulebook (AML Rulebook)
under the powers provided by Paragraph 2 of Schedule 2 of the QFC Financial Services Regulations.
According to the preamble (“Background to the Rulebook™), the Rulebook “extends and clarifies the
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provisions of the AML Regulations.” It contains rules made and guidance issued by the QFC Regulatory
Authority. The assessors consider that the Rulebook is of a dual nature: some of its provisions are drafted
in mandatory terms and constitute clear requirements, while others, notably those that are preceded by the
sub-title “Guidance,” are not mandatory. Noncompliance with the first set of dispositions would entail the
application, by the QFC Regulatory Authority of the disciplinary sanctions listed in Part 9 of the QFC
Financial Services Regulations. Non-compliance with the second set of dispositions is not enforceable.
For the purpose of this assessment, the first category is considered to constitute “other enforceable
means,” while the second category is viewed as non-binding guidance. While it appears where relevant in
the description of the QFC AML/CFT framework, the non-binding guidance was not taken into account
in the ratings. It is also worth noting that the write-up below often refers to the measures listed in the
Appendix of the Rulebook. Although the wording of the Appendix is somewhat confusing in the sense
that most of the measures listed appear under the sub-title “Guidance” which would suggest that they are
not binding, Rule 3.8.4 of the Rulebook specifically refers to the measures contained in Appendix 1 as
“rules” with which the financial institutions “must comply.” This would imply that noncompliance with
these rules would be sanctioned as mentioned above. The assessors, therefore, consider that the full list of
measures mentioned in Appendix 1 constitute “other enforceable means.” It must, however, also be noted
that, as is the case for the AML Regulations, the QFC AML Rulebook had not been enforced at the time
of the assessment given the recent establishment of the financial institutions within the QFC. While the
QFC Regulations and Rulebook may not contradict the AML Law, they may go beyond the law. As a
result, the businesses and activities carried out within or from the QFC may be subject to more stringent
measures than their domestic counterparts.

3.2 Risk of Money Laundering or Terrorist Financing

315.  Although the AML Law requires financial institutions to take certain actions to comply with the
requirements of the law, these actions do not take into account the degree of money laundering or terrorist
financing risk as required by the FATF Recommendations. The authorities have not yet conducted an
assessment of potential money laundering and terrorist financing risks affecting the Qatari financial
system and/or institutions within the system. Hence, the existing AML/CFT legal and supervisory
frameworks have been developed without considering ML/FT risk level.

316. Domestic Sector: The QCB, the supervisor of banks, exchange houses, finance companies, and
investment companies, is the only supervisory authority that has recently adopted and established a risk-
based approach to supervision, both for prudential and AML/CFT matters. However, the new supervisory
approach was adopted in November 2006 and had been implemented only once during a bank inspection
that had not yet concluded as of the mission visit. Therefore, the mission could not reach a conclusion on
the effectiveness of the QCB’s new risk-based supervisory approach.

317.  The Doha Securities Market Commission (DSM) is the competent authority for supervision of
securities brokerage firms and intermediaries as empowered by Law 14. The MEC (MEC) which has
supervisory responsibility over insurance companies, does not have a risk-based approach to AML/CFT
supervision that they conduct on a de facto basis.

318.  QFC: The QFC Regulatory Authority (QFCRA) adopted a risk-based approach to supervision of
authorized firms for both prudential and AML/CFT matters. This risk-based supervisory approach
focuses on risk management measures that identify, assess, and mitigate those risks, including AML/CFT,
arising within an authorized firm which present a risk to the objectives of the Regulatory Authority.
Central to the risk-based approach is the process of assessing risks. For AML/CFT, the QFCRA utilizes a
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methodology which includes two broad categories—Business Risks and Control Structure Risks. The
business risks category contains those AML/CFT risks arising from the type of business conducted by the
authorized firm and is further broken down into the following risk groups: financial soundness, business
strategy, market and operational, and organization and regulation. The control structure risks category
refers to the internal structure of the authorized firm and is further broken down into the following risk
groups: clients, conflicts management, management and control, financial crime, and human and technical
resources.

319.  In conducting the risk assessment, the QFCRA considers the nature and size of an authorized
firm’s business and its internal structures against each of the risks specified above. The QFCRA then
assesses and prioritizes each identified risk taking into account the probability of the risks occurring and
the impact upon the QFCRA’s objectives. Finally, using this assessment tool, the QFCRA assigns every
authorized firm an aggregate risk classification of low, medium, or high. The risk assessment is first
undertaken during the initial authorization process, then shortly after the authorization and ongoing during
the on-site visits.

3.3 Customer due diligence, including enhanced or reduced measures (R.5 to 8)

3.3.1 Description and Analysis

320. The AML Law is completely silent with respect to customer identification and the customer due
diligence process. With the exception of the QFC Regulations, no other piece of primary or secondary
legislation addresses the core obligations relating to customer identification.

321.  The preventive measures issued by the Qatari supervision and control authorities, the QCB, DSM,
MEC, and QCF Regulatory Authority have some of the elements required by the FATF
recommendations; however, only the measures issued by the QCB and the QFC are enforceable.

322.  The level of guidance provided significantly varies among supervisory authorities. In some cases,
it is sufficiently detailed while in others it is too general or too vague and does not provide the financial
institution with sufficient guidance to effectively implement the requirements.

323.  Prohibition of Anonymous Accounts (c. 5.1). Domestic Sector: Within the Qatari domestic
sector, there is no provision, legal or regulatory, that explicitly prohibits the opening of anonymous
accounts or accounts in fictitious names.

324.  The QCB instructions include customer identification requirements that could entail that
anonymous or fictitious accounts are effectively prohibited. The following is a description of the QCB’s
AML/CFT measures: In order to open an account, financial institutions must require as core documents
the customer’s residence/work permit and personal identification number. The residence/work permit is
issued by the MOI to every foreigner residing in Qatar. The personal identification number is also issued
by the MOI to both foreigners and Qatari citizens. Other official papers and documents requested and
obtained when establishing the account relationship include salary and introduction letters from the
customer’s employer. All these documents need to be certified by governmental authorities in Qatar. All
financial institutions operating in the State of Qatar must record the identification card number or
personal identification number mentioned on the birth certificate, being the only proof of personal identity
for all bank transactions and must not accept any other identification document. The DSM Decision 16/3
covers similar aspects of opening accounts/relationship under Article 6 (additional information is
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provided under criterion 5.2 of this report) with Article 7 providing that a securities account should not be
opened if the customer fails to satisfy or provide the information required in Article 6 of the Decision.
The QCB and DSM authorities indicated that given the existing controls and requirements in place,
financial institutions are required to comply with the account opening requirements described above.
Officials from financial institutions visited indicated that their institutions do not open anonymous
accounts or accounts in fictitious names. All accounts opened need to comply with the instructions and
decisions in place.

325.  QFC: Atrticle 12 of the QFC AML Regulations explicitly prohibits firms within the QFC from
establishing or keeping anonymous accounts or accounts in false names but neither the QFC AML
Regulations nor the QFC AML Rulebook have a specific provision prohibiting a relevant person to
establish or keep numbered accounts. relevant person is defined as a person who carries on any regulated
activities and/or a person who conducts, and in so far as they conduct, any of the following activities:

a) the business of providing the professional services of audit, accounting, tax consulting, legal and
notarization; b) the provision, formation, operation and administration of trusts and similar arrangements
of all kinds; and ¢) company services including, the business of provision, formation, operation and
management of companies.

326.  Regulated activities are defined in Schedule 3 of the QFC Law as: a) financial business, banking
business of whatever nature, and investment business, including (without limit) all business activities that
are customarily provided by investment, corporate and wholesale financing banks, as well as Islamic and
electronic banking business; b) insurance and reinsurance business on all categories; ¢) money market,
stock exchange and commodity market business of all categories, including trading in and dealing in
precious metals, stocks, bonds, securities, and other financial activities derived therefrom, or associated
therewith; d) money and asset management business, investment fund business, the provision of project
finance and corporate finance in all business fields and Islamic banking and financing business; ¢) funds
administration, fund advisory and fiduciary business of all kinds; f) pension fund business and the
business of credit companies; g) the business of insurance brokering, stock brokering, and all other
financial brokerage business; h) financial agency business and the business of provision of corporate
finance and other financial advice, investment advice and investment services of all kinds; and i) the
provision of financial custodian services and the business of acting as legal trustees. Article 9 of the QFC
AML Regulations imposes strict obligations upon all relevant persons to establish and verify the identity
of any customer with or for whom a relevant person acts or proposes to act. The detailed procedures are
set out in Appendix 1 of the QFC AML Rulebook. All relevant persons must follow these procedures to
establish and verify the true identity of any customer with or for whom they act or proposes to act,
regardless of whether the account is named or numbered. Failure to comply with the requirements of the
Regulations and Appendix 1 of the Rulebook may be punished by the QFC Regulatory Authority using
the powers vested by the Financial Services Regulations which include monitoring, supervision and
investigation, and enforcement, including sanctions for noncompliance with the AML Regulations.
Additional information addressing sanctioning powers is covered under Rec. 17.

327.  When is CDD required (c. 5.2): As mentioned above, the AML Law does not address customer
due diligence (CDD) requirements.

328.  Domestic sector: No other law or regulation apply. Consequently, the obligation to identify
customers is not established by primary or secondary legislation as required by the standard. The
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obligation is established by Instructions issued by the QCB and Decision issued by the DSM, which are
considered as other enforceable means for purposes of this assessment.

329.  The QCB 2006 Instructions on Combating Money Laundering and Terrorism Financing establish
the obligation on banking and financial institutions under the supervision of the QCB to conduct due
diligence when opening an account. Paragraph 1 of the instructions provides that for natural persons,
banking and financial institutions should check the customer’s identity or the identity of their
representatives by reviewing identification cards and keeping their personal data upon entering in any
deals, or transactions with them, or providing services especially when opening accounts, contracting
facilities contracts, financial transfers or managing their funds, whether in portfolios, shares in mutual
funds, leasing trust funds, or any other banking and financial services.

330.  For legal (“juridical”) persons, banking and financial institutions should check the customer’s
name and legal status and institution/company’s articles of incorporation and executive regulations, verify
the soundness of the information recorded in the documents obtained; check the customer’s legal status
stated in the institution/company’s articles of incorporation the executive regulations, verify the
soundness of the information recorded in the documents obtained; and in the case of any suspicion about
the personal identification or the original country or official offices of customers who open accounts, or
make transactions through other customers if there are doubts on customers who delegate others to make
their transactions. For example, if the institution/company or any other entity does not exercise any
commercial or industrial activities in the country where the main office is located.

331.  Paragraph 1.3 of the Instructions also requires banking and financial institutions to undertake due
diligence for any banking transaction, particularly those, that exceed 100,000 Qatari Riyals in the various
banking activities that can be used for money laundering. It further requires banking and financial
institutions to check any other banking and financial transactions suspected to be used in terrorism
financing, regardless of the amount.

332.  Additional guidance for opening personal deposit accounts is provided to banks and financial
institutions under Chapter Three of the QCB Instructions, Second section. Under this section, the
institutions must complete and maintain the information, contracts and documents for all types of
personal deposit accounts for residents in Qatar or the non-residents, in line with the QCB Instructions.

333.  For the brokerage firms, Article 6 of the DSM Decision (16/3) “requires” that customer due
diligence be conducted when opening financial securities accounts. It provides guidance as follows: In
opening accounts, all particulars of the identity of the customer, his agent or their representatives should
be recorded and verified. The customer should submit copies of the required documentation whenever an
amendment is made. A securities account should not be opened if the customer fails to satisfy or provide
the documentation or information required.

334,  Section 1 of Circular No. (1) of 2007 recently issued by the MEC, provides limited guidance to
insurance companies with respect to CDD measures. Under this circular, insurance companies are
required to conduct CDD for natural persons before executing any financial transaction. For legal persons,
CDD is required before and during any insurance transaction. No further guidance is provided.

335. Regardless of the QCB and DSM requirements and the non enforceable nature of the MEC
guidance for undertaking customer due diligence measures, for banking and financial institutions,
brokerage firms and insurance companies fall short of including measures: when carrying out occasional
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transactions above a designated threshold both single or multiple operations; when carrying out
occasional transactions that are wire transfers, when there is a suspicion of money laundering or terrorist
financing; and when the financial institution has doubts about the veracity or adequacy of previously
obtained customer identification data. Against this background, the current measures dealing with the
timing of the CDD process appear inadequate and clearly not in line with the requirements of the
standard.

336. QFC: Article 9 of the QFC AML Regulations sets out the customer identification requirements. It
requires a relevant person to establish and verify the identity of any customer, including the beneficial
owner with or for whom the relevant person “acts or proposes to act”. Accordingly, the CDD is required
at the time of establishment of the relationship and prior to any transactions being undertaken. There are
certain limited exceptions to the customer identification requirements contained in Rule 3.9 of the QFC
AML Rulebook: a relevant person is not required to establish the identity of a customer if the customer is
itself an Authorized firm or a relevant person in the QFC or is a regulated financial sector firm from a
FATF Country. However, this exemption is not applicable when the relevant person: i) knows or
suspects; or has reasonable grounds to know or suspect that a customer or a person on whose behalf he is
acting (including any beneficial owner or other provider of relevant funds) is engaged in money
laundering; and ii) will be taken to know or suspect or to have reasonable grounds to know or suspect if
any employee handling the transaction or potential transaction or anyone managerially responsible for it
knows or suspects or has reasonable grounds to know or suspect that a customer or a person on whose
behalf he is acting (including beneficial owner or other provider of relevant funds) is engaged in money
laundering.

337.  The broad exemption from having to conduct identification requirements as contained in Rule 3.9
does not appear to be consistent with the FATF standard. The exemption as such assumes that if
customers are an authorized firm or a relevant person in the QFC or a regulated financial sector firm from
a FATF country, they pose a low risk of money laundering and terrorist financing. Although Rec. 5
requires financial institutions to apply identification and due diligence measures, it also gives the
authorities the flexibility to determine the extent of these measures on a risk sensitive basis. However,
there was no evidence that the authorities had conducted a risk sensitive assessment of such customers,
nor FATF countries where such customers are located to determine compliance with and level of
implementation of the recommendation. As such, this broad exemption does not appear to be consistent
with the FATF Recommendation 5.

338.  There is no designated threshold in place within the QFC to require relevant persons conducting
due diligence on an occasional transaction. Article 9 of the QFC AML Regulations therefore applies to all
transactions regardless of their amount. Consequently, the customer’s identity must be established and
verified in all cases, even when occasional transactions are undertaken for small amounts.

339.  Article 16 of the QFC AML Regulations addresses the requirements for transfer of funds. Under
this Article, when a relevant person is a financial institution and makes a payment on behalf of a customer
to another financial institution using an electronic payment and message system, it must include the
customer’s name, address and either an account number or a unique reference number in the payment
instruction. Also, for such a transaction to occur, the identity of the customer must already have been
established and verified.
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340. If at any time, a relevant person realizes that it lacks sufficient information or documentation
concerning a customer identification, or develops a concern about the accuracy of its current information
or documentation, he or she is required by Article 9 (11) of the QFC AML Regulation to obtain promptly
all appropriate documentation necessary to verify the customer’s identity.

341.  Although the requirements within this criterion are covered by the QFC AML Regulations and
the AML Rulebook, the broad exemption from having to conduct identification requirements does not
appear to be consistent with the FATF Recommendation 5, as the authorities were not able to demonstrate
that a risk-sensitive assessment had been conducted of such customers and FATF countries determine
compliance with and level of implementation with the recommendation.

342.  Therefore, the QFC Regulation partially meets the standard on this point due to the shortcoming
stated above.

343. Identification Measures and Verification Sources (c. 5.3). Domestic Sector: As is the case
above, there are no measures in law or regulation that impose an obligation on financial institutions to
identify the customer and verify his or her identity.

344.  The QCB Instructions, although they are not primary or secondary legislation, nevertheless
impose enforceable obligations on the financial institutions under the QCB’s authority. They require the
banking and financial institutions to identify the customer both, natural and legal, by obtaining adequate
documentation (Chapter VII, second section, 1-1/2) as follows.

345.  For natural persons, the requirement is to obtain: (i) identification cards and personal data;

(i1) customer’s full name as mentioned in the passport or the personal identification card for residents and
Qatari citizens; (iii) passport or personal identification card number and its validity date; (iv) nationality;
(v) place and date of birth; (vi) profession and work place; (vii) place of residence; (viii) postal address;
(ix) customer’s signature or thumb print plus the identifier’s signature as in signature form; (x) name and
address of the sponsor or the work entity for residents in Qatar; and (xi) copies of registers and signature
and delegating letters from the account owner.

346.  For legal persons, the instructions require documentation supporting; the corporate name and
legal status; articles of incorporation; customer’s name and legal status; institution/company’s articles of
incorporation and executive regulations; and customer’s legal status stated in the institution/company’s
articles of incorporation and executive regulations.

347.  The current measures for identifying legal persons are too limited as they do not require to
identify the customer (whether occasional, and whether natural or legal persons or legal arrangements)
and verify that customer’s identity using reliable, independent source documents, data or information
(identification data). Furthermore, they do not address corporations/partnerships; mutual/friendly
societies; cooperatives, charities, clubs and associations; trusts and foundations; and professional
intermediaries. In view of the above, the Qatari framework would partially meet the standard on this point
in the banking sector, but fails to do so because the requirements are not set in primary or secondary
legislation.

348. DSM: Decision No. 16/3 requires the brokerage firms to obtain the following information for a
natural person or agent: (i) full name; (ii) full address; (iii) nationality; (iv) profession; and (v) complete
details of identity card or passport
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349.  With respect to verification measures, Article 8 requires brokerage firms to verify by reference to
a valid official identity document the identity and address of the natural person. A copy of this official
document should be attached to the application.

350.  For legal persons, brokerage firms are required to obtain the following information: (i) name;

(i1) legal form; (iii) commercial registration; (iv) objectives; (v) address of main office and branch, if any;
(vi) particulars of the shareholders and main founders of the company; (vii) names of members of the
Board of Directors; (viii) name and address of the legal representative of the company and details of his
identity; (ix) names of the persons authorized to sign on behalf of the legal person and specimens of their
signatures; (x) the memorandum and articles of incorporation authenticated by the concerned authority in
the state.

351.  Verification measures for legal persons include verifying the existence of the customer, its legal
status and form and continuation of its business by way of official documents pertaining to the
incorporation and licensing. There is also a recommendation to verify the existence of actual valid
authorization of the person acting on behalf of the company/establishment and verification of the real
owner, besides verification of the correctness of signatures of applicants and opening of bank accounts
outside Qatar through attestation by banks, chambers of commerce or notary public outside Qatar besides
legalization of these documents by the Qatar Embassy and MOFA or any other authority to be approved
by the market for this purpose.

352. MEC: Verification measures under Circular No. 1 of 2007 call on financial institutions to
conduct due diligence on the natural person or his representative based on obtaining an official ID
document and registration of all ID details before executing any financial transaction with the natural
person. For legal persons, this is limited to conducting due diligence of the customer’s activity process
based on the commercial register and the license details, and verifying the actual status of the company
representative’s authorization by checking the official documents and verifying the identity of the real
owner. As mentioned above, the MEC circular is not mandatory and enforceable, and may only constitute
guidance. Furthermore, this guidance is clearly not adequate as it fails to provide the financial institutions
with specific types of customer information that should be obtained and the identification data that should
be used to verify that information.

353. QFC: Article 9 of the QFC AML Regulations sets the primary obligation on all relevant persons
to establish and verify the identity of any customer with or for whom a relevant person acts or proposes to
act. The “customer” is defined as any person engaged in or who has had contact with a relevant person
with a view to engaging in any transaction with a relevant person on his own behalf or as agent for or on
behalf of another. Section 3.8 of the QFC AML Rulebook requires firms to comply with the customer
identification requirements set out in Appendix 1 of the Rulebook. These requirements are extensive and
include the use of independent source documents, data, and other relevant identification data in a way
which is in line with the standard.

354.  Identification of Legal Persons or Other Arrangements (c. 5.4). Domestic Sector: There is no
requirement in law (primary or secondary) to verify that a person purporting to act on behalf of the
customer is so authorized, and to identify and verify the identity of that person.

355.  The requirement on identification of legal persons or other arrangements is established under
Article 1, paragraph 1.2.3 of the QCB Instructions where financial institutions are obliged to obtain
information when a suspicion arises about the personal identification or the original country or official
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offices of customers who, on behalf of their clients, open accounts, or make transactions through other
customers if there are doubts on customers who delegate others to make their transactions. For example,
financial institutions are required to identify and verify the identity of the person acting on behalf of the
customer when an institution/company or any other entity does not exercise any commercial or industrial
activities in the country where the main office is located. In addition, paragraphs 1.2.1 and 1.2.2 provide
that financial institutions should check and verify the customer’s name and legal status and
institution/company’s articles of incorporation and executive regulations, and verify the customer’s legal
status stated in the institution/company’s articles of incorporation and the executive regulations, as well as
verify the existence of the documents for the person acting on behalf of the customer and the accuracy of
such documents and of the information recorded in the aforementioned documents. However, the
requirement falls short of providing financial institutions with guidance on how the information should be
verified and validated.

356. DSM: Article 6 of the Decision 16/3 requires all brokerage firms to record and verify all
particulars of the identity of the customer, his agent or their representatives when opening securities
accounts. This should be done in addition to obtaining and verifying the name; legal form; commercial
registration; objectives; address of main office and branch, if any; particulars of the shareholders and
main founders of the company; names of members of the Board of Directors; name and address of the
legal representative of the company and details of his identity; names of the persons authorized to sign on
behalf of the legal person and specimens of their signatures; and the Memorandum and Articles of
incorporation authenticated by the concerned authority in the State.

357. MEC: Circular No. 1 calls on insurance companies to verify the actual status of the company
representative’s authorization by checking the official documents and verifying the identity of the real
owner. The MEC has not yet provided additional guidance to instruct insurance companies as to how to
implement this circular.The domestic framework falls short of the standard on this point because the
verification requirements are not set out in primary or secondary legislation and the MEC measures are
not enforceable.

358. QFC: Section A 1.2 of Appendix 1 of the QFC AML Rulebook sets out the requirements with
respect to the verification of the identity and authority of the person, including the beneficial owner,
purporting to act on behalf of a legal person or arrangement. Specifically, where the customer is itself a
relevant person or a public registered company, the relevant person is required to obtain a list of
authorized signatories or satisfactory evidence that the individuals representing the company have the
necessary authority to do so. Further, with respect to private companies, unincorporated businesses,
partnerships, clubs, cooperatives, charitable, social, or professional societies, a relevant Person is required
to identify the authorized signatories and obtain necessary documentation to establish and verify the
identities of the signatories.

359.  Verification procedures with respect to the legal status of legal persons or legal arrangements are
established under Section A1.2 of the QFC AML Rulebook which requires the relevant persons to verify
the legal status of a public registered company by obtaining copies of the following documents:

(i) certificate of incorporation or extract from the relevant register or an enquiry search via a company
enquiry agent; (ii) the latest reports and accounts; and (iii) satisfactory evidence that the individuals
representing the company have the necessary signing authority to do so (e.g., list of authorized
signatories).
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360.  When verifying the legal status of a private corporate entity, a relevant person is required to
obtain the following documents: (i) registered corporate name and any trading names used; (ii) complete
current registered address and any separate principal trading addresses, including all relevant details with
regards to country of residence; (iii) telephone, fax number and email address; (iv) date and place of
incorporation; (v) corporate registration number; (vi) fiscal residence; (vii) business activity;

(viii) regulatory body, if applicable; (ix) name and address of group, if applicable; (x) legal form;

(xi) name of the external auditor; (xii) information regarding the nature and level of the business to be
conducted; (xiii) information regarding the origin of the funds; and (xiv) information regarding the source
of wealth or income.

361. A relevant person is also required to record the name, country of residence, nationality of the
directors or partners and members of the governing body and to obtain a certified copy of the list of
authorized signatories specifying who is authorized to act on behalf of the company and of the relevant
board resolution authorizing the signatories to act on behalf of the company. When dealing with
unincorporated business or partnerships, a relevant person is required to obtain the latest annual report
and accounts and a certified copy of the partnership deed. In relation to clubs, cooperative, charitable,
social, or professional societies, a relevant person is required to obtain a certified copy of the constitution
of the organization.

362.  The QFC requirements for CDD measures with respect to legal persons or legal arrangements are
extensive and include the use of independent source documents, data, and other relevant identification
data, in a way which is in line with the standard.

363. Identification of Beneficial Owners (c. 5.5; 5.5.1 & 5.5.2). Domestic Sector: There are no
requirements in law or regulation to identify the beneficial owner and to take reasonable measures to
verify the identity of the beneficial owner using relevant and reliable information.

364. The QCB nevertheless addressed the identification of the customer or his representatives and the
verification of their identity of the beneficial owner under Paragraph 1.2.2 of the Instructions. The
Instructions set out an obligation to determine whether the customer is acting on behalf of another person
and if so, to obtain sufficient information to verify the identity of that other person and of the beneficial
owner.

365. The DSM authorities indicated that in practice, securities brokerage firms are documenting and
verifying the identity of the person acting on behalf of the customer. However, there was no evidence to
support the legal basis of this practice.

366.  There is no specific obligation imposed by the QCB on financial institutions to take reasonable
measures to understand the ownership and control structure of the customer or to determine who are the
natural persons that ultimately own or control the customer. The current requirement focuses on
obtaining, checking and verifying the customer’s name, legal status, and the institution/company’s articles
of incorporation. No further guidance is provided to instruct financial institutions.

367.  Article 6 of the DSM Decision 16/3 calls on brokerage firms to identify the particulars of the
shareholders and main founders of the company, name and address of the legal representative of the
company and details of his identity, and the names of the persons authorized to sign on behalf of the legal
person and specimens of their signatures. However, it does not address control structure of the customer
and determining who are the natural persons that ultimately own or control the customer. Again, the DSM
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authorities indicated that in practice, securities brokerage firms are documenting and verifying the control
structure over a legal person, but there was no evidence to support the legal basis of this practice.

368.  The MEC has a general guidance for insurance companies to verify the actual status of the
company representative’s authorization by checking the official documents and verifying the identity of
the real owner, but it is not mandatory. Furthermore, it does not call on the insurance companies to take
reasonable measures to understand the ownership and control structure of the customer or to determine
who are the natural persons that ultimately own or control the customer. In conclusion, none of the
measures examined comply with the standard as they are not set out in law or regulation (and are
incomplete).

369.  QFC: Article 9 of the QFC AML Regulations sets out the primary customer identification
requirements, including for beneficial owners. Article 9(1) of the QFC AML Regulations provides that a
relevant person must establish and verify the identity of any customer with or for whom the relevant
person acts or proposes to act.

370.  Article 9(4) of the QFC AML Regulations requires that whenever a relevant person comes into
contact with a customer with or for whom it acts or proposes to act, it must establish whether the
customer is acting on his own behalf or on behalf of another person.

371.  Article 9(5) of the QFC AML Regulations requires that a relevant person must establish and
verify the identity of both the customer and any other relevant person on whose behalf the customer is
acting or appears to be acting. This includes verification of the Beneficial Owner of the person and/or
relevant funds which may be the subject of a Transaction to be considered. In such cases, the relevant
person is required to obtain sufficient and satisfactory evidence as to their identities.

372.  Moreover, Rule 3.8.1 of the QFC AML Rulebook requires a relevant person to obtain a statement
from a prospective customer to the effect that the customer is or is not acting as principal. In cases where
the customer is acting on behalf of a third party, a relevant person must obtain a written statement
confirming the statement made by the customer, from the parties (including any Beneficial Owner, if
different from the third party).

373.  Appendix 1 of the QFC AML Rulebook sets out in great detail the customer identification
requirements in relation to understanding the ownership and control structure of the customer. Appendix
section A1.2.1 (11) requires that, in addition to the information obtained during the identification process
of the legal persons, a relevant person should obtain the following: (i) certified copy of the Articles of
association or statutes; (ii) certified copy of either the certificate of incorporation or the trade register
entry and any trading license including renewal date; (iii) latest annual report, audited and published, if
applicable; (iv) certified copies of the identification documentation of the authorized signatories;

(v) certified copies of the list of authorized signatories specifying who is authorized to act on behalf of the
customer account and of the board resolution authorizing the signatories to operate the

account;(vi) certified copies of the identification documentation of the authorized signatories; (vii) names,
country of residence, nationality of directors or partners and of the members of the governing body;

(viii) list of the main shareholders holding more than 5 percent of the issued capital; and

(ix) identification evidence of those shareholders with interests of 10% or more in the capital of the
company.



Annex 130

87

374.  Inrelation to public registered companies, a relevant person is required to obtain a certified copy
of the latest report and accounts which will provide details of significant shareholders. In accordance with
Paragraph 9 under rule A 1.2.1, a relevant person need not verify the identity of the individual
shareholders or directors of a company listed on a designated exchange as such entities are considered to
be publicly owned and generally accountable.

375.  Inrelation to those Customers who are private corporate entities, paragraph 11 under rule 1.2.1
paragraph 11 h) of the Appendix 1 requires a relevant person to obtain a list of all shareholders holding
more than 5 percent of the issued share capital of the company. Further, a relevant person is required to
obtain identification evidence in respect of those shareholders holding more than 10 percent of the capital
of the company.

376.  Inrelation to unincorporated businesses or partnerships, paragraph 29 i) of rule 1.2.1 of the
Appendix 1 requires a relevant person to verify the identity of all controllers and/or partners.

377.  Inrelation to trusts, nominees and fiduciaries, the guidance set out under paragraph 6 a) of

rule 1.2.2 pf Appendix 1 requires a relevant person to identify any settlor, trustee, or principal controller
who has the power to remove the trustee as well as the identity of the beneficial owner; a certified copy of
the trust deed, to ascertain the nature and purpose of the trust; and documentary evidence of the
appointment of the current trustees.

378.  Inrelation to clubs, cooperatives, charities, or professional societies, Appendix 1, rule 1.2.7
requires the relevant person to identify the principal signatories and controllers in accordance with the
relevant customer identification requirements for private individuals.

379.  Appendix 1, Rule 1.2.5, provides that when the applicant for business is a supra-national
organization, a governmental department or a local authority, the relevant person must take steps to verify
the legal standing of the applicant, including its ownership and its principal address. The relevant person
should also obtain a certified copy of the resolution or other document authorizing the opening of the
account or undertaking the transaction. Evidence that the official representing the body has the relevant
authority to act should also be obtained. The QFC framework fully meets the standard on this point.

380. Information on Purpose and Nature of Business Relationship (c. 5.6). Domestic Sector:
Paragraph 2 of the QCB Instructions requires banking and financial institutions to obtain information on
the purpose of opening any account. However, there is no explicit requirement to obtain information on
the intended nature of the business relationship as well. There are no requirements on the financial
institutions supervised by the DSM, and the MEC to obtain information on the purpose and intended
nature of the business relationship. Therefore, the Qatari domestic framework falls short of the standard
on this point.

381. QFC: Rule 1.1.1 of Appendix 1 of the QFC AML Rulebook provides that in order to comply
with the “Know Your Customer” requirements prescribed under Article 9 (1) of the QFC AML
Regulations, a relevant persons must:

U With respect to personal details, obtain and verify the true full name or names used and
the current permanent address;
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o With respect to the nature and level of business to be conducted, obtain information
regarding the nature of the business that the customer expects to undertake, and any
expected or predictable pattern of transactions, including the purpose and reason for
opening the account or establishing the business relationship, the anticipated level and
nature of the activity that is to be undertaken and the various relationships of signatories
to the account (if any) and details of any underlying beneficial owners;

. With respect to the origin of funds, identify how all the payments are to be made, from
where, and by whom and ensure that all payments are recorded to provide an audit trail;
and

. With respect to the source of wealth, establish a source of wealth or income, including

how the funds were acquired, to assess whether the actual transaction pattern is consistent
with the expected transaction pattern and whether this constitutes any grounds for
suspicion on money laundering.

The QFC framework fully meets the standard on this point.

382.  Ongoing Due Diligence on Business Relationship (c. 5.7; 5.7.1 & 5.7.2). Domestic sector:
There are no specific legal or regulatory requirements imposed by the QCB, the MEC, and the DSM for
financial institutions to conduct ongoing due diligence on the business relationship. Therefore, the Qatari
domestic framework falls short of the standard on this point.

383.  QFC: Under Rule 3.8.2 of the QFC AML Rulebook, a relevant person is required to undertake a
periodic review to ensure customer identity documentation is accurate and up to date. Additionally, Rule
3.8.3 of the QFC AML Rulebook requires a relevant person to undertake the periodic review mentioned
under Rule 3.8.2 when: (i) the relevant person changes its Know-Your-Customer documentation
requirements; (ii) a significant transaction with the customer is expected to take place; (iii) there is a
material change in the business relationship with the customer; or (iv) there is a material change in the
nature or ownership of the customer.

384.  Article 3.1.1 (D) of the QFC AML Rulebook sets out the general principle that a relevant person
must put in place satisfactory Know Your Customer Requirements to identify the users of services, the
principal beneficial owners and the origin of any funds being deposited or invested with or through a
relevant person. Satisfactory procedures include knowing the nature of the business that the customer
normally expects to conduct and being alert to transactions that are abnormal within the relationship.

385.  Under Appendix 1, Customer Identification Requirements, rule 1.1.1 (c) a relevant person is
required to identify how all payments are to be made, where they were made from, and by whom. They
must also ensure that all payments are recorded in order to provide an audit trail. Under paragraph (d),
they must establish the source of the wealth or income and how the funds were acquired, with a view to
assess whether the actual transaction pattern is consistent with the expected transaction pattern and
whether this constitutes any grounds for suspicion of money laundering.

386.  Article 15 (6) of the QFC AML Regulations requires a relevant person to establish and maintain
policies, procedures, systems, and controls in order to monitor for and detect suspicious transactions.
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387.  Article 16 of the QFC AML Regulations requires that where a relevant person is a financial
institution and makes a payment on behalf of a customer to another financial institution using an
electronic payment and message system, it must include the customer’s name, address, and either an
account number or a unique reference number in the payment instruction.

388.  Article 9 (10) of the QFC AML Regulations requires that a relevant person must ensure that the
information and documentation concerning a customer’s identity remains accurate and up to date.

389.  Rule 3.8.4 of the QFC AML Rulebook requires a relevant person to adopt a risk-based approach
for the customer identification and verification process.

390. Depending on the outcome of the money laundering risk assessment of its customer, the relevant
person should decide to what level of detail the customer identification and verification process will need
to be performed. The QFC framework fully meets the standard on this point.

391. Risk—Enhanced Due Diligence for Higher Risk Customers (c. 5.8). Domestic sector:
Paragraph 3 of the QCB Instructions requires banking and financial institutions to perform enhanced due
diligence by obtaining additional information when opening accounts for non-residents. The additional
information includes a letter of introduction or recommendation from reputable banks or financial
institutions overseas and ensuring that the authentication of the account opening application, signed by
the customer is adequate. It also requires that the financial institutions and banks be well known. There
are no other legal, regulatory or other enforceable obligations to perform enhanced due diligence
measures for higher-risk categories of customer, business relationship, or transaction. Under the current
AML/CFT regulatory regime, there is no distinction between low- and high-risk customers, business
relationships, or transactions. The Qatari domestic framework, therefore, clearly falls short of the standard
on this point.

392. QFC: Appendix 1 (Customer Identification Requirements) of the QFC AML Rulebook requires a
relevant person to adopt a risk-based approach to the customer identification process. Depending on the
money laundering risk assessment regarding the customer, the relevant person should decide at what level
of detail the customer identification and verification process will need to be performed. The risk
assessment regarding a customer should be recorded in the customer file. The Appendix clarifies that the
risk-based approach does not release a relevant person from its general obligation to identify fully and
obtain evidence of customer identification to the Regulatory Authority’s satisfaction. It also provides that
a relevant person should, in cases of doubt, adopt a stricter approach in its judgment concerning the risk
level and the level of detail to which customer identification is performed and evidence obtained.

393.  Enhanced due diligence for Nonresident customers: relevant persons are required to ensure
that they are dealing with an existing person by virtue of Rule 1.2.1 of Appendix 1 of the QFC AML
Rulebook. Provisions in section A 1.2 of the Rulebook require the relevant person to verify the address of
the client, whether it is a natural or legal person. Accordingly, relevant persons must always determine if
their clients are resident by obtaining copies of the identification card issued by the MOL.

394.  Appendix 2 of the QFC AML Rulebook provides requirements and guidance to firms in respect
of the risk assessment process and in paragraph 7, the QFCRA requires that where a relevant person has
customers located in countries:

@8 without adequate anti-money laundering strategies;
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where cash is the normal medium of exchange;

which have a politically unstable regime with high levels of private or public sector
corruption;

which are known to be drug producing or drug transit countries; or

which have been classified as countries with inadequacies in their anti money laundering
regulations.

It should consider which additional “Know your Customer” and monitoring procedures may be necessary
to compensate for the enhanced risk.

395.  Guidance is also provided under paragraph 8 of the Appendix A2.1 as to the enhanced due
diligence procedures which a relevant person may undertake when dealing with a Customer who is
classified as high risk, including:

requiring additional documentary evidence;
taking supplementary measures to verify or certify the documents supplied;

requiring that any initial transaction is carried out through an account opened in the
customer’s name with a credit or financial institution subject to the AML Regulations and
Rules or regulated in a FATF Country;

performing direct mailing (registered mail) of account opening documentation to the
named customer at an independently verified address;

establishing telephone contact with a customer prior to opening the account on an
independently verified home or business number or a “welcome call” to the customer
utilizing a minimum of two pieces of personal security information that have previously
been provided during the setting up of the account;

obtaining a local legal opinion on the ability of the customer to open an account and
transact business with the relevant person. Local counsel should also conduct a local
company search (if applicable);

obtaining an introduction certificate from another regulated financial institution in
accordance with procedures set out above; and

an initial deposit check drawn on a personal account in the customers name at a bank in a
FATF Country.

396.  Enhanced due diligence for Private Banking customers: The QFC AML Regulations and AML
Rulebook do not make any separate provision for private banking. Firms undertaking private banking are
subject to the same customer identification requirements as set out in the AML Regulations and the AML
Rulebook and described above under criteria 5.2 to 5.7.
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397.  Enhanced due diligence for Legal Persons & arrangements such as trusts: The standard Customer
identification requirements as set out in the QFC AML Regulations and the AML Rulebook apply to legal
persons. Specific guidance is provided in respect of the identification of various forms of legal persons in
section A 1.2 of the QFC AML Rulebook. It requires that in addition to the identification documentation
obtained under private companies, the relevant person should obtain the following documentation:

. Identity of any settlor, the trustee and any principal controller who has the power to
remove the trustee as well as the identity of the beneficial owner;

o A certified copy of the trust deed, to ascertain the nature and purpose of the trust; and

. Documentary evidence of the appointment of the current trustees.

398. Rule A1.2.3 of the QFC AML Rulebook requires a relevant person to use its best endeavors to
ensure that it is advised about any changes concerning the individuals who have control over the funds
and concerning the beneficial owners. Rule A1.2.4 of the QFC AML Rulebook requires that where a
trustee, principal controller, or beneficial owner who has been identified is about to be replaced, the
identity of the new trustee, principal controller, or beneficial owner must be verified before they are
allowed to exercise control over the funds.

399. Enhanced due diligence for companies with nominee shareholders or bearer shares: There is
no requirement under the QFC AML Regulations preventing a relevant person from entering into a
customer relationship with a corporate entity with nominee shareholders or shares in bearer form. There
is, however, an overriding requirement placed upon a relevant person to ensure they identify and verify
the beneficial owner. However, there was no information provided to evidence how a relevant person
would perform enhanced due diligence when establishing a business relationship with companies that
have nominee shareholders or shares in bearer form.

400. Risk—Application of Simplified/Reduced CDD Measures when appropriate (c. 5.9).
Domestic sector: The authorities indicated that financial institutions are not permitted to apply reduced or
simplified customer due diligence measures when establishing accounts and/or relationships.

401. QFC: The QFC AML Regulations have been drafted in accordance with a risk-based approach
and proportionate anti money laundering systems and controls. Article 15 of the QFC AML Regulations
specifically requires that a relevant person must ensure that it adequately addresses the specific money
laundering risks which it faces taking into account the vulnerabilities of its products, services and
customers. The QFC AML Regulations and Rulebook also set out limited prescribed circumstances where
a relevant person is not required to carry out full independent verification of a customer.

402.  Article 11 of the QFC AML Regulations specifically provides that where a customer is
introduced by another member of the relevant person’s group, a relevant person need not re-identify the
customer provided that:

o the identity of the Customer has been verified by the other member of the relevant
person’s Group in a manner consistent with these Articles or equivalent international
standards applying in FATF Countries;
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o no exception from identification obligations has been applied in the original identification
process; and

U a statement written in English is received form the introducing member of the relevant
person’s group confirming that:

o the Customer has been identified in accordance with the relevant standards under 1 and 2
above;

o any identification evidence can be accessed by the relevant person without delay; and

that the identification evidence is kept for at least six years.

403.  Ultimately, if a relevant person is not satisfied that the customer has been identified in a manner
consistent with the Articles of the Regulations, the relevant person must perform the verification process
itself.

404.  Article 9 (12) of the QFC AML Regulations provides that consistent with its powers, duties, and
requirements as set out in Part 3 of the QFC Financial Services Regulations, the Regulatory Authority
shall adopt rules implementing the provisions of that article concerning customer identification and shall
identify in such rules any exceptions that will apply in respect of these requirements.

405.  Under Rule 3.9.1 of the QFC AML Rulebook, a relevant person is not required to establish the
identity of a customer pursuant to Article 9 (1) of the QFC AML Regulations if the customer is one of the

following;
° an authorized firm or another relevant person; or
. a regulated financial sector firm from a FATF country.

406.  For the purpose of Rule 3.9.(1)(B) of the QFC AML Rulebook, a firm is considered to be from a
FATF country if it is a firm whose entire operations are subject to the regulation, including money
laundering, by:

° an overseas Regulator in a FATF Country
] another relevant authority in a FATF Country or
o a subsidiary of a firm referred to above provided that the law which apples to the parent

entity ensures that the subsidiary also observes the same provisions.
A relevant person is not required to establish the beneficial ownership of a customer and relevant funds if

the relevant person’s customer is a person falling within the scope of Rule 3.9.1(1) of the QFC AML
Rulebook.
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407.  Section Al.2 of the QFC AML Rulebook, (Establishing Identity-Identification Procedures), sets
out the identification procedures which a relevant person is required to apply. The identification
procedures do not require a relevant person to identify the individual shareholders of corporate entities
listed on a Designated Exchange or to identify the directors of a listed company.

408.  The QFC framework partially meets the standard on this point because of the broad exemption
granted to an authorized firm or another relevant person or a regulation financial sector firm from a FATF
country without conducting a risk assessment of the customers or evaluated the countries where such
customers are located.

409. Risk—Simplification / Reduction of CDD Measures relating to overseas residents (c. 5.10).
Domestic sector: This criterion does not apply: There are no provisions that allow the financial
institutions under the supervisory responsibility of the QCB, the DSM, and the MEC to conduct reduced
or simplified customer due diligence measures with respect to customers who reside in another country.
All customers must therefore undergo the same degree of customer due diligence, regardless of their
country of origin.

410.  QFC: Rule 3.9.1 of the QFC AML Rulebook provides that a relevant person is not required to
verify the identity of a customer if the customer is either (1) an authorized firm or is another relevant
person or (2) a regulated financial sector firm from a FATF country.

411.  Rule 3.9.2 further provides that a firm falls under the abovementioned second category if: (a) a
firm whose entire operations are subject to regulations, including anti money laundering, by an overseas
regulator in a FATF country or another relevant authority in a FATF country; or (b) a subsidiary of a firm
referred to in (a) provided that the law that applies to the parent entity ensures that the subsidiary also
observes the same provisions.

412.  Article 11 of the QFC AML Regulations provides limited ability for relevant persons to rely upon
others to perform certain aspects of CDD. Article 11 states that a relevant person may outsource technical
aspects of the customer identification process to a qualified professional. Where a customer is introduced
by another member of the relevant person’s group, a relevant person need not re-identify the customer
provided that the identification process has been carried out by the other member of the relevant person’s
group in a manner consistent with the regulations or equivalent international standards applying in FATF
countries and no exemption was allowed from the original identification process; and a statement from
the introducing member confirming the customer has been identified according to the mentioned
requirements and evidence of identification is available for examination without delay and the evidence
will be kept for at least six years. Article 11 further stipulates that if a relevant person is not satisfied that
the customer has been identified in a manner consistent with the requirements, the relevant person must
perform the verification process itself.

413.  Rule 3.11.1 of the QFC AML Rulebook also provides that an authorized firm, another relevant
person or a regulated financial sector firm from a FATF country is considered as a qualified professional.
A qualified professional is to undertake the identification process as required by Article 9 of the AML
Regulations and obtain any additional “Know Your Customer” information and confirming the
identification details if the customer is not resident in the state (rule 3.11.2). Also a relevant person must
have in place a cooperation agreement with relevant qualified professional that defines the tasks to be
outsourced, specifying that they are to be carried out in accordance with the AML Regulations and AML
Rulebook. The QFC framework partially meets the standard on this point because of the broad exemption
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granted to an authorized firm or another relevant person or a regulation financial sector firm from a FATF
country without conducting a risk assessment of the customers or evaluated the countries where such
customers are located.

414.  Risk—Simplified/Reduced CDD Measures Not to Apply when Suspicions of ML/TF or
other high risk scenarios exist (c. 5.11). Domestic sector: This criterion does not apply: Simplified
CDD measures are not permitted and all customers must therefore undergo the same degree of customer
due diligence.

415.  QFC: Rule 3.9.1 (4) of the QFC AML Rulebook confirms that simplified Customer Due
Diligence (CDD) is not permitted when a relevant person either knows or suspects, or has reasonable
grounds to know or suspect, that a customer or a person on whose behalf he is acting (including any
beneficial owner or other provider of relevant funds) is engaged in money laundering. The QFC
framework meets the standard on this point.

416. Risk-Based Application of CDD to be Consistent with Guidelines (c. 5.12). Domestic Sector:
This criterion does not apply. CDD measures on a risk sensitive basis are not permitted. Therefore, all
customers undergo the same degree of customer due diligence.

417.  QFC: Atrticle 15 of the QFC AML Regulations, enables relevant persons to adopt a risk based
approach to CDD and provides for the provision of guidance by the Regulatory Authority to relevant
persons in respect of money laundering risks. Detailed guidance is provided by the Regulatory Authority
in Appendix 2 of the QFC AML Rulebook. Guidance includes developing the necessary measures for:

o High risk products, services, customers or geographies;
o Enhanced customer monitoring;
° Corporate structures such as limited companies, offshore trusts, special purpose vehicles

and nominee arrangements;
o Politically exposed persons;

o Suspicious transactions and transaction monitoring.
The QFC framework meets the standard on this point.

418. Timing of Verification of Identity—General Rule (c. 5.13). Domestic sector: The QCB
Instructions (Section 1/1) and DSM Decision (16/3) under Article 6 require financial institutions under
their responsibility to verify the identity of all customers before establishing a business relationship. The
MEC Circular No. 1 Section 1.1 provides similar language but, for the reasons mentioned above, they are
not legally binding. The identification of beneficial owners, however, remains unaddressed in all three
texts. The Qatari domestic framework, therefore, clearly falls short of the standard on this point.

419. QFC: Article 9 (1) of the QFC AML Regulations the relevant person must establish and verify
the identity of any customer with or for whom the relevant person acts or proposes to act. Further,
Article 9 (5) of the QFC AML Regulations extends the above identity verification requirement to
beneficial owner. Then, in accordance with Article 9 (6) of the QFC AML Regulations the obligation to
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verify the identity of any customer with or for whom the relevant person acts or proposed to act must take
place prior to the commencement of the business relationship and before any transaction is effected. The
QFC framework meets the standard on this point.

420. Timing of Verification of Identity—treatment of exceptional circumstances (c.5.14 &
5.14.1). Domestic sector: The QCB instructions (section 1) and DSM decision (Articles 6 and 8) impose
an obligation on financial institutions to verify the identity of all customers before establishing a business
relationship. The MEC Circular No. 1 section 1, are mere recommendations to that effect. Overall, the
Qatari domestic framework falls short of the standard on this point.

421.  QFC: Article 9(7) of the QFC AML Regulations allows a relevant person to enter into an
insurance contract before the customer has been properly identified (as required by Article 9(6)) only if
the relevant person has controls to ensure that any money received is not passed on to any person until the
customer identification requirements have been met.

422.  In addition Article 9(8) of the QFC AML Regulations provides that if the customer does not
supply evidence of identity in a manner that permits the relevant person to comply with the identification
and verification requirements, the relevant person must discontinue any activity it is conducting for the
customer and bring to an end any understanding it has reached with the customer.

423.  Failure to Complete CDD before commencing the Business Relationship (c. 5.15). Domestic
sector: The QCB and the MEC do not address the consequences of failure to complete the customer due
diligence procedures. The DSM addresses the issue on Article 7 of the Decision where it explicitly states
that a securities account should not be opened if the customer fails to satisfy or provide the information
required in Article 6 of this Decision. Article 6 covers the requirements in place for opening account for
both natural and legal persons. However, the DSM requirement falls short of requiring the institution to
consider making a suspicious transaction report. The Qatari domestic framework, therefore, clearly falls
short of the standard on this point.

424.  QFC: Article 9(8) of the QFC AML Regulations requires that if a relevant person is unable to
comply with the CDD requirements it must not open an account for the customer. There is no legal or
regulatory requirement for relevant persons to consider making a suspicious transaction report when they
are unable to comply with the CDD requirements. The QFC framework only partially meets the standard
on this point as it does not require financial institutions to consider making a suspicious transaction report
when unable to complete CDD measures.

425.  Failure to Complete CDD after commencing the Business Relationship (c. 5.16). Domestic
sector: Pursuant to the QCB instructions section 1, financial institutions must verify the identity of and
conduct due diligence measures on all customers before establishing a business relationship and
conducting transactions. They are not permitted to conduct business until the requirement is met. The
MEC Circular No. 1 (section 1) and DSM Decision 16/3 (Article 8) provide something similar, but in
non-binding terms.

426.  QFC: If a relevant person is unable to comply with CDD requirements, it must immediately
terminate the relationship. In the case of the exemption listed under Article 9 (7) of the QFC AML
Regulations with respect to insurance contracts, the relevant person must have controls to ensure that any
money received is not passed on to any person until the customer identification requirements have been
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met, otherwise it must not open the account. The QFC framework partially meets the standard on this
point as it does not require financial institutions to consider making a suspicious transaction report.

427.  Existing Customers — CDD Requirements (c. 5.17). Domestic sector: Article 19,

paragraph 19/8 of the QCB Instructions provides that financial institutions should adopt programs for
updating customer’s personal information, papers, and documents. There are no requirements for
financial institutions under the supervision of the DSM and the MEC to apply CDD requirements to
existing customers on the basis of materiality and risk, nor to conduct due diligence on such existing
relationships at appropriate times. The Qatari domestic framework clearly falls short of the standard on
this point.

428.  QFC: Article 9(11) of the QFC AML Regulations provides that if at any time a relevant person
becomes aware that it lacks sufficient information or documentation concerning a customer’s
identification, or develops concerns about the accuracy of its current information or documentation, it
must promptly obtain appropriate material to verify the customer’s identity. Rule 3.8.2 of the QFC AML
Rulebook places an obligation upon a relevant person to undertake a periodic review to ensure that
customer identity documentation is accurate and up-to-date. Rule 3.8.3 of the QFC AML Rulebook sets
out specific circumstances when a specific review is necessary. These circumstances include, inter alia,
situations where there is change in CDD requirements, a significant transaction with the Customer is due
to take place, there is a material change in the business relationship with the customer, or where there is a
material change in the beneficial ownership of the customer. However, the QFC was recently established
and, therefore, there are no accounts that predate the regulations. The QFC framework meets the standard
on this point.

429.  Foreign PEPs—Requirement to Identify (c.6.1). The AML Law 28 of (2002) does not address
the issue of Politically Exposed Persons (PEPs).

430. Domestic sector: There are no measures in place for the financial institutions supervised by the
QCB, the DSM and the MEC that address any of the essential criteria (c.6.1 to ¢.6.4) dealing with PEPs
(including having appropriate risk management systems to determine whether the customer is a politically
exposed person; obtaining senior management approval for establishing business relationships with such
customers; taking reasonable measures to establish the source of wealth and source of funds; and
conducting enhanced ongoing monitoring of the business relationship).

431. QFC: Atrticle 15 of the QFC AML Regulations provides that “a relevant person must have
systems and controls to determine whether a Customer is a Politically Exposed Person”. Article 19
defines PEPs as “natural persons who may constitute a reputational risk and who are or have been
entrusted with prominent public functions, such as Heads of State or of government, senior politicians,
senior government, judicial or military officials, senior executives of state owner corporations, important
political party officials; and close family members or close associates of any of those persons”. This
definition is in line with the standard. Further requirements and guidance are described under the relevant
criteria below.

432. Risk Management (c.6.2; 6.2.1). QFC: The QFC AML Regulations impose, pursuant to Article
15 (1)— “Money Laundering Risks”, a specific obligation on relevant persons to have in place policies,
procedures, systems, and controls that adequately address the money laundering risks which take into
account any vulnerabilities of its products, services, and customers. Furthermore, Article 15 (5) states that
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“when a relevant person has a Customer relationship with a Politically Exposed Person, it must have
specific arrangements to address the risks associated with corruption and Politically Exposed Persons.”

433.  Requirement to Determine Source of Wealth and Fund (c. 6.3). The QFC Rule 2.1.1in
Appendix 2 provides additional details with respect to monitoring and due diligence procedures required
when dealing with PEPs. These procedures include:

. an analysis of any complex structures, for example involving trusts or multiple
jurisdictions;

. appropriate measures to establish the source of wealth;

. the development of a profile of expected activity for the business relationship in order to

provide a basis for transaction and account monitoring;

. Senior management approval for the account opening; and
o regular oversight of the relationship with a Politically Exposed Person by senior
management.

Although not explicitly articulated in the Rule, QFCRA officials stated that the reference to complex
structures, particularly the reference to trusts and multiple jurisdictions requires the firms to identify
beneficial owners, not merely the apparent owner. However, the requirements fall short with respect to
establishing the source of funds of customers and beneficial owners identified as PEPs.

434.  Requirement to conduct ongoing monitoring (c. 6.4). With respect to conducting enhanced
ongoing monitoring on business relationships with PEPs, Section 2.1 (10) of Appendix 2 states that “the
risk for a Relevant Person can be reduced if the Relevant Person conducts detailed “Know Your
Customer” investigations at the beginning of a relationship and on an ongoing basis where it knows,
suspects, or is advised that, the business relationship involves a Politically Exposed Person. A Relevant
Person should develop and maintain enhanced scrutiny and monitoring practices to address this risk.” The
QFCRA AML Regulation and AML Rulebook do not specifically require relevant persons to obtain
senior management approval to continue the business relationship where a customer has been accepted
and the customer or beneficial owner is subsequently found to be, or subsequently becomes a PEP.

Additional Elements—Extension of the requirements of R. 6 to domestic PEPS

435.  The definition of PEPs provided by Article 19 of the QFC Regulations is not limited to foreign
PEPs and, therefore, also covers persons who hold prominent public functions in Qatar (domestic PEPs).

Cross-Border Correspondent Accounts and Similar Relationships

436. Requirement to Obtain Information on Respondent Institution (c.7.1). Domestic sector:
There are no specific measures established by the QCB, the DSM, and the MEC addressing any of the
essential criteria (c.7.1 to ¢.7.5) of this recommendation dealing with establishment of cross-border
correspondent banking or other similar relationships. DSM authorities stated that in Qatar, brokerage
houses operate domestically only and that for international transactions/orders, these needed to be
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conducted through a bank, in this case, HSBC Global Custodian services. There was no evidence that
insurance firms maintain cross-border correspondent accounts.

437.  QFC: Article 12 of the QFC AML Regulations requires that “prior to establishing a business
relationship an Authorised Firm must establish and verify its Correspondent Banks identity by obtaining
sufficient and satisfactory evidence of the identity”. The identity of the customer with or for whom a
relevant person acts or proposes to act should be established and verified pursuant to Article 9 of the
AML Regulations.

438.  Assessment of AML/CFT Controls in Respondent Institution (c.7.2). Domestic sector: There
are no enforceable measures in place.

439.  QFC: In establishing and verifying a customer’s true identity, a relevant person must obtain
sufficient and satisfactory evidence having considered the customer’s anti-money laundering risk
including policies, procedures, systems, and controls with respect to vulnerabilities arising from its
products, services, and customers; perform enhanced due diligence investigations for higher-risk
products, services, and customer utilizing the guidance provided by the QFCRA Rulebook; risks arising
from new or developing technologies; risks regarding corruption and PEPs; and systems in place for
suspicious transactions and transaction monitoring.

440.  Article 12 of the QFC AML Regulations further states that an Authorised Firm that establishes,
operates, or maintains a correspondent account for a correspondent banking client must ensure that it has
arrangements to:

o conduct due diligence in respect of the opening of a correspondent account for a
correspondent banking client including measures to identify its:

. ownership and management structure;

o major business activities and customer base;

. location; and

. intended purpose of the correspondent account;

° ensure that the correspondent banking client has verified the identity of, and performed

on-going due diligence on its customers having direct access to the correspondent
account and that the correspondent banking client is able to provide customer due
diligence information upon request to the Authorized Firm; and

o monitor transactions processed through a correspondent account that has been opened by
a correspondent banking client, in order to detect and report any suspicion of money
laundering.

The same Article prohibits an Authorized Firm from: a) establishing a correspondent banking relationship
with a shell bank; b) establishing or keeping anonymous account or accounts in false names; or ¢)
maintaining a nominee account which is held in the name of one person, but controlled by or held for the
benefit of another person whose identity has not been disclosed to the Authorized Firm.
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441. In addition to the AML regulations, the QFCRA AML Rulebook (AMLR) extends and clarifies
the provisions in the AML Regulations, under Rule 3.12 requiring relevant persons to verify if any
secrecy or data protection law exists in the country of incorporation of a business partner that would
prevent access to relevant data; to have specific arrangements to ensure that adequate due diligence and
identification measures with regard to the business relationship are taken and to conduct regular reviews
of its relationship with its correspondent banks.

442.  Approval of Establishing Correspondent Relationships (c. 7.3). Domestic sector: There are
no enforceable measures in place.

443.  QFC: Further guidance in the Rulebook provides that specific care should be taken to assess the
anti-money laundering arrangements of correspondent banking clients and, if applicable, other qualified
professionals relating to customer identification, transaction monitoring, terrorist financing and other
relevant elements and to verify that these business partners comply with the same or equivalent anti-
money laundering requirements as the relevant person. Information on applicable laws and regulations
regarding the prevention of money laundering should be obtained. A relevant person should also ensure
that a correspondent banking client does not use the relevant person’s products and services to engage in
business with shell banks. If applicable, information on distribution networks and delegation of duties
should be obtained. The senior management of a relevant person should give its approval before it
establishes any new correspondent banking relationships. Finally, the AML Rulebook further requires a
relevant person to have arrangements to guard against establishing a business relationship with business
partners who permit their account to be used by shell banks.

444.  Documentation of AML/CFT Responsibilities for Each Institutions (¢ .7.4) and Payable-
Through Accounts (c. 7.5). Domestic sector: There are no enforceable measures in place.

445.  QFC: The QFC AML Regulations and AML Rulebook do not specifically establish the
requirements when establishing correspondent banking relationships to gather sufficient information
about a respondent institution to understand fully the reputation and quality of supervision, including
whether it has been subject to a money laundering or terrorist financing investigation or regulatory action;
and to document the respective AML/CFT responsibilities of each institution.

446.  Misuse of New Technology for ML/FT and Risk of Non-Face to Face Business
Relationships. Misuse of New Technology for ML/FT (c. 8.1). Domestic sector: There are no specific
measures established by the QCB, the DSM, and the MEC that address any of the essential criteria (c.8.1
to ¢.8.2.1) dealing with money laundering threats that may arise from the new or developing technologies.
The QCB Instructions address technology developments; however, the emphasis is more on the
relationship between QCB and financial institutions, particularly with respect to call centers, maintenance
of banking electronic equipment, and replacement of ATM cards and Debit/Credit Cards. QCB and DSM
officials indicated that currently opening accounts/establishing relationships over the internet is not
allowed because there is physical presence requirement in place for customers opening
accounts/relationships. However, the authorities were not able to provide documentation to support the
legal basis for the physical presence requirement. For the DSM, only trading orders are allowed through
the internet, but that is after the customer/investor has been properly identified. DSM officials also
indicated that all new accounts are opened at the ground level of the DSM building (client’s service
counter), but like the QCB, the focus is more on establishing the relationship that on establishing effective
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measures to address specific money laundering and terrorist financing risks. In order to open an account
at the DSM, the following process takes place:

For individuals:

« Filling out a new investor’s application form to get an investor’s identification number.
* Submission of the following documents along with the application form:
- A copy of a valid passport.
- A copy of power of attorney (in case there is a need for one).
- A copy of a court decision or a guardianship order (guardian).
- A copy of birth certificate if buying/selling securities on behalf of minors (under 18).

For Companies and other entities:

« Filling out a new investor’s application form to get an investor’s identification number.

* Submission of the following documents along with the application form:
- A copy of a valid commercial registration document showing the authorized persons including
their signatures.
- An original authorization signature letter issued by the company for the purpose of opening an
account with DSM.

447.  QFC: Atrticle 15 (3) of the QFC AML Regulations stipulates that a relevant person must be aware
of any money laundering risks that may arise from new or developing technologies that may favor
anonymity and take measures to prevent their use for the purpose of money laundering.

448.  Further guidance is provided in Section A.2.1 of the Appendix 2 of the QFC AML Rulebook
where a relevant person should take specific and adequate measures necessary to compensate for the
higher risks of money laundering which may arise from products and services such as non-face-to-face
business relationship or transaction, such as via email, telephone, or the Internet or internet-based
products.

449.  Risk of Non-Face-to-Face Business Relationships (c. 8.2 & 8.2.1). Domestic sector: There are
no enforceable measures in place.

450.  QFC: Article 15 (3) of the QFC AML Regulations specifically requires a relevant person to be
aware of any money laundering risks that may arise from new or developing technologies that might favor
anonymity and take measures to prevent their use for the purpose of money laundering.

451.  Guidance on conducting risk assessments is provided in the Appendix 2 to the QC AML

Handbook (Paragraph 2.1.2). It provides that a relevant person should take specific and adequate

measures necessary to compensate for the higher risk of money laundering which might arise, for
example from the following products, services or customers:

. non-face-to-face business relationships or Transactions, such as via email, telephone or
the Internet;

° internet-based products;

o correspondent banking relationships;
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o customers from FATF “Non Cooperative Countries and Territories” and higher-risk
countries; and

. Politically Exposed Persons.
452.  Relevant person are also recommended under paragraph 2.1.2 to apply an intensified monitoring

of transactions and accounts in relation to these products, services and customers. Such measures may
include, for example, the following:

o requiring additional documentary evidence;
o taking supplementary measures to verify or certify the documents supplied,;
o requiring that the initial transaction is carried out through an account opened in the

customer’s name with a credit or financial institution subject to AMLR and the AML
Regulation or regulated in a FATF Country;

. performing direct mailing (registered mail) of account opening documentation to the
named customer at an independently verified address, which such mailing is returned
completed or acknowledged without alteration to the name or address;

o establishing telephone contact with a customer prior to opening the account on an
independently verified home or business number or a “welcome call” to the customer
utilizing a minimum of two pieces of personal identity security information that have
been previously provided during the setting up of the account;

] obtaining a local legal opinion on the ability of the customer to open an account and
transact business with the relevant person. Local counsel should undertake a local
company search (if applicable);

o obtaining an introduction certificate from another regulated financial institution in
accordance with the procedures set out above; and

U an initial deposit check drawn on a personal account in the customer’s name at a bank in
a FATF country.

3.3.2 Recommendations and Comments

453.  There are substantial shortcomings in the Qatari framework, in particular in the domestic sector,
which are largely due to the fact that a number of requirements that should be set out in primary or
secondary legislation are addressed through OEMs or non-binding guidance. In a number of instances, the
measures in place in the domestic sector are too general and lack the level of detail required under the
standard.

454.  In order to address the shortcomings in the domestic sector, it is recommended that the Qatari

authorities prohibit, through law or regulation, anonymous accounts or accounts in fictitious names; and
establish, through law or regulation, clear requirements for financial institutions to:
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o Undertake customer due diligence (CDD) measures when:
U carrying out occasional transactions above the applicable designated threshold.

This also includes situations where the transaction is carried out in a single operation or
in several operations that appear to be linked,;

U carrying out occasional transactions that are wire transfers in the circumstances
covered by the Interpretative Note to SR VII;

U there is a suspicion of money laundering or terrorist financing, regardless of any
exemptions or thresholds; and

o the financial institution has doubts about the veracity or adequacy of previously
obtained customer identification data.

° Identify the customer (whether permanent or occasional, and whether natural or legal
persons or legal arrangements) and verify that customer’s identity using reliable,
independent source documents, data or information (identification data) following the
examples of the types of customer information that could be obtained, and the
identification data that could be used to verify that information as set out in the paper
entitled General Guide to Account Opening and Customer Identification issued by the
Basel Committee’s Working Group on Cross Border Banking.

. Verify, for customers that are legal persons or legal arrangements, that any person
purporting to act on behalf of the customer is so authorized, and identify and verify the
identity of that person.

] Identify the beneficial owner, and take reasonable measures to verify the identity of the

beneficial owner using relevant information or data obtained from a reliable source such
that the financial institution is satisfied that it knows who the beneficial owner is.

. Determine for all customers whether the customer is acting on behalf of another person,
and should then take reasonable steps to obtain sufficient identification data to verify the

identity of that other person.

o Conduct ongoing due diligence on the business relationship.

455.  The Qatari authorities are further recommended to establish, through law, regulation, or other
enforceable means, clear obligations/requirements for financial institutions to:

o Obtain information on the purpose and intended nature of the business relationship.

. Perform enhanced due diligence for higher risk categories of customer, business
relationships, or transactions.

U Reject opening an account when unable to comply with CDD requirements and to
consider making a suspicious report.
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Apply CDD measures on existing customers on the basis of materiality and risk and to
conduct due diligence on such relationships at appropriate times.

Have appropriate risk management systems to determine whether the customer is a
politically-exposed person; obtain senior management approval for establishing business
relationships with such customers; take reasonable measures to establish the source of
wealth and source of funds; and conduct enhanced ongoing monitoring of the business
relationship.

Establish requirements for financial institutions to have measures in place for establishing
cross-border correspondent banking and other similar relationships.

Require financial institutions to establish measures including policies and procedures
designed to prevent and protect the financial institutions from money laundering and
terrorist financing threats that may arise from new or developing technologies or specific
CDD measures that apply to non-face-to-face business relationships or transactions.

It is also recommended that the QFC authorities strengthen the AML Regulation and Rulebook by

requiring relevant persons to:

Remove the broad exception to customer identification requirements contained in Rule
3.9 of the Rulebook by implementing a process for conducting a risk sensitive assessment
of customers and FATF countries where such customers are located to determine
compliance with and the level of implementation of Rec. 5.

Require institutions to consider making a suspicious transaction report when unable to
complete CDD measures, including when the business relationship has already
commenced and the institution is not able to conduct required CDD measures.

Take reasonable measures to establish the source of funds of customers and beneficial
owners identified as PEPs and obtain senior management approval to continue the
business relationship where a customer has been accepted and the customer or beneficial
owner is subsequently found to be, or subsequently becomes a PEP.

Incorporate into the existing requirements the obligation to gather sufficient information
about a respondent institution to understand fully the reputation and quality of
supervision, including whether it has been subject to a money laundering or terrorist
financing investigation or regulatory action; and to document the respective AML/CFT
responsibilities of each institution.

3.3.3 Compliance with Recommendations 5 to 8
Rating Summary of factors underlying rating
RS NC Domestic sector:

e Lack of explicit obligations imposed by law (primary or secondary legislation) for:

®  Explicitly prohibiting anonymous accounts or accounts in fictitious names.
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® Customer identification and due diligence process when:

e Carrying out occasional transactions above the applicable designated

threshold, including situations where the transaction is carried out in a single

operation or in several operations that appear to be linked.

® (Carrying out occasional transactions that are wire transfers in the

circumstances covered by the Interpretative Note to SR VII.

® There is a suspicion of money laundering or terrorist financing, regardless
of any exemptions or thresholds.

® The financial institution has doubts about the veracity or adequacy of
previously obtained customer identification data.

® Identifying the customer (whether permanent or occasional, and whether
natural or legal persons or legal arrangements) and verifying that
customer’s identity using reliable, independent source documents, data or
information (identification data).

®  Verifying, for customers that are legal persons or legal arrangements, that
any person purporting to act on behalf of the customer is so authorized, and
identify and verify the identity of that person.
® Identifying the beneficial owner, and take reasonable measures to verify
the identity of the beneficial owner using relevant information or data
obtained from a reliable source such that the financial institution is satisfied
that it knows who the beneficial owner is.
® Determining for all customers whether the customer is acting on behalf of
another person, and should then take reasonable steps to obtain sufficient
identification data to verify the identity of that other person.
®  Conducting ongoing due diligence on the business relationship.
® Lack of measures in law, regulation, or other enforceable means that require
financial institutions to:
®  Obtain information on the purpose and intended nature of the business
relationship.
® Perform enhanced due diligence for higher risk categories of customer, business
relationships or transactions.
® Reject opening an account when unable to comply with CDD requirements and
to consider making a suspicious transaction report.
e Apply CDD measures on existing customers on the basis of materiality and risk
and to conduct due diligence on such relationships at appropriate times.
QFC:
® Lack of measures in the AML Regulations that would require relevant persons to:
® [dentify all customers, regardless of the exception contained in Rule 3.9; and
® Consider making a suspicious transaction report when unable to complete CDD
measures.

R.6

NC

® Lack of measures for the financial institutions supervised by the QCB, the DSM and
the MEC with respect to customer due diligence procedures for politically exposed
persons.

® [ack of requirements in the QFCRA AML Regulation (and Rulebook) for relevant
persons to obtain senior management approval to continue business relationship
where a customer has been accepted and the customer or beneficial owner is found
to be or subsequently becomes a PEP, and to take reasonable measures to establish
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the source of funds of customers and beneficial owners identified as PEPs.

R.7 NC e Lack of measures for the financial institutions supervised by the QCB, the DSM and
the MEC dealing with establishment of cross-border correspondent banking or other
similar relationships.

® Lack of requirements in the QFC AML Regulations and Rulebook for relevant
persons to gather sufficient information about a respondent institution to understand
fully the reputation and quality of supervision, including whether is has been subject
to a money laundering or terrorist financing investigation or regulatory action; and to
document the respective AML/CFT responsibilities of each institution.

R.8 PC ® Lack of requirements on financial institutions under the supervision of the QCB, the
DSM, and the MEC to establish adequate policies and procedures designed to
prevent and protect the financial institutions from money laundering and terrorist
financing from new or developing technologies or specific CDD measures that apply
to non face-to-face business relationships or transactions.

3.4 Third parties and introduced business (R.9)

457. Domestic sector: There are no requirements (or prohibitions) for banks and financial institutions
with respect to reliance on intermediaries or other third parties to perform some of the elements of the
CDD process. Also, there is no measure in place that would ensure that the final responsibility for CDD
measures remains with the financial institution opening/initiating the relationship. The supervisory
authorities indicated that under the current regime, financial institutions are required to conduct their own
due diligence. However, the authorities were not able to provide the legal basis for this requirement.
Meetings conducted with officials from financial institutions revealed that all due diligence process is
performed by the institution establishing the business relationship and that at this time, no intermediaries
or other third parties are conducting elements of the CDD process.

458. Requirement to Immediately Obtain Certain CDD elements from Third Parties (c.9.1).
QFC: Article 11 of the QFC AML Regulations provides that when a customer is introduced by another
member of the relevant person’s group, a relevant person need not re-identify the customer, provided that:

A. the identity of the customer has been verified by the other member of the relevant person’s group
in a manner consistent with the articles or equivalent international standards applicable to FATF

countries;

B. no exception from identification obligations has been applied in the original identification
process; and

C. astatement written in the English language is received from the introducing member of the
relevant person’s group confirming that:

I. the customer has been identified in accordance with the relevant standards under (A) and

(B);
II. any identification evidence can be accessed by the relevant person without delay; and

III. that the identification evidence is kept for at least six years.
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459.  Availability of Identification Data from Third Parties (c.9.2) and Ultimate Responsibility
for CDD (c.9.5). Article 11 also states that if a relevant person is not satisfied that the customer has been
identified in a manner consistent with the articles; the relevant person must perform the verification
process itself. Where customer identification records are kept by the relevant person or other persons
outside the state, a relevant person must take reasonable steps to ensure that the records are held in a
manner consistent with the articles. Also, a relevant person must verify if there are secrecy or data
protection legislation that would restrict access without delay to such data by the relevant person, the
QFC Authority, the Regulatory Authority, the FIU, or the law enforcement agencies of Qatar. Where such
legislation exists, the relevant person must obtain without delay certified copies of the relevant
identification evidence and keep these copies in a jurisdiction which allows access by all the persons.

460. Regulation and Supervision of Third Party (applying R. 23, 24 & 29, ¢.9.3 and c.9.4).
Although the QFC AML Regulations permit financial institutions to rely on intermediaries or other third
parties to perform elements of the CDD process or to introduce business, there are some inconsistencies
with the FATF requirements: no specific measures to evaluate the quality of supervision of the third
party; and no indication that in determining which countries the third party that meets the conditions can
be based, the competent authorities have taken into account information available on whether those
countries adequately apply the FATF Recommendations. Also, the exemption for not re-identifying the
customer if the identity of the customer was previously verified by other members of the relevant person’s
group in a manner consistent with the QFCRA requirements or equivalent international standards
applying in FATF countries is too broad and does not seem adequate given that there is no requirement
for relevant persons to evaluate the adequacy of the CDD measures and process conducted and to ensure
the quality of supervision of the third party.

3.4.1 Recommendations and Comments

461.  The authorities are recommended to:

o Introduce provisions/measures in the event that financial institutions supervised by the
QCB, DSM, and MEC rely on intermediaries or other third parties to perform some of the
elements of the CDD process.

] Specify that the final responsibility for CDD measures remains with the financial
institution opening/initiating the relationship.

462. The QFCRA is recommended to:

° Require a relevant person to evaluate the quality of supervision of the third party;
. Determine in which countries the third party that meets the conditions can be based;
o Take into account information available on whether those countries adequately apply the

FATF Recommendations; and

] Abolish or re-evaluate the broad customer identification exemption granted when a
customer is a member of the relevant person’s group or equivalent international standards
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are applied in FATF countries, with a view to establish the risk and the conditions for
implementing this waiver.

3.4.2 Compliance with Recommendation 9

Rating Summary of factors underlying rating

R.9 NC ® Lack of legal or regulatory requirements when there is no prohibition imposed by the
QCB, the DSM, and the MEC for banking and financial institutions to rely on
intermediaries or other third parties to perform some of the elements of the CDD
process.

® Lack of specific measures imposed by the QFCRA to require relevant persons to
evaluate the quality of supervision of the third party; and to determine in which
countries the third party that meets the conditions can be based taking into account
information available on whether those countries adequately apply the FATF
Recommendations.

® Broad CDD exemption provided by the QFCRA when a customer is a member of the
relevant person’s group or equivalent international standards are applied in FATF
countries.

3.5 Financial Institution Secrecy or Confidentiality (R.4)
3.5.1 Description and Analysis

463. Inhibition of Implementation of FATF Recommendations (c. 4.1). Domestic sector: Article
82 of Law No. (33) of 2006 (QCB Law) states that “the member of the board of directors, personnel,
auditors and advisers of all financial institutions shall not disclose any information concerning any
customer except with his prior written consent, or pursuant to a provision of the Law, or upon an order or
decision of the court. This prohibition shall continue even after termination of service of the
abovementioned persons. It shall apply to the abovementioned persons whose services have been
terminated before the date this Law come into force”. The law does not provide for any exceptions to the
confidentiality requirement. According to the authorities, banking secrecy may nevertheless be lifted and
access to all information may be granted by the Governor of the QCB. Banking secrecy may also be lifted
by the relevant court, on request of the prosecutors. However, given the shortcomings with respect to
information sharing identified in cross-border activities, intermediaries/introduced business and wire
transfers the Qatari framework falls short in these respects.

464. QFC: Authorized firms in the QFC are subject to various confidentiality requirements under QFC
law, including the specific requirements under Rule 2.1.12 of the Principles Rulebook for firms to “ensure
that information of a confidential nature received in the course of dealing with its clients is treated in an
appropriate manner”. Confidentiality obligations are subject to the following:

a) Article 48 of the FSR Regulations that enables the regulatory authority to require the
production by a person in the QFC of specified information/documents of a specified
description within such timeframe and in such manner as it reasonably requires; and

b) Article 8(6)(G) of the QFC AML Regulations which requires relevant person to respond
promptly to any request for information made by the FIU, the QFC Authority, the
Regulatory Authority, or other competent state authorities.
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465.  QFC firms are subject to confidentiality requirements pursuant to Rule 2.1.12 mentioned above.
The secrecy provisions contained in Article 82 of the Central Bank Law do not apply to QFC firms.
Article 18 of the QFC Law (17) of 2005 provides that the civil laws, rules and regulations of the State
shall apply in the QFC save to the extent that regulations exclude or conflict with or are inconsistent with
them.

466.  Article 19 paragraph 1 of the QFC Financial Services Regulations prohibits the QFC Regulatory
Authority to disclose any information received in the exercise of its functions. However, several
exceptions are listed. Article 19(3) of the FSR specifically provides that the Regulatory Authority may
disclose the information ordinarily covered by the confidentiality requirements “to any body, agency or
authority performing functions relating to the detection or prevention of money laundering whether in the
State or internationally”. It also enables the Regulatory Authority to disclose confidential information in
the following circumstances:

. with the consent of the Person to whom the duty of confidentiality is owed;

o where such disclosure is permitted or required by or pursuant to the QFC Law, these
regulations or any other regulation conferring powers, duties or functions on the
Regulatory Authority;

o in response to a legally enforceable demand,

. where the disclosure is made in good faith for the purposes of the performance or

exercise by the Regulatory Authority of any of its functions, duties, and powers under the
QFC Law, this regulation or any related regulations;

o in the case of persons other than the Regulatory Authority, to the Regulatory Authority;

o to the Tribunal or Appeals Body in connection with any matter falling within their
jurisdiction;

U to any other civil or criminal enforcement agency or authority, whether in the state or

internationally; or

o to overseas regulators in accordance with Article 20 (International Relations and
Cooperation).

467.  Further, Article 20 (3) of the FSR also stipulates that the Regulatory Authority shall exercise such
of its powers under the QFC Law or Regulations (or any Related Regulations) as it considers appropriate
to cooperate with and provide assistance to overseas regulators in the exercise of their functions or in
connection with the prevention or detection of financial crime.

468.  Rule 3.10.1 of the QFC AML Rulebook also stipulates that a relevant person must maintain
records in such a manner that:
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o The Regulatory Authority or another competent third party is able to assess the relevant
person’s compliance with legislation or regulation applicable to the QFC;

U Any transaction which was processed by or through the relevant person on behalf of a
customer or any third party can be reconstructed;

o Any customer or third party can be identified;
o All internal and external suspicious transaction reports can be identified; and
° The relevant person can satisfy, within an appropriate time, any regulatory enquiry or

court order to disclose information.

469.  Article 48 of the FSR allows the QFC Regulatory Authority to require the production by a person
in the QFC or outside the QFC (with an order from a judiciary body) of specified information/documents
or information/documents of a specified description within such timeframe and in such manner it
reasonably requires. This article also allows the Regulatory Authority with power to enter the premises of
any person in the QFC at any time for the purposes of inspecting and copying information or documents
stored in any form on such premises.

470.  Meetings with financial institutions regulated by the QFC Regulatory Authority confirmed that
there are no impediments for the supervision and control authorities and the financial intelligence unit to
prevent them from obtaining and/or having access to information.

3.5.2 Recommendations and Comments

471.  The authorities need to establish measures to enable information sharing between financial
institutions.

3.5.3 Compliance with Recommendation 4

Rating Summary of factors underlying rating

R4 LC (] Lack of measures to share information between financial institutions in line with
recommendations R.7, R. 9, and SR VII.

3.6 Record-Keeping and Wire Transfer Rules (R.10 & SR.VII)
3.6.1 Description and Analysis

472.  Record-Keeping and Reconstruction of Transaction Records, Identification Data, and
Availability of Records to Competent Authorities (c.10.1 & 10.1.1, ¢.10.2, and ¢.10.3). Domestic
Sector: The requirement for financial institutions under the supervision of the QCB is established by
Article 81 of the QCB Law No.(33) of 2006 pursuant to which every financial institution is required to
maintain the records and documents concerning its work in a proper way and in a safe place inside the
State of Qatar. The article also delegates to the QCB the authority to specify the period for maintaining
such records and documents. The record retention period is established by the QCB under Section 1,
paragraph 4 of the QCB Instructions (which are considered other enforceable means) where financial
institutions are required to keep records of the customers’ identities and their agencies, including copies
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of official identity cards and files of the accounts and the correspondences of all the customers even of
those who closed their accounts. These records have to be kept according to Section 7 of the Instructions
and available for review by QCB and the local competent authorities in case of relevant criminal
prosecutions and investigations. Under Section 7 of the instructions, the QCB requires the regulated
banking and financial institutions to maintain the necessary records on domestic and international
financial transactions for a period of not less than 15 years, to enable them to respond swiftly to inquiries
from the QCB or the competent authorities. The records retained must be sufficient to permit the retrieval
of individual information, including the amount and types of currencies involved if any, the types of
transaction and their dates, the transferees and beneficiary, and any other documents such as a copy of the
passport or the identification card, and an account statement. Banking and financial institutions are also
required to maintain records of the customer’s identities and their agencies, including copies of official
identity documents and also files of the accounts and the correspondences of all the customers even of
those who closed their accounts. These documents must be available to the QCB and the domestic
competent authorities in case of criminal prosecutions and investigations.

473.  The retention/recordkeeping obligation is not established by primary or secondary legislation for
the DSM financial institutions. The DSM addresses the record retention/recordkeeping obligation under
Article 9 of Decision 16/03 (which is also considered other enforceable means). Article 9 states that the
registers and records pertaining to the customers, containing their identification and other documents and
the documents of their agents, the files of accounts, correspondence of the transactions being executed
shall be kept for a period of at least 15 years. It further states that these documents shall be available for
the perusal of the Market Committee and the Financial Information Unit (FIU) and the judicial authorities
whenever required. Also, under Article 12 of Law 14 of 1995 (DSM Law), the DSM as the competent
authority, has access to all data and information requested. This data and information must be made
available to the inspection and audit team and treated with high confidentiality and should not be
disclosed. In the case where the institution under inspection and/or audit is a licensed bank, the DSM
should coordinate with the QCB and allowed to conduct joint examination.

474,  Likewise, the retention/recordkeeping obligation for those financial institutions under the
supervision of the MEC is not established by primary or secondary legislation. The MEC addresses
recordkeeping aspects in its Circular; however, due to the lack of legal basis, the MEC’s Circular is not
considered legally binding. The Circular nevertheless provides useful recommendations, as follows:
Section 3 of Circular No. 1 of 2007 issued by the MEC requires all insurance companies to maintain for a
period of at least five years all the necessary records related to the different insurance transactions
executed in favour of the customers, including all files, documents, accounts, correspondences, claims,
and other documents.

475.  In conclusion, only the QCB has established the legal obligation for retention/recordkeeping
under the QCB Law No.(33). The DSM imposes the record-keeping obligations on the financial
institutions they supervise under the DSM Decision 16/3. The regulatory record keeping/retention period
of 15 years imposed by both the QCB and the DSM, is in line with the standard and even goes beyond the
minimum period recommended by FATF. However, in the case of the DSM and MEC, it fails to meet the
standard because it is not established through primary or secondary legislation. Furthermore, the QCB and
DSM obligation is not sufficiently precise in its wording. Meetings conducted with representatives from
financial institutions revealed that it is not clear to them when the current record-keeping requirement
starts and for how long they need to maintain the documentation when requested by a competent
authority. Further meetings with the authorities revealed that the retention period should start following
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the termination of the account relationship. The QCB Instructions and DSM Decision should be clarified
to explicitly indicate when the record-keeping obligation starts.

476.  QFC: The record-keeping requirements are addressed in the QFC AML Regulations which
constitute secondary legislation. Article 10 of the QFC AML Regulations provides that all relevant
information, correspondence, and documentation used by a relevant person to verify a customer’s
identity, pursuant to the customer identification requirements as described in the regulations, must be kept
for at least six years from the date on which the business relationship with a customer has ended. If this
date is unclear, the business relationship may be taken to have ended on the date of the completion of the
last transaction. Article 10 also requires the relevant person to keep all relevant details of any transaction
carried out with or for a customer for at least six years from the date on which the transaction was
completed. The QFC AML Rulebook further provides that a relevant person must maintain records in
such a manner that the Regulatory Authority or another competent third party is able to assess the relevant
person’s compliance with legislation or regulations applicable in the QFC; any transaction which was
processed by or through the relevant person on behalf of a customer or any third party can be
reconstructed; any customer or third party can be identified; all internal and external suspicious
transaction reports can be identified; and the relevant person can satisfy, within an appropriate time, any
regulatory enquiry or court order to disclose information.

477.  Obtaining Original Information for Wire Transfer (applying c¢.5.2. & 5.3 in R.5, ¢.VIL1).
Domestic sector: In Qatar, funds/wire transfers may only be carried out by banking institutions.
Therefore, the criterion does not apply to the DSM and MEC. As far as banking institutions are
concerned, the Qatari authorities have not yet implemented specific measures to address the requirements
of SR VII with respect to information to be obtained for wire transfers.

478.  Section 1 of the QCB Instructions require the banking and financial institutions to ascertain the
identity of the customers or those who represent them, on the basis of the official identity documents and
register of these identities, when making any deals, or transactions with them, providing services
especially when opening account, contracting facilities contracts, financial transfers or managing their
funds, whether in portfolios, shares in mutual funds, leasing trusts funds, or any other businesses and
banking and financial services.

479.  The obligation to obtain and maintain information is set out in Section 2 of the QCB Instructions
which requires that in addition to name, nationality, identity, and address, banking and financial
institutions should maintain and obtain the confirmation documents and mails used for all the transferred
funds, internally and externally. The instructions further indicate that the necessary measures should be
taken to control the transfers that lack the related information about the two parties (name, address,
account number, etc.) and call on financial institutions to exercise caution on these operations because of
the potential money laundering or terrorist financing risk.

480. QFC: Article 16(1) (Transfer of Funds) of the QFC AML Regulations states that where a relevant
person is a financial institution and makes a payment on behalf of a customer to another financial
institution using an electronic payment and message system, it must include the customer’s name, address
and either an account number or a unique reference number in the payment instruction. This applies
regardless of whether the transfer is domestic or cross-border. Further guidance in the QFC Rulebook
(paragraph 17) conveys that the information about the customer as the originator of the fund transfer
should remain with the payment instruction through the payment chain. It also provides that relevant
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persons should monitor for and conduct enhanced scrutiny of suspicious activities including incoming
fund transfers that do not contain complete originator information, including name, address, and account
number or unique reference number. There is no de minimis threshold in place under the current QFC
framework. The QFCRA officials confirmed that all the necessary information is requested and obtained
for all wire transfers regardless of the amount.

481.  Inclusion of Originator Information in Cross-Border and Domestic Wire Transfers (c.VIIL.2
and c.VIL.3) and Maintenance of Originator Information (c.VIL.4 and VI1.4.1). Domestic sector: The
current regulatory framework for wire transfers is limited to obtaining basic information on the originator
and beneficiary(ies). There is no distinction between domestic and international transfers, nor is there an
established threshold for the application of the provisions in the Recommendation. In addition, there is no
requirement for beneficiary financial institutions to adopt effective risk-based procedures for identifying
and handling wire transfers that are not accompanied by complete originator information. Also, under the
current obligation, financial institutions are not required to ensure that the information obtained from the
originator remains with the transfer or related message through the payment chain.

482.  Financial institutions visited indicated that all international wire transfers are executed following
documentation procedures established by SWIFT and if transfers are received without adequate or proper
information, these are returned to the sending institution. SWIFT documentation procedures require all
wire transfers to contain the following key information: SWIFT transaction number, transaction date,
transaction amount, name, address, beneficiary(ies), details of the payment, intermediary institution, if
applicable, receiving institution, and other details or payment instructions.

483. QFC: As indicated above, Article 16(1) (Transfer of Funds) of the QFC AML Regulations states
that where a relevant person is a financial institution and makes a payment on behalf of a customer to
another financial institution using an electronic payment and message system, it must include the
customer’s name, address and either an account number or a unique reference number in the payment
instruction. This applies regardless of whether the transfer is domestic or cross-border. Further guidance
in the QFC Rulebook 3.17 paragraph 1 conveys that the information about the customer as the originator
of the fund transfer should remain with the payment instruction through the payment chain. It also
provides that relevant persons should monitor and conduct enhanced scrutiny of suspicious activities
including incoming fund transfers that do not contain complete originator information, such as the name,
address, and account number or unique reference number.

484.  Risk-Based Procedures for Transfers Not-Accompanied by Originator Information
(c.VIL5). Domestic sector: There are no measures in place that would require the financial institutions
to adopt effective risk-based procedures for identifying and handling wire transfers that are not
accompanied by complete originator information.

485.  QFC: Further guidance in the QFC Rulebook 3.17 paragraph 2 conveys that relevant persons
should monitor for and conduct enhanced scrutiny of suspicious activities including incoming funds
transfers that do not contain complete originator information including name, address and account number
or unique reference number in accordance with Appendix 2. Appendix A.2.2 paragraph 8 of the QFC
Rulebook provides that with regard to enhanced scrutiny to funds transfers, which do not contain
complete originator information including name, address and account number or unique reference
number, a relevant person should examine the transaction in more detail in order to determine whether
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certain aspects related to the transaction might make it suspicious and thus warrant eventual reporting to
the FIU and the Regulatory Authority.

486. Monitoring of Implementation of SR VII (c.VIL.6). Domestic sector: There are no measures in
place that would require financial institutions to effectively monitor the level of compliance with rules
and regulations addressing the requirements of this special recommendation.

487.  QFC: As of the mission date, two financial institutions were operating within the QFC. The
QFCRA officials indicated that as part of the supervisory cycle, the QFCRA will conduct on-site visits to
determine the level of compliance with the AML Law, AML Regulations and the AML Rulebook. For the
few firms operating, the QFCRA has been monitoring their progress and activities and conducting risk
assessments to ensure the firms are conducting their activities in line with the license approved by the
QFCRA.

488.  Sanctions (applying c. 17.1-17.4, in R. 17, ¢.VIL.7). Domestic sector: Only the courts and the
QCB may issue sanctions for noncompliance with, respectively, the prohibition of tipping-off which is set
out in the AML Law and the other enforceable AML/CFT measures set out in the QCB AML/CFT
instructions and the DSM decisions. This is not appropriate for several reasons: there are no sanctions for
the non-banking financial sector other than that for tipping-off and, in the banking sector, the only
sanction available to the QCB is one of a last resort (i.e., the revocation of the license under Article 58 of
the QCB law. See write-up under Recommendation 17 for more details).

489.  QFC: If firms do not comply with the requirements set out in the QFC AML Regulations and the
rules contained in the QFC Rulebook, the QFCRA is empowered, under Part 9 of the FSR, to take a range
of civil disciplinary and enforcement actions, against natural and legal persons and, where relevant,
against the directors and senior management :

. public censure (Article 58 of Part 9 of the FSR);
o financial penalties (Article 59 of the FSR);
U imposition of a number of prohibitions and restrictions including prohibiting an

authorized firm or approved individual from entering into certain specified transactions,
requiring an authorized firm or approved individual to carry on business or conduct itself
or himself in a specified manner, or prohibiting a person from performing a specified
function, any function falling within a specified description or any function (Article 62 of

Part 9 of the FSR);
o obtaining injunctions (Article 63 of Part 9 of the FSR);
° withdrawal of the license of a relevant person.

3.6.2 Recommendations and Comments

490. Domestic sector: The Qatari authorities are recommended to:
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o Set the record retention/recordkeeping requirement in primary or secondary legislation
for financial institutions under the DSM and MEC.

U Provide additional guidance to financial institutions under the QCB and DSM with
specific instructions as to when the record retention/keeping requirement starts, that is,
following the termination of an account or business relationship or longer if requested by
a competent authority.

o Require banks (i) to ensure that all originator information that accompanies a wire
transfer is transmitted with the transfer by each intermediary and beneficiary financial
institution in the payment chain; (i) When technical limitations prevent full originator
information accompanying a cross-border wire transfer from being transmitted with a
related domestic wire transfer, to keep a record for five years all the information received
from the ordering financial information.

o Require banks to adopt effective risk-based procedures for identifying and handling wire
transfers that are not accompanied by complete originator information. The lack of
complete originator information may be considered a factor in assessing whether they
are required to be reported to the financial intelligence unit or other competent
authorities. In some cases, the beneficiary financial institution should consider restricting
or even terminating its business relationship with financial institutions that fail to meet
the SR.VII standard.

] Establish a mechanism to monitor effectively the compliance of financial institutions
with rules and regulations implementing SR.VII .

o Ensure that sanctions (in line with R.17) also apply in relation to the obligations under
SR.VIL

491.  QFC: Under the QFC regulatory framework, there is no distinction between domestic and cross-
border wire transfers; and there is no requirement for financial institutions to ensure that non-routine
batched transactions are not batched where this would increase the risk of money laundering or terrorist
financing. Although relevant persons within the QFC should monitor for and conduct enhanced scrutiny
of suspicious activities including incoming fund transfers that do not contain complete originator
information, including name, address, and account number or unique reference number, there are no
explicit measures in place for beneficiary financial institutions to adopt effective risk-based procedures
for identifying and handling wire transfers that are not accompanied by complete originator information.
The system is too new to be tested because the QFC was recently established, and most of the firms
established within the QFC are subsidiaries of foreign companies where most of the transfers are
conducted by/through their respective holding/parent companies.

492.  The QFCRA should enhance existing measures to require relevant persons to:

. ensure that non-routine batched transactions are not batched where this would increase
the risk of money laundering or terrorist financing; and
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o establish explicit measures to ensure that beneficiary financial institutions adopt an
effective risk-based procedures for identifying and handling wire transfers that are not
accompanied by complete originator information.

3.6.3 Compliance with Recommendation 10 and Special Recommendation VII

Rating Summary of factors underlying rating
R.10 PC ® Domestic sector: Record keeping requirement not established by primary or
secondary legislation by DSM and MEC.
SR.VII NC ® [Lack of specific measures imposed by the QCB on financial institutions to address

all the requirements of this recommendation.

® Lack of requirements imposed by the QFCRA on relevant persons to ensure that
beneficiary financial institutions adopt an effective risk-based procedures for
identifying and handling wire transfers that are not accompanied by complete
originator information.

3.7 Monitoring of Transactions and Relationships (R.11 & 21)
3.7.1 Description and Analysis

493.  Special Attention to Complex, Unusual Large Transactions (c.11.1), Examination of
Complex & Unusual Transactions (c.11.2), and Record-Keeping of Findings of Examination
(c.11.3). Domestic sector: Paragraph 12 of the QCB Instructions requires the banking and financial
institutions to pay special attention to all unusual, complex or large deals and transactions as well as to all
kinds of “extraordinary deals”, which have neither visible financial targets nor legal purpose.
“Extraordinary banking operations”' are defined under the first article of the instructions as major
transactions and the banking and financial transactions that do not match the customer’s income, the
nature of his activity, the pattern of his previous transactions with the bank or that are suspiciously
repeated by the customer and also the transactions that do not have clear financial purposes or legitimate
purposes. Paragraph 12 further requires the financial institutions to examine the background and purpose
of these deals to record the results of the examination and to notify the FIU.

494,  Paragraph 1.3 of the instructions requires banks to check any banking transaction that exceeds
100,000 Qatari Riyals in the various banking activities, whether in assignments of right, currency
exchange, opening letters of credit, account deposits, any kind of investment, or other bank activities that
can be used in money laundering. Also requires checking any other banking and financial transactions
suspected to be used in terrorist financing, regardless of the amount.

495.  Pursuant to paragraph 13 of the instructions, special attention must also be given when examining
the business relations and transactions with companies and financial institutions from countries that do
not or insufficiently restrict these instructions, particularly if no visible financial objectives exist for these
transactions. It is also a requirement to examine and report to senior management of the banking and
financial institutions the background and purpose of these deals. Paragraph 19.3 provides that banks
should implement procedures, through stages, to determine whether financial and banking transactions are

' The English translation of the QCB Instructions refers to “extraordinary banking operations”. The original Arabic
version, however, is more precise and refers to “unusual transactions”. Arabic being the official language in Qatar,
the Arabic version prevails and the inconsistency in the English translation has no bearing on the assessment.
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suspicious or non suspicious. Such stages are as follows: first stage - ordinary financial and banking
transactions daily undertaken for bank’s customers; second stage - extraordinary transactions undertaken
for the first time or frequently; and, third stage — when extraordinary operations are turned into suspicious
transactions of money laundering or terrorism financing. This is done through gathering information and
documents and preliminary analysis of the case by the compliance officer and his team. Paragraph 19.6
provides that banks should keep records for extraordinary transactions made for the first time or
frequently and for the suspicious transactions, regardless of the decision taken concerning such
operations. Authorities indicated that the records should be maintained at least for 15 years, which is in
line with the recordkeeping requirements.

496.  Paragraph 8.1 and 8.2 of the QCB Instructions address the detection of extraordinary financial or
banking transactions and follow-up actions but in a confusing way: the header for all three sub-sections of
Paragraph 8 is drafted in mandatory terms and applies to both banks and other financial institutions under
the QCB’s supervision, but the measures listed in 8.1 are drafted in a way that would suggest that they are
optional and only seem to apply to banks. More specifically, paragraph 8.1 provides that if extraordinary
transactions are detected, the banks “may” ask the customer to complete a document and provide
supported justifications for these extraordinary transactions in order to determine whether they may be
linked to money laundering operations or terrorist financing.'® Banks should obtain this information from
the customer in the ordinary course of business and without letting the customer know the purpose of
their enquiries. Under 8.2, the banks must notify the FIU “in case the customer does not respond to the
bank”, but since the banks may choose not to investigate further on an extraordinary transaction, the
reporting requirement may be vain.

497.  Pursuant to paragraph 8.3, the banking and financial institutions must freeze the funds or other
assets belonging to terrorists and to persons who finance terrorism and terrorism organizations in
accordance with court judgements or instructions issued by the governor. However, as noted under
Special Recommendation III, no further measures have been taken, neither by the courts nor by the QCB
Governor, to implement this requirement, and the private sector was not informed of the names of persons
whose funds and assets should be frozen in accordance with UNSCR 1267 and 1373.

498.  Chapter Two, paragraph 5/1 of the QCB Instructions sets out a requirement to pay special
attention to unusual transactions, such as large amount transactions, or regular small amounts of deposits
with acceptable or obvious financial reason, or transactions that happen with other parties in countries
where no efficient controls on combating money laundering and terrorism financing are in place. The
QCB Instructions fall short of requiring financial institutions to keep findings available for competent
authorities and auditors.

499.  The requirements or measures in place established by the DSM and the MEC to require their
respective financial institutions to: (i) pay special attention to all complex, unusual large transactions, or
unusual patterns of transactions, that have no apparent or visible economic or lawful purpose; (ii) examine
as far as possible the background and purpose of such transactions and to set forth their finding in writing;
and (iii) keep such finding available for competent authorities and auditors for at least five years do not
clearly and adequately address the recommendation as explained below.

'® The original Arabic version provides similar non-binding language.
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500.  There is an obligation under Decision No. 16/3 of the DSM for companies and brokerage firms to
verify transactions that exceed QR. 100,000 or the equivalent in foreign currency to ensure that these
transactions are not exploited in money laundering or financing of terrorism. Furthermore, it is not clear
whether transactions exceeding the mentioned threshold are considered large, unusual large or complex
and no guidance has been provided by the DSM as to how the process of verification should be
conducted.

501.  The MEC, under Circular 1 of 2007, Section 2.4 provides a vague and broad reference to giving
special attention to the valuable and common insurance transactions and identifying their purposes.
However, the Circular is not legally binding (and there is no further guidance that would clarify the text
of the Circular).

502.  QFC: Atrticle 15 of the QFCRA AML Regulations provides that relevant persons must have in
place policies, procedures, systems and controls that adequately take into account any money laundering
risks and vulnerabilities of its products, services, and customers. It also provides that relevant persons
must assess risks in relation to money laundering and perform enhanced due diligence investigation for
higher-risk products, services, and customers having regard to guidance issued by the QFCRA. The
QFCRA in its AML Rulebook Appendix A2.2 requires relevant persons to have effective “Know Your
Customer” arrangements to provide the basis for recognizing unusual and suspicious transactions. The
Rulebook further states that where there is a customer relationship, a suspicious transaction will often be
one that is inconsistent with the customer’s known legitimate transactions, or with the normal business
activities for that type of account or customer. Therefore, the key to recognizing “suspicions” is knowing
enough about the customer and the customer’s normal expected activities to recognize when a transaction
is abnormal.

503. The QFCRA Rulebook provides circumstances, by way of examples, that might give rise to
suspicion or reasonable grounds for suspicion including:

a) Transactions which have no apparent purpose and which make no obvious economic sense;
b) Transactions requested by a customer without reasonable explanation, which are out of the
ordinary range of services normally requested or are outside the experience of a relevant

person in relation to a particular customer;

c) The size or pattern of transactions, without reasonable explanation, is out of line with any
pattern that has previously emerged;

d) A customer refuses to provide the information requested without reasonable explanation;

e) A customer who has just entered into a customer relationship used the relationship for a
single transaction or for only a very short period of time;

f) An extensive use of offshore accounts, companies or structures in circumstances where the
customer’s economic needs do not support such requirements;

g) Unnecessary routing of funds through third party accounts; and

h) Unusual transactions without an apparently profitable motive.
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504.  Article 13 of the QFCRA AML Regulations establishes the internal and external reporting
requirements addressing unusual and suspicious transactions. Particularly, Article 13.7 requires that when
the money laundering reporting officer (MLRO) receives an internal report on an unusual or suspicious
transaction he/she must investigate the circumstances in relation to which the report was made, including
where necessary accessing any relevant “Know Your Client” information; determine whether in
accordance with the AML Law No.(28) of 2002 a corresponding external suspicious transaction report
must be made to the FIU; if required, to make such report to the FIU. Article 13.8 requires the MLRO to
document the steps taken to investigate the circumstance in relation to which an internal suspicious
transaction report is made and where no external suspicious transaction report is made to the FIU, the
reasons why no such report was made. All relevant details of any internal and external suspicious
transaction report must be kept for at least six years from the date on which the report was made.

505. Although there are measures in place for relevant persons to pay attention to complex, unusual
large transactions, or unusual patters of transactions with no apparent or visible economic or lawful
purpose, there are no specific requirements to make available to the competent authorities and auditors
such findings.

506.  Special Attention to Countries Not Sufficiently Applying FATF Recommendations (c.21.1 &
21.1.1.) and Examinations of Transactions with no Apparent Economic or Visible Lawful Purpose
from Countries Not Sufficiently Applying FATF Recommendations (c.21.2). Domestic sector:
Article 13 of the QCB Instructions requires the banking and financial institutions to pay special attention
when examining the business relations and transactions with companies and financial institutions from
countries that apply no obligation to comply with the Recommendations particularly if no clear financial
objectives are shown for these transactions. It also requires that the reasons and purposes of these deals be
examined and reported to the senior management of the banking and financial institution. However, the
current framework does not require banking and financial institutions to also consider countries that
insufficiently apply the FATF Recommendations.

507.  As far as advising about concerns with respect to weaknesses in the AML/CFT systems of other
countries, Article 19.11 of the QCB Instructions provides that banking and financial institutions should
use all possible means for supervising extraordinary transactions and deals, including supervisory reports,
list of non-cooperative countries, list of persons and entities pursued internationally, suspect’s
investigation programs, etc. Article 19.12 further provides that banking and financial institutions should
monitor the international recent developments of the various types of money laundering and terrorism
financing and measures of combating, particularly related recommendations and instructions issued by the
FATF, the IMF, the IBRD, Basel committee, and other international organizations.

508. The DSM and MEC do not have measures in place to ensure that financial institutions are advised
of concerns about weaknesses in the AML/CFT systems of other countries. Although financial
institutions are required to examine the background and purpose of the business relations and
transactions, there is no explicit requirement to make findings available to competent authorities and
auditors. DSM officials indicated that no measures or requirements have been established for brokerage
houses because currently all orders/transactions, taking place in the domestic market, with Qatari citizens
have to be pre-funded, that is, the funds have to be deposited in a bank for the benefit of the brokerage
house. For investors placing orders in the international markets, these orders and payments have to go
through another bank, in this case HSBC Global Custodian services. For this reason DSM officials and
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brokerage houses rely on banks to pay attention to business relationships and transactions with persons
from or in countries which do not or insufficiently apply the FATF standard.

509.  Under Section 6 (Supervisory Measures and Training) of Circular No. 1 of 2007 issued by the
MEC, insurance companies are “required” to set policies and plans to combat money laundering and the
financing of terrorism including giving particular attention to the insurance transactions concluded with
persons or companies in countries that do not apply or insufficiently apply the Recommendations. In such
cases, the purpose of those operations should be examined and all necessary measures should be taken to
verify the presence of the insurance premises and determine the insurance value. Moreover, the branches
of the companies should observe such instructions. The domestic and foreign branches of companies
should equally observe those instructions. As mentioned on previous occasions, however, the Circular is
not legally binding.

510.  There are no legal or regulatory requirements for financial institutions under the supervision of
the DSM to give special attention to business relationships and transactions with persons from or in
countries which do not or insufficiently apply the FATF Recommendations.

511. QFC: Under Article 14 of the QFCRA AML Regulations, a relevant person is required to have
arrangements in place to ensure that it obtains and makes proper use of any relevant findings issued by the
government (or any governmental departments) of the State of Qatar; the QCB or the National Anti
Money Laundering Committee or the FIU; FATF; the QFC Authority; the QFC Regulatory Authority; or
the Gulf Co-operation Council. The findings of a body, as previously listed, are “relevant findings” if they
include a finding or other conclusion that arrangements for restraining money laundering in a particular
country or jurisdiction are materially deficient in comparison with one or more of the relevant
internationally accepted standards, including any recommendations published by the FATF, required of or
recommended to countries and jurisdictions; or contain a finding or other conclusion concerning named
persons, groups, organizations, or entities or any other body where a suspicion of money laundering or
terrorist financing exists.

512.  Rule 3.15.1 of the QFCRA Rulebook requires relevant persons to pay special attention to any
transactions or business relationships with persons, including beneficial owners, located in such countries
or jurisdictions. Rule 3.15.2 further states that a relevant person considering transactions or business
relationships with persons located in countries or jurisdictions that have been identified as deficient, or
against which any authority in the state has outstanding advisory notices, must be aware of the
background against which the assessments, or the specific recommendations, have been made. These
circumstances should be taken into account with respect to introduced business from such jurisdictions,
and when receiving payments from existing customers or with respect to inter-bank transactions from
correspondent banking Clients.

513.  Further guidance in the QFCRA AML Rulebook provides, under 3.15.3, that transactions with
counterparties located in countries or jurisdictions which have been relieved from special scrutiny, for
example, taken off the FATF list of NCCTs, may nevertheless require attention which is higher than
normal. In order to assist relevant persons, the Regulatory Authority may, from time to time, publish
Qatar, FATF or other findings. Given the recent establishment of the QFC, the Regulatory Authority has
not yet published any guidance on countries or jurisdictions relieved from special scrutiny. However, the
Regulatory Authority expects relevant persons to take their own steps in acquiring relevant information
from various available sources.
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514.  The QFCRA guidance specifically mentions that relevant persons should be proactive in
obtaining and appropriately using available national and international information, for example suspect
lists or databases from credible public or private sources with regard to money laundering and terrorist
financing (QFC Rulebook, paragraph 3.15.3.3). The QFCRA has arrangements with the National Anti
Terrorism Committee. In accordance with these arrangements, the QFCRA receives the lists published by
the United Nations Security Council pursuant to resolutions and distributes these lists to relevant QFC
firms. It also indicates that the QFCRA encourages relevant persons to perform checks against their
customer databases and records for any names appearing on such lists and databases as well as to monitor
transactions accordingly.

515. The QFCRA encourages under QFC Rulebook, paragraph 3.15.3.4, relevant persons to assess
which countries carry the highest risks and conduct an analysis of transactions from countries or
jurisdictions known to be a source of terrorist financing.

516.  In addition, the QFCRA may require relevant persons to take any special measures it may
prescribe with respect to certain types of transactions or accounts where the Regulatory Authority has
reasons to believe that any of the above may pose a money laundering risk to the QFC.

517.  Although measures are in place to require financial institutions within the QFC to give special
attention to business relationships and transactions with persons from or in countries which do not or
insufficiently apply the FATF Recommendations, there are no measures to explicitly require financial
institutions to examine, as far as possible, the background and purpose of transactions with no apparent
economic or visible lawful purpose, and to maintain written findings available to the competent
authorities.

518.  Ability to Apply Counter Measures with Regard to Countries Not Sufficiently Applying
FATF Recommendations (c.21.3). There is no indication that the existing AML/CFT framework provide
the Qatari supervision and control authorities, i.e., QCB, DSM, MEC, and QFCRA with the authority to
apply counter-measures when a country continues not to apply or insufficiently applies the FATF
Recommendations.

3.7.2 Recommendations and Comments

519.  There are major shortcomings in the existing AML/CFT regulatory framework with respect to
requiring financial institutions to pay special attention to all complex, unusual large transactions, and all
unusual patterns of transactions which have no apparent economic or visible lawful purpose does not
provide for appropriate measures.

520. Domestic sector:

. The QCB is recommended to establish a clear requirement for banking and financial
institutions to make the findings on the examination of complex, unusual large
transactions or unusual patterns of transactions also available to auditors.

o The DSM and the MEC are recommended to establish formal requirements for financial
institutions to: (i) pay special attention to all complex, unusual large transactions, or
unusual patterns of transactions, that have no apparent or visible economic or lawful
purpose; (ii) examine as far as possible the background and purpose of such transactions
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and to set forth their finding in writing; and (iii) keep such finding available for
competent authorities and auditors for at least five years.

. The DSM is also recommended to provide guidance indicating whether transactions
exceeding QR. 100,000 or the equivalent in foreign currency should be considered large,
unusual large or complex.

521.  QFC: The QFC authorities are recommended to establish a specific requirement for relevant
persons to make the findings on the examination of complex, unusual large transactions or unusual patters
of transactions available to the competent authorities and auditors.

522.  With respect to Recommendation 21, the DSM and the MEC are recommended to establish
measures to:

. ensure that financial institutions are advised of concerns about weaknesses in the
AML/CFT systems of other countries; and

o require them to make findings available to competent authorities and auditors.

523.  The DSM should establish a regulatory obligation on financial institutions to give special
attention to business relationships and transactions with persons from or in countries which do not or
insufficiently apply the FATF Recommendations.

524.  The QCB, the DSM, the MEC and the QFCRA should have the authority to apply counter-
measures to address instances where a country continues not to apply or insufficiently applies the FATF
Recommendations.

3.7.3 Compliance with Recommendations 11 and 21

Rating Summary of factors underlying rating

R.11 PC ® Lack of requirements imposed by the QCB to make the findings of examinations of
complex and unusual transactions available to auditors.

® Lack of requirements imposed by the DSM and the MEC on financial institutions to
pay special attention to all unusual large transactions or unusual patterns of
transactions that have no apparent or visible economic or lawful purpose; to examine
as far as possible the background and purpose of such transaction and set forth their
findings in writing; and to maintain them for at least five years.

® Lack of specific requirements imposed by the QFCRA to make the findings of
examinations of complex and unusual transactions available to competent authorities
and auditors.

R.21 NC ® Lack of requirements imposed by the DSM and the MEC on financial institutions to
pay special attention to business relationships and transactions with persons from or
in countries which do not or insufficiently apply the FATF Recommendations.

® Lack of apparent authority at the QCB, the DSM, the MEC and the QFCRA to apply
counter-measures to address instances where a country continues not to apply or
insufficiently applies the FATF Recommendations.
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3.8 Suspicious transaction reports and other reporting (R.13-14, 19, 25 & SR.IV)
3.8.1 Description and Analysis

525. Requirement to Make STRs on ML and TF to FIU (c.13.1, 13.2, 13.3 & IV.1). Article 6 of the
AML Law establishes the obligation for financial institutions to “provide the competent entity with a
detailed report on transactions [they carry] out whose nature or purpose is suspicious.[If] the competent
entity finds any reason to believe that the transactions (...) constitute a money laundering crime, it shall
refer papers and documents related to the transaction to the coordinator [of the NAMLC]”. The law does
not address reporting of suspicions of terrorist financing. The deputy Governor of the QCB, acting in his
capacity as chairman of the NAMLC established the Qatari FIU as a central independent unit located in
the QCB, through Administrative Order No. 1/2004 of August 31, 2004 (See also write-up under
Recommendation 26).

526. Domestic sector: In addition to Article 6 of the AML Law, the QCB specifically requires the
financial institutions under its supervision to notify the FIU of any suspicious transaction, including
attempted, which it defined as “extraordinary banking and financial transactions which the bank suspects
or has justified reason to suspect that their money is linked or related to money laundering, financing of
terrorism, terrorist actions, or for terrorism organizations” (Article 1 and 10 of the instructions).

527.  The instructions define “suspicious transactions” as extraordinary banking and financial
transactions, including attempted, which the bank suspects or has justified reason to suspect that their
money is linked or related to money laundering, financing of terrorism, terrorist actions, or for terrorism
organizations. “Extraordinary banking operations” are defined as major transactions and the banking and
financial transactions that do not match the customer’s income, the nature of his activity, the patterns of
his previous transactions within the bank or that are suspiciously repeated by the customer and also the
transactions that do not have clear financial purposes or legitimate purposes.

528.  Sections 10 and 11 of the Instructions provide that if the bank discovers that any suspicious
operation has taken place, the compliance office should notify the FIU immediately to take the necessary
procedures using a specific form. In any case of failure to report, alert or assist the persons related to
money laundering, or terrorism financing transactions, the employee may be subjected to legal and
financial consequences.

529. The DSM also addressed the reporting of suspicious transactions in its Decision No. (16/3).
Article 9 of the Decision provides that on discovery of any abnormal financial transaction, the company
or the brokerage firm may, for the purpose of proving the suspicion that these transactions may relate to
money laundering or financing of terrorism, require the customer to complete the documents and submit
the justifications for the abnormal transactions provided that these procedures shall be applied within the
context of the orderliness and usual procedures without drawing the customer’s attention to the fact that
such procedures relate to the combating of money laundering and financing of terrorism. However,
Article 9 would be far too vague to be useful in practice.

530. The MEC Circular also calls for some form of reporting , but, it does not rest on a sound legal
basis and the measures that it sets out are not enforceable. In short, it provides that the FIU should be
notified on an urgent basis of any suspect transaction and the suspicious transaction forms should be
delivered to the Unit by hand, or sent by fax or e-mail or any appropriate means and should be deemed
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confidential. The MEC circular would not be effective in practice because it does not provide sufficient
coverage of the reporting system.

531.  QFC: Article 13(1) of the QFC AML Regulations requires a relevant person to have appropriate
arrangements in place to ensure that whenever any employee, acting in the ordinary course of his
employment, either knows or suspects; or has reasonable grounds for knowing or suspecting that a person
is engaged in money laundering or conduct relating to the financing of terrorism, that employee must
promptly make a internal STR to the relevant person’s Money Laundering Reporting Officer (MLRO).

532.  Itis interesting to note that the QFC provides, in its Regulations, a definition of money laundering
which is more extensive than that provided in the AML Law. The fact that it is set in secondary
legislation does not enable it to take precedent on the money laundering offence as set out in the primary
legislation, but it nevertheless sets more stringent requirements on the QFC firms as far as the reporting
requirements are concerned.

533.  Article 19 of the QFC AML Regulations provides the following definition for Money laundering:

“The following conduct when committed intentionally:
a) any act which constitutes an offence under Article 2 of Law (28) of 2002 on Anti Money
Laundering (as amended by virtue of Decree-Law No. (21) of 2003 - O.G. 11/2003);

b) any act which involves Criminal Property and which act constitutes an offense under the
Articles of Law No. (11) of 2004 (Penal Code);

c) any act which finances the commission of an offence under the Articles of Law No. (3) of
2004 (Combating Terrorism);

d) the conversion or transfer of Property, knowing that such property is derived from
Criminal Conduct or from an act of participation in such conduct, for the purpose of
concealing or disguising the illicit origin of the Property or of assisting any person who is
involved in the commission of such conduct to evade the legal consequences of his
action;

e) the concealment or disguise of the true nature, source, location, disposition, movement,
rights with respect to, or ownership of Property, knowing that such Property is derived
from Criminal Conduct or from an act of participation in such conduct;

f) the acquisition, possession or use of Property, knowing, at the time of receipt, that such
Property was derived from Criminal Conduct or from an act of participation in such
conduct;

g) the provision or collection of lawful Property, by any means, with the intention that it

should be used or in the knowledge that it is to be used, in full or in part, for terrorism;

h) any act which constitutes participation in, association with or conspiracy to commit,
attempts or incitement to commit an offence specified in paragraph (a), (b) or (c) or an act
specified in paragraph (d), (e), () or (g); or
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1) any act which constitutes aiding, abetting, facilitating, counselling or procuring the
commission of an offence specified in paragraph (a), (b) or (c) or an act specified in

paragraph (d), (e), (f) or (g).”

Criminal Property is defined as:

1) “Property that constitutes a person's benefit from criminal conduct or represents such a benefit
(in whole or part and whether directly or indirectly) if the alleged offender knows or suspects
that it constitutes or represents such a benefit; and

(2) for these purposes it is immaterial:
(a) who carried out the conduct;

(b) who benefited from it; and

(¢) when the conduct occurred.”

534,  Article 13(2) of the QFC AML Regulations requires a relevant person to have policies and
procedures in place to ensure that disciplinary action can be taken against any employee who fails to
make such a report. Article 13(7) of the QFC AML Regulations provides that when a relevant person’s
MLRO receives an internal STR, he must without delay, investigate the circumstances in relation to
which the report was made, including where necessary accessing any relevant “Know Your Client”
information; determine whether in accordance with the AML Law, a corresponding external STR must be
made to the FIU; if required, make such an external report to the FIU; and where an external report is
made to the FIU, notify the Regulatory Authority that such a report has been made and include general
details of the report.

535.  Although there are explicit requirements for reporting suspicious transactions, the DSM and the
MEC have not yet established the obligation or requirement for financial institutions to also report
attempted transactions to the FIU.

536. STRs Related to Terrorism and its Financing (c.IV.1). As mentioned above, there is no
obligation imposed by primary or secondary legislation to report suspicious transactions related or linked
to terrorist financing.

537. Domestic sector: QCB nevertheless addressed terrorist financing in its Instructions, notably in
the reporting requirements set out under Section 5, 10 and 11 (described above) and in the definition of
“suspicious transactions” (also mentioned above). “Terrorism financing” is defined as using any funds or
other assets in financing terrorism activities or terrorist organizations.

538.  Article 9 of the DSM Decision No. (16/3) of 2005 described above also refers to the financing of
terrorism. The comments made under criteria 13.1 above also apply under criteria IV.1.

539.  QFC: The reporting requirement set out in Article 13 (1) of the QFC AML Regulations and
described above also applies to suspicions of terrorist financing (which remains undefined).
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540. STRs Reported Regardless of whether they involve tax matters (c.13.4 & IV.2). There is no
indication, neither in the domestic sector nor in the QFC, that would indicate that the reporting
requirements are limited when the transactions are also thought to involve tax matters.

541.  Additional element (c.13.5). Domestic sector: QCB instructions, DSM decision, MEC circular,
and QFC regulations require financial institutions to notify the FIU of any suspicious transaction,
including attempted which could be linked or related to money laundering. However, the circular does not
rest on a sound legal basis and measures set out are not enforceable. QFC:

542.  Protection for Making STRs (c.14.1). Domestic sector: Article 5 of the AML Law No. (28) of
2002 provides that in the enforcement of this Law, provisions related to the secrecy of banking
transactions shall not apply to the chairman, members of the board of directors and employees of the
financial institution, unless where it is proved that the disclosure was meant to harm the owner of the
transaction.

543.  Under Section 5/4 of the QCB Instructions banking and financial institutions or a reporting
employee shall bear no responsibility after reporting on suspicious transactions, whether the suspicions
were confirmed or not, as long as it was a bona fide reporting.

544.  Article 9 of the DSM Decision No. (16/3) 2005 provides that the entities subject to this reporting
provision of documentation and information related to a suspicious transaction should not be deemed to
be contradictory to the confidentiality laws and should not result in any responsibility on the notifying
entity or its employees.

545.  MEC’s Circular No.1 of 2007, Second Section, paragraph 4 provides, in non-binding terms, that
reporting of suspicious transactions is not regarded as a breach of the secrecy of the transactions and it
should not entail any kind of liability on the company or its employees.

546. QFC: Article 13(11) of the QFCRA AML Regulations establishes that the MLRO or other
employee of a relevant person is not liable to proceedings; subject to liability; nor in breach of any duty
merely by reason of the making of an external STR to the FIU if such STR is made in good faith.
Authorized firms are also required to ensure that their Employees are aware of and sensitive to these
issues when considering the “Know Your Customer” process.

547.  Prohibition Against Tipping-Off (c.14.2). Article 4 of the AML Law No. 28 of 2002 establishes
the obligation for employees of the financial institution not to inform their customers about the actions
taken against them related to combating money laundering. Such employees should not disclose any
information with the intention of influencing money laundering investigations. The violation of the
prohibition is sanctioned by imprisonment and a fine (see write-up under Rec. 17).

548.  Domestic sector: Under Section 6 of the Instructions, the QCB establishes the obligation for all
banking and financial institutions, their managers, employees, and staff not to warn their customers when
any of their activities raises a suspicion.

549.  Article 9 of the DSM Decision No. (16/3) 2005 provides that the entities that are subject to the
provisions of this Decision shall not warn their customers on their suspected transactions but, should
subject these transactions to more verification and precautionary measures.
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550.  Paragraph 5 of MEC’s Circular No. 1 of 2007 provides that the company and its employees
should not warn the customer about any suspicion on the transactions but, as mentioned above, this
decision does not rely on a sound legal basis and is, therefore, neither binding nor enforceable.

551.  QFC: Section 3.14 of the QFCRA AML Rulebook provides that where a relevant person
reasonably believes that performing the “Know Your Customer” process will tip-off a customer or
potential customer, it may choose not to pursue that process and must instead file an STR. Further
guidance in the QFCRA AML Rulebook provides that relevant persons are reminded that in accordance
with Article 4 of the AML Law, employees at a financial establishment are prohibited from informing
their customers of the measures taken against them to combat money laundering. They are also prohibited
from disclosing any information with the intention of harming a relevant criminal investigation.

552.  Additional element (c.14.3): Measures in place do not address the requirements for ensuring that
the names and personal details of staff of financial institutions that make STRs are kept confidential by
the FIU.

553.  Consideration of Reporting of Currency Transactions Above a Threshold (c.19.1). The
Qatari authorities, mainly the FIU, sent a letter (study) to NAMLC, through the Vice Governor of the
QCB addressing the issue of considering the establishment of a currency transaction reporting system.
The letter (study) presents three issues: 1) the fact that Qatar has a cash-based society which in the views
of the FIU establishing such system will be difficult; 2) the additional burden that such system would put
on the FIU and its limited resources; and 3) the current measures imposed by the QCB on financial
institutions to limit cash transactions. The spirit of the letter (study) considers in a limited way the
disadvantages of the cash transaction reporting system and overlooks the advantages. In light of this, the
assessors encourage the authorities to perform a more in-depth study as to whether it would be feasible
and useful to establish such system.

554.  Domestic sector: Instead, the QCB has established internal cash recording requirements under
Section 1/3 of the Instructions for banking and financial institutions. The requirements imposed the
obligation on banking and financial instructions to only check and record any banking transaction that
exceeds QR. 100,000 in the various activities, whether in assignments of right, currency exchange,
opening letters of credit, account deposits, any kind of investment, or other bank activities that could be
used in money laundering. All institutions are also required to check any other banking and financial
transactions, suspected or linked to terrorism financing regardless of the amount. However, the current
requirement does not extend to reporting the transaction(s) to the QCB.

555.  Meetings with officials from the QCB Supervision Department responsible for banking, exchange
houses, investment companies and finance companies revealed that although the internal cash recording
requirement imposed by the QCB Instructions is set at QR. 100,000 the internal recording requirement
threshold for exchange houses was recently lowered, by way of a Circular issued by the QCB, to currency
transactions that exceeds QR. 35,000. A copy of the Circular was requested but the authorities did not
provide. Therefore, the mission was not able to determine the reason(s) for reducing the threshold for
exchange houses.

556.  Further guidelines recommend all banks and financial institutions under the regulation and
supervision of the QCB to establish a controlled internal reporting system capable of generating reports
on current accounts movements and balances; assignment of right reports; movements and balances
reports of the correspondents’ accounts; large transaction reports; and reports of transactions in small
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amounts. The large transactions report should contain all transactions that exceed QR.100,000. Banks
and financial institutions are also recommended to pay special attention to these large transactions. The
reports should assist the banks and financial institutions in determining the accounts related to such
transactions and the source of the large amounts.

557.  The cash recording requirements do not impose an obligation on banking and financial
institutions to report these transactions to the QCB but only to maintain the information. The financial
institutions and QCB supervision department officials indicated that compliance with the cash recording
requirements is verified through periodic on-site inspections.

558. A similar cash reporting requirement is in place under the DSM Decision No. (16/3) of 2005.
Article 9 establishes that companies and brokerage firms that receive cash transactions in an amount that
does not exceed QR.30,000 or the equivalent in foreign currency need to notify the Market on a
prescribed form issued by the DSM. The companies and brokerage firms are also required to verify the
identity of the customer by reference to an official document which in most cases is the ID card.
However, a separate cash recording requirement in the Decision requires companies and brokerage firms
to verify and record in their books and records transactions above QR.100,000. Neither the Market
Committee authorities nor the brokerage firms were not able to explain the purpose for having two
different threshold requirements.

559.  There is no cash recording or reporting requirement in place for insurance companies.

560.  Although banks and financial institutions seem to be complying with the recording requirement
and in some instances reporting cash transactions to their respective supervision and control authorities,
this information is not shared with the FIU to complement the FIU’s financial intelligence analysis,
trends, and typologies exercises. In the case of securities firms, DSM officials indicated that the current
practice is for institutions to forward these reports directly to the FIU.

561. QFC: QFCRA officials indicated that until a national central agency is created and the obligation
to report is established by law or regulation, the firms under its supervision and regulation will not be
required to report cash transactions.

562.  Additional elements (c.19.2 and ¢.19.3): The reporting of currency transactions above a
threshold is currently under consideration by the Qatari authorities.

563.  Guidelines for Financial Institutions with respect to STR and other reporting (c. 25.1).
Domestic sector: In Chapter 2 of its Instructions, the QCB provides a list of guidelines designed to assist
the banking and financial institutions (exchange houses, investment companies and finance companies) in
detecting and monitoring any suspicious behavior of their customers. The QCB also requires that all
departments of the banking and financial institutions use the guidelines and any future amendments to
enhance their employees’ the knowledge of AML/CFT. The guidelines give an overview of the money
laundering stages. They also provide a list of transactions that may be deemed suspicious and that are
classified per category ranging from “money laundering using cash”; “money laundering using banking

accounts”; “money laundering using financial institutions related to investment activities”; and “money
laundering through international activities”.

564. Instruction 19/12 of the QCB requires banking and financial institutions to monitor international
recent developments on money laundering and terrorism financing taking place and measures for
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combating them, particularly those related to recommendations and instructions issued by the FATF, the
IMF, the International Bank for Reconstruction and Development (IBRD), the Basel Committee, and
other international organizations.

565.  No guidelines have been established by the DSM or the MEC for securities and insurance firms,
respectively.

566. QFC: The QFCRA has supplemented the AML Regulations with the AML Rulebook. The AML
Rulebook is designed to extend and clarify the provisions of the AML Regulations and to provide, where
relevant, detailed regulatory guidance to relevant persons to assist them in complying with the AML Law,
the AML Regulations, the AML Rulebook and the specific Anti-Money Laundering requirements of the
QFCRA.

567. QFCRA Rule A.2.2 provides relevant persons with circumstances that might give rise to
suspicion or reasonable grounds, including:

o Transactions which have no apparent purpose and which make no obvious economic
sense;
U Transactions requested by a customer without reasonable explanation, which are out of

the ordinary range of services normally requested or are outside the experience of a
relevant person in relation to a particular customer;

o The size and pattern of transactions, without reasonable explanation, is out of line with
any pattern that has previously emerged,

. A customer refuses to provide the information requested without reasonable explanation;

] A customer who has just entered into a customer relationship used the relationship for a
single transaction or for only a very short period of time;

o An extensive use of offshore accounts, companies or structures in circumstances where
the customer’s economic needs do not support such requirements;

] Unnecessary routing of funds through third party accounts; or

. Unusual transactions without an apparent profitable motive.

568.  Furthermore, Article 14 of the QFCRA AML Regulations requires relevant persons to have
arrangements in place to ensure that they obtain and make proper use of any relevant findings issued by
the government of the state or any government departments in the state; the Central Bank of Qatar or the
NAMLC or the FIU; the FATF; the QFC Authority; QFC Regulatory Authority; or the Gulf-Cooperation
Council.

569.  Although the QFCRA provides guidelines to its relevant persons, the guidelines on money
laundering and terrorist financing techniques and trends appear to be limited to those listed above.

570.  QFCRA officials indicated that since the QFC became operational no suspicious transaction
report has been reported to the FIU.
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571.  Feedback to Financial Institutions with respect to STR and other reporting (c.25.2). With
respect to feedback received from the competent authorities (i.e., QCB, DSM, MEC, and QFCRA),
private sector stakeholders indicated that the only communication between the FIU and their respective
institutions takes place when a STR is submitted to the FIU and receipt of the STR is acknowledged.
Feedback also takes place during periodic meetings hosted by the FIU.

3.8.2 Recommendations and Comments

572.  The current requirement set out in the AML Law to report transactions that may be linked to
money laundering activities is too vague with respect to the DSM and MEC to be effective. The fact that
the money laundering offence covers only a few predicate offences further limits the scope of the
reporting requirement. The fact that there is no reporting requirement set out in primary or secondary
legislation with respect to terrorist financing is a major shortcoming in the Qatari framework.

573.  Authorities are recommended to:

U Establish, in primary or secondary legislation, the requirement for all financial
institutions to report to the FIU transactions, including attempted transactions, when a
financial institution suspects or has reasonable grounds to suspect that the funds are the
proceeds of a criminal activity, or are related or linked to terrorist financing, terrorist acts
or terrorist organisations or those who finance terrorism.

o Ensure the protection of financial institutions under the supervision of the DSM and
MEC, and their staff from liability for filing STR and prohibit “tipping off” in the
insurance sector.

o Consider re-assessing the study conducted with respect to Rec. 19 to provide for a more
comprehensive analysis and details as to how the decision to establish or not the cash
reporting system was achieved.

U Ensure that competent authorities, and particularly the FIU, provide guidance to assist
financial institutions on AML/CFT issues covered under the FATF recommendations,
including, at a minimum. a description of ML and FT techniques and methods; and any
additional measures that these institutions could take to ensure that their AML/CFT
procedures are effective.

o Establish communication standards and a mechanism for providing feedback to reporting
institutions including general and specific or case-by-case feedback.

. Consider reviewing the guidance provided by the FATF Best Practice Guidelines on
Providing Feedback to Reporting Financial Institutions and Other Persons.

2561



Annex 130

2562

130

3.8.3 Compliance with Recommendations 13, 14, 19 and 25 (criteria 25.2), and Special
Recommendation IV

Rating Summary of factors underlying rating

R.13 PC ®  Vague requirement to report transactions is to vague with respect to the DSM and
MEC and limited scope of reporting in light of the limited list of predicate offenses.

® Obligation to report transactions linked to terrorist financing, terrorist acts or
organizations or those who finance terrorism not established by primary or
secondary legislation.

® Obligation to report transactions, including attempted transactions, not established
by primary or secondary legislation.

® Lack of requirement to report regardless of whether transactions are thought to
involve tax matters.

R.14 LC ® Lack of legal basis to support protection from STR reporting and tipping off in the
insurance sector.

R.19 C

R.25 PC ® Lack of guidelines established by the DSM and the MEC for the securities and
insurance sectors, respectively.

® Lack of adequate and appropriate feedback from competent authorities.

e Limited guidelines on AML/CFT issues provided by the QFCRA to relevant
persons.

SR.IV NC ® Requirement to report suspicious transactions related or linked to terrorist financing
not imposed by primary or secondary legislation.

3.9 Internal controls, compliance, audit and foreign branches (R.15 & 22)

574.  Establish and Maintain Internal Controls and Independent Audit to Prevent ML and TF
(c.15.1,15.1.1, 15.1.2 and 15.2) and Ongoing Employee Training on AML/CFT Matters (c.15.3).
Domestic sector: Paragraph 5 of the QCB AML/CFT Instructions requires banking and financial
institutions to adopt programs to combat money laundering and financing of terrorism including
developing and applying internal control policies and systems; appointing qualified employees at the
senior management levels; and arranging continuous training programs for the employees and the staff to
inform them of the latest issues regarding money laundering and the financing of terrorism and other
suspicious operations that will improve their ability to recognize such operations and their types and
knowing how to confront them.

575.  In addition, Paragraph 19 of the QCB Instructions requires that in completion of the policies and
systems for combating money laundering and terrorism financing which should also include measures and
supervisory procedures designed to protect against economic crimes and suspicious operations, all banks
should comply with the following:

U Setting general strategy for combating money laundering and terrorism financing, based
on the set of policies which must be applied in that field, provided that it is issued in both
languages, Arabic and English.
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o Setting a manual for the executive procedures that all the bank’s departments and
branches must comply with.
U Implementing stage procedures to manage financial and banking operations and

classifying them into suspicious and non-suspicious ones, this includes the following
stages: (1) first stage: includes ordinary financial and banking operations implemented
daily for bank’s customers; (ii) second stage: includes extraordinary operations which
happen either for the first time or repeatedly (iii) third stage: the stage in which the
extraordinary operations are turned into suspicious operations of money laundering or
terrorism financing. This is achieved by gathering information and documents and
making preliminary analysis for the case by compliance officer and his team.

. Keeping an integral database of customer accounts and their banking dealings through
using computer and through the original documents and papers.

. Hiring a compliance officer to combat money laundering and financing terrorism together
with assigning a specialized team to help the officer in this task.

U Developing training programs in the field of combating money laundering and terrorism
financing, together with extending the scope of participation of bank’s personnel and
officials.

o Setting a program for upgrading customer identities, papers and documents.

. Setting a quick and direct mechanism for enabling the compliance officer to notify/report

suspicious operations.

] Using all possible means for supervising extraordinary operations and deals (supervisory
reports, lists of non cooperative countries, lists of persons and bodies pursued
internationally, program for identifying suspects).

. Keeping records of other suspicious operations (such as forgery, falsification, fraud and
others).
] Implementing measures for combating money laundering and terrorism financing during

and after implementing the banking transactions in a manner consistent with the
customers’ risk profile.

576.  In addition, Chapter 7, Section 10 of the QCB Instructions provides additional guidance to
financial institutions when designating the compliance officer position, as well as, the board committee
that is responsible for providing oversight of this function. Section 10.2 of this Chapter grants the
compliance officer with the necessary independence and access right to all areas of the institution and to
the information they may hold. The compliance officer is also required to comply with the laws and
instructions, file reports on deficiencies and corrective actions, serve as the point of contact for matters
dealing with compliance, and liaise with the QCB supervision department regarding inquiries on
compliance issues and supervision requirements.
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577.  The DSM Decision 16/3 for 2005 also addresses the need for AML/CFT programs. Article 9 calls
on all entities to have programs for combating money laundering and the financing of terrorism that
include development and application of internal supervisory systems; the appointment of qualified
personnel at the administration level; and organization of continuous training programs for updating the
staff of the new developments in the field of money laundering and the financing of terrorism including
suspect transactions with a view to enhancing their capacity to detect, report, and notify these
transactions. The same Article also requires that companies and brokerage firms undertake to appoint
liaison officers for the notification of the offences of money laundering and financing of terrorism to the
FIU and sending copies of the STR to the liaison officers of the Market. Such liaison officers shall have
experience of the national legislation and other rules and directives concerning money laundering.

578.  Circular No. (1) of 2007 issued by the MEC is not legally binding but nevertheless provides
useful elements as follows: Section 3 calls on all insurance companies operating in the State of Qatar to
set policies and plans to combat money laundering and the financing of terrorism, including establishment
of internal supervisory measures and controls; organization of training sessions for the employees;
appointment of a follow-up officer charged mainly with the verification of the implementation of those
policies and plans within the company and its different departments and branches; reporting suspicious
transactions and in the event where any suspicious transaction is identified, the follow-up officer at the
company should notify the FIU affiliated to the Qatar National Anti Money Laundering Committee at the
QCB immediately to take necessary measures.

579.  The QCB has issued enforceable measures, through its instructions, to banking and financial
institutions under its supervision. The QCB instructions set the general requirements for banking and
financial institutions to establish and maintain internal procedures, policies, and controls. However, there
are some marked inconsistencies with respect to the content and scope of details that banking and
financial institutions must comply including adequate procedures, policies and controls for customer due
diligence, record retention, detection of unusual and suspicious transactions and the reporting obligation.

580.  Banking and financial institutions under the supervision of the QCB are also required to have an
audit function in place and the internal auditor is required to review the activities of the compliance
officer. In many instances, the internal audit function has been outsourced to local accounting/auditing
firms. There are procedures in place for screening and approving individuals, but these procedures are
applied by the QCB, when approving senior management candidates within the institution, but these do
not extend to all other employees. In addition, there is no clear requirement for financial institutions to
have similar screening procedures for hiring employees. Under Chapter 2, Second General Guidelines
section of the QCB Instructions, provides that as part of his job, the banking and financial institutions’
external auditor has to review, audit and implement AML/CFT instructions and to ensure the
appropriateness of bank’s policies and efficiency of the internal control system. The results of his auditing
must be stated in the management letter presented to the management and to QCB. Within his regular job
as an auditor, he has to notify the FIU of any suspicious transactions related to money laundering or
financing of terrorism. The auditor should be familiar with the management procedures and whether they
are appropriate or not. In such case he has to contact the competent authority immediately. However, the
mission was informed that the work currently performed by these auditors/auditing firms does not include
an assessment of the banking and financial institutions’ adequacy of internal control systems and policies
with respect to AML/CFT. As such, the requirements do not fully address the obligation on banking and
financial institutions to maintain an adequately resourced and independent audit function (there
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requirement for internal audit is lacking) to test compliance with the procedures, policies and controls;
and to put in place screening procedures to ensure high standards when hiring employees.

581. The DSM Decision addresses many of the elements of the essential criteria; however, it falls short
by not having requirements/measures in place for institutions to: 1) grant timely and unrestricted access,
to the compliance officer and his/her staff, to customer identification data and other CDD information;
and 2) maintain an adequately resourced and independent audit function to test compliance with the law,
decisions, and other enforcement measures.

582.  The MEC’s Circular No. 91) of 2007 does not seem to have the legal basis for requiring financial
institutions to establish and maintain internal policies and controls to prevent ML and FT. Therefore, the
measures listed in the MEC Circular cannot constitute “other enforceable means” for the purposes of this
assessment. The only enforceable AML/CFT requirements are set out in the AML Law (as amended in
2003), the QCB 2006 AML/CFT Instructions, and the DMS 2005 Decision (16/3) .

583.  QFC: Atticle 6 of the QFCRA AML Regulations requires that a relevant person must:

(1) establish and maintain effective anti money laundering policies, procedures, systems and controls to
prevent opportunities for money laundering in relation to the relevant person and its activities; (2) set up
and operate arrangements, including the appointment of an Money Laundering Reporting Officer
(MLRO) in accordance with the responsibilities and duties of the MLRO which are designed to ensure
that it is able to comply and does comply with the provisions of the regulations; (3) take reasonable steps
to ensure that its employees comply with the relevant requirements of its anti money laundering policies,
procedures, systems and controls; (4) review the effectiveness of its anti money laundering policies,
procedures, systems and controls at least annually; and (5) ensure that its anti money laundering policies,
procedures, systems and controls apply to any branch or subsidiary operating in another jurisdiction. If
another jurisdiction’s laws or regulations prevent or inhibit a relevant person from complying with the
AML Law or with the regulations, the relevant person must promptly inform the QFCRA in writing.
However, as the QFC is still relatively new, the effectiveness of the general AML compliance
requirements, including policies and programs are yet to be tested.

584.  Article 9 of the QFCRA AML Regulations sets out the customer identification requirements to
which a relevant person must adhere. Article 10 of the QFCRA AML Regulations sets out the documents
retention and record policy with which a relevant person is expected to comply. Article 13 of the QFC
AML Regulations sets out the internal and external reporting requirements for reporting suspicious
transactions with which a relevant person must comply. Article 17 of the QFC AML Regulations requires
the relevant person to have arrangements to ensure that all employees receive training and are aware of
the laws and regulations in addition to other matters like the relevant person’s AML policies, procedures,
systems and controls.

585.  Article 6(2) of the QFC AML Regulations requires that a relevant person must set up and operate
arrangements including the appointment of a MLRO. Article 8 of the QFC AML Regulations further
requires that a relevant person must appoint an individual to act as its MLRO and operate arrangements
that are designed to ensure that it and the MLRO comply with the relevant obligations of these
Regulations. A relevant person must appoint an individual to act as a deputy of the relevant person’s
MLRO who must fulfil the role of MLRO in the latter’s absence. If the position of MLRO falls vacant,
the relevant person must appoint another individual as its MLRO. A relevant person must ensure that the
MLRO is of sufficient seniority within the relevant person to enable him to: act on his own authority;
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have direct access to the senior management of the relevant person; have sufficient resources including, if
necessary, an appropriate number of appropriately trained employees to assist in the performance of his
duties in an effective, objective and independent manner; have unrestricted access to information about
the financial and business circumstances of a customer or any person on whose behalf the customer is or
has been acting; and have unrestricted access to relevant information about the features of the transactions
which the relevant person has entered into or may have contemplated entering into with or for the
customer or that person.

586. A relevant person must ensure that its MLRO is responsible for all of its anti money laundering
activities carried on in or from the QFC. Also a relevant person must ensure that its MLRO carries out
and is responsible for the following:

. establishing and maintaining the relevant person’s anti money laundering policies,
procedures, systems and controls and compliance with anti money laundering legislation
and regulation applicable in the QFC;

] the day-to-day operations for compliance with the relevant person’s anti money
laundering policies, procedures, systems and controls;

o receiving internal STRs from the relevant person’s employees;

° taking appropriate action following the receipt of an internal STR form the relevant
person’s employees;

U making, in accordance with the AML Law, external STRs to the FIU and notifying the
Regulatory Authority, as required;

o acting as the point of contact within the relevant person for the FIU, other competent
Qatar authorities and the Regulatory Authority regarding money laundering issues;

. responding promptly to any request for information made by the FIU, the QFC Authority,
the Regulatory Authority or other competent State authorities;

o receiving and acting upon findings;

o establishing and maintaining an appropriate anti money laundering training program
(whether by himself or someone else) and adequate awareness arrangements; and

] making annual reports to the relevant person’s senior management, as required.

587.  The MLRO must report at least annually to the senior management of the relevant person on the
matters of compliance with applicable anti money laundering laws including Articles, Rules and
Regulations; the quality of the relevant person’s anti money laundering policies, procedures, systems and
controls; any findings and how the relevant person has taken them into account; any internal STRs made
by the relevant person’s staff and action taken in respect to those reports, including the grounds for all
decisions; any external STRs made by the relevant person and action taken in respect to those reports
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including the grounds for all decisions; the results of the review of effectiveness of its anti money
laundering policies, procedures, systems and controls; and any other relevant matters related to money
laundering as it concerns the relevant person’s business.

588. A relevant person must ensure that its senior management promptly assesses the report provided
by the MLRO, take action, as required subsequent to the findings of the report, in order to resolve any
identified deficiencies and make a record of their assessment and the action taken. The report provided by
the MLRO and the records of the assessment and actions must be documented in writing. A complete
copy of each document must be provided to the Regulatory Authority promptly.

589.  Rule 3.3 5 of the QFCRA AML Rulebook requires that the testing for compliance with policies,
procedures and controls be undertaken by the internal audit or compliance oversight function or by a
competent firm of independent auditors or compliance professionals. The relevant person must ensure that
the review process covers at least the following: taking into account the nature, scale and complexity of
the business: a sample testing of “Know Your Customer” arrangements; an analysis of all STRs to
highlight any area where procedures or training may need to be enhanced; and a review of the nature and
frequency of the dialogue between the senior management with the MLRO (if applicable) to ensure that
their responsibility for implementing and maintaining adequate controls is satisfactory.

590. Article 17 of the QFC AML Regulation sets out the staff awareness and training requirements
with which a relevant person must comply. It requires a relevant person to have arrangements to provide
regular information and training to all employees to ensure that they are aware of the identity and
responsibilities of the relevant person’s MLRO and his deputy; applicable legislation relating to anti
money laundering; the potential effect on the relevant person, its employees and its customers of breaches
of applicable legislation relating to money laundering; the relevant person’s anti money laundering
policies, procedures, systems and controls and any changes to these; money laundering risks, trends and
techniques; the types of activity that may constitute suspicious activity in the context of the business in
which an employee is engaged that may warrant an internal STRs; the relevant person’s arrangements
regarding the making of an internal STR; the use of findings; and their individual responsibilities under
the relevant person’s arrangements made under these Regulations, including those for obtaining sufficient
evidence of identity and recognising and reporting knowledge or suspicion of money laundering.

591.  These requirements should be brought to the attention of new employees and remain available to
all employees. A relevant person must have arrangements to ensure that its anti money laundering training
is up-to-date with money laundering trends and techniques, its anti money laundering training is
appropriately tailored to the relevant person’s different activities, services, customers and indicates any
different levels of money laundering risk and vulnerabilities, and all employees receive anti money
laundering training.

592. A relevant person must conduct anti money laundering training sessions with sufficient frequency
to ensure that within any period of 24 months it is provided to all employees. All relevant details of the
relevant person’s anti money laundering training must be recorded, including dates when the training was
given, the nature of the training, and the names of the employees who received the training. These records
must be kept for at least six years from the date on which the training was given.

593. Employee Screening Procedures (c.15.4). Domestic sector: There are no legal or regulatory
requirements for banking and financial institutions under the QCB and MEC to put in place screening
procedures to ensure high standards when hiring employees. Meetings conducted with representatives
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from the private sector revealed that these firms have developed internal mechanisms and controls to
ensure that potential employees are adequately screened, including conducting criminal background
checks, conducted through the MOL, and verifications from previous employers.

594.  Article 59 of the DSM Internal Regulations establishes the licensing requirements and screening
procedures for securities brokers and their employees as follows: i) be a Qatari national ; ii) enjoy full
legal capacity; iii) not have been convicted for a criminal offence or sentenced for issuing a cheque
without provision; iv) have adequate bank balance unless he has been rehabilitated; v) have at least
secondary school qualifications or their equivalent; vi) have good conduct and reputation; vii) devoted to
the business and not working in any manner and in any capacity for another securities broker; viii) able to
fulfill any other conditions to be specified and published by the market in its publication. In addition, the
persons so nominated by the licensed securities brokers shall not be Chairman, member of the board of
Directors or employees of a company whose shares are traded in the Market.

595.  Article 60 further requires that the approval of any persons satisfying the conditions stated in the
preceding Article as an agent and the delivery of the professional card thereto shall be subject to his
successfully qualifying an examination regarding professional awareness. The Market shall determine the
subjects, regulation and procedures of such examination.

596. QFC: Rule 4.6.1 of the QFCRA Controls Rulebook (which is enforceable) requires that every
authorized firm have systems and controls in place to satisfy itself of the suitability of anyone who acts
for it. Rule 4.6.2 goes on to require that the firm must ensure that its staff are fit and proper, appropriately
trained for the duties they perform, and trained in the requirement of the legislation applicable to the
QFC. The Financial Services Regulations also provide for Controlled Functions to be conducted only by
Approved Individuals (Article 41). The Controlled Functions include among others Senior Executives,
Directors, Finance Officers, MLRO, and Senior Management. Rule 4.3.1 of the QFC Controls Rulebook
provides further guidance with respect to assessing the individual’s honesty, integrity and reputation. The
Authorized Firm should consider among other relevant things, whether the individual has ever:

o been convicted or found guilty of any offenses relating to fraud, theft, false accounting,
serious tax offenses, dishonesty, money laundering, market manipulation, insider dealing
or any other financial sector crimes;

] been refused entry to, been dismissed from, or requested to resign from any profession,
position of trust or fiduciary office whether or not remunerated;

o been refused, restricted in, or had suspended, the right to carry on any business or trade
for which specific license, registration or other authority is required,

o been disqualified by a court from acting as a Director or in any other management
capacity of any Company, Partnership or other legal entity;

. been censured, criticized, suspended, expelled, fined or been the subject of any
investigation, intervention or disciplinary proceedings by any Overseas Regulator or
equivalent body;
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o resigned or been required to resign from any such body;
U been a Director, Partner or otherwise involved in the management of a Company,

Partnership or other related entity in any jurisdiction where either whilst involved or
within one year of that association ending the entity has been wound up, put into
liquidation, ceased trading, placed in receivership or administration or negotiated a
settlement with creditors;

o been subject to any conviction or adverse finding of any court for fraud, misconduct,
wrongful trading or other misconduct;

U been involved in the management of a Company, Partnership or other legal entity which
has been subject to an investigation under companies or other such legislation for
malpractice or misconduct;

o been the subject of disciplinary procedures by a government body, agency or other self
regulatory body or organization;

. the subject of a formal complaint in connection with financial services or ancillary
services which relates to his/her integrity, competence or financial soundness;

o contravened any provision of financial services rules, legislation, code of practice or
principle or other ethical standards as defined by any Overseas Regulator or similar such
body; and

] whether the Approved Individual has been candid and truthful in all his dealings with the
Regulatory Authority.

597.  With regards to competence and capability, Rule 4.4.1 of the QFC Controls Rulebook provides
that an Authorized Firm should consider among other relevant things:

o the securing of appropriate examination passes and competence assessments; and

. whether the individual is capable of performing functions which the Authorized Firm or
applicant employs or intends to employ him to perform.

598.  Rule 4.5.1 of the QFC Controls Rulebook provides guidance with respect to the financial
soundness of an individual. In this respect an Authorized Firm should consider, relevant aspects like:

. whether the individual is able to meet his debts as they fall due; and
o whether the individual has been adjudged bankrupt, been the subject of a receiving or

administration order, had a bankruptcy petition served on him, had his estate
sequestrated, entered into a deed of arrangement (or any contract in relation to a failure to

2569



Annex 130

2570

138

pay due debts) in favor of his creditors or, within the last 10 years, has failed to satisfy a
judgment debt under a court order, whether in the State or elsewhere.

599.  Additional element (c.15.5) - Domestic sector: QCB instructions Chapter 7, Section 10 requires
banks to appoint an officer or establish an unit in the bank, to be responsible for following up the
implementation of QCB laws and instructions, accountable directly to the board of directors. Section 10.2
of this Chapter grants the compliance officer with the necessary independence and access right to all areas
of the institution and to the information they may hold. Article 9 of the DSM decision addresses the
appointment of qualified personnel at the administration level; however, it falls short of indicating the
ability of this personnel to act independently and to report to management above the compliance officer ‘s
next reporting level or the board of directors. Section 3 of MEC’s circular addresses the appointment of a
follow up officer charged mainly with the verification of the implementation of the policies and plans
within the company and its different departments and branches, but falls short of addressing the
requirement of this criterion. In addition, MEC’s circular is not enforceable.

600. QFC: Article 6(2) of the QFC AML Regulations requires that a relevant person must set up and
operate arrangement including the appointment of a MLRO. Article 8 of the QFC AML Regulations
further requires that a relevant person must appoint an individual to act as its MLRO and operate
arrangements that are designed to ensure that it and the MLRO comply with the relevant obligations of
these Regulations. A relevant person must ensure that the MLRO is of sufficient seniority within the
relevant person to enable him to: act on his own authority; have direct access to the senior management of
the relevant person; have sufficient resources including, if necessary, an appropriate number of
appropriately trained employees to assist in the performance of his duties in an effective, objective and
independent manner; have unrestricted access to information about the financial and business
circumstances of a customer or any person on whose behalf the customer is or has been acting; and have
unrestricted access to relevant information about the features of the transactions which the relevant person
has entered into or may have contemplated entering into with or for the customer or that person. Under
Article 8(7) of the QFC Regulations the MLRO must report at least annually to the senior management of
the relevant person.

601.  Application of AML/CFT Measures to Foreign Branches & Subsidiaries (c.22.1, 22.1.1 &
22.1.2) and Requirement to Inform Home Country Supervisor if Foreign Branches & Subsidiaries
are Unable to Implement AML/CFT Measures (c.22.2). Domestic sector: Section 14 of the QCB
AML/CFT Instructions requires banking and financial institutions to demand from their branches and
subsidiaries companies operating abroad to comply with the QCB Instructions, as much as with the laws
of the host country, as permitted, especially if those branches and subsidiaries companies operate in
countries which do not totally or partially comply with the recommendations. If these institutions find that
the laws applicable in the countries in which these branches or subsidiaries operate hamper the
application of the rule, they must report to the FIU at the QCB. Although the spirit of the QCB
Instructions is for banking and financial institutions to ensure that their foreign branches and subsidiaries
observe AML/CFT measures consistent with home country, as well as host country requirements and the
FATF Recommendations, the requirement falls short because it does not explicitly require branches and
subsidiaries to apply the higher standard, to the extend that local laws and regulations permit. Also, the
requirement to inform the FIU does not seem adequate given that the regulatory authority with
responsibility over banking and financial institutions compliance with laws and regulations is the QCB.
The FIU should be contacted with matters dealing with suspicious transactions.



Annex 130

139

602.  With respect to the DSM and MEC, the authorities stated that there are no branches or
subsidiaries operating abroad. Therefore no provisions/measures have been established for financial
institutions regulated by these two entities to ensure that in the event that a foreign branch and/or
subsidiary is authorized to operate abroad, it observes AML/CFT measures consistent with home country
requirements and the FATF Recommendations, to the extent that local (i.e. host country) laws and
regulations permit; pays particular attention that this principle with respect to their branches and
subsidiaries in countries which do not or insufficiently apply the FATF Recommendations; and meets the
minimum AML/CFT requirements of the home and host countries differ, to apply the higher standard, to
the extent that local (i.e. host country) laws and regulations permit.

603.  QFC: Article 6(5) of the QFCRA AML Regulations requires that a relevant person must ensure
that its anti money laundering policies, procedures, systems and controls apply to any branch or
subsidiary operating in another jurisdiction. Article 6(6) further states that if another jurisdiction’s laws or
regulations prevent or inhibit a relevant person from complying with the Law No. 28 of 2002 on Anti
Money Laundering or with the regulations, the relevant person must promptly inform the Regulatory
Authority in writing. Guidance provided under Rule 3.3.6 of the QFCRA AML Rulebook states that if
another jurisdiction’s laws or regulations prevent or inhibit a relevant person from complying with the
AML Law or the AML Regulations, the Regulatory Authority may impose restrictions that may be
necessary, preventing it from operating a branch or subsidiary in that jurisdiction. There is also an
additional requirement imposed by the QFCRA for entities to conduct a periodic review to verify that any
branch or subsidiary operating in another jurisdiction is in compliance with the obligations imposed under
the AML Law and the provision of the AML Regulation.

604.  Additional element (c.22.3) — Domestic sector: The QCB, DSM, and MEC have not established
measures to ensure that financial institutions are consistently applying CDD measures at the group level.
QFC: Article 6(5) of the QFC AML Regulations requires that a relevant person must ensure that its AML
policies, procedures, systems and controls apply to any branch or subsidiaries operating in another
jurisdiction. However, under Rule 3.9.1 of the QFC AML Rulebook, a relevant person is not required to
establish the identity of a customer pursuant to Article 9(1) of the QFC AML Regulations if the customer
is one of the following: an authorized firm or another relevant person; or a regulated financial sector firm
from a FATF country.

3.9.1 Recommendations and Comments

605. Domestic sector: The authorities are recommended to:

. Set out clear requirements for all financial institutions to establish and maintain internal
procedures, policies, and controls so that the same requirements apply uniformly to
policies and controls addressing customer due diligence, record retention, detection of
unusual and suspicious transactions and the reporting obligation.

. Strengthen the QCB requirement to ensure that the staff supporting the designated
AML/CFT compliance officer has timely and unrestricted access to customer information
data and other customer due diligence information, transaction records, and other relevant
information.
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Impose a similar requirement on financial institutions that are regulated by the DSM and
MEC.

Require all financial institutions to ensure that the scope of the internal audit function (or
outsourcing of this function) includes AML/CFT reviews/audits and an overall
assessment of the financial institutions’ adequacy of the internal control systems and
policies with respect to AML/CFT;

Require financial institutions under the supervision of the DSM and MEC to maintain an
adequately resourced and independent audit function to test compliance with the
procedures, policies and controls; and

Require banking and financial institutions under the supervision of the QCB and MEC to
put screening procedures in place to ensure high standards when hiring employees.

The QCB is further recommended to expand the existing measures to establish an explicit

obligation for financial institutions to apply the higher AML/CFT standard, to the extent that local laws
and regulations permit.

607.

The authorities should set out provisions for financial institutions under the control of the DSM

and MEC in the event that foreign branches and subsidiaries are established to ensure that these
institutions observe AML/CFT measures consistent with home country requirements and the FATF
Recommendations, to the extent that local (i.e. host country) laws and regulations permit; to pay
particular attention that this principle is observed with respect to their branches and subsidiaries in
countries which do not or insufficiently apply the FATF Recommendations; and where the minimum
AML/CFT requirements of the home and host countries differ, to apply the higher standard, to the extent
that local (i.e. host country) laws and regulations permit.

3.9.2

Compliance with Recommendations 15 & 22

Rating

Summary of factors underlying rating

R.15

PC

Inconsistencies with respect to QCB and DSM requirements and MEC non-binding
measures for financial institutions to comply with the same requirements including
adequate procedures, policies and controls for customer due diligence, record
retention, detection of unusual and suspicious transactions and the reporting
obligation.

Lack of specific QCB requirement to provide timely and unrestricted access to all
customer information to the staff supporting the compliance officer.

Lack of specific DSM and MEC requirement to provide timely and unrestricted
access to all customer information to the compliance officer as well as his/her staff.

Lack of DSM and MEC requirement for internal audit function to assess the
adequacy of internal control systems and policies with respect to AML/CFT and to
maintain an adequately resourced and independent audit function.

Lack of legal or regulatory requirements imposed by QCB, DSM and MEC for
financial institutions to put in place screening procedures to ensure high standards
when hiring employees.

R.22

PC

Lack of obligation imposed by the QCB on financial institutions with branches and
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subsidiaries to apply the higher standard, to the extent that local laws and regulations
permit.

® No legal or regulatory requirements established by the DSM and MEC for financial
institutions to comply with the provisions of this recommendation.

3.10 Shell banks (R.18)
3.10.1 Description and Analysis

608.  Prohibition of Establishment of Shell Banks (c.18.1). Domestic sector: There are no explicit
provisions in the law or regulations or other enforceable means that would explicitly prohibit the
establishment of shells banks in Qatar.

609.  The QCB licensing requirements for banks set out in Chapter 11 (Article 52 to 59) of QCB law of
2006 may prevent to a certain extent the establishment of shell banks in Qatar but fail to do so entirely: in
order to be granted the license, the applicant must (amongst other things) have been established as a joint-
stock company pursuant to the Law No 33 of 2002 on Commercial Companies (Article 52 of the QCB
Law). Article 3 of the Law on Commercial Companies provides in turn that “every company established
in Qatar shall be of a Qatari nationality with its headquarters in Qatar”. There are however no further
measures that would define headquarters or require physical presence in a way that would encompass the
meaningful “mind and management” of the company, and there are no indications that the QCB ensures
itself of the applicant’s physical presence in Qatar.

610.  The situation is equally unclear as far as continued operations of shell banks that might have been
established under previous laws: whilst the licensing requirements contained in the 1993 QCB law (which
established the QCB) were similar, it has not been established that the physical presence was required
under the legal framework that applied before the enactment of the 2002 law on commercial companies.

611. QFC: Article 14—Limited Liability Companies (LLC)—of the QFC Companies Regulations
conveys that a form of legal entity known as a limited liability company may be incorporated in the QFC.
It further states that an LLC is a Company which is formed by being incorporated under these
Regulations. Article 17(1)—Incorporation of a Limited Liability Company—of the Companies
Regulations states that any one or more persons may apply for the incorporation of an LLC for the
purpose of carrying on a business of a kind permitted by the QFC Law to be conducted in the QFC by
signing and filing with the Companies Registration Office (CRO) an incorporation document together
with the prescribed fee and otherwise complying with the requirements of these Regulations in respect of
registration. Article 17(2)(C) requires that the incorporation document filed with CRO should set out or
have attached thereto the address of the registered office of the LLC, which should be in the QFC.

612.  Article 42—Situation of registered office—of the Companies Regulations requires that once a
limited liability company is incorporated in the QFC, it must have a registered office in the QFC and
carry on business from that office unless the QFC Authority permits such business activity to be carried
on at or from another place within the QFC. Therefore a bank must be authorized by the QFC Regulatory
Authority to have a physical presence in the QFC.
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613.  In addition, Rule 2.2.1 (A) of the Individuals Rulebook (INDI)—Additional Requirements for
specific Controlled Functions—states that the senior executive function must be carried out by an
individual who in the case of a local firm is ordinarily resident in the State.

614.  Prohibition of Correspondent Banking with Shell Banks (c.18.2) and Requirement to Satisfy
Respondent Financial Institutions Prohibit of Use of Accounts by Shell Banks (c.18.3). Domestic
sector: There are no measures in place that would effectively prevent the financial institutions from
entering into, or continuing correspondent banking relationships with shell banks.

615.  Similarly, there are no requirements on the financial institutions to satisfy themselves that
respondent financial institutions in a foreign country do not permit their accounts to be used by shell
banks.

616.  QFC: Article 12(3) of the QFCRA AML Regulation prohibits authorized firms from establishing
a correspondent banking relationship with a shell bank; establishing or keeping anonymous accounts or
accounts in false names or maintaining a nominee account which is held in the name of one person, but
controlled by or held for the benefit of another person whose identity has not been disclosed to the
authorized firm.

617.  Rule 3.12 of the QFCRA Rulebook provides further guidance to relevant persons by requiring
them to take specific care while assessing the anti money laundering arrangements of correspondent
banking clients and, if applicable, other qualified professionals relating to customer identification,
transaction monitoring, terrorist financing and other relevant elements and to verify that these business
partners comply with the same or equivalent anti money laundering requirements as the relevant person.
A relevant person should ensure that a correspondent banking client does not use the relevant person’s
products and services to engage in business with shell banks. A relevant person should also have
arrangements to guard against establishing a business relationship with business partners who permit their
accounts to be used by shell banks.

618.  Article 42 of the QFC Companies Regulations requires that once a limited liability company is
incorporated in the QFC, it must have a registered office in the QFC and carry on business from that
office. Further, a bank must be authorized by the QFCRA to have presence in the QFC. Rule 2.2.1 of the
QFC Individuals Rulebook requires a person carrying on a senior executive function of a firm
incorporated in the QFC to reside in Qatar. Rule 2.2.2 requires a person carrying on the MLRO function
to be a resident in Qatar.

3.10.2 Recommendations and Comments

619.  The authorities are recommended to:

. Amend the QCB licensing requirements with a view to clearly prevent the establishment
of shell banks in Qatar;

] Prohibit banks from entering into or continuing correspondent relationships with shell
banks; and

. Require financial institutions to satisfy themselves that respondent financial institutions

in a foreign country do not permit their accounts to be used by shell banks.
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3.10.3 Compliance with Recommendation 18
Rating Summary of factors underlying rating
R.18 PC e Measures in place in the domestic sector are not sufficient to effectively

prohibit the establishment of shell banks and do not prevent domestic banks
from having dealings with foreign shell banks.

3.11 The supervisory and oversight system - competent authorities and SROs. Role, functions,
duties and powers (including sanctions) (R. 17, 23, 25 & 29)

3.11.1 Description and Analysis

620. Regulation and Supervision of Financial Institutions (c. 23.1) and Designation of Competent
Authority (c.23.2). Domestic sector: Article 7 of the AML Law provides that the “competent entities”
shall determine the duties of the financial institutions and follow-upon their implementation. The
definition of “competent entity” pursuant to Article 1 of the AML Law comprises the Ministry or
government department or general authority, or public corporation or QCB as the case may be.

621.  Article 5 paragraph 12 of the QCB Law provides that “the QCB should lay out and enforce the
State monetary policy, policy of the rate of exchange and financial and banking supervision. To achieve
this, the QCB is empowered to (...) supervise and control (...) money laundering in accordance to law or
as authorized by the State”. As such, the QCB is responsible for AML/CFT regulation and supervision of
banks, investment companies, finance companies and exchange houses (which include money transfer
services and money/currency changing). In 2006, it issued enforceable instructions on combating money
laundering and terrorism financing.

622.  Article 11 of the DSM Law establishes the DSM’s powers and functions for operating the
market. Under Article 11 the DSM has the power to review and decide on applications for licensing and
membership. Under Article 12 of the same law, the DSM is empowered to inspect and review the records
of brokers and intermediaries and their books and all transactions records, to check the audit the activities
of the departments in charge of issuing securities in the public companies listed in the Exchange, and
securities portfolios managed by any registered member in the market.

623.  There are no provisions in law or regulation that extend the duties of the regulators for the MEC,
to regulation and supervision for AML/CFT purposes. The MEC nevertheless acts as de facto AML/CFT
supervisors in their respective remit and issued AML/CFT measures that are drafted in mandatory terms.
In the absence of a clear legal basis for the MEC’s supervisory role, these measures are not enforceable.
MEC has only issued guidance to financial institutions under its responsibility. The authorities were not
able to provide documentation to support that inspections focused on AML/CFT were conducted prior to
the assessment visit.

624.  QFC: The QFCRA is responsible for the licensing and regulation/supervision of all authorized
firms including those that are subject to the Core Principles, on both a prudential and conduct of business
basis (Article 9 and Schedule 3 and 4 of the QFC law). Schedule 3 describes the business activities that
may be carried on in or from the QFC including:
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o Financial business, banking business of whatever nature and investment business,
including (without limit) all business activities that are customarily provided by
investment, corporate and wholesale financing banks, as well as Islamic and electronic
banking business;

o Insurance and reinsurance business of all categories;

o Money market, stock exchange and commodity market business of all categories,
including trading in and dealing in precious metals, stocks, bonds, securities, and other
financial activities derived therefrom, or associated therewith;

° Money and asset management business, investment fund business, their provision of
project finance and corporate finance in all business fields and Islamic banking and
financing business;

o Funds administration, fund advisory and fiduciary business of all kinds;

. Pension fund business and the business of credit companies;

o The business of insurance broking, stock broking, and all other financial brokerage
business;

o Financial agency business and the business of provision of corporate finance and other

financial advice, investment advice and investment services of all kinds; and

. The provision of financial custodian services and the business of acting as legal trustees.

625. The QFCRA’s remit encompasses the fight against money laundering and “other financial
improprieties” which is understood to cover as terrorist financing (Schedule 2 of the QFC Law). Part 5 of
the QFC Financial Services Regulations (FSR) of 2005 sets out the QFCRA’s role with respect to
authorization of firms that wish to operate in or from the QFC; Article 15 of the QFC AML Regulations
provides for a risk assessment system to include policies, procedures, systems and controls to address
money laundering risks; and Part 8 of the QFC FSR provides for basis for the QFCRA’s supervision and
investigations.

626.  The QFCRA is aware that for branches operating within the QFC the head office of a branch may
be subject to consolidated supervision in another jurisdiction. Where that is the case, the QFCRA will
ensure that the supervisory oversight by the lead regulator is consistent with the Core Principles and
FATF standards as also applied by the QFCRA. The QFCRA would expect that the risk management
framework operating within head offices, would also extend o the branch and include money laundering
and terrorist financing risks. In such cases, the QFCRA will request the necessary comfort from the lead
regulator that its supervisory methodology is consistent with the QFCRA’s approach. Where the QFCRA
is the lead regulator, supervision will be on a consolidated basis.

627.  Fit and Proper criteria and Prevention of Criminals from Controlling Institutions (c.23.3)
and Application of Prudential Regulations to AML/CFT (c.23.4). Domestic sector: The QCB,
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through its licensing/authorization process, has established the necessary measures to prevent criminals or
their associates from holding or being the beneficial owner of a significant or controlling interest or
holding a management function, including in the executive or supervisory boards, councils, etc in a
financial institution. In evaluating the fit and proper criteria the licensing/authorization department of the
QCB obtains and reviews the following documentation:

. basic information about the applicant;

o shareholding structure including the names of the shareholders who own 5% of the shares
or more; and

. names of members of the board of directors and CEO’s of the bank, the holding company
and subsidiaries.

628.  The information verification procedures includes ascertaining whether:

o the bank (including the branches), the bank’s holding company, its subsidiaries or sister
companies or its directors have been convicted by a court judgment;

] the bank has been blamed or reprimanded by other supervision authorities with legal
capacity during the past three years;

° there are any current procedures that may lead to such a conviction;

o there are any constraints on the operations conducted by the bank (including the
branches), the bank’s holding company, its subsidiaries or sister companies imposed by
supervision authorities on the bank inside Qatar or other supervision authorities with
legal capacity;

U any other licensing application form submitted by the bank to open affiliated offices
(branches, subsidiaries) or representative offices in other countries been rejected;

629.  The established framework for the management of risks facing the bank and the control systems
in force, the roles, duties and types of risk management activities practiced inside Qatar, including the
types of regional and international activities should be determined in addition to the identification of the
capacities and resources inside Qatar (including the labor force, management information system and risk
systems). Information related to main plans and initiatives related to risk management activities inside
Qatar shall be provided, including main areas identified by auditors or senior supervisors in the bank for
the purpose of strengthening these areas so as to adapt them with the bank activities. Licensing
procedures for exchange houses, investment companies and finance companies are similar to those in
place for banking institutions.

630.  With respect to the DSM, a person engaging directly or indirectly, as agent or broker, in the
business of offering, selling, buying or otherwise dealing or trading in securities must be registered as a
broker with the DSM. Interviews conducted with officials from the Market Committee of the DSM
revealed that there are procedures, applicable fees, and licensing requirements for granting licenses to
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entities intending to carry out brokerage business in the Market. Officials stated the requirements for
granting licensing to securities brokers and their agents to be as follows:

. The applicant for the license shall be a Qatari institution or company, a bank licensed to
operate in the State or any establishment or natural person whom the Committee
approves for carrying out brokerage business;

. The paid-up capital shall not be less than QR 5, 000, 000 (Five Million Qatari Riyals);

o The person(s) assuming the responsibilities of brokerage management shall have the
prerequisite, expertise and qualifications for carrying out and managing brokerage
activities;

o The manager in charge of the brokerage business shall have a University degree or the

equivalent qualifications, and shall have the experience in financial or banking fields for
a period of at least three years; and

o The securities broker shall undertake to submit, when requested, a summary of financial
statements and reports approved by a financial controller for the last consecutive three
years or the period from the date of incorporation, whichever is shorter.

631.  The securities firm should, when requested by the Market, undertake to carry out the following:

U Provide a valid unconditional bank guarantee, for unlimited period, an amount of not less
than QR 500, 000 (Five Hundred Thousand Qatari Riyals). This guarantee shall be
payable on the first demand;

o Open and manage a settlement account with the payment bank in accordance with the
procedures and regulations of the Market;

. Provide an insurance policy against trading risks, mismanagement and the inability to
discharge financial obligations, for an amount not less than QR 5,00,0000 (Five Million
Qatari Riyals) provided that the Market shall be the first beneficiary under such policy;

. Provide another bank guarantee of the same description, for an amount not less than (QR
2,000,000 (Two Million Qatari Riyals) to be deposited with the Market for being used in
establishing a reserve guarantee fund; and

] The Committee may add any other terms or requirements.
632.  The securities firms who are licensed to carry out brokerage business in the Market shall be
registered in a special record prepared by the Market for this purpose. Every securities broker shall be

given a serial number. The record should also contain all information submitted by the broker to the
Market on submitting the license application.
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633.  The securities brokers who are licensed to carry out brokerage business in the Market should
nominate specific persons from among their employees for acting as their agents in the Market provided
that these agents shall satisfy the following conditions and requirements:

o Be of a Qatari nationality;
o Enjoying full legal capacity;
o Not convicted for any criminal offense or sentenced for issuing a cheque without

sufficient bank balance unless he has been rehabilitated;

° Having at least secondary school qualifications or the equivalent;
U Bears good conduct and reputation;
. Is devoted to the business and does not work in any manner and in any capacity for

another securities broker; and
. Fulfill any other conditions to be specified and published by the market in its publication.

The authorities indicated that the persons so nominated by the licensed securities brokers should not be a
Chairman, a member of the board of directors or employees of a company whose shares are traded in the
Market.

634.  Licensing procedures from the Commercial Affairs Department, the supervisory authority for
insurance companies, of the MEC although requested were not available to the mission.

635.  QFC: As part of the authorization process to allow firms to undertake regulated activities in or
from the QFC, the QFCRA performs an assessment of the individuals and the firm to be authorized to
ensure that the individuals are capable of and will comply with the AML/CFT requirements. The QFCRA
also has a vetting approach with respect to the licensing and/or authorization of firms and individuals
wishing to operate in or from the QFC. In respect of firms authorized by the Regulatory Authority, certain
controlled functions must only be conducted by individuals approved by the Regulatory Authority. In
considering approval, the Regulatory Authority considers the persons qualifications, experience and
fitness and propriety. The Regulatory Authority therefore obtains information in respect of the
applicants’: (i) employment history; (ii) membership of professional associations; (iii) qualifications;

(iv) criminal history; and (v) other relevant background.

636. Independent reviews are conducted by the Regulatory Authority to verify information provided
by the applicant and additional checks are undertaken using Integrascreen, Bankers Almanac and other
on-line sources. In particular, prior to authorization, the QFCRA considers several aspects in determining
whether individuals are fit and proper to be authorized. Part 7 of the QFC FSR provides detailed
provisions for the approval of persons performing controlled functions. A controlled function is a function
which involves the exercise of significant influence over the conduct of the firm’s affairs in relation to
Regulated Activities; dealing directly with clients or customers in relation to Regulated Activities; or
dealing with the property of clients or customers and is specified as a Controlled Function in Rules issued
by the Regulatory Authority from time to time. Controlled functions include Senior Executives, Directors,
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Finance Officers, MLRO, and Senior Management, among others. Article 41 of the QFC FSR requires the
Authorized Firms to ensure that no individual acting for the Authorized Firm or a contractor of the
Authorized Firm performs a controlled function for that Authorized Firm unless the individual is
approved by the Regulatory Authority as an Approved Individual.

637.

Rule 4.3.1 of the QFC Rulebook provides further guidance with respect to assessing the

individual’s honesty, integrity and reputation. Under Appendix A.1.1 of the INDI Rulebook, the
Authorized Firm should consider among other relevant things, whether the individual has ever:

2580

been convicted or found guilty of any offenses relating to fraud, theft, false accounting,
serious tax offenses, dishonesty, money laundering, market manipulation, insider dealing
or any other financial sector crimes;

been refused entry to, been dismissed from, or requested to resign from any profession,
position of trust or fiduciary office whether or not remunerated;

been refused, restricted in, or had suspended, the right to carry on any business or trade
for which specific license, registration or other authority is required;

been disqualified by a court from acting as a Director or in any other management
capacity of any Company, Partnership or other legal entity;

been censured, criticized, suspended, expelled, fined or been the subject of any
investigation, intervention or disciplinary proceedings by any Overseas Regulator or
equivalent body;

resigned or been required to resign from any such body;

been a Director, Partner or otherwise involved in the management of a Company,
Partnership or other related entity in any jurisdiction where either whilst involved or
within one year of that association ending the entity has been wound up, put into
liquidation, ceased trading, placed in receivership or administration or negotiated a
settlement with creditors;

been subject to any conviction or adverse finding of any court for fraud, misconduct,
wrongful trading or other misconduct;

been involved in the management of a Company, Partnership or other legal entity which
has been subject to an investigation under companies or other such legislation for
malpractice or misconduct;

been the subject of disciplinary procedures by a government body, agency or other self
regulatory body or organization;

the subject of a formal complaint in connection with financial services or ancillary
services which relates to his/her integrity, competence or financial soundness;
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o contravened any provision of financial services rules, legislation, code of practice or
principle or other ethical standards as defined by any Overseas Regulator or similar such
body; and
o whether the Approved Individual has been candid and truthful in all his dealings with the
Regulatory Authority.

638.  With regards to competence and capability, Rule 4.4.1 of the QFC Controls Rulebook provides
that an authorized firm should consider among other relevant things:

U the securing of appropriate examination passes and competence assessments; and

° whether the individual is capable of performing functions which the Authorized Firm or
applicant employs or intends to employ him to perform.

639.  Rule 4.5.1 of the QFC Controls Rulebook provides guidance with respect to the financial
soundness of an individual. In this respect an Authorized Firm should consider, relevant aspects like:

o whether the individual is able to meet his debts as they fall due; and

. whether the individual has been adjudged bankrupt, been the subject of a receiving or
administration order, had a bankruptcy petition served on him, had his estate
sequestrated, entered into a deed of arrangement (or any contract in relation to a failure to
pay due debts) in favor of his creditors or, within the last 10 years, has failed to satisfy a
judgment debt under a court order, whether in the State or elsewhere.

640. Licensing or Registration and Monitoring and Supervision of Value Transfer/Exchange
Services (¢.23.5 and ¢.23.6). Domestic sector: Under Article 5 paragraph 2 of the QCB Law 33, the
QCB is responsible for the licensing as well as AML/CFT regulation and supervision of exchange houses
(which include money transfer services and money/currency changing). Instructions issued by the QCB
address the obligations and responsibilities of the value transfer/exchange services with respect to
effectively implementing the AML/CFT laws and regulations.

641. QFC: Money or value transfer services or money or currency changing services are not one the
permitted activities listed in Schedule 3 of the QFC law. Consequently, they cannot be undertaken in or
from the QFC.

642.  Power of Supervisors to Monitor AML/CFT Requirements (c.29.1), Authority to conduct
AML/CFT inspections by Supervisors (¢.29.2), Power for Supervisors to Compel Production of
Records (¢.29.3 & 29.3.1) and Powers of Enforcement & Sanction (c.29.4). Domestic sector: Overall,
current supervision of financial institutions is mostly targeted towards prudential matters and does not
sufficiently address AML/CFT issues.

643.  The QCB is empowered to conduct AML/CFT supervision under Article 5, paragraph 12 of the
QCB law. As the competent authority, it has also issued specific instructions dealing with AML/CFT. In
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addition, Article 71 of Law No. (330 of 2006 (QCB) empowers the QCB to inspection financial
institutions. Under this article financial institutions and their branches and the subordinate companies
inside or outside the State, and the representation bureaus must provide the inspectors/supervisors with all
information they require and allow them to have access to all records, accounts and document they
require. It further states that secrecy of information shall not be a protest against the
inspectors/supervisors responsible for conducting inspections. The access to information is not predicated
on the need to require a court order. As of the mission date, however, banking and financial institutions
had been subject to limited on-site AML/CFT inspections as part of the prudential visits. The QCB
authorities indicated that their inspection program includes inspecting all Qatari banks every year and if
possible, some of the foreign branches and subsidiaries ensuring that all banks are covered within a 24
months period. Currently, the QCB does not conduct targeted AML/CFT inspections. The authorities
confirmed that the AML/CFT component is included as part of the global on-site inspection activities.
The mission reviewed copies of sanitized examination reports to assess the scope and adequacy of the
inspection and feedback provided to the institutions. In addition, QCB officials provided additional
explanations describing how the AML/CFT work is conducted during the on-site inspections including
communicating findings to management of the institution. It appeared from the review and the
explanations provided that AML/CFT coverage was low. The reports reflect AML/CFT matters only
when shortcomings have been identified, and otherwise contain no reference to AML/CFT procedures
performed. In general, the scope of the AML/CFT inspections, reporting practices and frequency of on-
site visits do not appear to be in-depth nor risk-driven to ensure that banking and financial institutions are
complying with the requirements of the laws and regulations.

644.  In November 2006, the QCB adopted a risk-based approach to supervision both prudential and on
AML/CFT. New examination manuals and risk-based inspection procedures have been developed for
banks, investment companies, finance companies and exchange houses. These new procedures include
risk management matrices, templates to assign risk profiles to each institution and detailed verification
procedures. As of the mission date, the QCB had implemented the new supervisory approach and
methodology during one bank inspection only and was in the process of reviewing the work of the
inspectors and drafting the report of examination. Therefore, given the recent adoption and establishment
of the QCB’s new risk-based supervisory approach, the mission was not able to assess the adequacy and
effectiveness of its implementation. Additional time is needed to be able to test the effectiveness of the
new supervisory approach.

645.  Article 12 of the DSM Law empowers the DSM to inspect and review the records of brokers and
intermediaries and their books and all transactions records, to check the audit the activities of the
departments in charge of issuing securities in the public companies listed in the Exchange, and securities
portfolios managed by any registered member in the market. It further requires all data and information
requested by the inspection and audit team is available, accessible to the inspection and audit team and
treated with high confidentiality. In the event that the entity subject to inspection and audit is a licensed
bank, the DSM coordinates with the QCB and is allowed to conduct joined inspections. The DSM
officials indicated that, in practice, all entities were inspected and audited annually. During these annual
visits, the component of AML/CFT was reviewed with particular emphasis in three activities: compliance
with the requirements of Decision 16/3; review of suspicious transactions reported; and review of cash
transactions recorded and reported to the FIU. The authorities further stated that inspections were
discontinued at the end of 2006, in preparation for the integration of the DMS into the Qatar Financial
Monetary Authority.
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646. In practice, DSM officials indicated that all entities were inspected and audited annually. During
these annual visits, the component of AML/CFT was reviewed with particular emphasis in three
activities: compliance with the requirements of Decision 16/3; review of suspicious transactions reported,
and review of cash transactions recorded and reported to the FIU. The authorities further stated that
inspections were discontinued at the end of 2006, in preparation for the integration of the DMS into the
Qatar Financial Monetary Authority.

647.  Meetings held with securities’ supervisors and private institutions revealed that the level and
frequency of inspections related to AML/CFT has been minimal. There are frequent visits from the DSM
but they mostly target prudential matters and only pay particular attention to three areas when conducting
AML/CFT; compliance with the Decision requirements, review of suspicious transaction reports; and
review of cash transaction reports recorded and sent to the FIU. To date no sanctions have been imposed
on financial institutions for non-compliance.

648.  With respect to powers of enforcement and sanction, Article 58, paragraph 1 of the QCB Law
empowers the QCB to revoke a financial institution’s license as a sanction for violations of the provision
of this law, as well as, violations to the provisions of decisions and instructions. In addition, Article 105
of the same law provides that the QCB or the Committee, as the case may be, shall impose fines on the
financial institutions not exceeding (5,000) Five Thousand Qatari Riyals, daily, for violations of the law
of the Bank and its instructions according to the decision of the Bank. The “Committee” refers to the
Banking Committee that is established under Article 60 of Law 33, comprised by a chair — one of the
Vice President of the Court of Appeal, nominated by the Supreme Council of Justice; the Deputy
Governor of the QCB; and one of the qualified and experienced banking experts.

649.  QCB Instructions (Part 9) provide a listing of sanctions (fines) that may apply but all of them are
directly related to prudential matters and not to AML/CFT issues. In other words, the only sanctions that
the QCB may issue for non-compliance with the (two) preventive measures set out in the AML
instructions, are the revocation of the license and a daily monetary fine, as described above. This is
clearly not proportionate in all cases. However, in practice no sanction has been imposed by the QCB for
non-compliance with AML/CFT requirements.

650.  In the area of sanctions, Article 20 of the DSM Law provides that a disciplinary committee be
established by a decision of the Market Commission. This committee should be responsible of hearing
cases against the brokers and intermediaries and listed companies traded in the market that are in break of
the provision of the law, the bylaws and the decisions of regulating the Market, and the breaches related

to compromising the fair and proper functioning of the market and the ethics of the business conduct. The
disciplinary committee should be headed by a judge selected by the MOJ upon a suggestion by
suggestions of the President of the Courts of Justice, and composed of two other members selected among
the members of the Market commission to be nominated by a decision of the market commissions.

651.  The disciplinary committee should apply the following sanctions: blame, warning, confiscating
fully or partially of the Bank deposit; stopping dealing in a specific securities, or stopping a broker or an
intermediary from conducting business for a period not more than four months; and withdraw
membership. Similar to the QCB, in practice no sanction has been imposed by these authorities for non-
compliance with AML/CFT requirements.

652.  The MEC appears to be the de facto supervisor for AML/CFT matters with respect to the
insurance sector, to date, MEC has only issued guidance to financial institutions under its responsibility.
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Similar to the QCB and DSM, in practice no sanction has been imposed by the authorities for non-
compliance with AML/CFT requirements.

653.  QFC: The QFC law and the QFC FSR sets out the QFCRA’s role in the regulation of financial
services in the QFC. The QFC AML Regulations which were enacted by the Minister of Economy and
Commerce in September 2005, designate the QFCRA as the sole supervisory authority responsible for
ensuring compliance with the requirements set out in the Regulations. The QFCRA is given extensive
powers to investigate and take disciplinary actions, as needed, under the FSR. In October 2005, the
QFCRA issued its AML Rulebook which provides further requirements and guidance to the relevant
persons operating in or from the QFC. The AML Regulations contain further provisions on the
supervisory powers of the QFCRA including a regime for the approval of individuals performing certain
controlled functions. The regulations also set out the QFCRA’s powers in respect of investigations,
enforcement and discipline. Under Part 8 — Supervision and Investigation, the QFCRA has the power to
require persons in the QFC to obtain documents and information including specified information or
information of a specified description; and/or specified documents or documents of a specified
description, within a timetable and in such form and manner as the Regulated Authority may require. The
QFCRA is authorized to enter the premises of any person in the QFC at any time for the purpose of
inspecting and copying information or documents stored in any form on such premises. The QFCRA may,
by notice in writing given to a person require the production to the QFCRA of a report by a nominated
person on any matter about which the QFCRA has required or could require the provision of information
or production of documents.

654.  The power to conduct inspections of a person in the QFC is granted to the QFCRA under Part 8,
Article 48(3). Under this Article, the QFCRA may enter the premises of any person in the QFC at any
time for the purpose of inspecting and copying information or documents stored in any form on such
premises. This power is not predicated on the need to obtain a court order. In conclusion, a framework has
been implemented to ensure that adequate supervisory measures and tools are available to the
QFC/QFCRA. However, as the QFC and QFCRA are still relatively new, the effectiveness of the policies
and programs are yet to be tested.

655.  Availability of Effective, Proportionate & Dissuasive Sanctions (c.17.1), Designation of
Authorities (c. 17.2), Ability to Sanction Directors & Senior Management of Financial Institutions
(c.17.3), and Range of Sanctions — Scope and Proportionality (c.17.4). The AML Law deals with some
preventive measures but in a very limited way: Article 4 prohibits the “tipping-off” and Article 6
addresses the reporting requirements (see write-up under Rec. 5, 13 and SR IV). Non-compliance with
Article 4 is punishable by imprisonment for a period not exceeding one year and a fine of not more than
QR. 3,000. These penalties shall be doubled if the crime is committed in collaboration with one person or
more as well as in the case of repetition (i.e. if the accused person has committed a similar crime within a
period of five years after having served the penalty for the original offense). The AML Law does not
however provide a sanction for failure to report suspicious transactions. The other penalties that figure in
the AML Law relate to the money laundering offense.

656. The AML Law and, consequently, the sanction for tipping-off, are enforceable in both the
domestic sector and the QFC. However, the law provides for criminal sanctions which may only be issued
by a criminal court. This would entail that the supervisory authorities that detect a case of tipping-off
should seize the public prosecutor’s office, but none of the relevant texts provides this.
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657. Domestic Sector: Article 58, paragraph 1 of the QCB Law enables the QCB revoke a financial
institution’s license as a sanction for violations of the provision of this law, as well as, violations to the
provisions of decisions and instructions. In addition, Article 105 of the same law provides that the Bank
(QCB) or the Committee, as the case may be, shall impose fines on the financial institutions not
exceeding (5,000) five thousand Qatari Riyals, daily, for violations of the law of the bank and its
instructions according to the decision of the Bank. The “Committee” refers to the Banking Committee
that is established under Article 60 of Law 33, comprised by a chair — one of the Vice President of the
Court of Appeal, nominated by the Supreme Council of Justice; the Deputy Governor of the QCB; and
one of the qualified and experienced banking experts.

658.  The QCB Instructions (Part 9) provide a listing of further sanctions (fines) that may apply but all
of them are directly related to prudential matters and not to AML/CFT issues. In other words, the only
sanction that the QCB may issue for non-compliance with the (two) preventive measures set out in the
AML instructions, is the revocation of the license. This is clearly not proportionate in all cases.

659.  Meetings with QCB officials revealed that between 2004 and 2006, the QCB imposed 79
financial fines ranging from QR. 1,500 to QR. 4.7 million, all of them involving violations of prudential
instructions. Besides financial fines, the QBC has also exercised its prudential powers using other non-
monetary sanctions including enforcing cease and desist orders, removing directors and officers, and
placing a financial institution under administration. However, no sanction has been imposed by the QCB
for non-compliance with AML/CFT requirements. This may be explained in part by the fact that the QCB
had only been granted the powers to supervise AML/CFT issues a few months before the onsite visit but,
in the assessors’ views, it could also be due to the fact that the QCB does not put sufficient focus on
supervision of AML/CFT issues.

660.  Regarding sanctions, Article 20 of the DSM Law provides that a disciplinary committee be
established by a decision of the Market Commission. This committee should be responsible of hearing
cases against the brokers and intermediaries and listed companies traded in the market that are in break of
the provision of the law, the bylaws and the decisions of regulating the Market, and the breaches related

to compromising the fair and proper functioning of the market and the ethics of the business conduct. The
disciplinary committee should be headed by a judge selected by the MOJ upon a suggestion by
suggestions of the President of the Courts of Justice, and composed of two other members selected among
the members of the Market commission to be nominated by a decision of the market commissions.

661.  The disciplinary committee should apply the following sanctions: blame, warning, confiscating
fully or partially of the Bank deposit; stopping dealing in a specific securities, or stopping a broker or an
intermediary from conducting business for a period not more than four months; and withdraw
membership. Although the disciplinary committee has the power to impose financial sanctions up to a
maximum of two million Qatari Riyals, there is no clear mechanism to ensure that the range of financial
sanctions is broad and that sanctions are proportionate to the severity of the situation. Similar to the QCB,
in practice no sanction has been imposed by the DSM for non-compliance with AML/CFT requirements.

662.  Meetings conducted with the MEC’s authorities revealed that no penalties/sanctions have been
imposed for non-compliance with AML.

663.  QFC: I Part 9 of the FSR sets out the disciplinary and enforcement actions that the QFCRA may
take. They include:
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o publicly censure (Article 58);

o financial penalties (the amounts of which are not specified; Article 59);

o appointment of managers (Article 60);

o undertakings: the QFCRA may require a person to give a legally enforceable
undertaking, such as an undertaking to refrain from engaging in any particular type of
conduct (Article 61);

° prohibition of certain activities or obligation to act in a certain way (Art,. 62);

o commence proceedings before the Tribunal either to seek assistance in the enforcement

of the QFCRA’s regulatory powers or to seek specific disciplinary redress (Article 63, 64
and 65). Orders sought may include injunctions, orders for winding up or the
appointment of administrators;

664.  None of these sanctions had been issued at the time of the assessment. This may be explained by
the fact that the QFC is relatively new and that most of the QFC firms was still starting business. The
effectiveness of the regime in place for sanctioning non-compliance with the requirements of the AML
Law, QFCRA AML Regulations, and QFCRA AML Rulebook therefore could not be tested. The QFC
needs additional time to be able to test the effectiveness of the regime.

665.  Adequacy of Resources for Competent Authorities (c.30.1), Integrity of Competent
Authorities (¢.30.2), Training for Competent Authorities (c.30.3), and Statistics (applying R.32).
Domestic sector: The organizational structure of the QCB is as shown in Figure 5.
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Figure 5. Organization Chart of the Qatar Central Bank
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666.  Within the QCB, the Department of Banking Supervision is responsible for supervising the
activities of Financial Institutions (i.e., banks, investment and finance companies, and exchange houses)
in prudential as well as AML/CFT related risks. More specifically, the Department of Banking
Supervision:

U Inspects Fls and verifies their compliance with the provisions and terms of the Law and
Regulations issued by QCB;

o Obtains necessary information and data from FIs to verify compliance with QCB’s
instructions;
. Proposes the issuance of necessary instructions, regulations and directives to organize the

activities of FIs;

o Studies violations committed by FIs and propose the appropriate fines in this regard,
o Proposes issuing and renewing FIs’ licenses;

U Supervises any FI liquidation;

. Studies the banking risks through on-site and off-site inspections; and
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o Fulfills any other function that falls within, related to, or implied by the nature of work at
the department.

667.  As of the mission date, the Department of Banking Supervision had a staff of 14 supervisors
assigned to on-site inspections. Training on AML/CFT matters has been coordinated mainly by the FIU.
QCB staff also participated in local and regional AML/CFT workshops. However, a specific listing of
courses and workshops attended in the last 12 months was not available.

668.  The organization structure of the DSM is as shown in Figure 6.

Figure 6. DSM Organization Chart
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669.  Based on meetings conducted with DSM officials, supervision of AML/CFT falls within the
responsibility of the Surveillance Department, including inspection, surveillance and audit departments.
The DSM staff is comprised of approximately 100 individuals, with 7 assigned to inspections of
brokerage firms. No training information was available for review, although the officials indicated that
AML/CFT training had taken place during 2005 and 2006.

670.  The organization structure of the MEC is shown if Figure 7.
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Figure 7. MEC Organizational Structure
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671.  Under this structure, the Commercial Affairs Department is responsible for licensing insurance
companies. However, officials were not sure whether AML/CFT was also under their scope of
supervision. Also, as in the other cases, training information on AML/CFT matters was not available for
review. The mission was not able to discuss with MEC staff the licensing procedures and practices
governing insurance companies. Individuals responsible to these activities were not available during the
mission.

672.  QFC: Under Article 8 of the QFC Law, the QFCRA (Regulatory Authority) is a body corporate
incorporated in the State of Qatar. The Regulatory Authority has financial and administrative autonomy
from the State of Qatar, the QFC Authority, and the QFC institutions. The Regulatory Authority has both
a supervisory and investigative/enforcement arm which are staffed by personnel recruited from around the
world with extensive and recognized experience within their field. The State of Qatar is required under
Article 8(4) to provide adequate funding directly to the Regulatory Authority. The establishment of the
Regulatory Authority outlined in Schedule 4 of the QFC Law provides for sufficient operational
independence and autonomy. Refer also to the “Overview of the Financial Sector” section for additional
information on the organization of the QFC. The QFCRA is an independent body as evidenced by: (i)
management of the Regulatory Authority being vested, by Qatari law, in the Board of the Regulatory
Authority; (2) the Regulatory Authority reporting directly to the Council of Ministers of the State of
Qatar; and (3) members of the Board only being able to be removed by the Council of Ministers if the
member:
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1) becomes incapable through ill health of performing his duties;
2) becomes bankrupt;
3) is convicted of a criminal offense or is guilty of serious misconduct; and

4) funding being provided on annual basis directly from the State of Qatar.

673.  The interrelationship of these bodies is shown below:

Figure 8. Diagram of the QFC Structure
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674.  The Regulatory Authority has the following statutory objectives as set out in the QFC Law and
Article 12 of the FSR:

. The promotion and maintenance of efficiency, transparency and the integrity of the QFC;

o The promotion and maintenance of confidence in the QFC of users and prospective users
of the QFC;

o The maintenance of the financial stability of the QFC, including the reduction of the

systemic risk relating to the QFC;
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o The prevention, detection and restraint of conduct which causes or may cause damage to
the reputation of the QFC, through appropriate means including the imposition of fines
and other sanctions;

U The provision of appropriate protection to those licensed to carry on business at the QFC
and their clients or customers;

o The promotion of understanding of the objectives of the QFC amongst users and
prospective users of the QFC and other interested Persons; and

U Ensuring the Regulatory Authority is run with a view to: (i) it operating at all times in
accordance with best international standards for financial and business centers of a
similar kind; (ii) establishing and maintaining the QFC as a leading financial and
business centre in the Middle East; and (iii) minimizing the extent to which the business
carried on by a Person carrying on Regulated Activities can be used for the purposes of or
in connection with Financial Crime.

675.  The structure of the Regulatory Authority is set out in the diagram below:

Figure 9. Diagram of the QFCRA Structure
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676.  The QFCRA officials indicated that when selecting and recruiting staff, the highest standards are
applied. Currently, professional staff are recruited from international financial regulators located in a
variety of highly respected jurisdictions, including other financial centers in the region.

677. Because a core mandate of the QFCRA is the prevention and mitigation of financial crime, the
QFCRA recruited an experienced anti money laundering specialist whose responsibility is to ensure not
only that relevant persons are educated in respect of their obligations under the AML Regulations and the
AML Rulebook, but also that the staff of the QFCRA fully understand the complexities of the AML
framework operating within the QFC, the AML framework operating within the State of Qatar and the
complex inter-relationship between the two.
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678.  The specialist is responsible for providing continuing training and assisting in the professional
development to the QFCRA staff. The QFRA is currently involved in financial crime education initiatives
to relevant persons.

679.  Information requested from the authorities to evaluated the competent authorities’ financial and
human resources, statistics on licenses (applications, granted, refused), supervisory inspection
programs/plans for prior and current year, and sanctions imposed by type and institution was not readily
available to the mission.

3.11.2 Recommendations and Comments

Domestic sector: the authorities are recommended to:

] Establish the legal basis for AML/CFT supervision of the financial institutions currently
regulated by the MEC.
° Strengthen the QCB, DSM and MEC overall AML/CFT supervision and develop formal

examination procedures for AML/CFT matters.

o Re-evaluate the adequacy of the penalties regime, in particular with respect to the
criminal sanction for tipping-off provided in the AML Law, and provide the domestic
supervisory authorities with an adequate range of sanctions.

3.11.3 Compliance with Recommendations 17, 23, 25 & 29

Rating Summary of factors relevant to s.3.10 underlying overall rating

R.17 NC ® Inadequate penalties, in particular with respect to the criminal sanction for tipping-
off provided in the AML Law.

® Inadequate sanction regime with respect to the severity of the sanction that the QCB
and DSM may issue. Absence of legal framework for sanctions in the insurance

sector.
® No penalties/sanctions imposed by QCB, DSM, and MEC related to AML/CFT.
R.23 PC ® No licensing procedures available for review for insurance companies licensed by
the MEC.
® No designated entity responsible for AML/CFT supervision for domestic insurance
sector.
R.25 PC ® Lack of guidelines established by the DSM and the MEC for the securities and

insurance sectors, respectively.

® Lack of adequate and appropriate feedback from competent authorities.

® Limited guidelines on AML/CFT issues provided by the QFCRA to relevant
persons.

R.29 PC ® Lack of adequate MEC supervisory authority/powers for AML/CFT matters in
insurance sector.

® Lack of AML/CFT inspections of insurance companies to monitor compliance.
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3.12 Money or Value Transfer Services (SR.VI)
3.12.1 Description and Analysis (summary)

680.  Designation of Registration or Licensing Authority (c.VL.1), Application of FATF
Recommendations (Applying R.4,-11, 13-15, & 21-23, & SRI-IX) (c.V1.2), Monitoring of VTSO
(c.VL3). Domestic sector: Under Article 5 paragraph 2 of the QCB Law No. 33, the QCB is responsible
for the licensing, regulation and supervision of MVT service operators which, in Qatar, operate under
exchange houses. Article 52 of the same law states that “no person shall use the term “bank” or logo of a
bank or a finance or an investment company or an exchange office or any other financial institutions in
the documents, correspondences, advertisements or any other means before obtaining the license from the
QCB. Also practicing of works and activities provided for in the Law is prohibited unless it is licensed”.
MVT service operators are covered by and subject to the obligations imposed by the AML Law. QCB
Instructions establish the requirements for MV Ts to among other things:

o Identify the customers;
. Report suspicious transactions to the FIU;
o Report cash transactions greater that QR. 1000,000 (a recent Circular was issued reducing

the reporting threshold to QR. 35,000);
. Maintain records for 15 years;

° Establish policies, procedures and internal controls to prevent money laundering and
terrorism financing;

o Pay attention to companies and financial institutions from countries that do not apply or
insufficiently apply the FATF Recommendations;

. Pay attention to complex and large transactions; and

U Appoint a compliance office responsible for AML/CFT matters.

681.  With regard to customer identification, the MVTs are required to identify the direct customer
executing the transaction. QCB officials indicated that inspections of these MV Ts are conducted to ensure
compliance with the requirements of the Instructions, monitoring of funds through banks as well as other
alternative remittance operators who are routinely used to send and receive funds and settlements.

682.  When transferring funds abroad, the MV Ts batch the outgoing requests for transfers at the end of
the day and use their bank accounts to conduct the transfers. The settlement of transactions takes place
through disbursements of funds to the recipients abroad also through banking institutions as well as other
MVT service providers where relationships are established. A list of service operators/agents is
maintained by the exchange house and verified by QCB inspectors during on-site visits.

683.  Because MVTs fall within the jurisdiction and oversight of the QCB, these institutions are also
subject to the same sanctions as other financial institutions. During 1999 and 2000, QCB officials used
these powers when several exchange companies were sanctioned for non-compliance with customer
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identification requirements. Penalties imposed ranged from QR. 5,000 to QR. 10,000. The QCB has also
temporarily closed an exchange company conducting transactions through an unauthorized business.
Corrective action in this instance included removal of the company officials. The exchange company re-
opened again after QCB officials validated that adequate controls were in place to avoid a similar
situation in the future. In 2005 the QCB issued three enforcement actions against exchange houses in the
system. In 2006 only one enforcement action was issued. However, none of these was related to non-
compliance with the AML/CFT requirements.

684.  Anecdotal evidence revealed that an informal money/value transfer system appears to be
operating within Qatar. This informal system seems to be directly related and used by a large group of
communities working in Qatar in the services and construction sectors. Individuals within these
communities periodically transfer money to their families and relatives in their respective countries
through exchange houses, which as mentioned earlier are supervised/regulated by the QCB. However, the
mission was informed that sometimes due to high costs associated to and time delays experienced when
transferring funds abroad, (combined many times with a lack of an extensive financial system network in
the receiving countries) individuals have sent and are currently sending money to their families through
an informal system. QCB officials indicated that they are not aware of any informal money/value transfer
system or activities taking place in Qatar.

685.  Although money or value transfer services fall within the supervisory responsibility of the QCB,
the major shortcomings related to inadequate customer identification and due diligence measures, lack of
requirements for wire transfers, lack of sanctions for noncompliance and lack of effective risk-based
supervision and regulation do not provide an adequate framework for dealing with informal value transfer
services/unlicensed operators as they appear to be taking place within Qatar without adequate monitoring.

686. QFC: Money or value transfer services is not a permitted activity under the QFC law and
therefore cannot be conducted in or from the QFC. In these circumstances, Special Recommendation VI
is not applicable to the QFC.

3.12.2 Recommendations and Comments

687. Domestic sector: the authorities are recommended to:

o Investigate the possibility of an informal MVT system operating in Qatar and consider
effective measures for monitoring these activities, if identified.

° Address the shortcomings identified in recommendations 4-11, 13-15, and 21-23, as
applicable to this recommendation.

3.12.3 Compliance with Special Recommendation VI

Rating Summary of factors underlying rating

SR.VI PC ® Potential informal money/value transfer system operating in Qatar without effective
monitoring.

® Number of shortcomings identified in other recommendations related to CDD,

sanctions, supervision and regulation.
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4  PREVENTIVE MEASURES—DESIGNATED NON-FINANCIAL BUSINESSES AND PROFESSIONS
4.1 Customer due diligence and record-keeping (R.12) (applying R.5, 6, and 8 to 11).
4.1.1 Description and Analysis

Domestic Sector

688.  Casinos are prohibited and notaries are government officials in charge of the authentication of
real estate transactions, and as such do not fall in the FATF definition of DNFBPs. Other DNFBPs are
present in the country: Real estate agents, dealers in precious metals, dealers in precious stones, lawyers
and legal advisers, accountants and TCSP.

689. The AML Law does not apply AML/CFT requirement to DNFBPs in terms of customer due
diligence, record-keeping and monitoring. However, the MEC issued on January 17, 2007, circular No.2
of 2007 on AML/CFT procedures requesting all companies, regardless of their activities, to identify
clients, verify transactions, keep records and establish internal monitoring and training. The same
requirements apply to the auditing offices pursuant to circular No. 3 of 2007 of the MEC. Similarly, the
MO issued resolution No.108 of 2006 that applies to lawyers and law offices. But legal advisers are not
covered. Dealers of precious metals acting as exchange houses are included in the scope of the AML Law
and are subject to the QCB instructions on combating ML and FT (see the analysis in sections 3.1 to 3.5).
The MEC and MOJ circulars are not considered enforceable means (See the discussion on enforceability
at the beginning of section 3).

690. CDD Measures for DNFBPs in set circumstances (applying c. 5.1-5.18 in R. 5 to DNFBP) (c.
12.1).

691.  Real estate agents, dealers in precious metals and stones and TCSP: There is no specific
AML/CFT regulation covering these businesses and professions. Consequently, they have to comply with
Circular No.2 of 2007 requesting all companies to identify every natural person or his representative
based on an official ID document before executing any financial transaction. In the case of a legal person,
the circular requests identification of the customer based on the commercial register and the license
details. It also requests the verification of the actual status of the company representative’s authorization
on the basis of the official documents and verifying the identity of the real owner.

692.  The circular does not, however, address all the requirements concerning customer identification.
It only refers to the financial transaction and does not address its preparation. The circular also requires to
identify the “real owner” of a legal person but this requirement is vague. It does not require to verify that
the person purporting to act on behalf of the customer is so authorized, and identify and verify the identity
of that person. The circular does not request the identification of the beneficial owner, nor the conduct of
due diligence on an ongoing basis. There is no provision on the necessity to obtain information on the
purpose and intended nature of the business relationship. There is no requirement for enhanced due
diligence for higher risk categories of customer, business relationships or transactions, no provision that
addresses failure to satisfactory complete CDD, and no measures applicable to existing customers.
Moreover, the scope of the circular appears to be excessively wide. Indeed, it covers all companies in
Qatar, including grocery stores or restaurants. This is not required by the standard and it is hardly
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enforceable. Finally, the circular does not set out enforceable requirements with sanctions for non-
compliance.

693.  Accountants: Circular No. 3 of 2007 requests all accountants to identify any natural person (or
his representative) on the basis of official ID documents. In the case of a legal person, the circular
requests identification of the customer based on the commercial register and the license documents.
Identification may also be based on official documents of the company representative. Due diligence
procedures have to be conducted at the beginning and during the relation with the customer including
registering and maintaining copies of the identities. Article 2.2.1 of the circular also requests “the
verification of the seriousness and safety” of all financial transactions and gives a variety of criteria that
may be taken into account such as the expenses, revenues, investments, cash collection or payment
operations, incoming or outgoing drafts, sale, purchase, importation and exportation contracts, and other
transactions.

694.  The circular does not address all the requirements concerning customer identification. In
particular, it does not address CDD when preparing a transaction and only refers to financial transactions.
The requirement to identify the company representative of a legal person is vague and does not ask to
verify that the representative purporting to act on behalf of the customer is duly authorized, and identify
and verify the identity of that person. Moreover, concerning legal persons, the circular does not clearly
state if the identification requirements are cumulative or not in the case of dealing with a company
representative. The circular does not request the identification of the beneficial owner, or the conduct of
due diligence on an ongoing basis. There is no provision on the necessity to obtain information on the
purpose and intended nature of the business relationship and the criteria of transactions that need to be
verified pursuant to Article 2.1.1 are by far too large. The requirement of enhanced due diligence for
higher risk categories of customer, business relationships or transactions is absent, and there is no
provision in relation to the failure to satisfactory complete CDD nor with regard to measures applicable to
existing customers. Finally, the circular does not set out enforceable requirements with sanctions for non-
compliance.

695.  Lawyers: Lawyers are required by resolution No. 108 of 2006 of the MOJ to verify the identity

of their clients whether individuals or corporate bodies. This includes the verification of the transactions

of the client, and the verification of the identity of the real client (if there are several parties to the case).

The relationship with the client has to be documented by means of a contract and an authenticated power
of attorney.

696.  Resolution No. 108 of 2006 does not address all the necessary requirements concerning customer
identification. In particular, the requirement of identification and verification are not sufficient, the
provisions do not request the identification of the beneficial owner, or the conduct of due diligence on the
business relationship, including on an ongoing basis. There is no provision on the necessity to obtain
information on the purpose and intended nature of the business relationship. The requirement of enhanced
due diligence for higher risk categories of customer, business relationship or transaction is absent, and
there are no provision in relation to the timing of verification of the identity and to the failure to
satisfactory complete CDD as well as concerning existing customers. Moreover, Resolution No. 108 of
2006 does not appear to be enforceable. It does not set out enforceable requirements with sanctions for
non-compliance. The references to obligations and penalties referred to in instruction 9 of the resolution
are only for the observance of the AML Law and Law No. 23 of 2006 concerning the Advocacy Law. But
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the AML Law and the Advocacy Law do not envisage sanctions for non-compliance with Ministerial
Resolutions. Instruction 10 does not provide for sanctions either.

697.  CDD Measures for DNFBPs in set circumstances (applying criteria under R. 6 & 8-11 to
DNFBP) (c.12.2). Applying R.6,8,9 (PEPs, payment technologies and introduced business): There is
no mention in the AML Law, or in any regulations, on PEPs, payments technologies and introduced
business for any DNFBPs.

698.  Applying R.10 (record keeping)—Real estate agents, dealers in precious metals and stones
and TCSP: Pursuant to Article 1.3 of Circular No. 2 of 2007 issued by the MEC, all companies should
keep record of customers’ ID and financial transactions for a period of at least five years. Competent
authorities should have access to the records. This recent circular does not appear to be consistently
implemented by the DNFBPs met during the visit.

699.  Several requirements of R.10 are either lacking or incomplete. Records have to be kept for a
period of five years following the completion of the transaction. There is no obligation to keep record of
other documents such as business correspondence for a similar period of time, and no requirement to
ensure that all information is available on a timely basis to domestic competent authorities. Finally, as
previously shown, Circular No. 2 of 2007 is not enforceable, as it does not set out sanctions for non-
compliance.

700.  Accountants: Pursuant to Article 3 of the second section of Circular No.3 of 2007 issued by the
MEQC, all auditing offices should keep records of contracts concluded with customers and due diligence
documents, for a period of five years. Competent authorities should have access to the documents.

701.  The wording of Article 3 is unclear. It also refers to the obligation to keep record of “all other
document and records covered by the law”, but there is no information as to which law it refers to.
Moreover, the AML Law does not cover accountants. There is no clear requirement to keep documents
related to the verification of the transaction or documents such as business correspondence. There is no
requirement to ensure that all information is available on a timely basis to competent authorities. As for
Circular No.2, Circular No. 3 is not enforceable, as it does not set out sanctions for non-compliance.

702.  Lawyers: Pursuant to instruction 7 of the Resolution of the MOJ No. 108 of 2006, lawyers and
law firms have to maintain an integrated database of all their business cases and relationship. However,
this requirement is not sufficient. Indeed, the types of documents that have to be recorded are not detailed
enough and the duration of the requirement is not determined. There is no provision concerning the
necessity for the information to be available on a timely basis to domestic competent authorities upon
appropriate authority. Moreover, as shown above, Resolution No. 108 of 2006 is not enforceable.

703.  Applying R. 11 (unusual transactions)—Real estate agents, dealers in precious metals and
stones and TCSP. Pursuant to Circular No. 2 of 2007 issued by the Minister of Economy and Commerce,
all companies are requested to “verify the seriousness and safety of financial transactions especially those
that have high value to guarantee the absence of suspicious transactions" and “register the transactions in
the registers provided in the Qatari law”. Companies are also prohibited to “conclude untrue financial
transactions or execution of such transactions with fictitious persons”.

704. The elements on the identification of the transactions are not compliant with R. 11 because they
are too general. The scope of the provisions is not clearly defined and does not requires to pay special
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attention to all complex, unusual large transactions, or unusual patterns of transactions, that have no
apparent or visible economic or lawful purpose. There is no information on the elements that have to be
examined and to set forth the findings in writing. The reference to the record-keeping in the ‘registers
provided by the Qatari law’ is unclear. There is no reference to any register in the AML Law. In addition,
there is no requirement to keep those records available for competent authorities and auditors for at least
five years. Moreover the enforcement of the implementation of this requirement is weak if existent, and is
not enforceable.

705.  Accountants. Pursuant to Article 2.2 of the second section of Circular No. 3 of 2007, auditing
offices have to ‘give further attention to the verification of valuable transactions and identify their
purposes and the dealers’.

706.  As for the Circular No. 2 0of 2007, the elements on the identification of the transactions are not
compliant with R. 11 because they are too general.

707.  Lawyers. There is no provision regarding unusual transactions in Resolution No. 108 of 2006.

708.  QFC : DNFBPs that are registered in the QFC are relevant persons that have to comply with the
AML Regulations and the AML Rulebook. These are the same regulations that apply to the financial
institutions registered in the QFC and the description and analysis under section 3 apply (see information
on the QFC in 3.3, 3.4, 3.6 and 3.7). Because the QFC is recent, there is no evidence of an effective
implementation of those regulations to the DNFBPs.

4.1.2 Recommendations and Comments

] Domestic sector: The authorities should review the legal framework in order to set out in
primary or secondary legislation the basic obligations on customer due diligence and
record keeping for DNFBPs. The scope of the CDD and record-keeping requirements
should be narrowed from all companies to DNFBPs. This should enable a better
supervision and enforcement of these measures. Should the authorities identify other non-
financial businesses and professions that pose a ML or TF risk, they should certainly
consider applying the FATF recommendations to them but this should be done following
a risk analysis and not indiscriminately. Provisions regarding PEPs, payments
technologies, unusual transactions and introduced business have to be introduced. The
provisions regarding CDD and record-keeping have to be reviewed in order to fully
comply with the standard and to be enforceable.

U The authorities should effectively implement the requirements set out in Circular No. 2 of
2007 of the MEC and in Resolution No. 108 of 2006 of the MOJ.

. QFC: The QFC should address the shortcomings identified in section 3 as they also apply
to DNFBPs. The effective implementation of the AML regulations should be ensured.
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4.1.3 Compliance with Recommendation 12

Rating Summary of factors relevant to s.4.1 underlying overall rating

R.12 NC In the domestic sector:

® The requirements on CDD and record-keeping are not set out in primary or secondary
legislation.

® No requirements on PEPs, payment technologies, introduced business and unusual
transactions have been set out in law, regulation or other enforceable means. The scope
of the professions currently covered is excessively wide;

® [ egal advisers are not covered.

® Provisions on CDD and record-keeping are not sufficient and do not constitute
enforceable requirements with sanction for non-compliance;

® There are no provisions regarding PEPs, payments technologies, and introduced
business;

® The requirements on unusual transactions are not sufficient and not enforceable for the
professions regulated by the MEC. There are no requirements for the legal professions;

® The implementation is not effective.

In the QFC:
® The regime is too new to be tested for effective implementation.

4.2  Suspicious transaction reporting (R.16) (applying R.13 to 15 & 21)
4.2.1 Description and Analysis

709.  Domestic Sector: The suspicious transaction reporting process is set out in Article 6 of the AML
Law. However, it only applies to financial institutions and not to DNFBPs. Some administrative
regulations nevertheless require DNFBPs to report suspicious transactions. According to Article 3.1 of
the administrative order No. 1 of 2004 establishing the FIU, the FIU may receive suspicious transactions
reports related to ML and FT from non-financial professions. Article 2.3 of the Circular No. 2 of 2007
issued by the MEC requires all companies in Qatar to report suspicious transactions to the FIU. Article 5
of the second section of the Circular No. 3 of 2007 issued by the MEC requires auditing offices to notify
suspicious operations to the FIU. The Minister of Justice issued a Resolution No. 108 of 2006 that
obligates lawyers and law offices and companies to notify the FIU. The DNFBPs met during the onsite
visit are generally not fully aware of their AML/CFT obligations. The DNFBPs that are part of foreign
groups appear to be more aware of the head office policies than of the domestic obligations.

710.  Requirement to Make STRs to FIU (applying c. 13.1 to DNFBPs). Pursuant to Article 6 of the
AML Law, the obligation to report suspicious transactions applies to financial institutions only. Article 3
of the same law sets out obligations in case of knowledge of an ML offense: “A person is considered to
have committed a ML offense if he has information, due to his work, that is related to ML offense
stipulated in the previous Article and does not take the procedures stated in the law”. According to
Article 3.1 of the administrative order No. 1 of 2004 establishing the FIU, the FIU may receive suspicious
transactions reports related to ML and FT from non-financial professions.

711.  Real estate agents, dealers in precious metals and stones, TCSP and accountants: Article 2.3
of the Circular No. 2 of 2007 issued by the MEC requires all companies in Qatar to report suspicious
transactions to the FIU. The wording is not exactly the same in Article 5, second section, of the Circular
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No. 3 concerning the auditing offices. They have to notify the FIU in the event ML/FT suspicious
operations are identified during the auditing process.

712.  Lawyers: The MOJ issued a Resolution No. 108 of 2006 that obligates lawyers and law offices
and companies to notify the FIU of “any suspicious commercial operation as soon as they discover any
such suspicious transaction”. Such notification has to be made by using the form attached to the
resolution. This requirement applies when they conclude on behalf or for the account of the customer any
financial deal relating to the following activities:

° Buying or selling of real estate properties;

U Managing the funds, securities or other assets owned by the client;

. Managing the bank accounts, savings or securities;

. Organizing participations for the purpose of establishing, operating or managing of

companies; and

o Establishing, operating or managing material or corporate legal entities, in addition to the
purchase or sale of entities.

713.  Legal privilege is addressed in the Law 23 of 2006. Article 51 provides: “A lawyer is responsible
before his client, for performing what he has been entrusted with, in accordance with the provisions of the
law and conditions of proxy. He has to preserve the confidentiality of information which his client tells
him about and the documents and papers he receives from him. He should work according to the money
he earned from his client”. This is complemented by Article 57 of the same law: “If lawyers know,
because of their profession, about facts or information, he should not disclose it, even after his proxy
terminates, if this is not aimed at preventing the perpetration of a crime or offense or reporting a crime
that has taken place”. The lawyers met by the mission had different views on these two provisions. Some
of them consider difficult to file an STR as they consider that their confidentiality requirement would be
breached. Others consider that an STR is necessary in order to avoid to be treated as an accomplice in a
potential ML or FT scheme.

714.  The Ministerial decisions do not cover all R. 13 requirements and they do not clearly address FT.
They do not cover the proceeds of all offenses that are required to be included as predicate offense under
R.1, and the obligation to make a STR does not include attempted transactions. Legal advisers are not
included in the scope of Resolution No. 108 of 2006. Moreover, the current provisions on legal privilege
in the law 23 of 2006 prevent the lawyer of any reporting of suspicion on the basis of the Resolution No.
108 of 2006 because Article 57 of law 23 of 2006 only enables a disclosure in case of knowledge of a
crime or offense that is under perpetration or has taken place. Finally, the Circular of the MEC does not
refer to supervision and sanction and the sanctions provided by the Resolution of the MOJ do not apply
(see analysis of recommendation 24). No STR has been transmitted to the FIU by DNFBPs at the time of
the visit.
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715. As described in section 2.8 (R.26), under the current legal framework the DNFBPs are not
obliged to send STRs to the FIU and the FIU has no power to receive, analyze and disseminate those
STRs.

716.  STRs Related to Terrorism and its Financing (applying c. 13.2 to DNFBPs). Concerning the
legal framework, the shortcomings noted in the ML framework are valid for STRs related to terrorism and
its financing. According to Article 3.1 of the administrative order No. 1 of 2004 establishing the FIU, the
FIU may receive suspicious transactions reports related to FT from non-financial professions, but the
ministerial decisions do not clearly address FT.

717.  No Reporting Threshold for STRs (applying c. 13.3 & IV.2 to DNFBPs). There is no
reporting threshold for STRs in the AML Law or in the Ministerial decisions.

718.  Making of ML and TF STRs Regardless of Possible Involvement of Tax Matters (applying
c. 13.4 and c. IV.2 to DNFBPs). The AML Law does not apply to DNFBPs and there are no provisions
in the Ministerial decisions that prevent the requirement to report suspicious transactions to apply whether
they are thought, among other things, to involve tax matters.

719.  Additional Element—Reporting of All Criminal Acts (applying c. 13.5 to DNFBPs): The
AML Law does not apply to DNFBPs and the Ministerial decisions do not cover the proceeds of all
criminal acts.

720.  Protection for Making STRs (applying c. 14.1 to DNFBPs). Pursuant to Article 2.3 of Circular
No. 2 0f 2007 of the MEC applying to all businesses, the STR is not regarded as a breach of secrecy of
the transactions and it should not entail any kind of liability on the company or its employees. Concerning
the Lawyers, according to instruction 5 of Resolution 108 of 2006 of the MOJ, the STR shall not be
regarded as a breach of professional secrecy. Pursuant to section 2, Article 4 of Circular No. 3 of 2007 of
the MEC, the STRs notified by the auditing offices to the FIU are not regarded as a breach of secrecy of
the transactions and it should not entail any kind of liability on the company or its auditing office staff.

721.  The requirements are not in line with the recommendation. Concerning liability, the concept of
good faith is not included for any of the DNFBPs.

722.  Prohibition against Tipping-Off (applying c. 14.2 to DNFBPs). Pursuant to Article 2.4 of
Circular No. 2 of 2007 of the MEC, a company and its employees should not warn the customer about
any suspicion on the transactions. According to instruction 9 of Resolution 108 of 2006 of the MOJ,
penalties have to be imposed following the provisions of the AML Law when employees of law offices
and firms alert the clients on the procedures being taken concerning them. Pursuant Article 13 of the
AML Law, this behavior is punished by imprisonment for a period not exceeding one year and a fine not
exceeding QR 3000. Pursuant to Article 2.6 of Circular No. 3 of 2007 of the MEC, the auditing office or
its staff should not warn the customer about any suspicion on the transactions. The DNFBPs met by the
mission are generally not aware of this requirement and no penalties have ever been imposed.

723.  The requirements are not in line with R. 14. In addition to the legal persons and their employees,
they have to apply to directors and officers. Concerning liability and for every DNFBPs, the concept of
good faith is not included. Concerning ‘tipping off’, in addition to being unclear and incomplete
concerning the information related to the STR, the provisions of the Circular No.2 of 2007 do not take
into account the prohibition from disclosing the fact that information related to an STR is provided to the
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FIU. Resolution 108 of 2006 indicates that penalties have to be imposed following the provision of the
AML Law. But the Article in the law that may be considered to deal with tipping off is unclear. Indeed,
according to Article 4 of the AML Law “workers at a financial establishment are prohibited from
informing their customers of the measures taken against them to combat money laundering”. Lawyers are
not workers in a financial establishment and there is no reference to the disclosure of an STR or related
information. So there is no legal basis for any penalties on lawyers concerning tipping off. In any event,
the current requirements are not enforceable in the absence of a STR obligation.

724.  Additional Element—Confidentiality of Reporting Staff (applying c. 14.3 to DNFBPs). There
are no legal or regulatory provisions to ensure that the names and personal details of staff of financial
institutions that make a STR are kept confidential by the FIU.

725.  Establish and Maintain Internal Controls to Prevent ML and TF (applying c. 15.1, 15.1.1 &
15.1.2 to DNFBPs). Pursuant to Article 2.2 of Circular No.2 of 2007 of the MEC, all companies have to
set policies and plans to combat economic offenses including the establishment of internal supervisory
measures and controls. Law offices and firms are required by Resolution No. 108 of 2006 of the MOJ to
lay down an internal system for combating money laundering and the financing of terrorism, by
implementing effective internal control procedures. They also have to follow up international
developments in the field of combating money laundering and terrorism financing. Pursuant to Article 2.4
of Circular No.3 of 2007 of the MEC, all auditing offices have to set internal auditing policies.

726.  There are no elements showing an effective implementation of those provisions. In addition,
circular No.2 of 2007 covers internal controls in relation to economic offenses, not specifically ML and
FT. Moreover, there is no reference to internal procedures and policies for the lawyers, to the scope of the
control and to the consideration of risk in the requirement of internal control for all DNFBPs. In addition,
there are no provisions that require to develop appropriate compliance management arrangements, such as
at a minimum the designation of an AML/CFT compliance officer at the management level.

727. Independent Audit of Internal Controls to Prevent ML and TF (applying c. 15.2 to
DNFBPs). There are no requirements for any DNFBPs to maintain an adequately resourced and
independent audit function to test compliance (including sample testing) with the internal procedures,
policies and controls to prevent ML and TF.

728.  Ongoing Employee Training on AML/CFT Matters (applying c. 15.3 to DNFBPs). Article
2.2 of Circular No.2 of 2007 of the MEC, sets out an obligation for all companies to organize training
sessions for the employees. Article 2.4 of Circular No.3 of 2007 of the MEC, sets out an obligation for
auditing offices to organize training programs for the auditing staff. There is no requirement of ongoing
employee training concerning lawyers in the Resolution No. 108 of 2006 of the MOJ, but only the
obligation to follow up international developments in the field of combating money laundering and
terrorism financing, according to instruction 8.

729.  Employee Screening Procedures (applying c. 15.4 to DNFBPs). There are no provisions
requiring DNFBPs to put in place screening procedures to ensure high standards when hiring employees.

730.  Additional Element Independence of Compliance Officer (applying c. 15.5 to DNFBPs).
There are no provisions asking for the AML/CFT compliance officer to be able to act independently and
to report to senior management above the compliance officer’s next reporting level or the board of
directors.
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731.  Special Attention to Countries Not Sufficiently Applying FATF Recommendations (c. 21.1
& 21.1.1). Pursuant to Article 2.5 of Circular No.2 of 2007 of the MEC, all companies have “to give
particular attention to the examination of financial relations and transactions concluded with countries
that do not apply or insufficiently apply those provisions”. Lawyers and law firms are required by
Resolution No.108 of 2006 to “give special attention to the business relations of persons or entities from
countries that do not implement these provisions or whose implementation thereof is insufficient”. There
are not such references in Circular No. 3 of 2007 concerning accounting offices.

732.  When they exist, the requirements are not clear. They refer to ‘countries that do not implement
these provisions’ and not to countries that do not or insufficiently apply the FATF recommendations, as
requested by the standards. Moreover, there is no evidence of effective implementation. There is no
information on the effective measures in place to ensure that DNFBPs are advised of concerns about
weaknesses in the AML/CFT systems of other countries. There is no requirement on actions to be
performed in case of transactions with no apparent economic or visible lawful purpose with those
countries.

733.  Examinations of Transactions with no Apparent Economic or Visible Lawful Purpose from
Countries Not Sufficiently Applying FATF Recommendations (c. 21.2): There are no specific provisions
to ensure that the background of transactions that have no apparent economic or visible lawful purpose is,
as far as possible, be examined, and that written findings should be available to assist competent
authorities.

734.  Ability to Apply Counter Measures with Regard to Countries Not Sufficiently Applying
FATF Recommendations (c. 21.3). There is no indication that Qatari authorities have the power to apply
counter-measures when a country continues not to apply or insufficiently applies the FATF
Recommendations.

735. QFC: DNFBPs that are registered in the QFC are considered as “relevant persons” and have to
comply with the AML Regulations and the AML Rulebook. It is the same regulations that apply to the
financial institutions registered in the QFC and the description and analysis under Section 3 apply.
According to Article 13 of QFC AML Regulations, reporting obligations do not apply where the “relevant
person” is a professional legal adviser and if the knowledge or suspicion or the reasonable grounds for
knowing or suspecting are based on information or other matter which came to it in privileged
circumstances. Privileged circumstances occurs when an information is communicated or given by the
client in connection with the giving of legal advice, when seeking legal advice or in connection with legal
proceedings or contemplated legal proceedings. The definition of "Professional legal adviser" includes
any person who may come into possession of information or other matter in privileged circumstances.

736.  The current definition of privilege circumstances may prevent the legal advisers licensed in the
QFC to report information related to the activities prepared for the client which are listed in R. 13
relatively to trust and company services. Overall, there is no evidence of effective implementation of the
requirements of R. 16 to the DNFBPs and no STR has ever been sent to the FIU. Moreover, as for
DNFBPs in the domestic sector, there is no legal basis for the FIU to receive and handle STRs from
DNFBPs of the QFC.
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4.2.2 Recommendations and Comments

. The law should be amended in order to require all relevant DNFBPs to report suspicious
transactions to the FIU and to enable the FIU to receive, analyze and disseminate those
reports. The amendment should also take into account the shortcomings identified in
section 3 regarding the STR mechanism for financial institutions, especially concerning
the current absence of requirements to report transactions linked relate to terrorism and
the absence of obligation to report attempted transactions not established by primary or
secondary legislation.

. For the domestic sector, the requirements concerning protection from liability and tipping
off should also be fully incorporated in the law. Regulations concerning internal controls
and countries that insufficiently apply the FATF Recommendations have to be
significantly strengthened. The scope of the MEC Circular No. 2 of 2007 has to be
reviewed in order to address all relevant DNFBPs and other professions where a risk of
ML or FT has been identified by the authorities. The MOJ should review the legal
framework on legal privilege in order for the lawyers to be able to report when
performing the activities listed in R.16 even in the case where there is no proof of crime
or offense but only a suspicion. The Resolution of the MOJ should also cover legal
advisers. Both regulations have to be reviewed in order to set out sanctions for non-
compliance. The AML/CFT compliance officer and other appropriate staff should have
timely access to customer identification data and other CDD information, transaction
records, and other relevant information.

o Concerning the QFC, the recommendations made in section 3 concerning the application
of R. 13, 14, 15 and 21 to financial institutions should also be implemented with respect
to DNFBPs. Lack of requirement to report regardless of whether transactions are thought,
among other things, to involve tax matters. In addition, the framework of the legal
privilege should be refined in order to avoid a lawyer from reporting suspicious
information he handles when providing the services to companies and trust that are listed
under R. 16.

4.2.3 Compliance with Recommendation 16

Rating Summary of factors relevant to s.4.2 underlying overall rating

R.16 NC In the domestic sector:
. No STR obligations set out in primary or secondary legislation.
° Ministerial regulations are not implemented and not enforceable.

. There are no adequate measures to prohibit a DNFBP from disclosing to third parties
the information it provides to the FIU.

. Provisions on internal controls and countries that insufficiently apply the FATF
recommendations are incomplete and not implemented.

° Legal advisers are not subject to the STR obligations.

. Provisions on the legal privilege of lawyers should be introduced.
In the QFC:

® Provisions on the legal privilege of lawyers should be refined.
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4.3 Regulation, supervision and monitoring (R.24-25)
4.3.1 Description and Analysis

737.  The State of Qatar criminalized gambling under Article 275 of the Criminal code. According to
chapter 11 of the Law No. 5 of 2002, the MEC is empowered to the supervision of companies. The MEC
is in charge of implementing Law No.30 of 2004 on the organization of the profession of verifying and
monitoring accounts. The MOJ is involved in exercising a monitoring role over the legal profession, as
per the Law on the Profession of Lawyer No.23 of 2006. In the QFC, the firms conducting authorized
activities are supervised by the QFCRA following the same AML Regulations than for the financial
institutions.

738.  Regulation and Supervision of Casinos (c. 24.1, 24.1.1, 24.1.2 & 24.1.3). There is no casino in
Qatar because this activity is prohibited and therefore there is no supervisory framework.

739.  Monitoring Systems for Other DNFBPs (c. 24.2 & 24.2.1). Domestic sector—General
framework of the monitoring systems: All companies in Qatar should be registered in the commercial
register held by the MEC. In order to operate, a registered company must then obtain a commercial
authorization issued by the Ministry of Municipal Affairs and Agriculture. A company also needs to be a
member of the Qatar Chamber of Commerce and Industry. The MEC is the main monitoring authority.
This consists in the authorization and renewal of licenses. Pursuant to Article 101 of Law No. 5 of 2002
on commercial companies, every company should submit annually to the Ministry the names of the
Chairman and members of the Board of Directors, their capacities, and their nationalities. Any company
should also notify the Ministry any change that might take place as soon as it occurs. Pursuant to Article
126, a company must submit to the Ministry the financial statements every year before the General
Assembly. The company must be audited by an internal auditor. He should submit a written report to the
Ministry in case he can not perform the tasks and obligations assigned to him.

740.  Chapter 11 of the Law No. 5 of 2002, empowers the MEC to conduct general supervision of
companies but does not address AML/CFT supervision. Employees designated by a resolution of the
Minister have the capacity of judicial officers and may verify violations of the provisions of the Law No.
5 0f 2002 or its implementing decisions. In case of the occurrence of any of the offenses stipulated in the
law, the judicial officers must report it in writing to the competent police station. The authorized
employees have the right to inspect the companies and examine their accounts. Chapter 12 of the Law
No.5 of 2002 lists penalties for non-compliance, including fines, jail and liquidation of the company.

741.  The implementation of the powers of monitoring and supervision of the MEC is weak if existent.
The unit in charge of the supervision of all companies and accountants in the country has only 5 staff. It
does not address AML/CFT and the circulars No.2 of 2007 to all companies and No.3 of 2007 to
accountants are not enforced. Practically the scope of Circular No.2 is so wide that it is not possible to
apply and to monitor it. Legally, those two circulars do not provide for any sanction. The authorized
employees of the MEC are not empowered to perform on-site supervision other than for the control of
accounts. The following paragraphs address the specific monitoring of each DNFBP authorized in Qatar.
With the exception of the legal professions, all other DNFBPs are subject to the MEC main supervision.
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742.  Real Estate Agents. In addition to the rules applicable to all companies, real estate agents have to
be authorized by the real estate registration department of the MOJ. No specific obligations or supervision
on AML/CFT requirements apply to them and there is no SRO of real estate agents. Nevertheless, the
MO issued Circular 13 of 2006 to the Registration Department's employees. The Circular provides
for the necessity of listed officials to report any suspicious case directly to the Manager of
Department. He is empowered to send STRs to the FIU. The Circular includes the "Suspicion
Report" form and a statement of the names of persons authorized to report STRs.

743.  Circular 13 of 2006 constitutes an attempt to include real estate transactions within the
AML/CFT reporting system. However, no STR has ever been submitted to the FIU. Moreover, the
MOJ does not have a full view of the financial transactions, may hardly be aware of the beneficial
ownership and has only a formal contact with real estate buyers and sellers. Hence, the control by the
real estate registration department cannot be considered as a substitute for the AML/CFT regulation
and supervision of real estate agents.

744.  Dealers in Precious Metals. As other companies, precious metals dealers have to be registered in
the commercial register held by the MEC. In addition, the Public Qatari Authority for Specifications and
Criteria is in charge of the control of the quality of the metals sold, the MOI gives an authorization to sell
gold. Exchange houses are permitted to engage in the purchase or sale of precious metals and gold
bullions. They are licensed and supervised by the QCB and are subject to the QCB supervision (see
section 3). There is no SRO for dealers in precious metals.

745.  The regulatory situation of precious metals dealers is uncertain. According to the QCB
regulations, a business that buys or sells gold should be regulated by the QCB but this does not appear to
be the case for all the businesses that buy or sell gold in Qatar.

746.  Dealers in Precious Stones. There is no specific AML/CFT regulatory or supervisory framework
for dealers in precious stones. They are regulated by the general rules that apply to all companies, as
described above.

747.  Accountants. The MEC is in charge of implementing Law No.30 of 2004 on the Organization of
the Profession of Verifying and Monitoring Accounts. The legal accountant has to obtain a license,
granted by the ‘Statutory Accountants’ Admission Committee’. The disciplinary board is in charge of
sanctioning accountants who violates their professional duties. Pursuant to Article 42, it may be seized by
the Ministry voluntarily or upon a complaint including the case of breaching the provisions of a regulation
respective to the Law No. 30 of 2004. A professional association of accountants was recently created in
Qatar. The membership is not mandatory and it has no self regulatory powers.

748.  Compliance with the obligations created by the circular of the Minister of Economy and
Commerce No. 3 of 2007 on AML/CFT procedures may not be enforced by the disciplinary board
because the circular does not provide any sanctions for non compliance and is not grounded in Law
No. 30 of 2004.

749.  Trust and company service providers. There is no specific regulatory or supervisory
framework for the trust and company service providers. They are regulated by the general rules that apply
to all companies. Authorities were unaware of the existence of TCSP in Qatar but evidence from domestic
TCSP websites was confirmed by domestic lawyers and accountants.
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Domestic Sector—Monitoring system for Legal Professions

750.  Lawyers. The MOJ is involved in exercising a monitoring role over the legal profession, as per
the Law on the Profession of Lawyer No.23 of 2006. As such, the MOJ is responsible for the licensing of
the Lawyers that have to be authorized by the Commission for the Admission of Attorneys. The Minister
of Justice issued a resolution No. 108 of 2006 regarding AML/CFT procedures in November 2006. Under
instructions 9 and 10 of Resolution No. 108 of 2006, lawyers and law firms are subject to penalties and
sanctions for not complying with this resolution. There is no bar association in Qatar, but there is an
association of lawyers with voluntary membership. Its principal objective is to promote the profession and
it has no regulatory powers.

751.  The general supervisory powers of the Department of Disciplinary Cases at the MOJ are very
limited. It only has the power to investigate attorneys for disciplinary violations committed by them at
the request of the Committee for the Admission of Attorneys, or any judge with regard to the
attorneys’ acts towards the court, or at the request of stakeholders. There is no possible on-site
supervision without an external request. So, the possibilities of AML/CFT supervision are limited.
The possibility of sanction is inexistent because the references to obligations and penalties referred to
in instruction 9 of the resolution are only for the observance of the AML Law and Law No. 23 of 2006
concerning the Advocacy Law. But the AML Law and the Advocacy Law do not envisage sanctions for
non-compliance with Ministerial Resolutions. Instruction 10 does not provide for specific sanctions or
legal basis either.

752.  Legal advisers. The legal advisers working for branches of international law firms are authorized
by the MOJ pursuant to a specific Resolution. They are subject to the supervision of the department of
disciplinary cases of the MOJ. But as for lawyers this supervision does not consist in on-site inspections.
Moreover, Resolution 108 of 2006 of the MOJ only applies to Lawyers. Accordingly, there is no legal
basis for the supervision of Legal advisers on AML/CFT requirements.

753. QFC : The activities performed by lawyers, accountants and trust and company service providers
are the only DNFBPs permitted and may operate in or from the QFC. While QFC Law provides for
dealing in precious metals as a permitted activity, the QFC Financial Services Regulations do not identify
dealing in precious metals as a regulated activity so this activity may not be conducted in or from the
QFC. Buying or selling real estate may only be performed on an ancillary basis. Firms that are licensed by
the QFCA and that are relevant persons are subject to the same AML/CFT requirements as authorized
financial institutions and are also supervised, in respect of AML/CFT by the QFCRA.

754.  There does not appear to be a clear strategy and sufficient human resources for the supervision of
the sector over the longer term. DNFBPs have to submit their AML/CFT procedures and are made aware
by the QFCRA of their obligations under the QFC AML Regulations. But the specificities of these
activities are not addressed at this point and no risk assessment of the sector has been performed. Some
weaknesses have also been identified in the monitoring process and particularly concerning the review of
the AML/CFT procedures during the licensing process.

755.  Except for the QFC and for the precious metals dealers supervised by the QCB, there is no
designated competent authority responsible for monitoring and ensuring compliance of DNFBPs with
AML/CFT requirements. In the case of Lawyers there is only a mechanism of sanction but it needs to be
activated by an external party and there is no legal basis to sanction non-compliance with AML/CFT
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requirements. There is no SRO in the State of Qatar. The following table summarizes the situation in
Qatar regarding supervision of DNFBPs:

Table 10. Monitoring System of DNFBPs

DNFBPs

Supervisory or
monitoring authority

Basis of the AML/CFT
requirements

Licensing process

Casinos

Real Estate Agents

Dealers in Precious
Stones

Lawyers

Legal advisers
Notaries

Accountants

TCSP

MEC
MOJ

QCB (Exchange
houses)

MEC

MOJ

QFCRA

MOJ

MEC

QFCRA

MEC

QFCRA

Prohibited

Circular No. 2 of 2007 —
MEC

QCB AML/CFT
Regulations

Circular No. 2 of 2007 —
MEC

Resolution 108 of 2006
QFC AML Regulations

No basis
Not a DNFBP in Qatar

Circular No. 3 of 2007 —
MEC
QFC AML regulations

Circular No. 2 of 2007 —
MEC
QFC AML regulations

MEC
MOJ

QcCB

MEC

MOJ

QFCA (licensing
process delegated to
QFCRA)

MOJ

MEC

QFCA (licensing
process delegated to
QFCRA)

MEC

QFCA (licensing

process delegated to
QFCRA)

756.  Sanctions: With the exception of the Exchange houses dealing with precious metals and
regulated by the QCB, no sanctions apply to DNFBPs for non-compliance with AML/CFT requirements
in the domestic sector. Circulars No. 2 and 3 of 2007 of the MEC make no reference to sanctions and
Resolution 108 of 2006 of the MOJ does not identify sanctions to be applied in case of non-compliance.
One possible sanction in relation with AML/CFT that could be applied to DNFBPs in Qatar is based on
the Article 186 of the Criminal code, which states that any person who knows about a crime or knows
about an attempt to perpetrate a crime at a time when he can prevent its perpetration, and has unjustifiably
abstained from reporting the crime to the competent authorities, shall be sanctioned by imprisonment for a
period that does not exceed 3 years and a fine not exceeding 10,000 riyals, or by one of these two
sanctions. In the same spirit, pursuant to Article 3 of the AML Law “a person is considered to have
committed a ML offense if that person has information, due to her work, that is related to a ML offense
stipulated in the previous Article and does not take the procedures stated in the law”. But these criminal
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sanctions are not relevant sanctions for a supervisor that has to ensure the compliance of a DNFBP with
the AML/CFT requirements.

757.  The QFCRA is empowered to impose sanctions on DNFBPs it supervises, in the same ways as
for financial institutions. The assessment of those sanctions is covered in section 3. At the time of the
assessment, no sanction had been pronounced against a DNFBP in the QFC.

758.  Guidelines for DNFBPs (applying c. 25.1). Outside the QFC, no guidelines have been issued to
assist the DNFBPs to implement and comply with AML/CFT requirements. No feedback has been
provided by the FIU to the DNFBPs. The AML Rulebook sets out guidance, common to all relevant
persons, essentially in the appendix 2 on risk assessment.

759.  In the absence of any STRs from DNFBPs, no specific or general feedback has been given by the
FIU (c.25.2).

4.3.2 Recommendations and Comments

] The authorities should consider reviewing their AML/CFT legal framework in order to
introduce requirements and sanctions compliant with the standard, and introduce a
supervisory framework.

o A designated competent authority responsible for monitoring and ensuring compliance of
each DNFBP with AML/CFT requirements should be established in Qatar, with adequate
powers and resources to perform its functions. As there is no legal basis for supervision
and no implementation, the authorities face different choices in order to supervise the
DNFBPs. They may consider creating a unique supervisor for all DNFBPs. It could be
faster and more efficient to implement than the establishment of a specific supervisor for
each profession. It could enable a better programming of controls and allocation of
resources according to a risk assessment of the whole DNFBP sector. The MOJ should be
the only exception to this unique supervisor. It should implement a mechanism enabling
the supervision of the compliance of lawyers and legal advisers with AML/CFT
requirements.

o Guidelines should be established by the FIU and the QFCRA in order to specifically
assist DNFBPs to implement and comply with their respective AML/CFT requirements.
Feedback has to be given to DNFBPs on the STRs received by the FIU. Regardless of the
STR received, the FIU should provide general information on current techniques,
methods and trends or sanitized examples of actual money laundering and FT cases.
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4.3.3 Compliance with Recommendations 24 & 25 (criteria 25.1, DNFBP)

Rating Summary of factors relevant to s.4.3 underlying overall rating

R.24 PC (] No supervision and no sanction for non-compliance with the AML/CFT
requirements in the domestic sector for all DNFBPs present in the country.

. The QFC regime is too new to be tested for effective implementation'”.
R.25 NC (] No specific guidelines have been issued to assist DNFBPs.
° No feedback has been provided by the FIU.

4.4  Other Non-Financial Businesses And Professions & Modern-Secure Transaction Techniques
(R.20)

4.4.1 Description and Analysis

760.  Circular No. 2 of 2007 of the MEC covers all companies operating in Qatar.

761.  Other Vulnerable DNFBPs (applying R. 5, 6, 8-11, 13-15, 17 &21 c. 20.1). Domestic sector:
Car dealers are explicitly mentioned in the STR form elaborated by the FIU. But for the domestic sector,
the Qatari authorities have not conducted an assessment of the risk of professions other than DNFBPs of
being misused for ML or FT. The current approach taken by the MEC with its Circular No.2 covers all
companies operating in Qatar on an indiscriminate basis. It is not efficient because it puts an unnecessary
burden on some businesses where there are clearly no major risks of ML or FT. Moreover, it is not
implemented and the MEC has no power of supervision and sanction in case of non-compliance.

762.  QFC : The QFC authorities have decided to apply the AML Regulations and AML rulebook to a
broader range of activities than DNFBPs like tax and consulting services. The QFC has developed a risk
based approach in assessing the possibility to require other non-regulated professions to comply with the
AML/CFT obligations. The QFCRA has assessed that other firms licensed by the QFC, like executive
search firms and media relations firms constitute a significantly low ML/FT risk. The assessment is more
nuanced for ship broking and shipping agents. They are currently not considered “relevant persons” but
no company has ever requested any license to perform this activity and the QFC may review its policy if
the activity develops and risks are identified.

763.  Modernization of Conduct of Financial Transactions (c. 20.2). Doha’s Securities Market
Committee’s Decision No. 16/3 of 2005 on the instructions concerning the procedures for the prohibition
and combating of ML and FT is intended to reduce the reliance on cash. Indeed, pursuant to this decision,
cash payments to companies and brokerage firms shall not exceed 30,000 riyals or the equivalent in
foreign currency and the companies and brokerage firms shall notify the Market in case of any cash
payment below this threshold. But no reports have been submitted to the Market. On a general
perspective, the economy is still strongly reliant on cash. The highest bill denomination is 500 riyals.
From 2002 to 2005, the share of this denomination in the total currency in circulation has increased and
now accounts for more than 77% of the total value. The currency in circulation increased of more than
60% during the same time.

'7 In March 2008, the QFCRA informed the assessment team that it had recently conducted a number of supervision
visits of DNFBPs.
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764.  With the exception of the DSM, the authorities did not provide any other information on
measures taken to encourage the development and use of modern and secure techniques for conducting
financial transactions that are less vulnerable to ML.

4.4.2 Recommendations and Comments

° The authorities should conduct a risk assessment for the other non-financial professions.
This should enable to focus AML/CFT efforts on the professions that pose a money
laundering or terrorist financing risk and to move away from the indiscriminate approach
illustrated by Circular No. 2 of 2007 of the MEC.

. The authorities should introduce measures to reduce reliance on cash. They should also
assess the risks associated with the currency changeover following the Gulf monetary
union planned for 2010.

4.4.3 Compliance with Recommendation 20

Rating Summary of factors underlying rating

R.20 PC (] No risk assessment has been conducted in the domestic sector.

° Qatar has not taken meaningful steps to encourage the development of modern and
secure techniques for conducting financial transactions that are less vulnerable to
money laundering.
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5 LEGAL PERSONS AND ARRANGEMENTS AND NON-PROFIT ORGANIZATIONS
5.1 Legal Persons—Access to beneficial ownership and control information (R.33)
5.1.1 Description and Analysis

765.  Measures to Prevent Unlawful Use of Legal Persons (c. 33.1). Domestic Sector: A
description of the types of legal persons that may be created in the State of Qatar is contained in Part 1 of
this report. Registration of Companies is governed by Law No.(5) of 2002 as amended by law No.(16) of
2006. This Law allows the creation of joint partnership companies, simple partnership companies, joint
venture companies, shareholding companies, limited share partnership companies, limited liability
companies, individual companies and holding companies.

766.  Pursuant to the law mentioned above, legal persons must register with the MEC and, in order to
do so, must provide the following information: (i) the name of the company, its purpose, headquarter, and
branches if any; (ii) the name of every partner, his or her profession, title, and surname when available,
nationality, date and place of birth; (iii) the company's capital, its distribution and the share each partner is
committed to submit in cash, in kind, or rights with others; (iv) the date of the company’s establishment
and its duration; (v) the method applied in managing the company and a statement of the names of those
who are authorized to sign for the company and the extent of their powers; (vi) the beginning and end of
the company's fiscal year; and (vii) the procedure applicable to the distribution of profit and loss.

767.  According to the authorities, when a company is registered the commercial register must also
seek all the appropriate information on nominees, authorized representatives and ensure that they do not
act as “fronts” for other intermediaries o on their behalf. The identity of the underlying beneficial owners
should be obtained.

768.  The commercial register verifies the information provided against valid identity documents at the
time of registration. The law requires any change to be notified to the commercial register annually and
approved by the authorities.

769.  Branches of foreign companies: Companies may be registered in Qatar without having to
incorporate locally but at least 51% of the shares must be held by Qatari residents. Branches may be
registered on the basis of their Memorandum of Association and must provide a proof of the commercial
registration in their country of origin. In such cases, a copy of the company’s decision to establish a
branch the Power of Attorney issued in favor of the resident and a guarantee from the parent company to
meet all of the obligations of the company in the State of Qatar, are required and must all be legalized.

770. QFC: The QFCRA regulates and supervises the full spectrum of financial services activities
conducted in or from the QFC. At the time of the visit, few companies were licensed under the QFC.
Article 11 of the QFC Law provides that to operate in or from the QFC, a firm must be (i) incorporated or
registered with the QFC Companies Registration Office (CRO); (ii) licensed by the Qatar Financial
Center Authority, and (iii) in the case of regulated activities, authorized by the QFCRA. The applicant
firm must demonstrate their ability to comply with the QFC's standards and requirements. Only one
submission to the QFCRA is necessary. The QFCRA then co-ordinates the process, including that for
licenses issued by the QFC Authority. Authorized firms (i.e. those authorized to conduct relevant
financial services activities) are supervised by the QFCRA which may take enforcement or disciplinary
action for non-compliance with applicable laws and rules.
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771.  The CRO maintains a central register of all LLCs, LLPs and branches operating in or from the
QFC. This register provides details on ownership, management, registered office, principal
representatives etc, and is available, free of charge, to the public through the website of the QFC
Authority (www.qfc.com.qa).

772.  Access to Information on Beneficial Owners of Legal Persons (c. 33.2). Domestic Sector. As
mentioned above, legal persons are required to be registered in the commercial register which is held by
the MEC. The commercial register is a system of central registration where the main ownership and
control details for all companies registered in the domestic sector are maintained. All information stored
in the commercial register database is accessible to the investigatory authorities (see Recommendation
27). Furthermore, the QCB developed a direct link with the commercial register, which enables it to have
immediate access to all relevant information on the ownership of legal persons. This link will also be
made available to the FIU in the near future. When this is set up, it should enable the FIU, in addition to
all law enforcement agencies and the QCB, to have timely and adequate access to information on
beneficial ownership and control for legal persons. Such an access could also prove useful to other
authorities, such as the DSM.

773.  QFC: The information on ownership and control of entities in the QFC is publicly available, and
therefore immediately accessible to all relevant authorities, on the QFCRA’s website (www.qfcra.com).

774.  Prevention of Misuse of Bearer Shares (c. 33.3). Domestic Sector: Article 97, paragraph 2 of
the Qatari Commercial Code expressly stipulates that the shares of companies established in Qatar must
be nominal. Consequently, the issuance of shares in bearer form is not permitted in Qatar.

775.  QFC: Bearer shares are not recognized in the QFC either. The Companies Regulations require
each LLC to maintain a register of all of its members (Article 19 of the Regulation). A person must be
included in the register to be a member of the company and therefore to be the owner of the shares.

776.  Additional Element - Access to Information on Beneficial Owners of Legal Persons by
Financial Institutions (c. 33.4). Domestic sector: Access to commercial register is not accessible to
financial institutions through Internet, but information on beneficial owners can be retrieved from the
commercial register premises.

777.  QFC: The CRO, providing details on ownership, management, registered office, principal
representatives etc, is available, free of charge, to the public through the website of the QFC Authority
(www.qfc.com.qa).

5.1.2 Recommendations and Comments

. All relevant authorities currently have access to the information on control and beneficial
ownership of legal persons, either through the powers granted to the law enforcement
agencies, or, in the case of the QCB, through a direct electronic link to the central
register; the authorities are nevertheless encouraged to enhance the timeliness of the
access by providing the FIU and the DSM an electronic link to the register of
commerce’s database (as is already the case for the QCB).
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5.1.3 Compliance with Recommendations 33

Rating | Summary of factors underlying rating

R.33 | LC . Domestic sector: timeliness of the FIU’s and DSM’s access to beneficial ownership
and control information should be improved by establishing a direct electronic link
to the commercial register database.

5.2 Legal Arrangements—Access to beneficial ownership and control information (R.34)

5.2.1 Description and Analysis

778.  Domestic sector: The Qatari legislation does not provide for the creation of trusts or other similar
legal arrangements. At the time of the assessment, there was no information available that would indicate
that the private sector holds funds under foreign trusts and/or provides other trust services.

779.  Measures to Prevent Unlawful Use of Legal Arrangements (c. 34.1). QFC: The Trust
Regulations No 12 was issued by the QFC Authority on 26 February 2007. It provides for the creation of
trusts under the QFC laws. The Trust Regulations, consisting of 13 parts and 68 articles, sets out inter alia
the requirements for the creation of trusts, the duties and powers of the trustee, and the rights and interests
of the beneficiaries and the termination of trusts. It also specifies the role of the QFC Tribunal in the
administration of QFC trusts. The Trust Regulations defines trusts as “a right, enforceable solely in
equity, to the beneficial enjoyment of property to which another person holds the legal title” and is
applicable to express trusts, charitable trusts, non-charitable trusts and trusts created pursuant to law or
judgment that requires the trust to be administered in the manner of an express trust. The Trust
Regulations also provides for the creation of trusts under another governing law, as well as for the
recognition of foreign trusts.

780.  There are no requirements set out under the Trust Regulations to obtain, verify, or retain
information on the beneficial ownership and control of trusts. In particular the settlor, trustee, and
beneficiaries of trusts are not recorded anywhere and there are no requirements as to where the trust deeds
should be kept'®.

781.  Access to Information on Beneficial Owners of Legal Arrangements (c. 34.2): The Trust
Regulations does not set out any measures that would enable the competent authorities to have adequate,
timely and accurate information on express trusts, including information on the settlor, trustee and
beneficiaries.

782.  As discussed under Recommendation 28 and according to the CPC, law enforcement agencies
such as the SSB and the ECPD have powers to compel production of financial records, trace property
ownership, search premises for evidential material and summons a person to give evidence under oath.
Accordingly, law enforcement agencies have some powers to obtain access to information on the
beneficial ownership and control of certain legal arrangements.

"% In case a trust whose governing law is the QFC Law engages in the business activities specified in schedule 3 of
the QFC Law, it would be subject to the legal framework analyzed in the previous sections on financial institutions
and DNFBPs.
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5.2.2 Recommendations and Comments

783.  According to the CPC, law enforcement agencies have the powers to compel production of
financial records, trace property ownership, search premises for evidential material and summons a
person to give evidence under oath which will allow them to access information on beneficial ownership
and control of trusts. However, the mechanisms to obtain and have access in a timely manner to beneficial
ownership and control of trusts, and in particular the settlor, the trustee, and the beneficiaries of trusts are
not in place. There is considerable scope to improve the process to enable competent authorities to obtain
or have access in a timely fashion to such information. Considering the above, it is recommended that the
QFC Authority and the QFCRA:

U Review the CDD requirements with respect to trusts to ensure that they are in conformity
with the new Trust regulations.

. Take measures that enable the competent authorities to have adequate, accurate and
timely information on trusts created under QFC, including accurate, current and adequate

information on the settlor, trustee and beneficiaries.

5.2.3 Compliance with Recommendations 34

Rating Summary of factors underlying rating

R.34 PC (] Absence of mechanisms to obtain, verify, or retain information on the beneficial
ownership and control of trusts in a timely manner, and in particular with regard to
the settlor, the trustee, and the beneficiaries of trusts.

° Absence of measures to enable the competent authorities to have adequate, timely
and accurate information on trusts, including information on settlor, trustee and
beneficiaries.

5.3 Non-profit organisations (SR.VIII)
5.3.1 Description and Analysis

784.  Types of NPOs. Law 12 of 2004 on private institutions and associations distinguishes between
three different types of NPOs: the associations, the professional associations and the private institutions.
The associations are defined as “a team including normal or considerate people participating altogether in
a humane, social, cultural, scientific, professional or charitable activity, the purpose of which does not
include material profits or political affairs.” A sub-group of associations, the “licensed charitable
associations”, was created by an instruction issued by the Civil service and housing affairs Ministry on
Charitable societies. There are 11 listed licensed charitable associations. The professional associations are
defined as “an assembly joining people working in the same field organized by the law.” The private
institutions are defined as “private facility established by one or more normal or considerate people in
order to achieve one purpose or more purposes of the private or public utility for an unlimited period of
time. Its goals do not include achieving material profits or working in the political affairs.”

785.  The QFC enables NPOs to be established in the form of a charitable trust under the Trust
Regulations. According to Article 25 of the Trust Regulations, “A Charitable Trust may be created for the
relief of poverty, the advancement of education or religion, the promotion of health or art, the protection
of the environment, or any other purposes which are beneficial to the general public.”
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786.  Review of the NPOs that can be abused for FT (applying c. VIIL.1). Domestic sector. In light
of international developments, the authorities reviewed the domestic laws and regulations on NPOs and
decided to enact the Law 12 of 2004 on Private Institutions and Associations and the Law 13 of 2004 on
the Foundation of the Qatari Authority for Charitable Activities (QACA). In 2006, a further review led
the authorities to impose new obligations on NPOs that are considered at risk of being misused for FT, the
charitable and humanitarian societies (charities). This decision resulted in Resolution 17 of June 11, 2006
issuing instructions related to the combating of ML and FT. As a registration authority, the Ministry of
Civil Service and Housing Affairs has information on the general evolution and size of the NPO sector.
The QACA has relevant information on the activities and size of the charities. Regular meetings with the
FIU, the charities and foreign bodies involved in charities supervision, enable the QACA to have access
to updated information on the sector’s potential vulnerabilities to terrorist activities. At the beginning of
2007, the QACA signed a Memorandum of Understanding with the Charities Commission for England
and Wales, aiming to promote institutional cooperation and training.

787.  QFC. At the time of the visit, the Trust Regulations was open for consultation. The QFC did not
conduct any review of the domestic non-profit sector.

788.  Outreach to the NPO sector concerning FT issues (Applying c. VIIL.2). Domestic sector.
Several measures have been taken by the authorities to raise awareness of the charities sector about the
risks of terrorist abuse. This has mainly been done through the issuance of Resolution 17 of 2006 and
meetings with all the charities to explain the objectives of the legal framework. On an ongoing basis, a
working group composed of the FIU and the QACA has been established to ensure that charities
understand the AML/CFT regulations. The charities also took part in a national workshop organized in
February 2007 by the UNODC on the promotion of the universal instruments against terrorism. The
creation of the QACA as a supervisory authority for the charities in 2004 and the supervision and
communication that followed have enhanced the transparency. The QACA provides guidance for the
associations and regularly holds coordinating meetings. It encourages charities to provide donors with a
better understanding of the charity sector and monitors fundraising activities. Moreover, the QACA
regularly issues warnings in the media on the rules and risks of fundraising.

789.  QFC. At the time of the on-site visit, charitable trust were not authorized in the QFC. The Trust
Regulations was issued on February 26, 2007 enabling the creation of QFC Trusts. The QFCRA did not
undertake outreach to the NPO sector concerning FT issues during the drafting process of the QFC
Regulation No. 12 and the QFCRA did not plan any outreach at the time of the visit.

790.  Supervision or monitoring of the NPO sector (Applying c. VIIL.3). Domestic sector. Law 12
of 2004 requires for NPOs to be registered and sets out a general monitoring framework. Pursuant to
Article 8 of the Law, the Ministry of Civil affairs and housing accepts the request for registration and
declaration on the basis of a decision made by the Minister and adopted by the Council of Ministers.
NPOs have to maintain information on the purpose and objectives of their stated activities (Articles 4 and
5) and the identity of the founders (Article 4). Any modification of the purpose has to be notified to the
Ministry of Civil Service and Housing Affairs. According to Article 22 of Law 12 of 2004, the Minister
has to be informed about the session of the general assembly of every NPOs, and should send a
representative to attend the general assembly sessions. The general assembly is typically in charge of the
election of the members of the board of directors and of the adoption of annual financial statements
(Article 19). All activities and accounts of the assembly are subject to the supervision of the Ministry
(Article 32). If the purpose of an NPO is humanitarian or charitable, it has to be authorized by the QACA.
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The Ministry records all the information submitted by the NPOs. If NPOs do not comply with the
obligations set out in the Law, the Minister can dissolve or suspend its board of directors and assign a
temporary board for no more than a year if that serves the public interest and achieves the NPO’s
purposes (Law 12 of 2004, Article 35). Finally, Article 31 of the Law imposes strict monitoring measures
of all NPOs’ international activities. It requires a written approval by the Ministry of Civil Service and
Housing Affairs, as well as communication of documents, for every financial transaction conducted with
a foreign counterpart.

791.  According to the QACA Resolution 17 of 2006, the private institutions and associations which
have charitable and humanitarian objectives shall record all financial transactions, both locally and
internationally and maintain them for a period of at least fifteen years. They have to respond promptly to
requests for information received from the QACA, the courts or any other body authorized by law. These
records must allow for the retrieval of all relevant information including the amount, currencies, type and
date of the operation, place to which the remittance is made, the identity of the beneficiary, as well as any
other required documents such as photocopy of the passport or identity card and the account number.
These documents should be made available for inspection by the competent bodies upon request. The
QACA has established an archive for documents relevant to charities including the identity of all NPOs’
personnel, members of the Board of directors and other officials and annual financial statements. A
database maintained by the QACA includes all the correspondence. The authority keeps these documents
for 15 years. Pursuant to the QACA Circular 1 of 2005, every transaction outside the country has to be
documented and justified, the beneficiary has to be identified and the identity verified by the local Qatari
or GCC embassy. The documents are communicated to the QACA for approval.

792.  Inaddition to the 11 licensed charitable societies, six other institutions are under QACA’s
supervision. Four of those 17 NPOs are developing projects abroad. According to Article 24 of the Law
13 of 2004, a decision of the Emir may exempt any NPO from the supervision of the QACA. On-site
supervisions were originally conducted by the QACA alone and more recently in conjunction with a
major auditing firm. The on-site audit done by QACA extends to international projects, with an
assessment of the completion of the project in the receiving countries. In addition to the request for
monthly completion reports, QACA’s department of projects made on-site visits to Yemen, Afghanistan
and Mauritania in 2006. The staff of the department of projects has been trained with regard to ML and
TF threats and staff of the internal audit department of the QACA has taken part in some missions.

793.  Article 18 of Law 13 of 2004 establishing the QACA criminalizes with a maximum imprisonment
of one year and a fine not exceeding fifty thousand Riyals the “collection of grants or the transfer of
money abroad or granting or accepting loans, donations, grants, legacies, or entails, in violation of this
law”. In all cases, the funds in dispute must be seized. On-site inspections have already taken place with
regard to about two thirds of the charities. After the inspection a draft report is submitted to the senior
management of the NPO for feedback and comments. If an issue is not solved at this point the violations
are mentioned in the final report that is submitted to the president of the QACA, who may then apply a
sanction. The QACA has already imposed steps to be taken in order to address shortcomings with
sanction if they are not followed upon. So far, all recommended action have been followed up and
therefore there was no need for additional sanctions. The imposition of sanctions would not prevent other
legal measures, including penal measures.

794.  The Qatari framework regarding monitoring and supervision of NPOs is well developed and the
effective implementation has already begun. The on-site supervision of the international projects, which is
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already performed, may benefit from being conducted in a more systematic and structured basis, to ensure
that funds have been spent in a manner consistent with the purpose and objectives of the charities. In
addition, Article 6.6 of the Resolution No. 17 of 2006 is unclear. It refers to a team composed of FIU and
QACA staff that inspects charities’ AML/CFT procedures and verifies the compliance with the
Resolution. This article is currently not implemented and the supervisory power is exercised by the
QACA only, whereas the joint FIU-QACA team is currently dedicated to raising the awareness of the
sector to ML and FT risks. Finally, the possibility offered in Article 24 of Law 13 of 2004 to exempt an
NPO from the QACA supervision may prevent the full transparency of the charities sector.

795.  QFC. There is no monitoring and supervision of charitable trusts that are governed by QFC
Law'®. There is no obligation for charitable trusts created in the QFC to report to QACA or the QFCRA or
to make publicly available the information on their purpose and objectives or the identity of persons who
own, control or direct their activities. Moreover, no specific oversight measures or rules have been
established for charitable trusts. They are not licensed or registered and there is no obligation to keep
records.

796.  Information gathering and investigation (Applying c. VIIL.4). Domestic sector: Resolution
No.17 of 2006 which sets out instructions related to the combating of money laundering and terrorism
financing also requires charities to verify the identity of any natural and legal person they are in relation
with, and to conduct ongoing diligence. The Resolution further imposes on charities the obligation to
verify the seriousness and validity of all financial transactions whose amounts exceed 100 000 Riyals. In
addition, charities have to set up control procedures and training programs, appoint a compliance officer
and report to the FIU when a suspicious financial transaction is detected. In case of breach of any of these
obligations, the offending charity shall be punished according to the provisions of Chapter 5 of the Law
No. 13 of 2004 (that includes seizure of funds, fines and prison) and the AML Law concerning the
combating of money laundering. Domestic cooperation, coordination and information sharing take place
under the NAMLC, and also on a bilateral basis between the QACA, the FIU, the PPO and the Qatari
embassies abroad.

797.  In addition, QACA receives the lists issued by the former Coordination Committee and the
current NCT to implement Resolution 1373 and it circulates them among the associations and private
institutions, requiring abidance by them, adoption of due diligence and suspensions of any dealing with
the individuals, entities or organizations identified in the lists. In case of a positive match, the information
must be forwarded to the NCT for the implementation of UNSCR 1373 to take the appropriate measures.
At the time of the mission, no case had been transmitted to the Coordination Committee.

798.  Resolution 17 of 2006 sets up a comprehensive framework for information gathering and
investigation that goes beyond the standards. These provisions may assist the effective investigation and
information gathering within the charities sector. To date, no STR has been sent to the FIU. Some
elements may require further attention. Indeed, the identification process has some shortcomings. Under
Resolution 17 of 2006, every donor has to be fully identified even for a one-riyal donation. This
obligation does not appear to be enforced or realistically enforceable. Currently, the charity takes the

' In case a charitable trust whose governing law is the QFC Law engages in business activities specified in schedule
3 of the QFC Law, it will be subject, as any other legal person, to the legal framework analyzed in the previous
sections on financial institutions and DNFBPs. The QFC Law do not however specifically address the vulnerabilities
of charitable trusts to abuse by terrorists as is recommended by SR VIII.
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name, address and phone number of the donor and the full identification required by the Resolution is
effective above a 100 000 Riyals threshold. Moreover, the requirement to send STRs to the FIU is not
supported in the AML Law. According to Article 3.1 of the administrative order No. 1 of 2004
establishing the FIU, the FIU may receive suspicious transactions reports related to ML and FT from non-
financial professions. But the administrative order No.l of 2004 does not conform with the AML Law.
According to the law, it is the coordinator that should receive the STRs, whereas in the administrative
order it is the FIU. There are no legal or regulatory explanation of the relationship between the FIU and
the coordinator. But more importantly, the administrative order No.1 has no legal basis. Indeed, Article 20
of the AML Law only authorizes the MOI to issue executive resolutions of the provisions of this law. No
legal provisions give any power to the Committee to issue resolutions. Consequently, even if the charities
are obliged to send STRs under Resolution 17 of 2006, the FIU has no power to receive, analyze and
disseminate those STRs.

799.  QFC. Concerning charitable trusts whose governing law is QFC law, there is no possible
effective information gathering or investigation since there is no registration, licensing or reporting
requirements.

800.  Capacity to respond to international requests for information about an NPO of concern
(Applying c. VIIL5). Domestic sector: The authorities have designated the FIU as the administrative
point of contact for international requests for information about an NPO suspected of terrorist financing
or other forms of terrorist support. The FIU has ongoing relations with the QACA and information on a
particular NPO can be transmitted promptly.

801. QFC. The FIU will not be able to respond to international requests for information about
charitable trusts whose governing law is QFC law. The QFC will not be in a position to answer these
requests because there is no obligation for a charitable trust to be registered or licensed in the QFC.

5.3.2 Recommendations and Comments

802. Domestic sector: Overall, the measures which are being implemented in the domestic sector to
ensure that the NPOs cannot be abused by terrorist or terrorist financiers go beyond the requirements of
the standards and appear to be effectively implemented. The comprehensive regulations in place do not
appear to have had an adverse effect on the donations, as the total turnover of the sector is constantly
growing. The high level of transparency appears indeed to have contributed to increase the trust of
donors. Nevertheless, Qatar could continue to improve its framework, particularly by taking the following
actions:

° Review Resolution 17 of 2006 to make the identification requirements more realistic and
enforceable. The current working identification (name, address, phone number) should be
maintained for all transactions but charities should be required to undertake full
identification and verification above a particular threshold and/or when there is a
suspicion of money laundering or terrorism financing. This review should also clarify the
role of the QACA-FIU team;

. Review Law 13 of 2004 to suppress the possibility of exempting a charity from the
QACA supervision; and
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o Systematize on-site inspection of international projects to ensure that funds have been
spent in a manner consistent with the purpose and objectives of the charities. A risk
assessment of the projects could effectively enable the QACA to tailor the extent of such
on-site inspection and the staffing of the mission.

803.  Although it is not a requirement under the standards, review the AML Law to empower the FIU
to analyze and disseminate the STRs that the NPOs are currently required to file.

804. QFC: The Trust Regulations is not compliant with the requirements of SR VIII. It appears to be
inconsistent with the domestic sector’s strict legal and regulatory framework, which does not provide the
possibility for a QFC charitable trust to be domiciled in Qatar. Law 12 of 2004 defines private institutions
and associations strictly and QFC charitable trusts are not captured by these definitions. Law 13 of 2004
only gives QACA the power to control “the humane and charitable works done by the associations and
the private institutions” (article 4.2), and to control “the process of grant collection legalized for the
humane and charitable associations and private institutions, the individuals, and the other authorities that
are designated by a decision issued by the Council of Ministers” (article 4.4). This does not apply to the
QFC charitable trusts. In addition, the current legal framework for charitable trusts in the QFC creates an
opportunity to bypass regulations compliant with SR VIII in the legal framework of other jurisdictions.

805. In this context, it is recommended that the authorities:

. Revise Law 12 of 2004 with a view to broaden the definition of NPO in order to include
the QFC charitable trusts.

° Revise Law 13 of 2004 with a view to enable QACA to regulate and monitor charitable
trusts domiciled in Qatar.

U Revise the QFC Trust Regulations in order to comply with SR VIII, including in
particular, to license or register QFC charitable trusts and provide for appropriate
measures to sanction violations of oversight measures or rules by QFC charitable trusts.

° Promote effective supervision or monitoring of QFC charitable trusts. A memorandum of
understanding between the QFCRA and the QACA could be contemplated to delineate
the responsibilities of these bodies. The memorandum of understanding should also
ensure that the authorities can effectively investigate and gather information on QFC
charitable trusts, and enable them to respond to international requests for information
about a QFC charitable trust of concern.
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5.3.3 Compliance with Special Recommendation VIII

Rating Summary of factors underlying rating

SR.VIIL LC Domestic sector:
® Recent enactment of Resolution 17 of 2006 does not allow to fully assess the
effectiveness of supervision of the NPO sector®.

® There is a regulatory possibility of exempting a charity from QACA supervision.
QFC:

® The Trust Regulations creating charitable trusts is not compliant with SR VIII.

2 QACA has conducted a number of periodic and unannounced field inspections visits since the on-site mission, to
examine and check the accounts and records of the domestic NPOs. Reports including recommendations have been
sent and prohibition of financial assistance or financial transfers to some foreign NPOs have been pronounced. Field
visits have been performed abroad in order to verify that financial transfers are actually allocated to humanitarian
purposes. This confirms the effectiveness of the measures in place, as witnessed during the on-site visit (see
paragraphs 948 and 949).
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6 NATIONAL AND INTERNATIONAL CO-OPERATION
6.1 National co-operation and coordination (R.31)

6.1.1 Description and Analysis

806. Mechanisms for Domestic Cooperation and Coordination in AML/CFT (c. 31.1). Two
mechanisms were put in place to ensure the cooperation amongst the relevant authorities in the fight
against money laundering and terrorist financing, the NAMLC and the Coordination Committee in 2002
that was replaced in 2007 by the NCT.

807. NAMLC was established under the presidency of the Deputy Governor of the Central Bank. In
accordance with Article 8 of the AML Law as amended by Decree Law No 21 of 2003, the NAMLC
comprises two representatives of the MOI, including a director from the ministry’s specialized department
(currently the Director of the General administration of Immigration), a representative of the Ministries of
Civil Service Affairs and Housing, Economy and Commerce, Finance and Justice, as well as additional
representative of the QCB and the Customs and Ports general Authority. Although not specified in the
AML Law, the State Security Bureau (which is an independent body that reports directly to the Emir) is
also represented in the NAMLC.

808.  The statutory functions of NAMLC are the following: to prepare, adopt and follow-up the
implementation of AML plans and programs, to ensure coordination amongst the competent entities in
order to implement the provisions of the legislation and agreements related to AML issues, to follow the
international trends, propose the necessary measures in this regard, and prepare the necessary reports,
statistics and data on AML efforts (Article 9 of the AML Law).

809. NAMLC is currently chaired by the Deputy Governor of the QCB. The Director of the MoI’s
Immigration Department acts as deputy chairman. The head of the FIU acts as coordinator for the
NAMLC and spear-heads the dialogue amongst the members as well as communication with other
relevant bodies and agencies. The full NAMLC membership meets four times a year and additional
bilateral contacts between the individual members of the Committee occur on a frequent basis.

810. NAMLC is empowered by the AML Law to issue its own regulation (Article 8 as amended by
Article 1 of the Decree Law No. 21 of 2003). It used this prerogative on one occasion, with the issuance
of Resolution No.1 of 2004 which established the FIU (see write-up on Recommendation 26).

811.  Representatives of NAMLC (in most cases the head of the FIU acting as coordinator and/or the
deputy chairman of NAMLC) visited all the ministries of the Qatari government with a view to raise
awareness on AML/CFT issues, as well as to provide guidance on the AML/CFT framework and
information on the NAMLC’s role.

812.  The establishment of NAMLC in 2002 was timely and the Committee provides a useful platform
for an effective inter-ministerial dialogue and overall, the communication and coordination amongst the
members of the NAMLC appeared to be frequent. However, the NAMLC membership does not include
all the relevant authorities in the fight against money laundering and terrorist financing; in particular, the
Public Prosecutor’s Office, the securities market regulator’' and the recently established QFC. The Head

21 At the time of the onsite visit, the DSM was the competent regulator but its successor, the QFMA, was due to start
operating in April 2007.
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of the FIU, acting as coordinator for NAMLC, ensures that regular dialogue with these authorities
nevertheless takes place and that cooperation is effective. As an example of such cooperation, the
authorities mentioned that the draft QFC Regulation on AML/CFT was submitted to the head of the FIU
for comments before its finalization In practice, the information flow from NAMLC, on the one hand, to
the Public Prosecutor’s Office, the securities market regulator and the QFC, on the other, seems effective,
despite that fact that it relies solely on a purely informal basis. It nevertheless remains unclear to what
extent the input from these three authorities is sought and considered by the NAMLC before a decision is
taken. It would therefore prove useful to formalize the coordination and cooperation, for example, by
including representatives from all three authorities in NAMLC. The fact that the QFC is an independent
body which may adopt its own framework of civil laws should not be raised as an obstacle to closer
cooperation with the domestic authorities, because, pursuant to the Law No 7 of 2005, the QFC remains
bound by the Qatari criminal laws; it is therefore responsible for the implementation of the AML and the
CT Laws within its territory and is directly affected by the decisions taken by NAMLC. In these
circumstances, it would be appropriate to enable the QFC to partake in the national efforts to develop and
implement the AML and CFT laws, regardless of its independent status.

813. A second platform was established initially, in January 2002, with the establishment of an
interdepartmental committee, the Coordination Committee, in charge of the coordination of the
implementation of the UN resolutions on the fight against terrorism (Council of Ministers’ decisions of
January 12, July 7 and July 21 of 2002), then replaced by the National Committee for Fighting Terrorism
(the NCT), created pursuant to the Council of Ministers’ decision of March 26, 2007.

814.  The Coordination Committee which was in place from January 2002 until March 2007 comprised
representatives from the Ministries of Civil Service Affairs and Housing, Finance, Economy and
Commerce, Interior, and Justice, as well as representatives of the Islamic Affairs department and Awqaf,
the QCB and the Chamber of Commerce and Industry. Although it is not a permanent member of the
Committee, the MOFA is usually invited to attend the meetings. All members received the UNSCR 1267
lists of designated terrorist and the requests made under UNSCR 1373. The new NCT is composed of
representatives from the MOI, the Qatar Armed Forces, the State Security Bureau, the Internal Security
Force, the Ministry of Civil Service and Housing Affairs, the Ministry of Finance, the MEC, the MOJ, the
Ministry of Endowment and Islamic Affairs, the General Secretariat of the Council of Ministers, the
QCB, the General Authority of Customs and Ports, and of the Qatar Chamber of Commerce and Industry
(Article 1 of the abovementioned decision).

815.  The main functions of the NCT are to make plans and programs to fight terrorism, to coordinate
national efforts in the implementation of the obligations arising from UNSCR 1373 and to take action to
implement the obligations set out in the international conventions against terrorism to which Qatar is a
party (Article 3 of the same decision). The implementation of other relevant UNSCR, and in particular of
UNSCR 1267 and its successor resolutions, does not fall within the remit of the new NCT and is currently
unaddressed.

816.  The membership of the former Coordination Committee and of the current NCT represents all the
relevant authorities in the fight against money laundering and terrorist financing, with the notable
exception of the PPO, the DSM and the QFC. The authorities established that the QFC nevertheless
receives the updates to the 1267 list and the requests made by other countries through one of the members
of the NCT (and, previously, of the Coordination Committee). Since the QFC and the DSM are
responsible for the implementation of the AML/CFT measures, including the UNSC resolutions, within
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their remit, it would nevertheless prove useful to include them in the NCT membership in order to allow
them to participate in the discussions and be informed at the same time as the other members of the NCT.
This would ensure that no time is lost between the moment when the NCT receives the UN updates or
takes a decision on other designations and the moment when it informs the QFC and DSM.

817.  Operational coordination with respect to the implementation of the UNSCRs is in place but
should be further enhanced as mentioned above (and in the write-up for SR III).

818.  In conclusion, the two coordination committees, and NAMLC in particular, offer an appropriate
framework for domestic cooperation amongst most of the relevant authorities on ML and TF issues, with
the exception of coordination and implementation of UNSCR 1267. They would nevertheless benefit
from an enlarged membership and, in the case of the NCT, focus as a matter of priority on enhancing the
operational cooperation in the implementation of the UNSCRs.

819.  Additional Element—Mechanisms for Consultation between Competent Authorities and
Regulated Institutions (c. 31.2). No mechanisms have been put in place to ensure adequate consultation
of the financial and non-financial sectors that are subject to the AML/CFT measures.
820.  Statistics (applying R.32). No comprehensive statistics are held in this respect.
6.1.2 Recommendations and Comments
° The authorities should formalize the cooperation with, the QFC, the securities market
regulator and, if necessary, the Public Prosecutor’s Office, and seek to include them in

their efforts to develop and implement policies to combat money laundering and terrorist
financing.

. The authorities should ensure as a matter of priority enhanced cooperation in the
implementation of UNSCRs 1267 and 1373 (and their successor resolutions).

. Comprehensive statistics should be maintained.

6.1.3 Compliance with Recommendation 31

Rating Summary of factors underlying rating

R.31 LC ® There are mechanisms in place to ensure effective cooperation and coordination
amongst most of the relevant authorities in AML but they could be enhanced by
formally including the QFC, the DSM and, if necessary, the PPO.

® The coordination mechanism in place for the implementation of the UNSCR 1373 could
be enhanced in a similar way.

® There is no mechanism for the implementation of the UNSCR 1267.

6.2 The Conventions and UN Special Resolutions (R.35 & SR.I)
6.2.1 Description and Analysis

821. Implementation of Vienna Convention (Articles 3-11, 15, 17 & 19, c. 35.1). The Vienna
Convention has been ratified by the Qatari government through Decree No. 130 of 1990. The production,
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manufacture, extraction, preparation, offering, offering for sale, distribution, sale, delivery, brokerage,
dispatch in transit, transport, importation or exportation of any narcotic drug and psychotropic substances
have been criminalized through Law No. 9 of 1987 (as amended by Law No. 7 of 1998 pertaining to
combating drugs and dangerous mental effects and regulating their use and trade), in compliance with
Article 3 of the Convention. The money laundering offense also partially meets the requirements set out
in the Palermo Convention (see write-up on Recommendations 1 and 2). The State of Qatar has taken
measures to ensure that it has jurisdiction over the offenses committed in its territory (including
vessel/ships) by amending its criminal Code as well as to cooperate with other countries in a way which
broadly complies with Articles 4 to 10 of the Vienna Convention. It has also created the legal basis to
allow for the appropriate use of controlled delivery as required under Article 11 of the Conventions
(Article 425 of the CPC). It has not, however, taken measures with respect to commercial carriers, traffic
by sea, use of mail in compliance with Article 15, 17 and 19 of the Vienna Convention.

822. Implementation of Palermo Convention (Articles 5-7, 10-16, 18-20, 24-27, 29-31 & 34, c.
35.1). The Palermo Convention has not been ratified by the State of Qatar and participation in an
organized criminal group (Article 5 of the Convention) has not been criminalized.

823.  Money laundering has been criminalized and AML measures have been adopted but neither the
AML offense nor the relevant preventive measures are in full compliance with Articles 6 and 7 of the
Palermo Convention (see write-up on relevant recommendations). Legal persons may be subject to
criminal liability but this liability is only available for the money laundering offense, and does not apply
to the participation in an organized criminal group per se, nor to cases of corruption and obstruction of
justice and, thus, does not comply with Article 10 of the Palermo Convention. Money laundering and the
failure to comply with the preventive measures are subject to sanctions which are generally in line with
Article 11 of the Convention. Mutual legal assistance may be rendered in a number of cases and
confiscation, seizure and extradition are possible and broadly meet the requirements set out in Articles 10
to 16, 18 to 20 of the Palermo Convention, except with respect to organized crime. No measures have
been taken to ensure effective protection of witnesses who need and assistance to and protection of the
victims as required by Articles 24 and 25 of the Palermo Convention. General dispositions in the Criminal
Code aim at encouraging persons who have participated in a crime to cooperate with the law enforcement
authorities but in the absence of criminalization of organized crime, they do not apply as required by
Article 26 of the Convention. In the absence of ratification, international cooperation may not be rendered
on the basis of Article 27 of the Palermo Convention. Furthermore, the general framework for
international cooperation is not sufficiently broad to overcome the absence of ratification and, although it
provides the framework for international cooperation in the fight against money laundering, it is not
applicable in the fight against organized crime because the latter has not been criminalized in Qatar. The
absence of criminalization of transnational organized crime also entails that none of the measures required
under Articles 29 to 31 of the Palermo Convention have been taken.

824. Implementation of SFT Convention (Articles 2-18, ¢. 35.1 & c. I.1). The ICSFT has not been
ratified by the State of Qatar.”> Some of the measures it requires have been partially implemented in Qatar
through the adoption of the AML and CT Laws (see write-up under SR I).

22 By decision dated October 11, 2007, the Council of Ministers approved the joining of the International
Convention for the Suppression of Terrorist Bombings of 1997 and the International Convention for the Suppression
of the Financing of terrorism of 1999, subject to the reservations to some of the provisions regarding the referral to
international arbitration and the International Court of Justice.

2625



Annex 130

2626

194

825.  Ratification of CFT Related UN Conventions (c. I.1). Qatar has not yet signed the ICSFT. The
Council of Ministers has decided to refer this question to the competent authorities in Qatar to study the
provisions of the Convention with a view to Qatar’s accession to the Convention (fourth report of the
State of Qatar to the UN CTC, March 2006, S/2006/171). Terrorist financing has been criminalized but
lacks the level of detail required to fully comply with the requirements set out in the ICSFT. Other
requirements of the ICSFT have been partially implemented in the Qatari legislation with the adoption of
the AML Law and the CT Law (see the write-up under SR II for Articles 2-6 and 17-18: SR III for
Article 8; and SR V for Articles 7 and 9-18 of the ICSFT).

826. Implementation of UN SCRs relating to Prevention and Suppression of FT (c. 1.2). Qatar
regularly informs the UNSC of the progress made in the fight against terrorism: It submitted its report to
the UNSC 1267 Committee (in accordance with UNSC Resolution 1455 (2003)) on August 18, 2003%
and its reports to the UNSC 1373 Committee on October 28, 200224, March 10, 2004%° and March 17,
2006.%°

827.  An inter-ministerial committee, the NCT has been established amongst other things to ensure the
coordination of the implementation of UNSCR 1373, but no legal measures have been taken to ensure
that the authorities may rely on an effective freezing mechanism (see write up under SR III and Rec. 31).
As also mentioned, the NCT does not address coordination in the implementation of UNSCR 1267.

828.  According to the authorities, none of the persons and legal entities listed under UNSCR 1267
have been identified in Qatar. One of the legal entities designated under UNSCR 1267 was purported to
have a branch in Doha. A search was conducted and it appeared that the branch had been closed down and
that the legal entity listed had no accounts in the banks operating in Qatar. However, it would appear that
at least in one case the authorities did not provide the assistance required under UNSCR 1267 and offered
safe harbor to a foreign national listed under UNSCR 1267, in violation of their obligations under the
resolution (see also write-up under SR II).

829.  Additional Element—Ratification or Implementation of Other relevant international
conventions (c. 35.2). Qatar is also party to the 1998 Arab Convention for the Suppression of Terrorism.

6.2.2 Recommendations and Comments

830.  The authorities are encouraged to :

U Take the necessary measures to fully implement the Vienna Convention;
o Sign, become party to and fully implement the Palermo Convention;
] Sign, become party to and fully implement the International Convention for the

Suppression of Terrorist Financing; and

2 S/AC.37/2003/(1455)/66
2.8/2002/1211
5.8/2004/179
26.8/2006/171
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o Take the necessary measures to comply with and fully implement UNSCR 1267 and
1373 (and their successor resolutions) as recommended under SR 1I1.

6.2.3 Compliance with Recommendation 35 and Special Recommendation I

Rating Summary of factors underlying rating

R.35 PC

Qatar has partially implemented the Vienna Convention.

® ]t has not ratified nor fully implemented the Palermo Convention and the 1999 ICST.

Qatar is not party to and has not implemented the ICST.

Qatar has not fully implemented the UNSCR 1267 and 1373. Moreover, it acted in
violation of UNSCR 1267 on one occasion.

SR.I NC

6.3 Mutual Legal Assistance (R.36-38, SR.V)
6.3.1 Description and Analysis

831.  Widest Possible Range of Mutual Assistance (c. 36.1). The AML Law specifically provides
that legal assistance, coordination, joint cooperation and extradition should be provided in money
laundering investigations in accordance with the international agreements concluded by the State of
Qatar (Article 17 of the AML Law). The general framework for mutual legal assistance is set out in the
Criminal Procedure Code (CPC; Book V) and applies to the fight against money laundering.

832.  Other than extradition, the types of measures that may be taken on behalf of a foreign jurisdiction
are not clearly defined in the law. Article 427 of the CPC merely refers to a foreign country’s request “to
conduct an investigation through the Qatari judicial bodies”. The limitations are similarly broad; Article
428 of the CPC provides that a request for mutual legal assistance must be rejected when the procedures
sought are prohibited by law or in conflict with the principles of the general order of Qatar. It would
therefore appear that, subject to reciprocal agreement (Article 407 of the CPC), all the measures permitted
under the general dispositions of the CPC may be taken on behalf of a foreign State. This includes all of
the following acts:

. the production, search and seizure of information, documents, or evidence from financial
institutions, or other natural or legal persons (Article 29 of the CPC). It has to be noted
however that the production of banking records (including those held by QFC banks)
requires an authorization from the Governor of the QCB: neither the PPO nor the police
may order a bank to provide information on a customer’s bank account;

. the taking of evidence or statements from persons (Article 34 of the CPC);

o providing originals or copies of relevant documents and records as well as any other
information and evidentiary items;

o effecting service of judicial documents;

. facilitating the voluntary appearance of persons for the purpose of providing information
or testimony to the requesting country; and
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o identification, freezing, seizure, or confiscation of assets laundered or intended to be
laundered, the proceeds of money laundering and assets used for or intended to be used to
finance terrorist groups or organizations, as well as the instrumentalities of the money
laundering offense, and assets of corresponding value (Article 12 and 13 of the AML
Law; Article 15 and 21 of the CT Law).

833.  On this last point, it is worth mentioning that the AML Law does not specifically address the
instrumentalities of the predicate offense. Consequently, the identification, freezing, seizure or
confiscation of these instrumentalities would have to be the object of a separate request for mutual legal
assistance based on the predicate crime, thus creating an additional hurdle for the requesting State.

834.  Provision of Assistance in Timely, Constructive and Effective Manner (c. 36.1.1). The
authorities did not provide any information that would enable the assessors to establish that Qatar is able
to provide such assistance in a timely and effective manner.

835.  No Unreasonable or Unduly Restrictive Conditions on Mutual Assistance (c. 36.2). Pursuant
to Article 428 of the CPC, requests for mutual legal assistance are to be rejected if:

a. the required procedures are prohibited by law or in conflict with the general principles
applicable in Qatar;
b. the acts in respect of which the request is made does not constitute a crime under Qatari

law (unless the defendant agrees to the procedure, in which case the authorities may
undertake the measures required by the requesting State); or

C. the crime investigated is one for which extradition is not allowed under the Qatari
legislation (i.e., under the circumstances listed under Article 410 of the CPC. See write
up on R 39 below).

836. It results from the above (and from letter (b) in particular) that the Qatari authorities are not
entitled to grant the requested assistance in the absence of dual criminality. This entails that, although
money laundering is a crime under Qatari law, a request for mutual legal assistance will not be followed
upon if the underlying crime of the money laundering offense investigated or prosecuted in the foreign
State is not one of the predicate offenses listed under Article 2 of the AML Law.

837.  Although the conditions set out in the law are not unreasonable, disproportionate or unduly
restrictive per se, the combination of a strict dual criminality requirement and of the limited list of
predicate offense under Article 2 of the AML Law greatly limits the scope of the assistance that they
authorities may provide.

838.  Efficiency of Processes (c. 36.3). Request for mutual legal assistance are forwarded to the PPO
through the diplomatic channels (Article 427 of the CPC).The request must state the procedures and
investigations that are sought to be carried out as well as the legal provisions that apply, and must be
accompanied by any relevant document. The Public Prosecutor may then refer the request to the
competent judicial authority as appropriate. The law specifically provides that where prompt action is
requested, “the actions that are warranted by necessity may be taken before reception of the request and
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its attachment”, thus enabling the authorities to act even in the absence of all necessary documents
(Article 427 of the CPC).

839.  Provision of Assistance Regardless of Possible Involvement of Fiscal Matters (c. 36.4). The
conditions under which a request is to be rejected are defined under Article 428 of the Criminal Procedure
Law and do not encompass elements of a fiscal nature. 4 contrario, mutual legal assistance may be
granted even when the offense on which the request is made involves fiscal matters. This view was shared
by the authorities during the on-site visit.

840.  Provision of Assistance Regardless of Existence of Secrecy and Confidentiality Laws (c.
36.5). The banking secrecy applies to the relationship between a domestic bank and its customers and
covers any document or information received by the banks in conducting their services. The authorities
may nevertheless have access to the relevant information, providing however that the Governor of the
QCB agrees to lift the banking secrecy or, if criminal proceedings have been initiated, that the competent
court delivers the appropriate order on request of the public prosecutor. If the conditions for granting
mutual legal assistance are met, the Governor and the court cannot deny the authorities access to the
information.

841.  No other secrecy requirement may be opposed to the authorities in the other relevant sectors (both
domestic and within the QFC). The authorities may therefore have access to the information held by the
insurances companies, exchange houses, DSM, QFC companies other than banks (where the process
described above applies) and by the relevant DNFBPs (other than the information covered by the legal
professional privilege).

842.  Availability of Powers of Competent Authorities (applying R.28, c. 36.6). If the conditions for
rendering mutual legal assistance are met, the powers of the relevant authorities are also available for use
in response to requests for mutual legal assistance.

843.  Avoiding Conflicts of Jurisdiction (c. 36.7). The Criminal Procedure Code provides the
procedure applicable when the extradition of a person is requested by different jurisdictions (Article 416)
but does not deal with multiple requests for other types of mutual legal assistance.

844.  Additional Element—Availability of Powers of Competent Authorities Required under R28
(c. 36.8). There is no mechanism in place to ensure direct cooperation between the judicial and law
enforcement authorities of a foreign jurisdiction and the Qatari authorities other than through the Interpol
channels.

845.  International Cooperation under SR V (Criterion V.1 applying c. 36.1-36.6 in R. 36). The
CT Law does not specifically address international cooperation in the fight against terrorism and its
financing. The general framework for mutual legal assistance set out in the CPC (Book V) would
therefore apply. As mentioned above, this would entail that, subject to reciprocal agreement (Article 407
of the CPC), all the measures permitted under the general dispositions of the CPC may be taken on behalf
of a foreign State (see write-up under c. 36.1). However, it is worth mentioning the following on the
identification, freezing, seizure, or confiscation of funds and assets (Article 15 and 21 of the CT Law):
Since the TF offense does not refer to terrorist acts, nor to individual terrorists, the freezing, seizing and
confiscation measures that may be requested could not be granted in the case of terrorist funds other than
those collected for or provided to a terrorist organization. Furthermore, the scope of the TF offense is
limited to the financing of terrorist acts which are defined under the CT Law in a way that does not fully
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comply with the standard. These shortcomings also restrict the scope of the assistance that the authorities
may grant to another country.

846. It has been established that the authorities have signed a few reciprocal agreements with other
countries to enable them to cooperate more effectively in the fight against terrorism and its financing.
Furthermore, on one occasion, the authorities refused to cooperate in the arrest of a persons designated by
the UNSC Committee established pursuant to Resolution 1267 (see write-up under SR II).

847.  Criterion V.I applying 36.2. Article 428 of the CPC provides that a request for mutual legal
assistance is to be rejected if the required procedures are prohibited by law or in conflict with the general
principles applicable in Qatar (see write-up under 36.2 for remaining conditions). As mentioned under

SR 1I, the protection of the right of people to self-determination is anchored in the Qatari Constitution. It
may therefore be considered a fundamental principal under Qatari law. This principle was raised as an
obstacle to extradition in the case of a person against whom an arrest warrant was issued by Interpol and
who was subsequently designated by the UNSC 1267 Committee (see write-up under Recommendation
39). It is unclear whether requests for mutual legal assistance other than extradition were made but it
seems likely that, had such requests been addressed to the Qatari authorities, the latter would have refused
to provide their assistance as they did with respect to the request for extradition.

848.  In conclusion, although the restrictions mentioned in art. 428 CPC are not unreasonable or unduly
restrictive per se, the interpretation made by the authorities in the case mentioned above clearly is.
Effective implementation of UNSCR 1267 is mandatory and the UN member states have no discretion
with respect to the designations made under UNSCR 1267.

849.  Criterion V. I applying 36.1.1., 36.3, 36.4, 36.5, 36.6. In the absence of any specific disposition
in the CT Law (or other relevant text), the conditions under which the authorities may provide mutual
legal assistance in the fight against terrorist financing are the same as for any other type of crime: the
requests are forwarded to the PPO and the assistance may be granted under the conditions listed in the
CPC (Article 427 and 428); the fact that fiscal elements may be involved does not seem to be an obstacle
to the provision of mutual legal assistance. The shortcomings identified under recommendation 36 apply
equally under SR V. With respect to information regarding bank accounts, Article 20 of the CT Law
enables the public prosecutor to obtain “any information related to accounts or deposits or trusts or
treasuries or any transactions in the banks or other financial institutions if this is necessary to reveal the
truth in the cases to which the provisions of this law apply”. This would suggest that, in the fight against
terrorism and its financing, unlike the fight against money laundering, there is no need require the
Governor of the QCB to lift the banking secrecy in order to gain access to the relevant information.
However, it is unclear whether this faculty is also available when the information is requested by a
foreign state.

850.  The authorities did not provide any information on cases where mutual legal assistance has been
granted in the fight against terrorism and its financing. It has therefore not been established to the
assessors’ satisfaction that Qatar is able to provide mutual legal assistance in a timely and effective
manner, nor that the overall mutual legal assistance framework is implemented in an effective way.

851.  Additional Element under SR V (applying c. 36.7 & 36.8 in R.36, c. V.6). As is the case in the
AML framework, there are no dispositions that address multiple requests for mutual legal assistance and
no mechanism in place to ensure direct cooperation with foreign counterparts other than through the
Interpol channels.
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852.  Dual Criminality and Mutual Assistance (c. 37.1 & 37.2). Based on the discussions conducted
during the on-site visit, it seems that the Qatari authorities are reluctant to accede to a mutual legal
assistance request when the dual criminality requirement is not met, even for less intrusive and non
compulsory measures. It is unclear whether technical differences between the Qatari laws and those of the
requesting States have an impact on the delivery of mutual legal assistance.

853. International Cooperation under SR V (applying c. 37.1-37.2 in R. 37, ¢. V.2). In the absence
of any indication to the contrary, these comments apply to the fight against terrorist financing.

854. Timeliness to Requests for Provisional Measures including Confiscation (c. 38.1). The Qatari
authorities may freeze, seize, and confiscate on behalf of a foreign jurisdiction the assets laundered or
intended to be laundered, the proceeds of money laundering and assets used for or intended to be used to
finance terrorist groups or organizations, as well as the instrumentalities of the money laundering offense,
and assets of corresponding value (Article 12 and 13 of the AML Law as amended by Decree Law (21) of
2003; Article 15 and 21 of the CT Law). They are not, however, entitled to take similar measures with
respect to the instrumentalities of the predicate offense unless a separate request is made. Like other
measures taken at the request of a foreign State, the freezing, seizing and confiscation are subject to the
dual criminality requirement and could not be taken if the predicate offense is not criminalized in Qatar.
There is no requirement in the law to provide a response to a request for freezing, seizing and confiscation
in a timely fashion. No information was provided as to the effective timing of the responses.

855.  Property of Corresponding Value (c. 38.2). Should the object of the request no longer be
available for seizure, freezing or confiscation, the authorities do not seize, freeze or confiscate property of
a corresponding value.

856.  Coordination of Seizure and Confiscation Actions (c. 38.3). There are no arrangements in
place dealing with coordination of seizure and confiscation actions with other countries.

857.  International Cooperation under SR V (applying c. 38.1-38.3 in R. 38, c. V.3). Tracing of
funds may be conducted under Article 20 of the CT Law but, as mentioned under ¢.V.], it is unclear
whether the public prosecutor may have access to financial records detained by banks or other financial
institutions when acting on behalf of a foreign state.

858.  If “sufficient information is available on the seriousness of the accusation”, the public prosecutor
is entitled to order provisional measures with a view “to preventing the accused from disposing of his
assets or managing them” (Article 21 of the CT Law). The law also provides that the freezing order “may
encompass the assets of the spouse of the accused [and/or] his minor children “if these assets were in his
possession. It does not however provide further guidance on the notion of assets, nor on the level of
seriousness required. The law is equally silent on whether freezing orders may be taken at the request of a
foreign state, be it for the actual funds or property of corresponding value.

859.  Article 15 of the CT Law explicitly provides for confiscation in these terms: “it shall be ruled to
confiscate the seized things, assets, weapons and machinery resulting from or used in or could be used in
one of the crimes to which the provisions of this law apply taking into consideration the rights of bona
fide others”. Assets, however, are not clearly defined in the law which could entail that the practical
implementation of Article 15 may be somewhat difficult.
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860.  Asset Forfeiture Fund (c. 38.4) and Sharing of Confiscated Assets (c. 38.5). The authorities
have not considered establishing an asset forfeiture fund into which all or a portion of the confiscated
property would be deposited with a view to be used for law enforcement, health, education or other
appropriate purposes, nor have they considered the sharing of confiscated property between the agencies
whose coordinated action have led to the confiscation.

861. Additional Element (R 38)—Recognition of Foreign Orders for (a) confiscation of assets
from organizations principally criminal in nature; (b) civil forfeiture; and (c) confiscation of
property which reverses burden of proof (applying c. 3.7 in R.3, c. 38.6). Article 18 of the AML Law
specifically provides for the execution of final decisions issued by foreign jurisdictions to confiscate the
instrumentalities, proceeds or returns related a money laundering crime. However, the reference to “the
provisions of any agreements concluded or ratified by the State” entails that the conclusion of such an
agreement is a prerequisite to the enforcement of the confiscation order.

862.  Additional Element under SR V (applying c. 38.4-38.6 in R. 38, ¢ V.7). No consideration was
given to establishing an asset forfeiture fund or to sharing confiscated assets. The recognition and
enforcement of foreign non criminal confiscation orders in the ambit of the fight against terrorist
financing remain unaddressed.

863.  Statistics (applying R.32). No specific statistics are held.
864.  Effectiveness. Overall, the CPC enables the Qatari authorities to provide a wide range of mutual
legal assistance in the fight against money laundering. Some limitations nevertheless result from other

pieces of legislation, in particular with respect to the fight against terrorist financing:

o Since the CT Law does not address the financing of terrorist acts and of individual
terrorists, it seems unlikely that mutual legal assistance would be granted outside an
investigation conducted against a specific terrorist organization.

. The combination of a strict dual criminality requirement and of the limited list of
predicate offense under Article 2 of the AML Law greatly limits the scope of the

assistance that the authorities may provide.

o Furthermore, the dual criminality requirement may impede the authorities from providing
assistance to requesting state, even on measures that are less intrusive.

865.  The assistance that may be granted is further limited by the absence of :

. Clear mechanisms dealing with the freezing, seizing and confiscation on behalf of
property of corresponding value; and

U Arrangements for coordinating seizure and confiscation actions with other countries.

866.  Other areas remain unclear. This is in particular the case with respect to the consequences of
technical differences between the laws of Qatar and of the requesting States.
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867.  Other measures recommended to enhance the cooperation between states (such as concluding
arrangements for coordination of seizure and confiscation actions with other countries) and to ensure an
adequate use of confiscated property (such as arrangements on the sharing of confiscated property and
establishing an asset forfeiture fund) have not been considered.

868.  No statistics have been provided to the assessors, neither on the requests received nor on the
responses given. The authorities were also unable to provide the assessors with other information that
would indicate that they collaborate with other countries in the fight against money laundering and
terrorist financing. The extent to which the Qatari authorities make use of the mutual legal assistance
tools that are available and the timeliness of their responses therefore remain unclear, thus making it
impossible to assess the overall effectiveness of the mutual legal assistance framework. The only piece of
anecdotal evidence known to the assessors indicates that the authorities did not collaborate in the fight
against terrorism and its financing and refused to extradite a person designated by the UNSC as having
links with Al Qaeda, Osama Ben Laden and/or the Talibans, in violation of UNSCR 1267.

6.3.2 Recommendations and Comments

869. It is recommended that the authorities:

o Specify in the law the types of assistance that may be granted in such a way that it covers
assistance of the following nature:

° the production, search and seizure of information, documents, or evidence from
financial institutions, or other natural or legal persons;

U the taking of evidence or statements from persons;

o the provisional originals or copies of relevant documents and records as well as
any other information and evidentiary items;

. the service of judicial documents;

U facilitating the voluntary appearance of persons for the purpose of providing
information or testimony to the requesting country; and

° identification, freezing, seizure, or confiscation of assets laundered or intended
to be laundered, the proceeds of money laundering and assets used for or intended to be
used to finance terrorist acts, terrorist groups or organizations and terrorist individuals, as
well as the instrumentalities of the money laundering offense and of the predicate
offense, and assets of corresponding value.

. Allow for the delivery of mutual legal assistance on non-intrusive measures even in the
absence of dual criminality.

o Ensure that the mutual legal assistance requests are dealt with in a timely manner and
without undue delay.

2633



Annex 130

6.3.3

202

o Devise mechanisms that determine the best venue when defendants are subject to
prosecutions in more than one country.

° Ensure that technical differences in the laws in Qatar and in the requesting State do not
impede the provision of mutual legal assistance.

o Conclude arrangements where necessary for coordination of seizure and confiscation
actions with other countries.

U Fully implement the UNSCR 1267 and 1373 with respect to international cooperation.

° Criminalize terrorist financing as recommended under SR II and ensure that the widest
range of international cooperation may be granted in the fight against the financing of
terrorism.

° Consider establishing a confiscated assets funds into which all or portion of confiscated

property will be deposited and will be used for law enforcement, health, education or
other appropriate purposes.

o Consider authorizing the sharing of confiscated assets between law enforcement agencies
that have contributed to the confiscation of assets.

o Maintain statistics of the requests for mutual legal assistance and the response given.

Compliance with Recommendations 36 to 38 and Special Recommendation V

Rating Summary of factors relevant to s.6.3 underlying overall rating

R.36

LC ® A broad range of mutual legal assistance may be granted but it is undermined by the
application of strict dual criminality and the limited list of predicate offenses;.

® There are no mechanisms that determine the best venue on cases where the defendants
are subject to prosecutions in more than one country.

® There is no evidence that mutual legal assistance is granted in practice and, if so, that it
is granted in a timely and effective way.

R.37

PC ® The authorities rely strongly on dual criminality even for less intrusive measures which,
given the limited list of predicate offenses to money laundering under Qatari law, may
considerably limit the scope of the assistance that may be provided.

R.38

PC ® Freezing, seizing and confiscation at the request of a foreign State are possible but
limited and do not apply to property of corresponding value.

® There is no evidence that such measures have been taken on request of a foreign state
and, if they have, that this was done in a timely and effective way.

® No arrangements for coordination of seizure and confiscation with other countries.

e Establishment of asset forfeiture fund and sharing of confiscated assets have not been
considered.

SR.V

NC ® The provisions contained in the CPC (which also apply in the fight against terrorist
financing) are too broad to ensure full compliance with the standard.
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® International cooperation is limited by the shortcomings identified in the terrorist
financing offense.

® The authorities did not provide assistance in the case of a foreign national designated by
the UNSC Committee established pursuant to Resolution 1267.

6.4 Extradition (R.37, 39, SR.V)
6.4.1 Description and Analysis

870.  Dual Criminality and Mutual Assistance (c. 37.1 & 37.2). Dual criminality applies as defined
below see write-up under 39.1.

871. Money Laundering as Extraditable Offense (c. 39.1): The AML Law specifically provides that
money laundering is an extraditable offense. The procedure is set out in Article 408 to 424 of the CPC.
Like the other measures undertaken in the ambit of international cooperation, extradition is subject to
reciprocity agreement between the requesting State and Qatar (Article 407 of the CPC). So far, Qatar has
only concluded one extradition agreement (with the Kingdom of Saudi Arabia).

872. Extradition can only be granted for a crime which is punishable, both in Qatar and in the
requesting jurisdiction, of imprisonment for a period of at least two years, or if the person to be extradited
has been sentenced to imprisonment for a period of at least six months. It is also a requirement that the
crime upon which the extradition request is based took place within the territory of the requesting State
or, if committed outside, is nevertheless punishable under the legislation of the requesting State (Article
409 of the CPC).

873. In the absence of dual criminality, the extradition is not mandatory, unless the person whose
extradition has been sought is a citizen of the requesting State or of another country “that applied the
same penalty” (Article 409 of the CPC). The authorities confirmed that, due to the dual criminality
requirement, a request for extradition would be rejected if the underlying offense were not listed in the
AML law.

874. Pursuant to Article 410 of the Criminal Procedure Code, a request for extradition will be
refused:

o if the person to be extradited is a Qatari national,

o if the crime, on which the requested extradition in based, is a political crime or linked to a

political crime, or if the person, object of extradition request, is a political refugee at the
time of submitting an extradition application;

U if the crime that underlies the extradition request related to the violation of military
duties;
o if there are serious reasons to believe that the extradition request has been submitted with

a view to prosecute and punish a person for considerations related to this person’s race,
religion, nationality or political opinion;
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o if the person whose extradition has been requested was previously put to trial for the
same crime, and was pronounced innocent or was charged and guilty and the sentence
has been implemented, or if the criminal lawsuit or the punishment have terminated or
annulled with prescription, or an amnesty has been granted; and

° If Qatari Law entitles the trial of the person for the crime underlying of the extradition
request before the judicial parties in Qatar.

875. The Arab Convention for the Suppression of Terrorism, to which Qatar is party, facilitates the
extradition of terrorists amongst the signatory States by providing that terrorism is not considered a
political crime for the purposes of extradition. Outside the framework of the Arab Convention, it is
unclear whether Qatar would refuse the extradition of terrorists in application of the second paragraph of
Article 410.

876.  Extradition of Nationals (c. 39.2) and Cooperation for Prosecution of Nationals (applying
c. 39.2(b), c. 39.3). Extradition of Qatari nationals is not allowed under the CPC (Article 410).
Extradition may also be refused if the Qatari law entitles the domestic courts to try the persons whose
extradition has been requested. The law does not expound on these two grounds for refusal and does not
provide a timeframe for the submission of the cases to the Qatari courts. The authorities informed the
mission that, while no extradition of a Qatari national has been requested in a money laundering case,
requests have been made in the past on the basis of other types of offenses, and that the Qatari nationals
whose extradition was requested (and denied on the grounds of their nationality) were sent before and
convicted by the Qatari courts for crimes committed abroad. The extent to which the authorities
cooperated with the requesting State on procedural and evidentiary aspects was not documented and, as a
result, is not entirely clear.

877.  Efficiency of Extradition Process (c. 39.4). There are no requirements in the CPC to examine
the extradition requests and conduct the proceedings without delay.

878.  Additional Element (R.39) — Existence of Simplified Procedures relating to Extradition
(c. 39.5). There are no mechanisms in place for simplified extradition procedures.

879.  Terrorist financing and extradition (c. V.4 applying c. 39.1 — 39.4). The CT Law does not
address extradition and no additional information was provided. The framework provided for under
Article 408 to 424 of the CPC described above (and the shortcomings identified) apply equally in the
fight against terrorism and its financing. There was no evidence that the Qatari authorities have extradited
anyone under the terrorist financing provision.

880. In one case, the Qatari authorities refused to extradite a foreign national who had been qualified
as a terrorist by the requesting State. It would appear that the reasons evoked in their refusal was the
protection of the right for self-determination and the protection of freedom fighters. In June 2003, the
UNSC Committee established pursuant to Resolution 1267 added the name of the individual in question
to the list of persons and entities suspected of having links with Al Qaeda, Usama Ben Laden and/or the
Talibans. In February 2004, the suspect was killed in Doha. It would therefore appear that the Qatari
authorities unduly refused to extradite the individual and acted in violation of their obligations under
UNSCR 1267. 1t is unclear whether the request for extradition was also made with a view to prosecute
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the individual for terrorist financing as well as for other terrorist crimes, but it seems likely that, had this
been the case, the Qatari’s response would have been the same.

881.  Additional Element under SRV (applying c. 39.5 in R. 39, ¢ V.8). There is no indication that
simplified procedures of extradition would apply for terrorist acts and terrorist financing.

882.  Statistics (applying R.32). No statistics were provided.

883.  Effectiveness. The legal framework provides a sound basis for the extradition of foreign
nationals. The information provided by the Public Prosecutor’s office indicates that the Sate of Qatar
extradited 29 individuals between 2004 and the time of the on-site visit but also revealed that none of the
convictions underlying the extradition request related to money laundering or terrorist financing.
Although the law requires the existence of a reciprocity agreement between Qatar and the requesting
State, extradition has been conducted in the absence of formal agreements. This would indicate that less
formal agreements may also constitute sufficient basis for extradition to take place.

884. No information was provided on the length of time needed to proceed with the extradition
requests, nor on the extradition requests that have been denied and on the grounds for the denials.

885. Although money laundering is criminalized in Qatar, the criminalization does not fully meet the
standard, mainly because the list of predicate offenses is incomplete. As mentioned above, the authorities
confirmed that, due to the dual criminality requirement, a request for extradition would be rejected if the
underlying offense is not listed in the AML law. It is therefore recommended to include all the designated
categories of predicate offenses in the AML Law in order to allow extradition in all cases covered by the
standard.

886. In one instance (mentioned above), the authorities raised the principle of the protection of the
right for self-determination as an obstacle to extradite a foreign national designated as a terrorist by the
UNSC, in violation of their obligations under UNSCR 1267.

6.4.2 Recommendations and Comments

887. The authorities are recommended to:

] Extend the list of predicate offenses as noted under Recommendation 1 in order to be
able to provide extradition in all the cases contemplated in the standard.

. Ensure that, where extradition relating to ML and TF is denied, the case is submitted to
the relevant Qatari authorities without undue delay in view of the prosecution of the
offenses set forth in the request and that the competent authorities cooperate with the
requesting state on procedural and evidentiary aspects.

o Clearly specify the procedure by which extradition for terrorist financing is possible, in
line with SR V.
. Establish a mechanism that ensures that extradition requests and proceedings relating to

ML and TF are handled without undue delay.
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o Fully implement the UNSCR dealing with the fight against terrorism and its financing;
and
o Maintain statistics of requests for extradition received and responses given.

6.4.3 Compliance with Recommendations 37 & 39, and Special Recommendation V

Rating Summary of factors relevant to s.6.4 underlying overall rating
R.39 LC ® The dual criminality requirement may impede extradition where the request relates to
the laundering of proceeds of a designated predicate offense which is not covered by the
AML Law.

® There are no specific provisions to allow extradition requests and proceedings relating
to TF to be handled without undue delay.

® No individuals charged with a money laundering offense have been extradited.

® The statistical system is not comprehensive.

R.37 NC ® No indication that technical differences between the laws of Qatar and the requesting
state would not pose an impediment to the extradition proceedings.

SR.V NC ® There are no specific provisions to allow extradition requests and proceedings relating
to TF to be handled without undue delay.

® The authorities refused to extradite a foreign individual listed under UNSCR 1267.

6.5 Other Forms of International Co-operation (R.40 & SR.V)
6.5.1 Description and Analysis

888.  Law enforcement cooperation. The law enforcement authorities in Qatar are able to provide
international cooperation to their foreign counterparts through a number of fora, including Interpol, as
well as direct police to police contact. The department of international cooperation in the MOI receives
and requests information from counterparts. It was established that the SSB has exchanged information on
TF with some foreign counterparts.

889.  FIU. Pursuant to Article 3 of the Administrative Order, the FIU is able to exchange information
with other FIUs according to Egmont principles. According to the authorities, the FIU takes account of
the Egmont principles in practice when exchanging information with its overseas counterparts. It
requested information from other FIUs in 4 cases, one of them through the Egmont Secure Web. Qatar’s
FIU did not sign any bilateral or multilateral MOUs for cooperation with other foreign FIUs. The FIU
received only two requests from foreign counterparts. The limited number of requests received and made
by the FIU indicates a modest level of exchange with foreign counterparts at this stage.

890.  Supervisors. Domestic Sector. There are no legal or regulatory provisions in the QCB Law and
DSM Law that allow these institutions to exchange information and cooperate with their foreign
counterparts.

891. QFC. The power to engage in a wide range of cooperation with overseas regulators and
international regulatory associations is contained in Article 20 of the FSR. The FSR also contains
provisions which allow the QFCRA to request and to provide assistance to overseas regulators. Article 20
allows the QFCRA to enter into MOU, protocols or similar arrangements as it considers appropriate.
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Paragraphs (3) and (4) of article 20 provide that the QFCRA may exercise its power under the QFC Law
and FSR as it considers appropriate to cooperate with and provide assistance to overseas regulators in the
exercise of their functions or in connection with the prevention or detection of financial crime. The
QFCRA has established an ongoing MOU program. To date, it has established MOUs with the Jersey
Financial Services Commission, the Central Bank of Bahrain, and the Central Bank of Jordan. These
MOUs provide mechanisms for exchanges of information. Parties to MOUs are subject to confidentiality
provisions contained in their respective laws. Information received should only be used for lawful
supervisory purposes and/or those purposes for which it was provided and requested.

892. In addition, the QFCRA has developed close contacts with the Swiss Federal Banking
Commission for purposes of assisting one another in the course of carrying out their supervisory functions
of cross border establishments. The authorities indicated that arrangements contained in the MOU enable
the QFCRA and its counterparts to exchange confidential information when the situation requires and also
upon request. The measures contained in the MOU ensure that information is exchanged promptly and
constructively between parties. As of the mission visit, the authorities were in the process of seeking to
establish cooperative relationships with other overseas regulators including the Central Bank of UAE, the
Central Bank of Bahrain (insurance) and the Central Bank of Lebanon.

893. For jurisdictions where an MOU has not been yet established, Article 46 of the FSR provides
that the QFCRA may exercise disciplinary powers contained in Article 46(2) when it receives a request
from an overseas regulator and Article 48 allows the QFCRA to request overseas regulators to assist in
requiring a person to produce information or documents.

894. Law enforcement authorities, the FIU and the supervisory authorities do not maintain statistics
on the number of requests for assistance made or received nor on the treatment of such requests.

6.5.2 Recommendations and Comments

o Law enforcement agencies and the FIU should be more proactive in requesting
information on ML/FT from their counterparts.

o QCB and DSM Laws should be amended to allow the QCB and DSM to provide the
widest range of international cooperation with their foreign counterparts.

. Authorities should maintain statistics on the number of requests for assistance made or
received by law enforcement authorities, the FIU, including whether the request was

granted or refused.

6.5.3 Compliance with Recommendation 40 and Special Recommendation V

Rating Summary of factors relevant to s.6.5 underlying overall rating

R.40 PC ® [ack of international engagement in active exchange of ML information.
® Lack of overall effectiveness.

SR.V PC e Lack of sufficient international engagement in active exchange of FT information.

® Lack of overall effectiveness of the exchange of information relating to the financing
of terrorism.
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7  OTHER ISSUES

7.1 Resources and statistics

Rating Summary of factors relevant to Recommendations 30 and 32 and
underlying overall rating

R.30 PC ®  Overall, the allocation of resources is uneven, particularly in view of the rapid
development and diversification of the economy.

®  Overall, professional standards, including confidentiality standards are not fully
developed.
® Lack of specialist skills training in law enforcement authorities including

prosecution agencies, FIU, supervisors and other competent authorities involved in
combating ML/FT.

R.32 NC o  Competent authorities have yet to develop comprehensive statistics in all relevant
areas of the fight against ML and TF (including statistics on domestic investigations,
prosecutions, convictions, and on international cooperation).
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Table 1. Ratings of Compliance with FATF Recommendations

Forty

Recommendations Rating Summary of factors underlying rating
Legal Systems
1. ML offense PC e The mental element of the ML offense does not cover acts

conducted with a view to conceal of the true nature,
location, disposition, movement or ownership of or rights
with respect to proceeds.

e The list of predicate offenses is incomplete with only seven
of the FATF designated categories of offenses being
covered.

e With a few exceptions, the authorities have no jurisdiction
over predicate offenses that were entirely committed in
another country, even if there is dual criminality.

e Lack of evidence on the effectiveness of the law.

2. ML offense—mental LC e Lack of evidence on the effectiveness of the law.
element and corporate

liability

3. Confiscation and LC e Lack of evidence of the effectiveness of the confiscation
provisional measures framework.

Preventive Measures

4. S:.ecrecyllaws LC o | ack of measures to share information between financial
consistent with the institutions in line with recommendations R.7, R. 9, and SR
Recommendations VI

5. Customer due NC Domestic sector:

diligence e Lack of explicit obligations imposed by law (primary or

secondary legislation) for:

e Explicitly prohibiting anonymous accounts or accounts
in fictitious names.

e Customer identification and due diligence process
when:

e Carrying out occasional transactions above the
applicable designated threshold, including situations
where the transaction is carried out in a single
operation or in several operations that appear to be
linked.

e Carrying out occasional transactions that are wire

transfers in the circumstances covered by the

Interpretative Note to SR VII.

e There is a suspicion of money laundering or
terrorist financing, regardless of any exemptions or
thresholds.

e The financial institution has doubts about the
veracity or adequacy of previously obtained
customer identification data.

e |dentifying the customer (whether permanent or
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occasional, and whether natural or legal persons or
legal arrangements) and verifying that customer’s
identity using reliable, independent source
documents, data or information (identification data).

e Verifying, for customers that are legal persons or
legal arrangements, that any person purporting to
act on behalf of the customer is so authorized, and
identify and verify the identity of that person.

e |dentifying the beneficial owner, and take
reasonable measures to verify the identity of the
beneficial owner using relevant information or data
obtained from a reliable source such that the
financial institution is satisfied that it knows who the
beneficial owner is.

e Determining for all customers whether the
customer is acting on behalf of another person, and
should then take reasonable steps to obtain
sufficient identification data to verify the identity of
that other person.

e Conducting ongoing due diligence on the business
relationship.

Lack of measures in law, regulation, or other enforceable
means that require financial institutions to:

e Obtain information on the purpose and intended nature
of the business relationship.

e Perform enhanced due diligence for higher risk
categories of customer, business relationships or
transactions.

e Reject opening an account when unable to comply with
CDD requirements and to consider making a suspicious
transaction report.

e Apply CDD measures on existing customers on the
basis of materiality and risk and to conduct due diligence
on such relationships at appropriate times.

QFC:

Lack of measures in the AML Regulations that would
require relevant persons to:

Identify all customers, regardless of the exception
contained in Rule 3.9; and

Consider making a suspicious transaction report when
unable to complete CDD measures.

6. Politically Exposed
Persons

NC

Lack of measures for the financial institutions supervised
by the QCB, the DSM and the MEC with respect to
customer due diligence procedures for politically exposed
persons.

Lack of requirements in the QFCRA AML Regulation (and

Rulebook) for relevant persons to obtain senior
management approval to continue business relationship
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where a customer has been accepted and the customer or
beneficial owner is found to be or subsequently becomes a
PEP, and to take reasonable measures to establish the
source of funds of customers and beneficial owners
identified as PEPs.

7. Correspondent
Banking

NC

Lack of measures for the financial institutions supervised
by the QCB, the DSM and the MEC dealing with
establishment of cross-border correspondent banking or
other similar relationships.

Lack of requirements in the QFC AML Regulations and
Rulebook for relevant persons to gather sufficient
information about a respondent institution to understand
fully the reputation and quality of supervision, including
whether is has been subject to a money laundering or
terrorist financing investigation or regulatory action; and to
document the respective AML/CFT responsibilities of each
institution.

8. New technologies &
non face-to-face business

PC

Lack of requirements on financial institutions under the
supervision of the QCB, the DSM and the MEC to establish
adequate policies and procedures designed to prevent and
protect the financial institutions from money laundering and
terrorist financing from new or developing technologies or
specific CDD measures that apply to non face-to-face
business relationships or transactions.

9. Third parties and
introducers

NC

Lack of legal or regulatory requirements when there is no
prohibition imposed by the QCB, the DSM and the MEC for
banking and financial institutions to rely on intermediaries
or other third parties to perform some of the elements of
the CDD process.

Lack of specific measures imposed by the QFCRA to
require relevant persons to ensure that the third party is
regulated and supervised; and to determine in which
countries the third party that meets the conditions can be
based taking into account information available on whether
those countries adequately apply the FATF
Recommendations.

Broad CDD exemption provided by the QFCRA when a
customer is a member of the relevant person’s group or
equivalent international standards are applied in FATF
countries.

10. Record-keeping

PC

Domestic sector:

Record keeping requirement not established by primary or
secondary legislation by DSM and MEC.

11. Unusual transactions

PC

Domestic sector:

Lack of requirements imposed by the QCB to make the
findings of examination of complex and unusual
transactions available to auditors.

Lack of requirements imposed by the DSM and the MEC
on financial institutions to pay special attention to all
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unusual large transactions or unusual patterns of
transactions that have no apparent or visible economic or
lawful purpose; to examine as far as possible the
background and purpose of such transactions and set forth
their findings in writing; and to maintain them for at least
five years.

QFC:

Lack of specific requirements imposed by the QFCRA on
relevant persons to make the findings of examination of
complex and unusual transactions available to competent
authorities and auditors.

12. DNFBP-R.5, 6, 8-11

NC

Domestic sector:

The requirements on CDD and record-keeping are not set
out in primary or secondary legislation.

No requirements on PEPs, payment technologies,
introduced business and unusual transactions have been
set out in law, regulation or other enforceable means. The
scope of the professions currently covered is excessively
wide.

Legal advisers are not covered.

Provisions on CDD and record-keeping are not sufficient
and do not constitute enforceable requirements with
sanction for non-compliance.

There are no provisions regarding PEPs, payments
technologies, and introduced business.

The requirements on unusual transactions are not sufficient
and not enforceable for the professions regulated by the
MEC. There are no requirements for the legal professions.

The implementation is not effective.

QFC:

The regime is too new to be tested for effective
implementation.

13. Suspicious transaction
reporting

PC

Vague requirement to report transactions with respect to
DSM and MEC and limited scope of reporting in light of the
few predicate offenses.

Obligation to report transactions linked to terrorist
financing, terrorist acts or organizations or those who
finance terrorism not established by primary or secondary
legislation.

Obligation to report transactions, including attempted
transactions, not established by primary or secondary
legislation.

Lack of requirements to report transactions regardless of
whether transactions are thought to involve tax matters.

14. Protection & no tipping-
off

LC

Lack of legal basis to support protection from STR
reporting and tipping off in the insurance sector.

15. Internal controls,

PC

Inconsistencies with respect to QCB and DSM
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compliance & audit

requirements and the MEC non-binding measures for
financial institutions to comply with the same requirements
including adequate procedures, policies and controls for
customer due diligence, record retention, detection of
unusual and suspicious transactions and the reporting
obligation.

Lack of specific QCB requirement to provide for timely and
unrestricted access to all customer information to the staff
supporting the compliance officer.

Lack of specific DSM and MEC requirement to provide for
timely and unrestricted access to all customer information
to the compliance officer as well as his/her staff.

Lack of DSM and MEC requirement for internal audit
function to assess the adequacy of internal control systems
and policies with respect to AML/CFT and to maintain an
adequately resourced and independent audit function.

Lack of legal or regulatory requirements imposed by QCB,
DSM and MEC for financial institutions to put in place
screening procedures to ensure high standards when hiring
employees.

16. DNFBP-R.13-15 & 21

NC

Domestic sector:

No STR obligations set out in primary or secondary
legislation.

Ministerial regulations are not implemented and not
enforceable.

There are no adequate measures to prohibit a DNFBP from
disclosing to third parties the information it provides to the
FlU.

Provisions on internal controls and countries that
insufficiently apply the FATF recommendations are
incomplete and not implemented.

Legal advisers are not subject to the STR obligations.
Provisions on the legal privilege of lawyers should be
introduced.

QFC:

Provisions on the legal privilege of lawyers should be
refined.

17. Sanctions

NC

Inadequate penalties, in particular with respect to the
criminal sanctions for tipping off provided in the AML law.
Inadequate sanction regime with respect to the severity of
the sanction that the QCB and DSM may issue. Absence of
legal framework for sanctions in the insurance sector.

No penalties/sanctions imposed related to AML/CFT.

18. Shell banks

PC

Measures in place in the domestic sector are not sufficient
to effectively prohibit the establishment of shell banks and
do not prevent domestic banks from having dealings with
foreign shell banks.

19. Other forms of
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reporting

20. Other NFBP & secure
transaction techniques

PC

No risk assessment has been conducted in the domestic
sector.

Qatar has not taken meaningful steps to encourage the
development of modern and secure techniques for
conducting financial transactions that are less vulnerable to
money laundering.

21. Special attention for
higher risk countries

NC

Lack of requirements imposed by the DSM and the MEC
on financial institutions to pay special attention to business
relationships and transactions with persons from or in
countries which do not or insufficiently apply the FATF
Recommendations.

Lack of apparent authority at the QCB, the DSM, the MEC,
and the QFCRA to apply counter-measures to address
instances where a country continues not to apply or
insufficiently applies the FATF Recommendations.

22. Foreign branches &
subsidiaries

PC

Lack of obligation imposed by the QCB financial institutions
with branches and subsidiaries to apply the higher
standard, to the extent that local laws and regulations
permit.

No legal or regulatory requirements established by the
DSM and MEC for financial institutions to comply with the
provisions of this recommendation.

23. Regulation, supervision
and monitoring

PC

No licensing procedures available for review for insurance
companies licensed by the MEC.

No designated entity responsible for AML/CFT supervision
for the insurance sector.

24. DNFBP—regulation,
supervision and monitoring

PC

No supervision and no sanction for non-compliance with
the AML/CFT requirements in the domestic sector for all
DNFBPs present in the country.

The QFC regime is too new to be tested for effective
implementation.

25. Guidelines & Feedback

PC

Lack of guidelines established by the DSM and the MEC
for their respective sectors.

Lack of adequate and appropriate feedback from
competent authorities.

Limited guidelines on AML/CFT issues provided by the
QFCRA to relevant persons.

Lack of guidance and feedback to DNFBPs.

Institutional and other
Measures

26. The FIU

LC

Absence of a clear legal basis for establishing the FIU and
providing it with its powers and functions.

Absence of a legal basis to request additional information
from DNFBPs.

Poor quality of and insufficient resources allocated to STRs
analysis.
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No guidance on filing STRs has been issued by the FIU.
Inadequate protection of information and premises.

No periodic review of system’s effectiveness in combating
ML and FT.

27. Law enforcement
authorities

PC

Overall, investigation and prosecution authorities do not
appear to adequately pursue money laundering cases.
Shortage in evidence of effectiveness of law enforcement
authorities and lack of statistics.

Lack of implementation of laws and use of law enforcement
techniques in support of ML/FT investigations across
various law enforcement agencies.

Inadequate AML/CFT training.

28. Powers of competent
authorities

29. Supervisors

PC

Lack of adequate MEC supervisory authority/powers for
AML/CFT matters in insurance sector.

Lack of AML/CFT inspections of insurance companies to
monitor compliance.

30. Resources, integrity,
and training

PC

Overall, the allocation of resources is uneven, particularly
in view of the rapid development and diversification of the
economy.

Overall, professional standards, including confidentiality
standards are not fully developed.

Lack of specialist skills training in law enforcement
authorities including prosecution agencies, FIU,
supervisors and other competent authorities involved in
combating ML/FT.

31. National co-operation

LC

There are mechanisms in place to ensure effective
cooperation and coordination amongst most of the relevant
authorities in AML but they could be enhanced by formally
including the QFC, the DSM and, if necessary, the public
prosecutor’s office.

The coordination mechanism in place for the
implementation of the UNSCR 1373 could be enhanced in
a similar way.

There is no mechanism for the implementation of the
UNSCR 1267.

32. Statistics

NC

Competent authorities have yet to develop comprehensive
statistics in all relevant areas of the fight against ML and TF
(including statistics on domestic investigations,
prosecutions, convictions and on international cooperation).

33. Legal persons—
beneficial owners

LC

Domestic sector: timeliness of the FIU’s and DSM’s access
to beneficial ownership and control information should be
improved by establishing a direct electronic link to the
commercial register database.

34. Legal arrangements —
beneficial owners

PC

Absence of mechanisms to obtain, verify, or retain
information on the beneficial ownership and control of
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trusts in a timely manner, and in particular with regard to
the settlor, the trustee, and the beneficiaries of trusts.
Absence of measures to enable the competent authorities
to have adequate, timely and accurate information on
trusts, including information on settlor, trustee and
beneficiaries.

International
Cooperation

35. Conventions

PC

Qatar has partially implemented the Vienna Convention.

It has not ratified nor fully implemented the Palermo
Convention and the 1999 ICST.

36. Mutual legal
assistance (MLA)

LC

A broad range of mutual legal assistance may be granted
but it is undermined by the application of strict dual
criminality and the limited list of predicate offenses.

There are no mechanisms that determine the best venue
on cases where the defendants are subject to prosecutions
in more than one country.

There is no evidence that mutual legal assistance is
granted in practice and, if so, that it is granted in a timely
and effective way.

37. Dual criminality

PC

The authorities rely strongly on dual criminality even for
less intrusive measures which, given the limited list of
predicate offenses to money laundering under Qatari law,
may considerably limit the scope of the assistance that may
be provided.

No indication that technical differences between the laws of

Qatar and the requesting state would not pose an
impediment to the extradition proceedings.

38. MLA on confiscation
and freezing

PC

Freezing, seizing and confiscation at the request of a
foreign State are possible but limited and do not apply to
property of corresponding value.

There is no evidence that such measures have been taken
on request of a foreign State and, if they have, that this was
done in a timely and effective way.

No arrangements for coordination of seizure and
confiscation with other countries.

Establishment of asset forfeiture fund and sharing of
confiscated assets have not been considered.

39. Extradition

LC

The dual criminality requirement may impede extradition
where the request relates to the laundering of proceeds of
a designated predicate offense which is not covered by the
AML Law.

There are no specific provisions to allow extradition
requests and proceedings relating to TF to be handled
without undue delay.

No individuals charged with a money laundering offense
have been extradited.

The statistical system is not comprehensive.
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40. Other forms of co-
operation

PC

Lack of international engagement in active exchange of ML
information.

Lack of overall effectiveness.

Nine Special
Recommendations

SR.I  Implement UN
instruments

NC

Qatar is not party to and has not implemented the ICST.
Qatar has not fully implemented the UNSCR 1267 and
1373. Moreover, it acted in violation of UNSCR 1267 on
one occasion.

SRl Criminalize
terrorist financing

PC

The offense applies to all terrorist acts listed in Art. 2 para.
1 (b) of the ISCFT but the motive required in the CT Law is
not in line with all the treaties mentioned in Art. 2 para. 1
(b).

The provision/collection of funds to individual terrorists
and/or for terrorist acts are not covered by the offense.
Lack of overall effectiveness: No investigations or
prosecutions have been conducted despite the fact that
several investigations and prosecutions have been/are
being conducted for other terrorist crimes.

SR.IlI  Freeze and
confiscate terrorist assets

NC

No coordination mechanism in place for the implementation
of UNSCR 1267.

There is no authority responsible for the designations,
disseminations and no legal basis for the freezing/seizing
orders.

With the exception of the protection of the rights of bona
fide third parties, none of the other measures provided
under SR Il have been adopted.

No funds have been frozen under UNSCR 1267, despite
the presence in Qatar for several months of a person
designated by the UNSC 1267 Committee, or under
UNSCR1373.

SR.IV  Suspicious
transaction reporting

NC

Reporting requirement not imposed by primary or
secondary legislation.

SR.V International
cooperation

NC

International cooperation is limited by the shortcomings
identified in the terrorist financing offense.

The authorities did not provide assistance in the case of a
foreign national designated by the UNSC Committee
established pursuant to Resolution 1267.

The general framework seems to provide for the extradition
of individuals charged with a TF offense in a way that
broadly meets the standard, but:

There are no specific provisions to allow extradition
requests and proceedings relating to TF to be handled
without undue delay.

The authorities refused to extradite a foreign individual
listed under UNSCR 1267.

Lack of sufficient international engagement in active
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exchange of FT information.

The provisions contained in the CPC (which also apply in
the fight against terrorist financing) are too broad to ensure
full compliance with the standard.

Lack of overall effectiveness of the exchange of information
relating to the financing of terrorism.

SR.VI AML/CFT
requirements

for money/value transfer
services

PC

Potential informal money/value transfer system operating in
Qatar without effective monitoring.

Number of shortcomings identified in other
recommendations related to CDD, sanctions, supervision
and regulation.

SR.VIl Wire transfer rules

NC

Lack of specific measures imposed by the QCB on financial
institutions to address all the requirements of this
recommendation.

Lack of requirements imposed by the QFCRA on relevant
persons to ensure that beneficiary financial institutions
adopt an effective risk-based procedures for identifying and
handling wire transfers that are not accompanied by
complete originator information.

SR.VIIl  Nonprofit
organizations

LC

Domestic sector:

Recent enactment of Resolution 17 of 2006 does not allow
to fully assess the effectiveness of supervision of the NPO
sector.

There is a regulatory possibility of exempting a charity from
QACA supervision.

QFC:

The Trust Regulations creating charitable trusts is not
compliant with SR VIII.

SR.IX Cash Border
Declaration & Disclosure

NC

Absence of implementation of the disclosure system for
cross-border transportation of cash and bearer negotiable
instruments.

Lack of retention of records.

Lack of trained customs officials.

Lack of clear sanctions for false disclosure, failure to
disclose, or cross-border transportation for money
laundering and financing of terrorism purposes.

Lack of clear safeguards to ensure proper use of disclosed
information.

Insufficient statistics upon which to assess the
effectiveness of the measures in place.
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Table 2. Recommended Action Plan to Improve the AML/CFT System

FATF 40+9 Recommended Action (in order of priority within each
Recommendations section)
1. General

2. Legal System and Related
Institutional Measures

Criminalization of Money
Laundering (R.1, 2, & 32)

e Amend the AML Law to clarify and extend the scope of the
money laundering offense in order to cover all intentional acts
aiming to conceal or disguise not only the source of the funds
but also the true nature, location, disposition, movement, or
ownership of or rights with respect to proceeds of crime. This
could be achieved either by clearly specifying the purpose in
the AML or by deleting altogether the intended purpose.

e Criminalize, where necessary, the following conducts and add
them to the list of predicate offenses in the AML Law:
participation in an organized (non terrorist) criminal group and
racketeering; trafficking in human beings and migrant
smuggling; sexual exploitation, including sexual exploitation of
children; illicit trafficking in stolen and other goods; corruption
and bribery; fraud; counterfeiting and piracy of products;
environmental crime; murder, grievous bodily injury;
kidnapping, illegal restraint and hostage-taking; robbery or
theft; smuggling; forgery; piracy; and insider trading and
market manipulation.

e Ensure that predicate offenses for money laundering all
extend to conduct that occurred in another country when there
is dual criminality.

e Provide in-depth training to the law enforcement agencies on
the requirements of the AML Law and on money laundering
trends and typologies, as well as training on investigations into
and prosecutions of money laundering offenses.

e For the sake of clarity, to specifically mention the terrorist
financing offense in the list of predicate offenses.

Criminalization of Terrorist
Financing (SR.Il & R.32)

e Amend the CT Law to ensure that the acts covered by Article
2 Paragraph 1 (a) of the ICSFT are criminalized in line with
the conventions and that the provision or collection of funds
with the intention that they should be used, in full or in part, to
commit any of the acts mentioned in Article 2 Paragraph 1 (a)
of the ICSFT are considered as terrorist acts even when the
motive mentioned in Article 1 of the CT Law is not established.

e Amend the CT Law to ensure that the terrorist financing
offense is considered to have been committed by any person
who by any means, directly or indirectly, willfully, provides or
collects funds, or attempts to do so, with the intention that they
should be used or in the knowledge that they are to be used in
full or in part to carry out a terrorist act; or by an individual
terrorist.
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Ensure that investigations into and prosecutions for terrorist
crimes also cover the financing of these crimes.

Provide training to all relevant authorities on the fight against
TF.

Confiscation, freezing, and seizing
of proceeds of crime (R.3 & 32)

Reconsider the role of the Governor of the QCB in the
application of provisional measures under the AML Law.

Maintain comprehensive statistics on the freezing, seizing and
confiscation measures ordered.

Freezing of funds used for terrorist
financing (SR.III & R.32)

Designate an authority responsible for analyzing the requests
made under UNSCR 1373 and for the designation of
terrorists.

Designate an authority responsible for receiving and
disseminating the updates to the consolidated list established
pursuant to UNSCR 1267.

Include the QFC and consider including the PPO and the
DSM in the NCT.

Establish the necessary legal basis for the issuance by a
competent authority of mandatory freezing orders of funds or
other assets owned or controlled by designated persons,
terrorists and those who finance terrorism or terrorist
organizations, as well as funds or other assets that are
derived or generated from funds or other assets owned or
controlled by these same persons and entities.

Establish an effective mechanism for the dissemination of
UNSCR 1267 lists and actions taken under UNSCR 1373 to
the financial institutions and DNFBPs immediately upon
reception of the lists and upon taking decisions under UNSCR
1373.

Provide guidance to the financial institutions and DNFBPs
regarding their obligations in taking action in the freezing
mechanisms.

Issue effective and publicly-known procedures for considering
de-listing requests and unfreezing the funds and other assets
of de-listed persons or entities in a timely manner.

Issue effective and publicly-known procedures for unfreezing
in a timely manner the funds and other assets of persons or
entities inadvertently affected by the freezing mechanisms
upon verification that that person or entity is not the
designated person.

Issue appropriate procedure for determining upon request the
funds needed to cover basic expenses and for authorizing
access to the funds or other assets frozen pursuant to
UNSCR 1267 and that have been determined to be necessary
to cover basic expenses.

Establish the necessary legal basis for ordering the necessary
provisional measures.

Establish appropriate procedures for challenging the freezing
measures before the courts.
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Define the funds and other assets that may be confiscated in
a manner consistent with the international standard.

Establish an effective mechanism to monitor compliance with
the relevant laws and regulation governing the freezing
mechanisms under UNSCR 1267 and 1373.

The Financial Intelligence Unit and
its functions (R.26, 30 & 32)

Address the legal basis that established the FIU as a national
centre for receiving, analyzing and disseminating disclosures
of STRs and other relevant information concerning suspected
ML or FT activities.

Ensure that the QFCRA removes the third point from the
letters disseminated to DNFBPs that includes the obligation to
notify QFCRA of any suspicion of ML notwithstanding that an
STR has not been made to the local FIU.

Ensure that the FIU provides financial institutions and other
reporting parties with guidance regarding the manner of
reporting, including the procedures to be followed when
reporting.

Ensure that the FIU (i) enhances the depth and quality of its
STRs analysis, in particular by accessing the CRS and
requesting on regular basis additional information from
reporting entities and the ECPD; (ii) uses, when necessary,
the CRS, the link to the commercial register developed by the
QCB, the real estate register and all available databases to
enhance its STR analysis; (iii) undertakes a study focusing
specifically on the risks of ML and FT associated with certain
businesses.

Ensure that the FIU establishes mechanisms for cooperation
with regulators, supervisors, reporting entities and law
enforcement authorities to optimize its analysis and
establishes an information flow that protects confidentiality
while enhancing its analysis capacity.

Grant the FIU the power to ask the DNFBPs whether they
have had transactions with a person who was the subject of
an STR, or to demand additional information from them.

Ensure that the FIU periodically reviews the effectiveness of
the system to combat ML and FT and improves its collection
of statistics.

Ensure that the FIU publishes periodically annual reports,
typologies and trends of ML/FT.

Ensure that the FIU provides additional specialized and
practical in-depth training to its employees. This training
should cover, for example, the scope of predicate offenses,
analysis and investigation techniques and familiarization with
prosecution of ML/FT techniques, and other areas relevant to
the execution of the FIU staff functions.

Law enforcement, prosecution and
other competent authorities (R.27,
28,30 & 32)

Ensure that law enforcement authorities keep statistics on the
amount of criminal proceeds seized and confiscated and on
the number of ML/TF investigations, prosecutions, and
judgments to measure the effectiveness and competence of
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the AML/CFT system.

e Provide additional specialized and practical training to law
enforcement and prosecution personnel as well as to police
officers and customs agents on the fight against ML/FT. This
training should cover, for example, the scope of predicate
offenses, ML and FT typologies, investigation techniques and
familiarization with prosecution of ML/FT techniques and the
use of information technology and other areas relevant to the
execution of the law enforcement staff functions.

e Take a more proactive approach to investigating and
prosecuting ML/FT.

Cross Border Declaration or
disclosure (SR IX)

e Adopt a national strategic approach to detect the physical
cross-boarder transportation of currency and bearer
negotiable instruments and amend Resolution 37-2006 to
provide a clear legal basis for a disclosure system. An
internally consistent regulation should be issued reflecting the
following characteristics:

® The system should apply to both incoming and outgoing
transportation of currency and bearer negotiable instruments
and extend to the shipment of currency through containerized
cargo and mailing of currency or bearer negotiable
instruments.

e Article 6 of Resolution 5-2005 should be amended to give
the power to customs to request and obtain further information
from the carrier with regard to the origin of the currency or
bearer negotiable instruments and their intended use in case
of suspicion of money laundering or terrorist financing.

e Customs should be able to stop or restrain cash or bearer
negotiable instruments for a reasonable time in order to
ascertain whether evidence of money laundering or terrorist
financing may be found, where there is a suspicion of money
laundering or terrorist financing; or where there is a false
declaration or false disclosure.

e Enhance exchange of information between the customs and
the FIU and create a database at the customs to record all
declared data related to currencies and bearer financial
instruments.

3. Preventive Measures—
Financial Institutions

Risk of money laundering or
terrorist financing

Customer due diligence, including
enhanced or reduced measures
(R.5-8)

Domestic sector:

Establish, through law or regulation, clear requirements for

financial institutions to:

e Undertake customer due diligence (CDD) measures when:
e Carrying out occasional transactions above the applicable
designated threshold, including situations where the
transaction is carried out in a single operation or in several
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operations that appear to be linked.

e Carrying out occasional transactions that are wire
transfers in the circumstances covered by the Interpretative
Note to SR VII.

e There is a suspicion of money laundering or terrorist
financing, regardless of any exemptions or thresholds.

e The financial institution has doubts about the veracity or
adequacy of previously obtained customer identification data.

Identify the customer (whether permanent or occasional, and
whether natural or legal persons or legal arrangements) and
verify that customer’s identity using reliable, independent
source documents, data or information (identification data)
following the examples of the types of customer information
that could be obtained, and the identification data that could
be used to verify that information as set out in the paper
entitled General Guide to Account Opening and Customer
Identification issued by the Basel Committee’s Working Group
on Cross Border Banking.

Verify, for customers that are legal persons or legal
arrangements, that any person purporting to act on behalf of
the customer is so authorized, and identify and verify the
identity of that person.

Identify the beneficial owner, and take reasonable measures
to verify the identity of the beneficial owner using relevant
information or data obtained from a reliable source such that
the financial institution is satisfied that it knows who the
beneficial owner is.

Determine for all customers whether the customer is acting on
behalf of another person, and should then take reasonable
steps to obtain sufficient identification data to verify the
identity of that other person.

Conduct ongoing due diligence on the business relationship.

Establish, through law, regulation, or other enforceable means,
clear obligations/requirements for financial institutions to:

Obtain information on the purpose and intended nature of the
business relationship.

Perform enhanced due diligence for higher risk categories of
customer, business relationships or transactions.

Reject opening an account when unable to comply with CDD
requirements and to consider making a suspicious report.

Apply CDD measures on existing customers on the basis of
materiality and risk and to conduct due diligence on such
relationships at appropriate times.

Have appropriate risk management systems to determine
whether the customer is a politically exposed person; obtain
senior management approval for establishing business
relationships with such customers; take reasonable measures
to establish the source of wealth and source of funds; and
conduct enhanced ongoing monitoring of the business
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relationship.

Establish requirements for financial institutions to have
measures in place for establishing cross-border
correspondent banking and other similar relationships.

Require financial institutions to establish measures including
policies and procedures designed to prevent and protect the
financial institutions from money laundering and terrorist
financing threats that may arise from new or developing
technologies or specific CDD measures that apply to non
face-to-face business relationships or transactions.

QFC:
Strengthen the AML Regulation and Rulebook by requiring
relevant persons to:

Remove the broad exception to customer identification
requirements contained in Rule 3.9 of the Rulebook by
implementing a process for conducting a risk sensitive
assessment of customers and FATF countries where such
customers are located to determine compliance with and the
level of implementation of Rec. 5.

Require institutions to consider making a suspicious
transaction report when unable to complete CDD measures,
including when the business relationship has already
commenced and the institution is not able to conduct required
CDD measures.

Take reasonable measures to establish the source of funds of
customers and beneficial owners identified as PEPs and
obtain senior management approval to continue the business
relationship where a customer has been accepted and the
customer or beneficial owner is subsequently found to be, or
subsequently becomes a PEP.

Incorporate into the existing requirements the obligation to
gather sufficient information about a respondent institution to
understand fully the reputation and quality of supervision,
including whether it has been subject to a money laundering
or terrorist financing investigation or regulatory action; and to
document the respective AML/CFT responsibilities of each
institution.

Third parties and introduced
business (R.9)

Domestic sector:

Introduce provisions/measures in the event that financial
institutions supervised by the QCB, DSM, and MEC rely on
intermediaries or other third parties to perform some of the
elements of the CDD process.

Specify that the final responsibility for CDD measures remains
with the financial institution opening/initiating the relationship.

QFC:

Expand the requirements to include measures: to require a
relevant person to evaluate that the third party is regulated
and supervised; and determine in which countries the third
party that meets the conditions can be based; and take into
account information available on whether those countries
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adequately apply the FATF Recommendations.

Abolish or re-evaluate the broad customer identification
exemption granted when a customer is a member of the
relevant person’s group or equivalent international standards
are applied in FATF countries with a view to establish the risk
and the conditions for implementing this waiver.

Financial institution secrecy or
confidentiality (R.4)

Establish measures for the competent authorities to be able to
share information between financial institutions.

Record keeping and wire transfer
rules (R.10 & SR.VII)

Domestic sector:

Set in primary or secondary legislation requirements for
financial institutions under the DSM’s and MEC’s supervision.

Provide additional guidance to financial institutions the QCB’s
and DSM'’s supervision as to when the record
retention/keeping requirement starts, that is, following the
termination of an account or business relationship or longer if
requested by a competent authority.

Require banks (i) to ensure that all originator information that
accompanies a wire transfer is transmitted with the transfer by
each intermediary and beneficiary financial institution in the
payment chain; (ii) when technical limitations prevent full
originator information accompanying a cross-border wire
transfer from being transmitted with a related domestic wire
transfer, to keep a record for five years of all the information
received from the ordering financial information.

Require banks to adopt effective risk-based procedures for
identifying and handling wire transfers that are not
accompanied by complete originator information. The lack of
complete originator information may be considered a factor in
assessing whether they are thus required to be reported to the
financial intelligence unit or other competent authorities. In
some cases, the beneficiary financial institution should
consider restricting or even terminating its business
relationship with financial institutions that fail to meet the
SR.VIl standards.

Establish a mechanism to monitor effectively the compliance
of financial institutions with rules and regulations implementing
SR.VIIL.

Ensure that sanctions (in line with R.17) also apply in relation
to the obligations under SR.VII.

QFC:

Ensure that non-routine batched transactions are not batched
where this would increase the risk of money laundering or
terrorist financing.

Establish explicit measures to ensure that beneficiary financial
institutions adopt an effective risk-based procedures for
identifying and handling wire transfers that are not
accompanied by complete originator information.

Monitoring of transactions and
relationships (R.11 & 21)

Domestic sector:

Require banking and financial institutions under the QCB'’s
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supervision to make the findings of examinations of complex
and unusual transactions available to auditors.

Require financial institutions under the DSM’s and MEC'’s
supervision (i) to pay special attention to all complex, unusual
large transactions, or unusual patterns of transactions, that
have no apparent or visible economic or lawful purpose; (ii) to
examine as far as possible the background and purpose of
such transactions and to set forth their findings in writing; and
(iii) to maintain them for competent authorities and auditors for
at least five years.

Ensure that the DSM provides guidance indicating whether
transactions exceeding QR. 100,000 or the equivalent in
foreign currency should be considered large, unusual large or
complex.

Ensure that the DSM establishes a legal or regulatory
requirement for financial institutions to give special attention to
business relationships and transactions with persons form or
in countries which do not or insufficiently apply the FATF
Recommendations.

Expand the requirement for financial institutions under the
QCB’s supervision to pay attention to business relationships
and transactions with persons from or in countries that
insufficiently apply the FATF Recommendations.

QFC:

Establish a specific requirement for relevant persons to make
the findings of examinations of complex and unusual
transactions available to competent authorities and auditors.

Both sectors:

Ensure that all the supervisory authorities may apply counter-
measures to address instances where a country continues not
to apply or insufficiently applies the FATF Recommendations.

Suspicious transaction reports and
other reporting (R.13, 14, 19, 25, &
SR.IV)

Establish, in primary or secondary legislation, the requirement
for all financial institutions to report to the FIU transactions,
including attempted transactions, when a financial institution
suspects or has reasonable grounds to suspect that the funds
are the proceeds of a criminal activity, or are related or linked
to terrorist financing, terrorist acts or terrorist organizations or
those who finance terrorism.

Address the protection of financial institutions under the
supervision of the DSM and MEC, and their staff from liability
for filing suspicious transaction reports and prohibit “tipping
off” in the insurance sector.

Consider re-assessing the study conducted with respect to
Rec. 19 to provide for a more comprehensive analysis and
details as to how the decision to establish or not the cash
reporting system was achieved.

Provide guidance to assist financial institutions on AML/CFT
issues covered under the FATF recommendations, including
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at a minimum a description of ML and FT techniques and
methods, and any additional measures that these institutions
could take to ensure that their AML/CFT procedures are
effective.

Establish communication standards and a mechanism for
providing feedback to reporting institutions including general
and specific or case-by-case feedback.

Consider reviewing the guidance provided by the FATF Best
Practice Guidelines on Providing Feedback to Reporting
Financial Institutions and Other Persons.

Internal controls, compliance, audit
and foreign branches (R.15 & 22)

Set out clear requirements for all financial institutions to
establish and maintain internal procedures, policies, and
controls so that the same requirements apply uniformly to
policies and controls addressing customer due diligence,
record retention, detection of unusual and suspicious
transactions and the reporting obligation.

Strengthen the QCB requirement to ensure that AML/CFT
compliance officer has timely and unrestricted access to
customer information data and other customer due diligence
information, transaction records, and other relevant
information.

Impose a similar requirement on the financial institutions that
are regulated by the DSM and MEC.

Require all financial institutions to ensure that the scope of
the internal audit function (or outsourcing of this function)
includes AML/CFT reviews/audits and an overall assessment
of the financial institutions’ adequacy of the internal control
systems and policies with respect to AML/CFT.

Require financial institutions under the supervision of the DSM
and MEC to maintain an adequately resourced and
independent audit function to test compliance with the
procedures, policies and controls.

Require banking and financial institutions to put screening
procedures in place to ensure high standards when hiring
employees.

Expand the existing QCB measures that establish an explicit
obligation for financial institutions to apply the higher
AML/CFT standard, to the extent that local laws and
regulations permit.

Require foreign branches and subsidiaries of financial
institutions under the supervision of the DSM and MEC to
observe AML/CFT measures consistent with home country
requirements and the FATF Recommendations, to the extent
that local (i.e. host country) laws and regulations permit;
require financial institutions to pay particular attention that this
principle is observed with respect to their branches and
subsidiaries in countries which do not or insufficiently apply
the FATF Recommendations; and where the minimum
AML/CFT requirements of the home and host countries differ,
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to apply the higher standard, to the extent that local (i.e. host
country) laws and regulations permit.

Shell banks (R.18)

Domestic sector:

Amend the QCB licensing requirements with a view to clearly
prevent the establishment of shell banks in Qatar .

Prohibit banks from entering into or continuing correspondent
relationships with shell banks.

Require financial institutions to satisfy themselves that
respondent financial institutions in a foreign country do not
permit their accounts to be used by shell banks.

The supervisory and oversight
system—competent authorities and
SROs

Role, functions, duties and powers
(including sanctions) (R.23, 30, 29,
17, 25, & 32)

Establish the legal basis for AML/CFT supervision of the
financial institutions currently regulated by the MEC.

Strengthen the QCB, DSM and MEC overall AML/CFT
supervision and develop formal examination procedures for
AML/CFT matters.

Re-evaluate the adequacy of the penalties regime, in
particular with respect to the criminal sanction for tipping-off
provided in the AML Law, and provide the domestic
supervisory authorities with an adequate range of sanctions.

Money value transfer services
(SR.VI)

Investigate the possibility of an informal MVT system
operating in Qatar and consider effective measures for
monitoring these activities, if identified.

Address the shortcomings identified in recommendations 4-
11, 13-15, and 21-23, as applicable to this recommendation.

4. Preventive Measures—
Nonfinancial Businesses and
Professions

Customer due diligence and
record-keeping (R.12)

Set out in primary or secondary legislation the basic
obligations on customer due diligence and record keeping for
all DNFBPs.

Set out in law, regulation or by other enforceable means the
obligations on PEPs, payment technologies, introduced
business and unusual transactions.

Effectively implement Circular No. 2 of 2007 of the MEC,
Resolution No. 108 of 2006 of the MOJ and QFC AML
Regulations.

Suspicious transaction reporting
(R.16)

Set out STR obligations in primary or secondary legislation for
all DNFBPs.

Review the provisions on legal privilege in order not to prevent
lawyers and legal advisers from filing STRs.

Implement adequate measures to prohibit a DNFBP from
disclosing information it provides to the FIU.

Implement provisions on internal controls and countries that
insufficiently apply the FATF recommendations are incomplete
and not implemented.

Refine the QFC framework regarding the legal privilege of
lawyers.
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Regulation, supervision,
monitoring, and sanctions (R.17,
24, & 25)

e Re-evaluate the adequacy of the penalties regime, in
particular with respect to the criminal sanction for tipping-off
provided in the AML Law, and provide the domestic
supervisory authorities with an adequate range of sanctions.

e FIU and QFCRA: issue guidelines and provide specific
feedback to DNFBPs.

Other designated non-financial
businesses and professions (R.20)

e Conduct a risk assessment of the other businesses and
professions in the domestic sector.

e Take steps in order to reduce the reliance on cash.

5. Legal Persons and
Arrangements & Nonprofit
Organizations

Legal Persons—Access to
beneficial ownership and control
information (R.33)

e Enhance the timeliness of the FIU’s and DSM’s access to the
relevant information by providing both authorities with an
electronic link to the register of commerce’s database.

Legal Arrangements—Access to
beneficial ownership and control
information (R.34)

QFC :

e Review the CDD requirements with respect to trusts to ensure
that they are in conformity with the new Trust regulations.

e Take measures that enable the competent authorities to have
adequate, accurate and timely information on trusts created
under QFC, including accurate, current and adequate
information on the settlor, trustee and beneficiaries.

Nonprofit organizations (SR.VIII)

e Suppress the possibility of exempting a charity from QACA
supervision.

e Make the identification requirements more realistic and
enforceable and clarify the role of the QACA-FIU work team.

e Systematize on-site inspection of international projects.

e Revise the QFC Trust Regulations No. 12, Law 12 of 2004
and Law 13 of 2004 to bring the charitable trust regime in
compliance with SR VIII.

e Promote effective supervision or monitoring of QFC charitable
trusts.

6. National and International
Cooperation

National cooperation and
coordination (R.31 & 32)

e Formalize the cooperation with, the QFC , the securities
market regulator and, if necessary, the Public Prosecutor’s
Office, and seek to include them in their efforts to develop and
implement policies to combat money laundering and terrorist
financing.

e Ensure as a matter of priority enhanced cooperation in the
implementation of UNSCRs 1267 and 1373 (and their
successor resolutions).

e Maintain comprehensive statistics.

The Conventions and UN Special
Resolutions (R.35 & SR.I)

e Take the necessary measures to fully implement the Vienna
Convention.

e Sign, become party to and fully implement the Palermo
Convention.

e Sign, become party to and fully implement the International
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Convention for the Suppression of Terrorist Financing.

Take the necessary measures to comply with and fully
implement UNSCR 1267 and 1373 (and their successor
resolutions) as recommended under SR 1l1.

Mutual Legal Assistance (R.36, 37,
38, SR.V & 32)

Specify in the law the types of assistance that may be granted
in such a way that it covers assistance of the following nature:

e the production, search and seizure of information,
documents, or evidence from financial institutions, or other
natural or legal persons;

e the taking of evidence or statements from persons;

e the provisional originals or copies of relevant documents
and records as well as any other information and evidentiary
items;

e the service of judicial documents;

e facilitating the voluntary appearance of persons for the
purpose of providing information or testimony to the
requesting country; and

e dentification, freezing, seizure, or confiscation of assets
laundered or intended to be laundered, the proceeds of
money laundering and assets used for or intended to be used
to finance terrorist acts, terrorist groups or organizations and
terrorist individuals, as well as the instrumentalities of the
money laundering offense and of the predicate offense, and
assets of corresponding value.

Allow for the delivery of mutual legal assistance on non-
intrusive measures even in the absence of dual criminality.

Ensure that the mutual legal assistance requests are dealt
with in a timely manner and without undue delay.

Devise mechanisms that determine the best venue when
defendants are subject to prosecutions in more than one
country.

Ensure that technical differences in the laws in Qatar and in
the requesting State do not impede the provision of mutual
legal assistance.

Conclude arrangements where necessary for coordination of
seizure and confiscation actions with other countries.

Fully implement the UNSCR 1267 and 1373 with respect to
international cooperation.

Criminalize terrorist financing as recommended under SR I
and ensure that the widest range of international cooperation
may be granted in the fight against the financing of terrorism.
Consider establishing a confiscated assets funds into which all
or portion of confiscated property will be deposited and will be
used for law enforcement, health, education or other
appropriate purposes.

Consider authorizing the sharing of confiscated assets
between law enforcement agencies that have contributed to
the confiscation of assets.
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Maintain statistics of the requests for mutual legal assistance
and the response given.

Extradition (R. 39, 37, SR.V &
R.32)

Extend the list of predicate offenses as noted under
Recommendation 1 in order to be able to provide extradition in
all the cases contemplated in the standard.

Ensure that, where extradition relating to ML and TF is denied,
the case is submitted to the relevant Qatari authorities without
undue delay in view of the prosecution of the offenses set
forth in the request and that the competent authorities
cooperate with the requesting state on procedural and
evidentiary aspects.

Clearly specify the procedure by which extradition for terrorist
financing is possible, in line with SR V.

Establish a mechanism that ensures that extradition requests
and proceedings relating to ML and TF are handled without
undue delay.

Fully implement the UNSCR dealing with the fight against
terrorism and its financing.

Maintain statistics of requests for extradition received and
responses given.

Other Forms of Cooperation (R.
40, SR.V & R.32)

Law enforcement agencies and the FIU should be more
proactive in requesting information on ML/FT from their
counterparts.

QCB and DSM Laws should be amended to allow the QCB
and DSM to provide the widest range of international
cooperation with their foreign counterparts.

Authorities should maintain statistics on the number of
requests for assistance made or received by law enforcement
authorities, the FIU, including whether the request was
granted or refused.

7. Other Issues

Other relevant AML/CFT measures
or issues

Authorities should allocate additional resources to competent
authorities.

Authorities should develop the professional standards,
including confidentiality standards.

Authorities should develop specialist skills training in law
enforcement authorities including prosecution agencies, FIU,
supervisors and other competent authorities involved in
combating ML/FT.

Competent authorities have yet to develop comprehensive
statistics.
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Annex 1. Authorities’ Response to the Assessment

1. The Qatari authorities acknowledge and appreciate the important contribution the Financial
Action Task Force continues to make in the international fight against ML/TF and would also like to
express their gratitude to the International Monetary Fund’s assessor team for its commitment and
valuable contribution to Qatar’s ongoing AML/CFT efforts.

2. The government of Qatar is pleased that the Assessment report highlights the fact that there is
currently no evidence of significant money laundering in Qatar, that the level of predicate offences is low
compared to other countries and that Qatar ranks among the less corrupt countries in the region. The
government also welcomes the acknowledgement in the Assessment report that the Qatari authorities are
very conscious of the risks posed by money laundering and the financing of terrorism.

3. The Qatari authorities are acutely aware of the risks attendant on a rapidly growing financial
sector and are committed to the continued development of a robust AML/CFT framework including the
development of a legal and regulatory regime that will ensure ongoing high level compliance with the
FATF 40 + 9 Recommendations.

4. Qatar places the highest importance on AML/CFT and has worked hard over the last few years to
address ML/TF risks. The Qatari authorities are pleased that the Assessment demonstrates that the main
deficiencies identified in Qatar’s 2002 Mutual Assessment Report have been addressed and that the
country is continuing to make positive progress in the fight against ML/TF.

5. As part of this commitment, the Qatar government has decided to merge Qatar’s two financial
services legal and regulatory regimes and to introduce a single financial services regulator that will
oversee all financial institutions (with the Qatar Central Bank retaining a focus on core central bank
functions including monetary policy and the operation of the payment systems). The decision to create a
new single regulator will mean that all financial institutions in Qatar will be subject to the measures
(including on AML/CFT) currently upheld by the QFC.

6. The Qatari authorities recognize the crucial role that the National Anti Money Laundering &
Counter Terrorist Financing Committee and the FIU play in the fight against ML/TF and are continuing
to implement new strategies to enhance their effectiveness, including establishing a strong legal
foundation for the FIU, and strengthening cooperation between all Qatari authorities involved in
AML/CFT.

7. A number of initiatives have already been undertaken or are under way to enhance Qatar’s
AML/CFT framework, including:

. Drafting a new Anti Money Laundering & Counter Terrorist Financing Law to extend the scope
of the ML and the TF offences and to ensure full compliance with the FATF 40+9
Recommendations, relevant international conventions and UNSC resolutions;

o Implementing AML/CFT measures by each of the supervisory authorities, including amendments
to regulations and rulebooks, to enhance the preventive measures for all financial institutions and
DNFBPs;

] Taking steps to accede to the Palermo Convention and the International Convention for the

Suppression of the Financing of Terrorism (ICSFT);
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. Creating a Central Committee on Training to implement a comprehensive AML/CFT training
program for all financial institutions and authorities with AML/CFT responsibility; and

o Establishing measures to ensure that law enforcement agencies, financial institutions, DNFBPs
and other competent authorities involved in combating ML/TF prepare and maintain qualitative
and comprehensive statistics related to combating ML/TF.

8. Qatar is genuinely pleased with the timing of this Assessment and sees it as complementing the
development of its AML/CFT strategy. The Assessment has helped to clarify Qatar’s AML/CFT vision
and each authority is committed to implementing measures to address the recommendations made by the
assessors and ensuring ongoing compliance with the FATF 40+9 Recommendations and international
standards.
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11.
12.
13.
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Annex 2. Details of all bodies met on the on-site mission—
Ministries, other Government Authorities or Bodies,
Private Sector Representatives, and others.

Association of commercial banks
Association(s) of Compliance Officers
Coordination Committee for the implementation if UNSCR 1373 and relevant authorities responsible
for the implementation of the UNSC Resolutions
Customs & Ports General Authority
DNFBPs
a) Representatives from lawyers
b) Representatives from the real estate agents
¢) Representatives from dealers in precious metals and precious stones
d) Representatives of accountants
Financial Institutions
a) Representative from the banking industry
i) Qatar National Bank
ii) International Bank of Qatar
iii) BNP Paribas (Foreign Bank Branch)
iv) First Investment
b) Representatives from Investment companies
i) First Investment
c) Representatives of the exchange houses
i) Gulf Exchange Co.
ii) Al Mana
d) Representatives from the insurance Companies
i) Arabian Insurance Co
e) Representatives of financial firms supervised by QFCA
i) Arab Jordan Investment Bank
f) Representatives of financial firms supervised by QFCA
i) United Gulf Financial Services Company LLC
g) Representatives from the Doha Securities Market
i) Delala Islamic
ii) Qatar Securities Company
iii) Qatar Insurance and Reinsurance Co
h) Representatives from alternative remittance systems
Financial Intelligence Unit
Law enforcement agencies
a) Prosecutor, judges
b) Police
Ministry of Civil Service & Housing
a) Qatari authority for charitable activities
b) Qatari Post
Ministry of Economy & Commerce
a) Commercial Affairs Department
Ministry of Finance
MOFA
MOI
a) Department of Prevention of Economic Crimes
Ministry of Municipal Affairs & Agriculture
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16.
17.
18.
19.

20.
21.
22.
23.
24.

235

MOJ

a) Prosecutor’s Office

b) Judges

National Committee on AML/CFT

Public Qatari Authority for Specification & Criteria
Qatar Chamber of Commerce & Industry
QCB

a) AML/CFT policy and supervision

b) Banking Supervision Department

¢) Legal Affairs Department

Qatar Financial Centre Authority

Qatar Financial Centre Regulatory Authority
State Security Bureau

Representatives from non-profit organizations
Doha Securities Market Committee

Annex 130
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Annex 3. List of all laws, regulations and other material received

1. Laws

PRI B LD =

10.
11.
12.

13.
14.
15.
16.
17.

18.
19.
20.
21.

22.
23.
24.
25.
26.
27.
28.

29.
30.

31.

32

Law No. 2 of 1962: regulation of General Monetary Policy in Qatar (Ar.)

Law No. 14 of 1964: Real Estate Registration

Law No. 5 of 1989: State Public Treasury (Ar.)

Law No. 14 of 1991: Regulation of the MOJ and its competence (Ar.)

Decree Law No. 15 of the year 1993 establishing Qatar Central Bank and amendments

Law No. 14 of 1995: Doha Stock Market

Law No. 36 of 1995: Money Exchange

Decree Law No. 15 of the year 1993 establishing Qatar Central Bank as amended by the Law No. 19
of the year 1997

Law No. 8 of 1998: Non Profit Organizations and private companies (Ar.) Cancelled

Law No. 14 of 1999: Weapons, ammunitions and explosives.

Law No. 13 of 2000: Investment of Foreign Capital in the Economic Activity

Law No. 3 of 2001 amending Articles of Law No. 8 of 1998 on Non Profit Organizations and private
companies. (Ar.)

Law No. 2 of 2002: Real Estate Possession by the GCC Citizens

Law No. 5 of 2002: Commercial Companies Law

Law No. 8 of 2002: Regulation of Commercial Agents

Law No. 10 of 2002: General Prosecutor (Ar.)

Law No. 11 of 2002 amending Articles of Law No. 4 of 1991: regulation of the MOJ and determining
its competences. (Ar.)

Law No. 28 of 2002: Fighting Money Laundering (Ar.)

Law No. 40 of 2002: Customs Law

Law No. 5 of 2003 establishing State Security Bureau.

Decree Law No. 21 of 2003 amending some provisions of Law No. 28 of 2002 on Anti-Money
Laundering

Law No. 3 of 2004: Combating Terrorism

Law No. 11 of 2004: Penal Code

Law No. 12 0f 2004: Non Profit Organizations and private companies (Ar.)

Law No. 13 of 2004: Foundation of Charities Qatar Organization

Law No. 22 of 2004: the Civil Code

Law No. 23 of 2004: Penal Procedure Code (Ar. except Chap.V)

Law No. 25 of 2004: The Harboring Confrontation of Non-Qatari Commercial, Economical and
Professional activities practice in contrary to the Law.

Law No. 30 of 2004: regulating Accountants profession (Ar.)

Law No. 31 of 2004 amending provisions of Law No. 13 of 2000 regulating Investment of Foreign
Capital in the Economic Activity (Ar.)

Law No. 5 of 2005: The protection of Trade Secrets.

. Law No. 6 of 2005: Protection of Layout Design of Integrated Circuits
33.
34.
35.
36.
37.

Law No. 7 of 2005: On the Promulgation of Law for the Qatar Financial Center

Law No. 11 of 2005 regulating the Ministry of Finance and its competences (Ar).

Law No. 33 of 2005: Qatar Financial Center Authority and Qatar Financial Center (Ar).
Law No. 23 0f 2006 Law of Lawyers.

Law No. 33 of the year 2006: Qatar Central Bank.
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II. Ministerial Resolutions

1. Ministerial Resolution of the Minister of Finance, Economy and Trade No. (10) of 1999 issuing
internal list of Qatar Financial Center Authority

2. Ministerial Resolution of the Minister of Justice No. (27) of 2000 amending provisions of decision
No. (6) of 1994 establishing units in administrative departments in the MOJ and determining its
competences. (Ar.)

II1. Circulars, Decisions & Instructions

Qatari Public Authority for Customs and Ports:

1. Instructions of the Public Authority for Customs and Ports, Resolution of the Director General of the
Public Authority for Customs and Ports No. (5) of 2005 concerning the procedures and rules for
declaration and inspection of luggage and property accompanying travelers or belonging to them.

2. Instructions issued by the customs Authority, Administrative Circular No. (40) year 2001 concerning
Money Laundering and suspicious operations.

3. Resolution of the Chairman of Customs and Ports General Authority No. (37) of 2006 amending
Decision No. (5) of 2005 regarding the procedure of disclosure and principles of licensing and
inspection of traveler’s accompanied luggage.

QCB Instructions:
Chapter 6: Combating ML and FT

Doha Securities Market Committee:

Doha Securities Market Committee’ Decision No. (16/3) for the Year 2005 on the instructions concerning
the procedures for the prohibition and combating of Money Laundering and Financing of Terrorism.

Charities:

1. Instruction issued by the Qatari Public Authority for Charitable Works circular No. 1 of 2005:
controls for financial dealings and transfers with Charitable and Humanitarian bodies abroad.

2. Resolution No. (17) of 2006 issuing the instructions related to the combating of Money Laundering
and Terrorism Financing- Qatar Authority for charitable works and the MOJ.

3. Instructions issued by Civil Service and Housing Affairs — Ministry of Charitable Societies.

MEC:

1. Circular No. (1) of 2007 to insurance company issued by the MEC (ML instructions)
2. Circular No. (2) of 2007 to all companies operating in the State of Qatar (ML instructions).
3. Circular No. (3) of 2007 to all auditing offices operating in the State of Qatar (ML instructions).

Lawyers and Legal Professions:
1. Circular No. 13 of 2006 addressed by the MOJ-Real Estate Registration Department.
2. Administrative Order No. 108 of 2006 — Minister of Justice, chairman of the Committee responsible

of registering the Lawyers.
3. AML/CFT instructions, MOJ addressed to Lawyers.
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IV. Qatar Financial Centre Regulations

1. QFC Qatar Financial Center Law-Law No. (7) of 2005.

QFC — Regulatory Authority- Introducing the Qatar Financial Center Regulatory Authority.

QFC Regulation No. (1) of 2005 - QFC Financial Services Regulations relating to the management,
objectives, duties, functions, powers and constitution of the QFC Regulatory Authority- Verl-May05.
QFC — Regulatory Authority -A guide to our approach to regulation.

QFC- Regulatory Authority- A guide to the Financial Services Regulations.

QFC Companies Regulations- Qatar Financial Center- Verl- Sep05.

QFC Companies Rules- Qatar Financial Center-Comp- Verl- Nov05.

QFC Limited Liability Partnerships Regulations- Verl-Nov05.

QFC Data Protection Regulations- Qatar Financial Center- Ver1-Oct05.

10 QFC Data Protection Rules- Qatar Financial Center- rulesVer1-Oct05.

11. QFC AML regulations- Verl- Sep05.

12. QFC — Regulatory Authority — AML Rulebook- Ver1-Oct05.
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Annex 4. Copies of key laws, regulations and other measures

I. Laws

1. Law No. 28 of 2002: Fighting Money Laundering (Ar.)

2. Decree Law No. 21 of 2003 amending some provisions of Law No. (28) of 2002 on Anti-Money
Laundering

3. Article 3 of Law No. 3 of 2004 on Combating Terrorism

II. Decisions

1.

Administrative Decision No. 1 of year 2004: establishment of the FIU.

Annex 130
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United States Department of Treasury Press Release,
“Administration Takes Additional Steps to Hold the Government
of Syria Accountable for Violent Repression Against the Syrian People”,
18 May 2011

Website of the United States Department of Treasury available at
https://www.treasury.gov/press-center/press-releases/Pages/tg1181.aspx
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Administration Takes Additional Steps to Hold the Government of Syria Accountable for Violent Repression Against the Syrian People

U.S. DEPARTMENT OF THE TREASURY

Press Center

Administration Takes Additional Steps to Hold the Government of Syria Accountable
for Violent Repression Against the Syrian People

5/18/2011

WASHINGTON - Today, President Obama signed an Executive Order (E.O.) imposing sanctions against Syrian President Bashar al-Assad and six other senior officials of the
Government of Syria in an effort to increase pressure on the Government of Syria to end its use of violence against its people and begin transitioning to a democratic system that
protects the rights of the Syrian people.

Also today, the U.S. Department of the Treasury announced the designation of 10 individuals and entities pursuant to E.O. 13572 — signed by President Obama on April 29, 2011 —
targeting Syrian officials and others responsible for human rights abuses, including repression against the Syrian people, as well as a set of companies tied to Syrian corruption.

The United States continues to strongly condemn the Syrian government's use of violence and intimidation against its people and urges President al-Assad and his regime to answer
the calls of the Syrian people for a more representative government and embark upon the path of meaningful democratic reform.

“The actions the Administration has taken today send an unequivocal message to President Assad, the Syrian leadership, and regime insiders that they will be held accountable for
the ongoing violence and repression in Syria,” said Acting Under Secretary for Terrorism and Financial Intelligence David S. Cohen. “President al-Assad and his regime must
immediately end the use of violence, answer the calls of the Syrian people for a more representative government, and embark upon the path of meaningful democratic reform.”

New Executive Order
In signing this Executive Order, the President has provided the United States with additional tools to pressure senior Syrian government officials and has imposed sanctions on the
following individuals listed in the Annex to the Order:

Bashar al-Assad: President of the Syrian Arab Republic

Farouk al-Shara: Vice President of the Syrian Arab Republic

Adel Safar: Prime Minister of the Syrian Arab Republic

Mohammad Ibrahim al-Shaar: Minister of the Interior of the Syrian Arab Republic
Ali Habib Mahmoud: Minister of Defense of the Syrian Arab Republic

Abdul Fatah Qudsiya: Head of Syrian Military Intelligence

Mohammed Dib Zaitoun: Director of Political Security Directorate

As a result of this action, any property in the United States or in the possession or control of U.S. persons in which the individuals listed in the Annex have an interest is blocked, and
U.S. persons are generally prohibited from engaging in transactions with them.

The President has authorized the Secretary of the Treasury, in consultation with the Secretary of State, to take actions to block the property and interests in property of senior Syrian
Government officials; agencies and instrumentalities of the Syrian Government, persons owned or controlled by the Syrian Government, or by officials of the Syrian Government;
persons that have provided material support to those blocked pursuant to this Order; and, those that are owned or controlled by, or that have acted for or on behalf of persons
pursuant to in this Order.

Executive Order 13572 Designations
Exposing further the complicity of Syrian government officials in the human rights abuses and repression of the Syrian people, Treasury designated today the following individuals

and entities pursuantto E.O. 13572:

« Hafiz Makhluf: a cousin of President al-Assad and senior official of the Syrian General Intelligence Directorate (GID), the overarching civilian intelligence service in Syria
listed in the Annex to E.O. 13572. Makhluf was given a leading role in responding to protests in Syria, and was heavily involved in the Syrian regime's actions in Dar'a, where
protesters were killed by Syrian security forces. Makhluf was previously designated by Treasury in November 2007 pursuant to E.O. 13441, which targets persons
undermining the sovereignty of Lebanon or its democratic processes and institutions.

Syrian Military Intelligence (SMI): One of the four major branches of Syria's security forces. During the recent civil unrest in Syria the SMI has used force against and arrested
demonstrators participating in the unrest.

Syrian National Security Bureau (NSB): An element of the Syrian Ba'ath Party. The Syrian National Security Bureau (NSB) directed Syrian security forces to use extreme
force against demonstrators.

Syrian Air Force Intelligence (SAFI): In late April 2011, security forces including personnel from SAFI fired tear gas and live ammunition to disperse crowds of demonstrators
who took to the streets in Damascus and other cities after noon prayers, killing atleast 43 people.

Qasem Soleimani: Commander of the Iranian Islamic Revolutionary Guard Corps-Qods Force (IRGC-QF), the conduit for Iranian material support to the GID. The IRGC-QF
was listed in the Annex to E.O. 13572,

Mohsen Chizari: A senior IRGC-QF officer who serves as the Commander of IRGC-QF Operations and Training.

E.O. 13572 authorizes the United States to sanction any person thatis owned or controlled by, or acts for or on behalf of any person designated pursuantto E.O. 13460. Included in
today'’s action are three companies and one corporate official for ties to public corruption in Syria. The targets are Cham Holding and its Chairman Nabil Rafik al Kuzbari, Bena
Properties, and Al Mashreq Investment Fund, all of which are owned or controlled by, or acting for or on behalf of Rami Makhlouf. Makhlouf, a powerful Syrian businessman and
regime insider, was designated by Treasury in February 2008 under E.O. 13460 for improperly benefitting from and aiding the public corruption of Syrian regime officials.

https://www.treasury.gov/press-center/press-releases/Pages/tg1181.aspx
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Treasury Sanctions Five Individuals Tied to Iranian Plot to Assassinate the Saudi Arabian Ambassador to the United States

U.S. DEPARTMENT OF THE TREASURY

Press Center

Treasury Sanctions Five Individuals Tied to Iranian Plot to Assassinate the Saudi
Arabian Ambassador to the United States

10/11/2011 WASHINGTON - The U.S. Department of the Treasury today announced the designation of five individuals, including four senior Islamic Revolutionary Guard Corps-
Qods Force (IRGC-QF) officers connected to a plot to assassinate the Saudi Arabian Ambassador to the United States Adel Al-Jubeir, while he was in the United States and to carry
out follow-on attacks against other countries’ interests inside the United States and in another country. As part of today’s action, Treasury also designated the individual responsible
for arranging the assassination plot on behalf of the IRGC-QF.

Designated today pursuant to Executive Order (E.O.) 13224 for acting for or on behalf of the IRGC-QF were: Manssor Arbabsiar, a naturalized U.S. citizen holding both Iranian and
U.S. passports who acted on behalf of the IRGC-QF to pursue the failed plot to assassinate the Saudi ar or; IRGC-QF commander Qasem Soleimani; Hamed Abdollahi, a
senior IRGC-QF official who coordinated aspects of the plot and oversaw the other Qods Force officials directly responsible for coordinating and planning this operation; Abdul Reza
Shahlai, an IRGC-QF official who coordinated this operation; and Ali Gholam Shakuri, an IRGC-QF official and deputy to Shahlai, who met with Arbabsiar on several occasions to
discuss the assassination and other planned attacks.

Arbabsiar and Shakuri were named by the U.S. Attorney for the Southern District of New York in a criminal complaint unsealed today connected with the IRGC-QF plot. Among the
charges brought against them was conspiracy to engage in foreign travel and use interstate and foreign commerce facilities in the commission of murder-for-hire. According to the
criminal complaint, Arbabsiar arranged for $100,000 to be sent from Tehran to the U.S. as a down payment for the assassination of the Saudi or. Two wire transfers totaling
approximately $100,000 were sent from a non-Iranian foreign bank to a bank in the United States, to the account of the person recruited by Arbabsiar to carry out the assassination.

“Iran once again has used the Qods Force and the international financial system to pursue an act of international terrorism, this time aimed against a Saudi diplomat,” said David S.
Cohen, Under Secretary for Terrorism and Financial Intelligence. “The financial transactions at the heart of this plot lay bare the risk that banks and other institutions face in doing
business with Iran.”

As a result of today’s designations, U.S. persons are prohibited from engaging in transactions with these individuals, and any assets they may hold in the U.S. are frozen.

Manssor Arbabsiar

Arbabsiar met on a number of occasions with senior IRGC-QF officials regarding this plot and acted on behalf of senior Qods Force officials — including his cousin Abdul Reza
Shahlai and Shahlai’s deputy Gholam Shakuri — to execute the plot. During one such meeting, a $100,000 payment for the murder of the Saudi ambassador was approved by the
IRGC-QF. After this meeting, Arbabsiar arranged for approximately $100,000 to be sent from a non-Iranian foreign bank to the United States, to the account of the person he recruited
to carry out the assassination.

Qasem Soleimani

As IRGC-QF Commander, Qasem Soleimani oversees the IRGC-QF officers who were involved in this plot. Soleimani was previously designated by the Treasury Department under
E.O. 13382 based on his relationship to the IRGC. He was also designated in May 2011 pursuant to E.O. 13572, which targets human rights abuses in Syria, for his role as the
Commander of the IRGC-QF, the primary conduit for Iran's support to the Syrian General Intelligence Directorate (GID).

Hamed Abdollahi
Abdollahi is also a senior IRGC-QF officer who coordinated aspects of this operation. Abdollahi oversees other Qods Force officials — including Shahlai — who were responsible for
coordinating and planning this operation.

Abdul Reza Shahlai

Shahlai is an IRGC-QF official who coordinated the plot to assassinate the Saudi Arabian Ambassador to the United States Adel Al-Jubeir, while he was in the United States and to
carry out follow-on attacks against other countries’ interests inside the United States and in another country. Shahlai worked through his cousin, Mansour Arbabsiar, who was named
in the criminal complaint for conspiring to bring the IRGC-QF's plot to fruition. Shahlai approved financial allotments to Arbabsiar to help recruit other individuals for the plot,
approving $5 million dollars as payment for all of the operations discussed.

Shahlai was designated by Treasury in September 2008 pursuant to E.O. 13438 for threatening the peace and stability of Iraq and the Government of Iraq.

Ali Gholam Shakuri

Shakuri is an IRGC-QF officer and deputy to Abdul Reza Shahlai who acted on behalf of Shahlai in support of this plot. Shakuri provided financial support to Arbabsiar and met with
Arbabsiar several times to discuss the planned assassination and other attacks. With Shakuri’s approval, Arbabsiar arranged for the $100,000 down payment to be sent from a non-
Iranian foreign bank to the United States.

Background on Iran's Islamic Revolutionary Guard Corps-Qods Force

The IRGC-QF is the Government of Iran’s primary foreign action arm for executing its policy of supporting terrorist organizations and extremist groups around the world. The IRGC-QF
provides training, logistical assistance and material and financial support to militants and terrorist operatives, including the Taliban, Lebanese Hizballah, Hamas, Palestinian Islamic
Jihad and the Popular Front for the Liberation of Palestine-General Command.

IRGC-QF officers and their associates have supported attacks against U.S. and allied troops and diplomatic missions in Iraq and Afghanistan. The IRGC-QF continues to train, equip
and fund Iragi Shia militant groups — such as Kata'ib and Hizballah — and elements of the Taliban in Afghanistan to prevent an increase in Western influence in the region. In the
Levant, the IRGC-QF supports terrorist groups such as Lebanese Hizballah and Hamas, which it views as integral to its efforts to challenge U.S. influence in the Middle East.

The Government of Iran also uses the IRGC and IRGC-QF to implement its foreign policy goals, including, but not limited to, seemingly legitimate activities that provide cover for
intelligence operations and support to terrorist and insurgent groups. These activities include economic investment, reconstruction, and other types of aid to Iraq, Afghanistan and
Lebanon, implemented by companies and institutions that act for or on behalf of, or are owned or controlled by, the IRGC and the Iranian government.

The IRGC-QF was designated by Treasury pursuant to E.O. 13224 in October 2007 for its support for terrorism, and was listed in the Annex to E.O. 13572 of April 2011 as the conduit

for Iran's support to Syria’s GID, the overarching civilian intelligence service in Syria which has been involved in human rights abuses in Syria.

Indentifying Information:
https://www.treasury.gov/press-center/press-releases/Pages/tg1320.aspx
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Individual: Manssor Arbabsiar
AKA: Mansour Arbabsiar
DOB: March 15, 1955

Alt. DOB: March 6, 1955

POB: Iran

Citizenship: United Staes

Driver’s License: 07442833 (United States); expires March 15,2016
Passport: C2002515 (Iran)

Alt. Passport: 477845448 (United States)
Individual: Ali Gholam Shakuri
DOB: 1964

Alt. DOB: 1965

Alt. DOB 2: 1966

Location: Tehran, Iran
Individual: Abdul Reza Shahlai
AKA: Abdol Reza Shala'i
AKA: Abd-al Reza Shalai
AKA: ‘Abdorreza Shahlai
AKA: Abdolreza Shahla'i
AKA: Abdul-Reza Shahlaee
AKA: Haijj Yusef

AKA: Haiji Yusif

AKA: Haijji Yasir

AKA: Haijji Yusif

AKA: "Yusuf Abu-al-Karkh'
DOB: Circa 1957

Location: Kermanshah, Iran

Alt. Location: Mehran Military Base, llam Province, Iran
Individual: Hamed Abdollahi
AKA: Mustafa Abdullahi
DOB: August 11, 1960
Passport: D9004878
Citizenship: Iran

Individual: Qasem Soleimani
AKA: Ghasem Soleymani
AKA: Qasmi Sulayman
AKA: Qasem Soleymani
AKA: Qasem Solaimani
AKA: Qasem Salimani
AKA: Qasem Solemani
AKA: Qasem Sulaimani
AKA: Qasem Sulemani
DOB: March 11, 1957

POB: Qom, Iran

Passport: 1999 Diplomatic Passport 008827 (Iran)

https://www.treasury.gov/press-center/press-releases/Pages/tg1320.aspx
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http://www.treasury.gov/press-center/press-releases/Pages/j12249.aspx

2679



Annex 133

2680
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U.S. DEPARTMENT OF THE TREASURY

Press Center

Treasury Designates Al-Qa’ida Supporters in Qatar and Yemen
12/18/2013

WASHINGTON — The U.S. Department of Treasury today imposed sanctions on two al-Qa'ida supporters based in Qatar and Yemen. Abd
al-Rahman bin 'Umayr al-Nu'aymi (Nu'aymi) and "Abd al-Wahhab Muhammad "Abd al-Rahman al-Humaygani (Humaygani) were named
as Specially Designated Global Terrorists (SDGTs) pursuant to Executive Order (E.O.) 13224. Nu'aymi was designated for providing
financial support to al-Qa'ida, Asbat al-Ansar, al-Qa'ida in Iraq, and al-Shabaab, and Humayqani was designated for providing financial
support to and acting on behalf of al-Qa'ida in the Arabian Peninsula (AQAP).

"It is essential for countries to take proactive steps to disrupt terrorist financing, especially where al-Qa'ida and its affiliates are concerned.
We will continue to work with our partners in the Gulf to ensure that charitable donations are not used to support violence in the region or
elsewhere," said Under Secretary for Terrorism and Financial Intelligence David S. Cohen.

Nu'aymi is a Qatar-based terrorist financier and facilitator who has provided money and material support and conveyed communications to
al-Qa'ida and its affiliates in Syria, Iraq, Somalia and Yemen for more than a decade. He was considered among the most prominent
Qatar-based supporters of Iragi Sunni extremists. Humayqgani has used his Yemen-based charity as a cover for funneling financial support
to AQAP and has frequently traveled throughout the Arabian Peninsula while conducting business for AQAP. During political unrest in
Yemen, Humayqani reportedly assisted AQAP in gaining a foothold and safe haven in al-Bayda' Governorate, Yemen and as of mid-2011
served as the acting AQAP amir there. Both Nu'aymi and Humaygani are at the center of global support networks that fund and facilitate
terrorism.

As a result of today's designation, any assets these individuals may have under U.S. jurisdiction are frozen, and U.S. persons are
generally prohibited from doing business with them.

‘Abd al-Rahman bin ‘Umayr al-Nu'aymi

In 2013, Nu'aymi ordered the transfer of nearly $600,000 to al-Qa'ida via al-Qa'ida's representative in Syria, Abu-Khalid al-Suri, and
intended to transfer nearly $50,000 more.

Nu'aymi has facilitated significant financial support to al-Qa'ida in Iraq, and served as an interlocutor between al-Qa'ida in Iraq leaders and
Qatar-based donors. Nu'aymi reportedly oversaw the transfer of over $2 million per month to al-Qa'ida in Iraq for a period of time. He also
served as an interlocutor between these Qatari nationals and al-Qa'ida in Iraq leaders. Between 2003 and 2004, Nu'aymi provided support
to the Iraqgi insurgency more broadly and served as a conduit for their broadcast materials to media outlets.

Nu'aymi as of mid-2012 provided approximately $250,000 to two U.S.-designated al-Shabaab figures, Mukhtar Robow and Sheikh Hassan
Aweys Ali, the latter of whom is also designated by the United Nations (UN). Also in 2012, Nuaymi provided financial support to a charity
headed by Yemen-based Abd al-Wahhab Muhammad 'Abd al-Rahman al-Humaygani, who channeled funding to AQAP.

“Abd al-Wahhab Muhammad "Abd al-Rahman al-Humayqani

In his capacity as the head of a Yemen-based charity, Humayqani has used his status in the charitable community to fundraise and has
provided some of that funding to AQAP and has facilitated financial transfers from AQAP supporters in Saudi Arabia to Yemen in support
of AQAP operations. As of 2012, Humaygqani was an important figure within AQAP and reportedly had a relationship with important AQAP
leaders. Humaygani and others in March 2012 reportedly orchestrated an AQAP attack on a Yemeni Republican Guard base in al-Bayda'
Governorate, Yemen. The attack employed multiple vehicle-borne improvised explosive devices and killed seven. He is suspected to have
recruited individuals to AQAP who were involved in a plot to assassinate Yemeni officials.

Humayqani has provided financial support and other services to AQAP and acted for or on behalf of the group. He has represented AQAP
in meetings with Yemeni officials to negotiate the release of Yemeni soldiers held by AQAP and worked with AQAP operatives to
coordinate the movement of AQAP fighters within Yemen. Humaygani has directed a group of armed AQAP associates that intended to
carry out attacks on Yemeni government facilities and institutions, including a Yemeni government building in al-Bayda Governorate. He
has also recruited individuals in Sana, Yemen on behalf of AQAP in support of AQAP efforts in southern Yemen.

Along with the U.S. and UN designated cleric Shaykh Abd al-Majid al-Zindani, he has issued religious guidance in support of AQAP
operations. Humaygani and AQAP leadership have planned to establish a new political party in Yemen, which AQAP planned to use as a
cover for the recruitment and training of fighters and a means to attract broader support. AQAP leadership decided that Humayani would
play a public role as a leader and spokesman for the new political party.

Identifying Information

https://www.treasury.gov/press-center/press-releases/Pages/jl2249.aspx
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Abd al-Rahman bin Umayr al-Nu'aymi

AKA: Abd al-Rahman bin 'Amir al-Na'imi

AKA: 'Abd al-Rahman al-Nu'aimi

AKA: 'Abd al-Rahman bin 'Amir al-Nu'imi

AKA: 'Abd al-Rahman bin 'Amir al-Nu'aymi

AKA: 'Abdallah Muhammad al-Nu'aymi

AKA: 'Abd al-Rahman al-Nua'ymi

AKA: A. Rahman al-Naimi

AKA: Abdelrahman Imer al Jaber al Naimeh

AKA: A. Rahman Omair J Alnaimi

AKA: Abdulrahman Omair al Neaimi

DOB: 1954

Passport: 00868774 (Qatar) Expiration Date: April 27, 2014
Personal Identification Number: 25463401784 (Qatar)
Personal Identification Number Expiration: December 6, 2019

"Abd al-Wahhab Muhammad "Abd al-Rahman al-Humaygani
AKA: "Abd al-Wahab Muhammad "Abd al-Rahman al-Humaygani
AKA: "Abd al-Wahab Muhammad "Abd al-Rahman al-Hamigani
AKA: "Abd al-Wahab Muhammad "Abd al-Rahman al-Hamaygani
AKA: Abdul-Wahab Mohammed Abdul Rahman al-Humaikani
AKA: 'Abdul-Wahab Mohammed Abdul-Rahman al-Humaygani
AKA: 'Abdul-Wahab Mohammed Abdul-Rahman al-Humaiqgani
AKA: 'Abdul-Wahab Mohammed Abdul-Rahman al-Hamigani
AKA: Abdul Wahab al-Humayqani

AKA: "Abd al-Wahab al-Humaygani

AKA: "Abd al-Wahab al-Hamigani

AKA: “Abd al-Wahab al-Hamaygani

AKA: "Abd al-Wahab al-Humigani

AKA: Abdulwahhab Mohammed Abdulrahman al-Humaikani
AKA: "Abd al-Wahab al-Qawi al-Hamigani

AKA: “Abd al-Wahab al-Qawi al-Humayqani

AKA: "Abd al-Wahhab Muhammad "Abd al-Rahim al-Humayqgani
AKA: Abu Ayed

AKA: Abu Ayid

DOB: August 4, 1972

POB: al-Zahir, al-Bayda', Yemen

Passport: 03902409 (Yemen) Date of Issue: June 13, 2010; Expiration Date: June 13, 2016
Passport: 01772281 (Yemen)

Personal Identification Number: 1987853 (Yemen)

https://www.treasury.gov/press-center/press-releases/Pages/jl2249.aspx
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United Arab Emirates, Cabinet Decree of Terrorist Organisations
of 15 November 2014 pursuant to Federal Law No. 7 of 2014
on Combating Terrorism Offences, adopted on 31 August 2014

(Extract, English translation, Arabic original)

Website of the United Arab Emirates Judicial Department available at
https://www.adjd.gov.ae/sites/ Authoring/AR/ELibrary%20Books/
E-Library/PDFs/Law%?20against%?20terrorist%20crimes.pdf
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List of terrorist organizations attached
By Decree of the Council of Ministers No. (41) of 2014

Annex 134

1-

The UAE Muslim Brotherhood Call for Reform (reform society)

2- Cells of the UAE Islamic Jihad

3- Al-Karama Organization

4- The Ummabh parties in the Gulf

5- Al-Qaeda

6- The Islamic State of Iraq and the Levant (Da’esh/ISIS)
7- Al-Qaeda in the Arabian Peninsula

8- Ansar al-Sharia (Yemen)

9- Organization of the Muslim Brotherhood
10- Islamic Group in Egypt

11- Ansar Bayt Al-Maqdis Al-Masriya group
12- The Egyptian Army Group

13- The Mujahideen Shura Council - Aknaf Bayt Al-Maqdis
14- Movement of the Houthis in Yemen

15- The Saudi Hezbollah in the Hijaz

16- | Hezbollah in the GCC countries

17- Al-Qaeda in Iran

18- | Badr Organization in Iraq

19- | Asaib Ahl al-Haq in Iraq

20- | Hezbollah Brigades (Iraq)

21- | Abu Fadl al-Abbas Brigade in Syria

22- The promised brigades of the Day (Iraq)
23- Omar bin Yasser Brigade (Syria)

24- | Ansar al-Islam group of Iraq

25- | Al Nusra Front in Syria

26- | Ahrar al-Sham movement in Syria

27- The Fatah Al-Islam movement of Lebanon
28- Army of Islam in Palestine

29- Abdullah Azzam Brigades

30- | Al-Ansar League in Lebanon

31- Al-Qaeda in the Islamic Maghreb

32- Ansar al-Sharia Battalion in Libya

33- | Ansar al-Sharia Group in Tunisia

34- Somali Mujahideen Youth Movement

35- Boko Haram group in Nigeria

36- The Almoravids Battalion in Mali

37- Ansar al-Din Movement in Mali

38- | Pakistan's Haqqani Network

39- | Pakistani Lashkar-e-Taiba group

40- East Turkistan Movement in Pakistan

41- Army of Muhammad in Pakistan

42- | Army of Muhammad in Pakistan and India
43- Indian Mujahideen in India / Kashmir

44- The Islamic Emirate of the Caucasus (Chechen jihadists)
45- The Islamic Movement of Uzbekistan

- 63 -
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46- Filipino Abu Sayyaf Group

47- Council on American Islamic Relations (CAIR)
48- Canvas Organization in Belgrade, Serbia
49- The Muslim American Society (MAS)

50- Union of Muslim Scholars

51- Federation of Islamic Organizations in Europe
52- Union of Islamic Organizations of France
53- Muslim Association of Britain

54- Islamic Society of Germany

55- | Islamic Society of Denmark

56- | The League of Muslims in Belgium

57- Association of Italian Muslims

58- Finnish Islamic Association

59- Swedish Islamic Association

60- Norwegian Islamic Association

61- Islamic Relief Organization of London

62- British Qordoba Relief Association

63- Islamic Relief Association part of the Global Muslim Brotherhood Organization
64- Taliban Movement of Pakistan

65- | Abu Thur Al Ghafari Battalion in Syria

66- | Al Tawheed Brigade of Syra

67- | Al Tawheed and Faith Battalion of Syria
68- | Al Khadhra Battalion of Syria

69- Abu Bakr Al Sideeq Brigade of Syria

70- Battalion of Talha Bin Obaid Allah in Syria
71- | Al Sarim wa Al battar Battalion in Syria
72- | Abdullah Bin Mubaral Brigade of Syria

73- | Caravan of Martyrs Brigade of Syria

74- | Abu Omar Brigades of Syria

75- Ahrar Shumar Brigades of Syria

76- Sariyat Al Jabal Brigades if Syria

77- | Al Shahbaa Brigades is Syria

78- | Al Qa’qa’Brigades in Syria

79- | Sufyan Al Thawri Brigade in Syria

80- Ibbad Al Rahman Battalion in Syria

81- Omar Bin Al Khattab Brigade in Syria

82- | Al Shaymaa Brigade in Syria

83- | Al Haq Brigade in Syria

- 64 -
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United States Department of Treasury Press Release,
“Treasury Designates Twelve Foreign Terrorist Fighter Facilitators”,
24 September 2014

Website of the United States Department of Treasury available at
https://www.treasury.gov/press-center/press-releases/Pages/j12651.aspx
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Treasury Designates Twelve Foreign Terrorist Fighter Facilitators

U.S. DEPARTMENT OF THE TREASURY

Press Center

Treasury Designates Twelve Foreign Terrorist Fighter Facilitators
9/24/2014

Action Undermines Efforts by the Islamic State of Iraq and the Levant, Al Nusrah Front, Al-Qaida and its Affiliates, and Jemaah Islamiya to Move Money and Fighters to Syria and
Elsewhere

WASHINGTON - The U.S. Department of the Treasury today named 11 individuals and one entity as Specially Designated Global Terrorists (SDGTs) pursuant to Executive Order
(E.O.) 13224. The targets listed below have worked with a range of terrorist organizations — the Islamic State of Iraq and the Levant (ISIL), al Nusrah Front, al-Qaida and its affiliates,
and Jemaabh Islamiya — to send financial and material support, and foreign terrorist fighters to Syria and elsewhere. Today's actions complement the United Nations Security
Council’s adoption of a resolution focused on preventing and disrupting the financial activities of foreign terrorist fighters and thwarting their efforts to travel across borders.

“Today’s broadly scoped designations will disrupt efforts by ISIL, al Nusrah Front, al-Qaida, and Jemaah Islamiya to raise, transport, and access funds that facilitate foreign terrorist
fighters,” said David S. Cohen, Under Secretary for Terrorism and Financial Intelligence. “These steps, taken the same day as the adoption of a new United Nations Security Council
Resolution, affirm the commitment of the United States and our partners to degrade and destroy terrorist access to financing.”

Islamic State of Iraq and the Levant
The following two individuals have been designated for acting for or on behalf of ISIL.
Tarkhan Tayumurazovich Batirashvili

Over the past several years, Syria-based Georgian national Tarkhan Tayumurazovich Batirashvili has held a number of top military positions within ISIL and has led a number of
attacks.

As of mid-2014, Batirashvili was a senior ISIL commander and Shura Council member located in al-Raqgqah, Syria. He was identified as the ISIL military commander in a public
video distributed by the group in late June 2014. Batirashvili oversaw an ISIL prison facility in al-Tabga, close to al-Raqqah, where ISIL possibly held foreign hostages. As of mid-
2014, Batirashvili also coordinated closely with ISIL's financial section and had a base of operations for the terrorist organization in the Minbij, Syria area.

In early June 2014, Batirashvili ordered ISIL members to travel from Syria to Iraq to retrieve vehicles, weapons, and ammunition, according to information available to the United
States Government. According to an official social media account for ISIL in the Syrian Hasakah Governorate at this time, Batirashvili issued an important communiqué ordering the
general mobilization of all ISIL provinces to support the group’s efforts in Mosul, Iraq, and to prepare for any emergencies.

Earlier this year, Batirashvili was described as a member of ISIL's Shura Council, and he maintained unique authority within ISIL. In May 2013, he was appointed northern
commander for ISIL by its leader Ibrahim 'Awwad Ibrahim 'Ali al-Badri (AKA Abu Bakr al-Baghdadi), who was designated by the U.S. Department of State as an SDGT on October 4,
2011, with authority over ISIL’s military operations and ISIL’s forces in northern Syria, specifically Aleppo, Raqqa, Latakia, and northern Idlib provinces. As of late 2013, he was the
ISIL Amir (leader) for northern Syria and was located in and around Aleppo Province. He was also in charge of fighters from Chechnya and elsewhere in the Caucasus. Atthis time,
Batirashvili led approximately 1,000 foreign fighters for ISIL to attack the Syrian regime at Jabal Shuwayhnah, Rif Aleppo, Syria.

Batirashvili pledged allegiance to ISIL and al-Baghdadi in mid-2013. In pledging his allegiance to Abu Bakr al-Baghdadi, Batirashvili said that some members of the brigade he
commanded, Jaish al-Muhajireen wal-Ansar, which was also designated as an SDGT by the U.S. Department of State today, joined him in swearing allegiance to ISIL. According to a
December 2013 statement Batirashvili released, his pledge of allegiance to ISIL and Abu Bakr al-Baghdadi came after fighting alongside ISIL and following a consultation held
among other fighters from Jaish al-Muhajireen wal-Ansar.

In addition, Batirashvili publicly acknowledged his role as a senior ISIL military commander in a November 2013 public interview with an unofficial ISIL weekly newspaper. In this
interview, he acknowledged arriving in Syria in March 2012, described his reasons for joining ISIL, and outlined his role as the military commander of ISIL responsible for “liberating”
certain areas of Syria. He also described five separate military operations he led on behalf of ISIL, including the storming of the Syrian government-controlled Ming Airport.
Batirashvili acknowledged that his forces broke into 11 Syrian military installations and seized unidentified spoils from eight of them.

Tariq Bin-Al-Tahar Bin Al Falih Al-‘Awni Al-Harzi

As of mid-2014, Al-Harzi has been an ISIL official operating in Syria. As a high-profile ISIL member, he works to raise funds and recruit and facilitate the travel of fighters for the
terrorist organization. He was also known as one of the first terrorists to join ISIL, according to information available to the U.S. Government.

Al-Harzi has been recruiting and facilitating the travel of fighters for ISIL since 2013. He was named ISIL’'s Amir for the border region between Syria and Turkey and, in this capacity,
he was tasked by ISIL with receiving new foreign fighter recruits and providing them light weapons training before sending them to Syria. Specifically, he facilitated the movement of
Europeans to Turkey, and eventually Syria. For example, he and several other ISIL border group members assisted foreign fighters from the UK, Albania, and Denmark. As of early
2014, Al-Harzi had also recruited North Africans to ISIL. In mid-2013 he worked with ISIL spokesman Abu Muhammad al-Adnani, who was designated as an SDGT by the U.S.
Department of State on August 18, 2014, to move an individual to a training camp in Deir al-Zour, Syria, according to information available to the U.S. Government.

As of late 2013, Al-Harzi was ISIL's Amir of suicide bombers and a key figure in an ISIL facilitation network that played a central role in ISIL's suicide and vehicle-borne improvised
explosive device (VBIED) attacks in Iraq. In his capacity as leader of ISIL’s suicide bomber facilitation pipeline, AL-Harzi worked with other ISIL members to facilitate the travel of
individuals from Syria into Irag. In October 2013, he requested suicide bombers for operations in Iraq from a Syria-based associate. Al-Harzi also worked to provide material support
to ISIL by procuring and shipping weapons with his brother from Libya to Syria for ISIL.

Al-Harzi worked to help raise funds from Gulf-based donors for ISIL. In September 2013, he arranged for ISIL to receive approximately $2 million from a Qatar-based ISIL financial
facilitator, who required that Al-Harzi use the funds for military operations only. The Qatar-based ISIL financial facilitator also enlisted Al-Harzi’s assistance with fundraising efforts in

Qatar.

In mid-2013, Al-Harzi was also the leader of foreign operations for ISIL and had ordered individuals to plan a large operation targeting a United Nations Interim Forces in Lebanon
(UNIFIL) commander, according to information available to the U.S. Government.

Al-Nusrah Front, Al-Qaida, Al-Qaida in Iraq, and Al-Qaida in the Arabian Peninsula
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The following six individuals have been designated today for acting for or on behalf of and/or providing financial, material, or technological support to al Nusrah Front (ANF), al-
Qaida, al-Qaida in Iraq (AQI), and/or al-Qaida in the Arabian Peninsula (AQAP).

‘Abd al-Aziz Aday Zimin al-Fadhil

Al-Fadhil is a Kuwait-based facilitator who provides financial services to or in support of ANF by transferring money to the group. In this regard, he has coordinated the transfer of
hundreds of thousands of dollars to ANF.

Al-Fadhil has also coordinated the provision of material supportto ANF and facilitates travel for individuals seeking to join the terrorist organization.
In addition to his support for ANF, al-Fadhil provides financial services to or in support of AQAP by transferring money to Yemen to support the group.
Ashraf Muhammad Yusuf ‘Uthman "Abd al-Salam

Afighter in Syria since early 2014, ‘Abd al-Salam has provided financial, material, and technological support for ANF, al-Qaida, and AQI.

With regard to ANF, ‘Abd al-Salam planned to transfer funding to ANF as of mid-2012. In early 2012, he facilitated the travel of associates to Syria to provide training to ANF members
based in Syria. In early 2012, ‘Abd al-Salam and an Iraqi explosives expert worked with ANF and also sought to use explosives in acts of terrorism.

With regard to al-Qaida, 'Abd al-Salam in mid-2012 also worked to facilitate the transfer of hundreds of thousands of dollars from U.S.- and UN-designated Qatar-based Khalifa
Muhammad Turki al-Subaiy intended for al-Qaida in Pakistan.

With regard to AQI, 'Abd al-Salam initially began working with the group in 2005. In 2007, he opened stores to facilitate the communications of AQl officials. In late 2007, 'Abd al-
Salam facilitated the transfer of thousands of dollars to support AQI operations.

‘Abd al-Malik Muhammad Yusuf ‘Uthman 'Abd al-Salam (AKA Umar al-Qatari)

Umar al-Qatari is a Jordanian facilitator who provides financial, material, and technological support for ANF and al-Qaida.

In May 2012, Umar al-Qatari was apprehended by Lebanese authorities in Beirut as he attempted to depart for Qatar. Atthe time of his arresthe was carrying thousands of dollars
intended for al-Qaida. Despite his detention, he remained a communications conduit between detainees in Lebanon and ANF fighters located in Syria and Lebanon. As of early
2013, ANF members were attempting to facilitate the release of Umar al-Qatari from prison in Lebanon.

Umar al-Qatari’s support to ANF has been broad. In early 2012, he gave thousands of dollars and material support to a Syria-based al-Qaida associate intended for ANF operatives.
Umar al-Qatari also facilitated extremist travel to ANF in Syria and specifically worked with Turkey-based Syrians who opposed the Syrian regime in an effort to recruit them to work
with ANF. In early 2012, Umar al-Qatari, Qatari national Ibrahim al-Bakr, who has also been designated as an SDGT today, and their Lebanon-based associates agreed to procure
and transport weapons and other equipment to Syria with the assistance of a Syria-based al-Qaida associate.

Umar al-Qatari has a long history of raising funds for al-Qaida. As of early 2012, he raised and collected funding for al-Qaida from Gulf-based donors via the Internet. He coordinated
the transfer of tens of thousands of euros from U.S. and UN-designated Qatari al-Qaida financier Khalifa Muhammad Turki al-Subaiy, which was intended to support al-Qaida and its
senior leaders. Umar al-Qatari also worked with Iran-based al-Qaida facilitators to deliver receipts confirming that al-Qaida received foreign donor funding. In late 2011, he delivered
thousands of dollars to U.S.- and UN-designated al-Qaida facilitator Muhsin al-Fadhli in Iran.

Umar al-Qatari has also been directly involved in supporting and participating in operational activities for al-Qaida and, in 2012, he spent time at a training camp in Waziristan,
Federally Administered Tribal Areas, Pakistan. As of early 2012, Umar al-Qatari was responsible for providing recruitment and logistical support for al-Qaida members in the Middle
East and traveled to the Gulf, the Levant, Iran, South Asia and Southeast Asia for his work with al-Qaida.

He also facilitated the procurement of identification documents in support of al-Qaida. In 2011, Umar al-Qatari participated in an attack against U.S. forces in Afghanistan.

Fatih Hasar

Hasar is a Turkey-based facilitator who provides financial and other services to or in support of al-Qaida. He has transferred money to support extremists in Afghanistan and Pakistan
and has coordinated the transfer of hundreds of thousands of dollars to al-Qaida members. Hasar also facilitates al-Qaida members' travel.

On ANF, Hasar provides financial services in support of ANF by transferring money to support the terrorist group. He has facilitated the travel of extremists and an al-Qaida financial
facilitator seeking to join ANF.

Hamad Awad Dahi Sarhan al-Shammari

Al-Shammari is a Kuwait-based facilitator who provides financial services to or in support of al-Qaida by transferring money to support extremists in Afghanistan and Pakistan. He
has coordinated the transfer of hundreds of thousands of dollars to al-Qaida members and has facilitated travel for individuals seeking to join al-Qaida.

On ANF, Al-Shammari provides financial services support by transferring money to support the terrorist group. Specifically, he has coordinated the transfer of more than a hundred
thousand dollars to ANF members. He also has facilitated travel for individuals seeking to join ANF.

Ibrahim ‘Isa Hajji Muhammad al-Bakr

Al-Bakr provides financial, material, or technological support for, or financial or other services to or in support of al-Qaida.

As of mid-2012, al-Bakr had worked for al-Qaida and had been responsible for collecting money for both al-Qaida and the Taliban. In this capacity, he served as a link between Gulf-
based al-Qaida financiers and Afghanistan. As of late 2012, information available to the U.S. Government indicates that al-Bakr has traveled to Waziristan, Federally Administered
Tribal Areas, Pakistan, for his work with al-Qaida.

As of early 2006, he played a key role in a terrorist cell that was plotting to attack U.S. military bases and personnel in Qatar.

Atthe time of his arrest in Qatar in the early 2000s for his involvement in a jihadist network, al-Bakr was working to raise money to support terrorism. Al-Bakr was subsequently
released from prison after he promised not to conduct terrorist activity in Qatar.

Jemaah Islamiya
Jemaah Islamiya (JI) is a U.S. and UN-designated Southeast Asia-based terrorist group linked to al-Qaida that is responsible for numerous acts of terrorism including the Bali
bombing in 2002, which killed over 200 people from 27 nations. The following entity and three individuals have been designated today for acting for or on behalf of or providing

financial, material, or technological support, or financial or other services to or in support of JI.

Hilal Ahmar Society Indonesia
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The Hilal Ahmar Society Indonesia (HASI) is ostensibly JI's humanitarian wing, which since 2011 has operated as a non-governmental organization (NGO) in Indonesia. While not
indicative of the activities of the charitable sector as a whole, the activities of HASI demonstrate how terrorist groups, such as JI, continue to abuse charitable giving to raise and use
funds to support violent acts and provide cover for logistical requirements for their terrorist organization.

Since 2012, HASI has sent multiple groups of Jl terrorist fighters to Syria for military training and has also helped raise funds and recruit for the terrorist group.

Since mid-2013, HASI has engaged in a number of activities to support the recruitment and travel of foreign terrorist fighters for JI to deploy to Syria. These deployments to Syria
routinely included JI members that were sent for military training and to join Syrian fighters. In several instances, HASI supported the travel of JI officials, including senior JI leader
Bambang Sukirno and Jl operative Angga Dimas Pershada to Syria, both of whom have also have been designated as SDGTs today. One of HASI's recent deployments to Syria took
place in May 2014.

Jl'has used HASI to raise funds, and together the two groups have cooperated on fundraising. As of 2013, HASI members participated in several fundraisers with Jl in Indonesia that
raised tens of thousands of dollars. In addition, JI officials have encouraged followers to provide material support for the fighting in Syria, including through contributing donations to
HASI.

HASI also has ties to U.S. and UN-designated ANF.

HASI, which translates into English as, “Indonesian Red Crescent Society”, is not affiliated with the humanitarian group International Federation of the Red Cross and Red Crescent
Societies (IFRC).

Angga Dimas Pershada

Pershada is a Jl operative and a HASI leader, who, as of mid-2014, was Secretary General of HASI and as of 2013, oversaw HASI and raised funds for the organization. Prior to that
position, Pershada was identified as HASI's chairman in October 2012. During the time that Pershada oversaw HASI, the organization’s deployments to Syria routinely included JI
members that were recruited and sent to join Syrian fighters. It was also during this time that JI sent volunteers to Syria through HASI for military training.

Pershada also engaged in a number of public appearances to actively raise funds for HASI. In early 2013, Pershada appeared on a talk show to raise funds for the group, and in
October 2012, Pershada was expected to speak at several rallies and fundraising drives. Pershada has also provided support to Jl over several years and has been a member of JI's
Foreign Affairs division.

Bambang Sukirno

Sukirno is a senior Jl leader, who over a number of years has held various senior leadership positions within JI. He has been involved in managing aspects of JI travel to Syria to
support Syria-based opposition groups. Through HASI, Sukirno also led several JI missions to Syria that took place between late 2012 and early 2014. Sukirno has represented Jl in
meetings with other Islamic militants and was responsible for receiving funds from donors that supported a network of Islamic militants in Indonesia.

Sukirno also has helped raise funds for HASI and held leadership positions in the organization. He spoke at several seminars that raised funds for HASI in May and June 2013.
Sukirno was HASI's spokesperson as of October 2013 and was also identified as HASI's Secretary General in September 2012.

Wiji Joko Santoso

Wiji Joko Santoso (AKA Abu Seif) is the head of JI's Foreign Affairs division and a key player in JI's outreach efforts in Syria. As of mid-2013, Abu Seif was assisting extremists
deploying to Syria, and as of early 2013 he likely made arrangements for J| members traveling to Turkey covertly as members of HASI to train with Syrian opposition groups. Abu Seif
has also been closely associated with HASI.

On a number of occasions in 2012 and early 2013, Abu Seif traveled outside Indonesia on behalf of JI. In early 2013, Abu Seif traveled to Sri Lanka. Jl also sent Abu Seif to the
Philippines, and in mid-2012, Abu Seif traveled to Turkey for unknown Jl-related business.

Today's action freezes any assets the designees may have under U.S. jurisdiction and generally prohibits all financial and commercial transactions by any U.S. person with the
designees.

Identifier Information

Name: Tarkhan Tayumurazovich Batirashvili
AKA: Tarkhan Tayumurazovich Batyrashvili
AKA: Tarkhan Batirashvili

AKA: Omar Shishani

AKA: Umar Shishani

AKA: Chechen Omar

AKA: Omar the Chechen

AKA: Omar al-Shishani

AKA: Omer the Chechen

AKA: Abu Umar al-Shishani

AKA: Umar the Chechen

AKA: Abu Umar

AKA: Abu Hudhayfah

DOB: 11 January 1986

Alt. DOB: 1982

POB: Akhmeta, Village Birkiani, Georgia
Citizenship: Georgia

Georgian ID Number: 08001007864
Georgian Passport Number: 09AL 14455
Georgian Passport Expiration Date: 26 June 2019

Name: Tariq Bin-Al-Tahar Bin Al Falih Al-‘Awni Al-Harzi
AKA: Tariq Tahir Falih AI-Awni Al-Harzi

AKA: Tariq Tahir Faleh Al-Awni al-Harzi

AKA: Tariq Abu 'Umar al-Tunisi

AKA: Tariq Abu Umar al-Tunisi

AKA: Abu 'Umar al-Tunisi

AKA: Tarek Ben El Felah El Aouni El Harazi

AKA: Tarik Bin al-Falah al-Awni al-Harazi
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AKA: Tariq al-Tunisi

AKA: Tariq Tahir Falih 'Awni Harzi

AKA: Abu Omar Houdoud

AKA: Tariq Bin Tahir Bin Al-Falih Al-Auni Al-Harzi
DOB: 3 May 1982

Alt. DOB: 5 March 1982

Alt. DOB: 1981

POB: Tunis, Tunisia

Passport Number: Z-050399

Name: ‘Abd al-Aziz Aday Zimin al-Fadhil

AKA: 'Abd al-Aziz Udai Samin al-Fadhli
AKA:'Abd al -Aziz Udai Sam in al-Fadhl
AKA:'Abd al-Aziz 'Adhay Zimin al-Fadhli

AKA: 'Abdalaziz 'Ad'ai Samin Fadhli al-Fadhali
DOB: 27 August 1981

POB: Kuwait

Civil Identification Number: 281082701081

Name: Ashraf Muhammad Yusuf'Uthman 'Abd al-Salam
AKA: Ashraf Muhammad Yusif 'Uthman 'Abd-al-Salam
AKA: Ashraf Muhammad Yusuf'Abd-al-Salam

AKA: Ashraf Muhammad Yusif ‘Abd al-Salam

AKA: Khattab

AKA: Ibn al-Khattab

DOB: 1984

POB: Iraq

Nationality: Jordanian

Location: Syria

Passport number: K048787

Alt. Passport number: 486298 (Jordan)

Qatari ID number: 28440000526

Name: '‘Abd al-Malik Muhammad Yusuf 'Uthman 'Abd al-Salam
AKA: 'Abd al-Malik Muhammad Yusif '‘Abd-al-Salam

AKA: 'Umar al-Qatari

AKA: 'Umar al-Tayyar

DOB: 13 July 1989

Nationality: Jordanian

Jordanian Passport Number: K475336 (Date of Issue: 31 August
2009; Date of Expiration: 30 August 2014)

Qatari ID Number: 28940000602

Name: Hamad Awad Dahi Sarhan al-Shammari
AKA: Abu Uglah al-Kuwaiti

DOB: 31 January 1984

Citizenship: Kuwaiti

Civil Identification Number: 284013101406
Passport Number: 155454275 (Kuwaiti)

Name: Fatih Hasar

AKA: Ubayd at-Turki

DOB: September 1, 1989

POB: Puturge, Turkey

Citizenship: Turkish

National Identification Number: 56287253110

Name: Ibrahim 'Isa Hajji Muhammad al-Bakr
AKA: Ibrahim 'lssa Haji Muhammad al-Bakar
AKA: Ibrahim 'lsa Haji al-Bakr

AKA: Ibrahim Issa Hijji Mohd Albaker

AKA: Ibrahim Issa Hijji Muhammad al-Baker
AKA: Ibrahim 'Issa al-Bakar

AKA: Ibrahim al-Bakr

AKA: Abu-Khalil

DOB: 12 July 1977

POB: Qatar

Nationality: Qatari

Passport Number: 01016646 (Qatar)

Name: Hilal Ahmar Society Indonesia

AKA: Hilal Ahmar Society of Indonesia

AKA: Yayasan Hilal Ahmar

AKA: Indonesia Hilal Ahmar Society for Syria

Branch Office Locations: Lampung, Jakarta, Semarang, Yogyakarta, Solo, Surabaya and Makassar, Indonesia

Name: Angga Dimas Pershada
AKA: Angga Dimas Persada

AKA: Angga Dimas Persadha
AKA: Angga Dimas Prasondha
Nationality: Indonesian

DOB: 4 March 1985

POB: Jakarta, Indonesia

Passport No.: W344982, Indonesia
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Name: Bambang Sukirno

AKA: Pak Zahra

AKA: Abu Zahra

Nationality: Indonesian

DOB: 5 April 1975

POB: Indonesia

Passport No.: A2062513, Indonesian

Name: Wiji Joko Santoso

AKA: Wijijoko Santoso

AKA: Abu Seif al-Jawi

AKA: Abu Seif

Nationality: Indonesian

DOB: 14 July 1975

POB: Rembang, Jawa Tengah, Indonesia

Treasury Designates Twelve Foreign Terrorist Fighter Facilitators

Passport No.: A2823222, Date of Issue: 28 May 2012, Date of Expiration: 28 May 2017, Indonesian
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United States Department of Treasury Press Release,
“Treasury Designates Financial Supporters of Al-Qaida
and Al-Nusrah Front”, 5 August 2015

Website of the United States Department of Treasury available at
https://www.treasury.gov/press-center/press-releases/Pages/jl0143.aspx
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U.S. DEPARTMENT OF THE TREASURY

Press Center

Treasury Designates Financial Supporters of Al-Qaida and Al-Nusrah Front
8/5/12015
Action Targets Two Financiers Responsible for Supporting Terrorists throughout the Middle East

WASHINGTON — The U.S. Department of the Treasury today imposed sanctions on Sa'd bin Sa'd Muhammad Shariyan al-Ka'bi (al-Ka’bi),
a Qatari financier of al-Qaida’s Syria-based affiliate, al-Nusrah Front (ANF), and also on a Qatari al-Qaida facilitator, 'Abd al-Latif Bin
'Abdallah Salih Muhammad al-Kawari (al-Kawari). Both have been designated as Specially Designated Global Terrorists (SDGTs)
pursuant to Executive Order 13224. Any assets these individuals may have under U.S. jurisdiction are frozen, and U.S. persons are
generally prohibited from doing business with them.

In recent years, ANF and al-Qaida have resorted to increasingly complicated schemes in the face of international pressure to maintain funding flows to support terrorist
activities. Today’s action advances efforts to target the external funding networks of ANF and al-Qaida. The individuals designated today played roles in supporting
violent extremists in Syria, Pakistan, and Sudan.

“These sanctions target two major facilitators of the al-Nusrah Front and al-Qaida,” said Acting Under Secretary for Terrorism and Financial Intelligence Adam J. Szubin.
“Treasury remains committed to using our financial intelligence and authorities to unravel and disrupt the funding schemes exploited by terrorist groups.”

Sa'd bin Sa'd Muhammad Shariyan al-Ka'bi

As of early 2014, al-Ka'bi reported that he had set up donation campaigns in Qatar to aid with fundraising in response to a request from an
ANF associate for money to purchase both weapons and food. In that same time period, an ANF official requested that al-Ka'bi act as an
intermediary for collecting a ransom for a hostage being held by ANF, and al-Ka'bi worked to facilitate a ransom payment in exchange for
the release of a hostage held by ANF.

In 2013, al-Ka'bi worked closely with U.S.- and UN-designated Kuwaiti ANF fundraiser Hamid Hamad Hamid al-'Ali and received funding
from him to support ANF. Since at least late 2012, al-Ka'bi has provided support to ANF in Syria.

A
bd al-Latif Bin 'Abdallah Salih Muhammad al-Kawari

Al-Kawari has collected financial support for al-Qaida and served as an al-Qaida security official. In early 2012, al-Kawari worked with al-
Qaida facilitators to coordinate the delivery of funding from Qatari financiers intended to support al-Qaida and to deliver receipts
confirming that al-Qaida received foreign donor funding from Qatar-based extremists. Early that year, he also facilitated the international
travel of a courier who was carrying tens of thousands of dollars earmarked for al-Qaida.

In the early 2000s, al-Kawari worked with US- and UN-designated al-Qaida operative Mustafa Hajji Muhammad Khan, also known as
Hassan Ghul (Ghul), and US- and UN-designated Qatari al-Qaida facilitator Ibrahim 'Isa Haji Muhammad al-Bakr (al-Bakr) to transfer
money to al-Qaida in Pakistan. At that time, al-Kawari also obtained a fraudulent passport for Ghul, which Ghul used to travel to Qatar
with al-Kawari and al-Bakr.

For identifying information on the individuals and entities designated today, click here.
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Morsi and others v. Public Prosecution, Case No. 32611,
Judgment of the Court of Cassation of the Arab Republic
of Egypt (Criminal Chamber), 16 September 2017
(English translation (extract), Arabic original)

President’s Office, Court of Cassation of the Arab Republic of Egypt
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Arab Republic of Egypt [stamp:] [illegible] [seal:]
Court of Cassation Legal Department Court of Cassation
President’s office Received 1931

Date: 9/10/2018
Registry  Attachments [illegible]
726 M

His Excellency Senior Judge Mohamed Eid Mahgoub,

First Assistant to the Minister of Justice

After due respect and greetings,

We are honored to send to you an official copy of the verdict issued regarding felony No.
10154 / 2014 (2nd October Felonies), which is registered as No. 3690 / 2014 (High Court), as well
as an official copy of the ruling of the Court of Cassation regarding appeal No. 32611 / 86 J, issued
from Saturday's (a) criminal chamber on September 16, 2017 regarding the aforementioned felony,

which is filed by Mohamed Mohamed Morsi Al Ayyat and others.

Please accept the assurances of my highest consideration,

Issued on 9™ October 2018

Assistant Chief of the Technical Office
Court of Cassation
Judge Gamal Hassan Gouda
Deputy President of the Court of Cassation
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In the name of the people Yasser El-Ansary
Court of Cassation

Criminal Chamber

Saturday (A)

Comprised of: Judge Hamdi Aboul Kheir, President of the Court

Judges Mahmoud Khedr, Badr Khalifa, Alasmar Nazeer, and Khaled Gad (Vice Presidents of
the Court)

In the presence of the Prosecutor General at the Court of Cassation, Mr. Marwan Alwakil and

secretary Mr. Naguib Labib Mohamed,
In the public hearing held in the court located in the Egyptian High Court of Justice in Cairo,
On Saturday 25" Dhul Hijah 1438 H corresponding to September 16, 2017 G
Has ruled the following:
In the appeal lodged in the court registry under No. 32611 of the year 86 J
Filed by:
1- Mohamed Mohamed Morsi Eissa Al Ayyat
2-  Ahmed Mohamed Mohamed Abdel Aati
3-  Amin Abdel Hamid Amin Alserafi
True Copy
General Director [illegible]

8/10/2018
[illegible seal]
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Cont’d Appeal No. 32611 of 86J ?2)

4-  Ahmed Ali Abdo Afifi
5- Khaled Hamdi Abdel Hamid Ahmed Radwan
6- Mohamed Adel Hamed Kelani
7- Ahmed Ismaeil Thabet Ismaeil

“Convicted Persons”

Against
The Public Prosecution
And from the Public Prosecution against

1- Mohamed Mohamed Morsi Essa Al Ayyat
2-  Ahmed Mohamed Mohamed Abdel Aati
3-  Amin Abdel Hameed Amin Alserafi
4-  Ahmed Ali Abdo Afifi
5- Khaled Hamdi Abd Alwahab Ahmed Radwan
6- Mohamed Adel Hamed Kelani
7- Ahmed Ismaeil Thabet Ismaeil
8- Karima Amin Abdel Hameed Amin Alserafi
9- Asmaa Mohamed Alkhateeb

2700

“Appellees”

The Facts

The public prosecution accused each of the following: 1-Mohammed Mohammed Morsi
Eissa Al Ayyat (appellant). 2-Ahmed Mohammed Abdel Aati (appellant). 3- Amin Abdel Hameed
Amin Alserafy (appellant). 4- Ahmed Ali Abdou Afifi (appellant). 5- Khaled Hamdi Abdel Wahab
Ahmed Radwan (appellant). 6- Mohammed Adel Ha
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Kelany (appellant). 7- Ahmed Ismaiel Thabet Ismaiel (appellant). 8- Karima Amin Abdel Hameed
Amin Alserafy. 9- Asmaa Mohammed Alkhateeb. 10- Alaa Omar Mohammed Sablan. 11- Ibrahiem
Mohammed Helalin felony case no. 10154 of 2014, (2™ October Second Felonies) (lodged in the
main registry under no. 3690 of 2014).

During the period from June 2013 until 6" of September 2014, inside and outside the Arab
Republic of Egypt, they committed the following:

First: All the Accused:

acquired one of the state defense secrets with the intent of delivering and disclosing it to a
foreign country, whereas the first and second accused seized reports and documents issued by
the General Intelligence Service, Military Intelligence Department, the Armed Forces, the
National Security Sector, and the Administrative Control Authority. These reports and
documents contain information and data related to the Armed Forces and their stationing
areas, and the internal and foreign policies of the State. They were seized, along with
photocopies thereof, by the third to the eleventh accused with the intent of delivering and
disclosing these secrets to the State of Qatar. To execute that, they delivered and disclosed the
secrets contained therein to that country and to those who work for it, as detailed in the

investigations.
Second: The accused from the fourth to the seventh, and the ninth:

colluded with individuals who work for a foreign country, with the intent of prejudicing the
Nation’s military, political, diplomatic, and economic stances, as well as its national interests,
by contriving with the tenth accused, a program planner at Al Jazeera Qatari channel, the
eleventh, chief of the news sector at the Qatari network Al Jazeera, and another unknown

person, an officer in the Qatari Intelligence Service,
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to work with them in favor of the State of Qatar. For this purpose, the accused provided them
with copies of the reports and documents issued by the General Intelligence Service, the
Military Intelligence Department, the Armed Forces, the National Security Sector, and the
Administrative Control Authority which contain information and data related to the State
Defense Secrets, as well as the state's internal and foreign policies, with the intent of
prejudicing the country's military, political, diplomatic and economic stances and its national

interests as detailed in the investigations.

Third: The tenth and the eleventh accused also:

participated with another unknown person, an officer in the Qatari Intelligence Service, by
way of agreeing, and helping the fourth to the seventh and the ninth accuseds in committing
the crime of collaborating with a foreign country, the charge mentioned in item Second, as
they agreed with them to commit the crime outside and inside the country, assisted them by
providing them with their own email address in order to send the reports and documents
mentioned in the Charge Sheet item Second, and paved the way for them to transfer the
originals of these reports and documents including handing over the documents and reports to
them in Qatar. Based on this agreement and this assistance detailed in the investigations, the

crime is constituted.

Fourth: The first and the second accused also:

2702

seized papers and documents, knowing that they concern the State's security and national
interests, with the intent of prejudicing the country's military, political, diplomatic, and
economical stances and its interests, as they conveyed those classified reports mentioned in
the charge sheet under count 1(a), which were given to them, based on their jobs, from the

location assigned
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to archive them in the presidential institution. They handed them to the third accused in order
to deliver and disclose their classified information to the state of Qatar with the intent of
prejudicing the Country's military, political, diplomatic, and economical stances as well as its

national interests as detailed in the investigations.
Fifth: The third to the ninth accused:

concealed papers and documents, knowing that they concern the Country's security and
national interest, with the intent of prejudicing the country's military, political, diplomatic,
and economical stances and its interests, keeping the classified reports described in the charge
sheet under count 1(a), in locations not assigned to this purpose and disclosed the included
classified information to the State of Qatar, with the intent of prejudicing the Country's
military, political, diplomatic, and economic stances and its national interests, as detailed in

the investigations.
Sixth: The fourth to the seventh and the ninth and the tenth accused:

requested money from individuals working for a foreign country, with the intent of
prejudicing the national interests, the sixth accused being a public official, by requesting from
the eleventh accused and another unknown person, an officer in the Qatari Intelligence
Service, the sum of one million dollars, fifty thousand dollars of which were taken by the
fourth and the tenth accused for their cooperation and for providing the documents and
papers, subject of Charge Sheet item First, with the intent of prejudicing the national interests

of the Country, as detailed in the investigations.
Seventh: The eleventh accused also:

1- along with another unknown person, an officer in the Qatari Intelligence Service, provided the
fourth and the tenth accused the sums of money indicated under Charge Sheet item Sixth with

the intent of prejudicing the national interests of the Country, as detailed in the investigations.
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8/10/2018
[illegible seal]

2703



Annex 137

Cont’d Appeal No. 32611 of 86J (6)

2- together with another unknown person, an officer in the Qatari Intelligence Service, promised
to give the fourth to the seventh, the ninth and tenth accused, the amounts of money
mentioned in the charge sheet under count 6 with intent of committing actions that are

harmful to the national interests of the Country, as clarified in the investigations.
Eighth: All the Accused:

participated in a criminal agreement with the purpose of committing the crimes mentioned in

the aforementioned charge sheet, as stated in the investigations.
Ninth: The first to the third accused

assumed leadership of an unlawfully established organization whose purpose is to call for
obstructing the application of the provisions of the Constitution and the law, preventing the
Country's institutions and public authorities from exercising their functions, violating citizens'
personal freedoms and public rights, and prejudicing national unity and social peace. They did
this by assuming the leadership of the Muslim Brotherhood, which aims at changing the
regime by force, attacking the military and police personnel and facilities, and targeting public
facilities with the purpose of prejudicing public order and endangering social peace and
security. Terrorism has been one of tools used by this organization to achieve its intentions, as

mentioned in the investigations.
Tenth: The fourth to the last accused also:

joined an unlawfully established organization by joining the Muslim Brotherhood — subject of
count 9 in charge sheet — while being aware of the organization's intentions, as clarified in the

investigations.
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Lawyer Mohamed Mahmoud Algendy — in his capacity as an Egyptian citizen and volunteer
on behalf of the Country's institutions damaged by the accused, sued the accused in civil courts for
five thousand and one Egyptian pounds, as a temporary indemnification, for the damage, and
requested their referral to the Cairo Criminal Court for punishment in accordance with the record

and charge sheet in the referral order.

The subject Court decided on May 7, 2016 to refer the case documents to the Grand Mufti of
the Arab Republic of Egypt to request a Sharia opinion with the regard to the accused Ahmed Ali
Abdo Afifi (the fourth), Mohamed Adel Hamed Kelani (the sixth), Ahmed Ismail Thabet Ismail (the
seventh), Asmaa Mohamed Al-Khateeb (the ninth), Alaa Omar Mohamed Sablan (the tenth), and
Ibraheem Mohamed Helal (the eleventh). The hearing of June 18, 2016 was designated for sentence

rendering.

In the assigned hearing, in presence of the accused from the first to the seventh, and in
absentia for the eighth to the eleventh accused, pursuant to Articles 2/first and second item (a), 30
and 40/second and third, 41/1, 77 (d), 78/1-2, 80, 82/1 item 1, 82 (b)/1, 85, 86, and 86 bis/(a)/1-2 of
the Penal Law, and pursuant to article 32/2 of the same law, and article 5 bis of law No. 100 of 1971

in respect of the general intelligence, the court ruled:

First: by consensus of the Court judges, sentencing the fourth, sixth, seventh, ninth, tenth, and
eleventh accused to death by hanging, for the charges against the fourth accused stated in counts
1(a), 3(a), 5(a), 6(a), and 8 of the charge sheet; for the charges against the sixth accused stated in
counts 1(b), 3(b), 5(a), and 8 of the charge sheet; for the charges against the seventh accused
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stated in counts 1(b), 3(b),and 5(b) of the charge sheet; for the charges against the ninth accused stated
in the counts 1(a), 3(a), 5(a), and 8 of the charge sheet; for the charges against the tenth accused stated in
counts 1(a), 2, 6(a), and 8 of the charge sheet; and for the charges against the eleventh accused

stated in counts 1(a), 3(a), 7, and 8 of the charge sheet.

Second: sentencing the first, second, and third accused to life imprisonment for the charges against

them stated in count 9 of the charge sheet.

Third: sentencing the first, third, and eighth accused to imprisonment for fifteen years for the
charges against the first accused stated in counts 4 and 8, and for the charges against the third and

eighth accused stated in counts 5(a) and 8 of the charge sheet.

Fourth: sentencing the fifth accused to rigorous imprisonment for fifteen years and a ten thousand

dollar fine for charges against him stated in count 6(b) of the charge sheet.

Fifth: sentencing each of the fourth, fifth, sixth, eighth, ninth, tenth and eleventh accused to firm

imprisonment for fifteen years for the charges against them stated in count 10 of the charge sheet.

Sixth: acquitting each of the first, second, third, fifth, sixth, seventh, eighth, and ninth accused of
the charges against the first accused (in count 1), the charges against the second accused (in counts
1, 4, and 8), the charges against the third accused (in count 1), the charges against the fifth accused
(in counts 1, 2(a), 5, and 8), the charges against the sixth accused (in count 6(a)), the charges
against the seventh accused (in counts 6(a), 8, and 10), the charges against the eighth accused (in

count 1), and the charges against the ninth accused (in count 6) of the charge sheet.

Seventh: confiscating the seized computers, cell phones, memory cards, hard drives, and documents

and placing them at the disposal
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of the General Intelligence Service.

Eighth: dismissing the civil lawsuit filed by lawyer Mohamed Mahmoud Algendy, after the charge

sheet was modified to read:

First:

a-

The fourth, ninth, tenth and eleventh accused: obtained a state defense secret with the
intention of giving it to a foreign country, by having obtained reports and documents issued by
the Republican Guard, the General and Military Intelligences, the Armed Forces, the National
Security Sector, and the Administrative Control Agency containing information and data
related to the Armed Forces, its locations as well as internal and international State policies
with the intention of delivering these secrets and disclosing them to Qatar and Al Jazeera
Channel that works for the interests of Qatar. For these purposes, they delivered and disclosed
these secrets to the mentioned country and those who work for it, as indicated in the

investigations.

b- The sixth and seventh accused: assisted the fourth and tenth accused to deliver a defense secret

to a foreign country and individuals working for it, and being aware of their intentions. The
sixth accused obtained documentations that contain defense secrets that he received from the
fourth accused to be transferred to Qatar and delivered them to its intelligence officer at Doha
airport. The seventh accused obtained electronic copies thereof and sent them to the tenth
accused via a social network to be delivered to Al Jazeera Channel, which works for the benefit
of Qatar, while being aware of the intentions of the accused of delivering them to a foreign

country, as indicated in the documents.

Second:

the tenth accused: colluded with a foreign country and with individuals working for its interests

intending to harm the State’s military, political, diplomatic, and economic position and its national

interests by agreeing with unknown individuals — the officers of the Qatari Intelligence Agency and

the chairman of Al Jazeera Channel which works for the interests of Qatar — to provide reports and

documents issued by
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the General Intelligence Service, Military Intelligence, the Armed Forces, the National Security

Sector, and the Administrative Control Authority, that contain information and data related to the

Nation’s defense secrets and its internal and foreign policy with the intent of prejudicing the

Nation’s military, political, diplomatic and economic stances and its national interests. He provided

them with a copy of these reports through his personal e-mail, as detailed in the documents.

Third:

a- The fourth, ninth and eleventh accused participated, with another unknown individual —

who is an officer in the Qatari Intelligence Service — and the chairman of Al Jazeera
channel, by way of agreement and assistance, with the tenth accused, to commit the crime of
colluding with a foreign country, which is the subject of count 2, by agreeing with him to
commit this crime outside and inside the Country. The ninth accused assisted in delivering
the reports to him for delivery to Al Jazeera channel which works for the interests of Qatar.
The fourth accused copied the documents and sent them via e-mail. The eleventh accused
arranged a meeting for him with the Qatari intelligence officer and Al Jazeera channel
chairman to agree on transferring the originals of these documents to Qatar and delivering
them in Qatar. The crime is thus constituted based on this agreement and assistance, as

detailed in the documents.

b- The sixth and seventh accused provided assistance and facilitation to the fourth and tenth

accused in order to collude with a foreign country and individuals working for it, while
being aware of their intentions. The sixth accused seized documents and reports containing
defense secrets to transfer them to the state of Qatar and hand them over them to the Qatari
intelligence officer in Doha Airport. The seventh accused copied the documents and sent
them to the tenth accused through an internet website to be delivered to Al Jazeera channel

that works for the interests of Qatar, as detailed in the documents.

Fourth:

the first accused seized military reports and documents containing defense secrets that he

knows concern the Country’s national security and interests.
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He obtained these documents and reports based on his position and retained them with the
intention of keeping them and did not return them to their designated archival locations in the
Republican Guard. He handed them over to the third accused to hide them, as specified in the

investigations.

Fifth:

a-

The third, fourth, sixth, eighth, and ninth accused concealed documents and papers while
being aware that they relate to the State's security and its national interest. The third accused
transferred the papers and documents that contain defense secrets from the locations assigned
for their archival in the Presidency Institution to his home with the intent of removing them
from the archival locations. The eighth accused handed them over to the ninth accused to be
hidden. The ninth accused concealed them in her house, preventing the lawful keeping of these
documents. The fourth accused handed them to the sixth accused to hide them. The latter
concealed them in the trunk of his car for several days. The seventh accused copied the
documents to a memory stick that he concealed it in his house, while they were all aware of

their nature, as stated in the investigations.

The seventh accused unlawfully seized one of the country's defense secrets with no intention
to deliver or disclose it to a foreign country or anyone working in favor of a foreign country.
The accused got an electronic copy of the documents that contain defense secrets (subject of
count 1) on a memory stick, and kept it for himself with no intent to disclose them to a foreign

country or anyone working in favor of a foreign country.

Sixth:

a- The fourth and tenth accused:

The tenth accused requested, for himself and for the fourth accused, and accepted and received
money from a foreign country and from individuals working for it, with the intent of
prejudicing the national interests. The tenth accused requested, for himself and for the fourth
accused, one million dollars from the Qatari intelligence officer and the chairman of Al Jazeera
channel, of which he received fifty thousand dollars and sent ten thousand dollars thereof to the
fourth accused. The accused accepted a promise to be given the rest of the amount upon
delivering the originals of the documents stated in count 1, with the intent of
[illegible]
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prejudicing the Egyptian national interest, as stated in the investigations.

b- The fifth accused:

provided assistance to the fourth and tenth accused, while knowing about their intention to
prejudice the Nation's interests. The fifth accused facilitated the transfer and cashing of the
amount of ten thousand dollars through Western Union from Qatar under his name. He
exchanged the dollars and gave him the amount while knowing that this money is for leaking
documents and papers that contain defense secrets to a foreign country, as detailed in the

papers.

Seventh: the eleventh accused also:

An unidentified person, who is an officer in the Qatari intelligence, and Al Jazeera’s chairman
gave to the fourth and tenth accused the amount of money stated in count 6, with the intent to

commit actions harmful to the country's national interests as detailed in the investigations.

An unidentified person, who is an officer in the Qatari intelligence, gave to the fourth and tenth
accused the amounts of money mentioned in count 6 with the intent to commit actions harmful

to the country's national interests as detailed in the investigations.

Eighth: the first, third, fourth, sixth accused, and the eighth to the final accused:

Collaborated in a criminal agreement to commit the crimes previously noted in the charge sheet

and as detailed in the investigation.

Ninth: the first to the third accused:

They assumed leadership positions in an unlawfully established group. The group's objectives
were to disrupt the provisions of the constitution and law, prevent the state's institutions and
public authorities from conducting their work, assault the individual freedom of citizens,
prejudice public rights, and undermine national unity and social peace. They did so by
assuming leadership of the Muslim Brotherhood, which aims to change the regime by force,
assault the personnel and facilities of the Armed Forces and police, target public facilities with

the intent to undermine public order and endanger the society's safety and security.
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Terrorism is one of the means used by this group to achieve its objectives, as stated in the

investigations.
Tenth: the fourth to the sixth accused and the eighth to the final accused:

joined a group established unlawfully by joining the Muslim Brotherhood — the subject of

count 9 — while knowing about its objectives, as mentioned in the investigations.
The first convicted person challenged this judgment via cassation on July 30, 2016.
The seventh convicted person challenged the judgment via cassation on August 1, 2016.

The second, third, fourth, fifth, and sixth convicted persons challenged the judgment via cassation

on August 8, 2016.

Lawyer Hassan Saleh Ahmed Saleh, representing the first convicted person, challenged this

judgment via cassation on August 15, 2016.

The Public prosecution challenged the judgment via cassation on August 16, 2016
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The court

After reviewing the documents, and hearing the report read by the judge rapporteur,

and after duly deliberating:
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First: for the appeal submitted by the the first to the seventh convicted persons:
1- Mohamed Mohamed Morsi Eissa Al-Ayyat;
2- Ahmed Mohamed Mohamed Abdel-Aati;
3- Ameen Abdel-Hameed Ameen Alserafi;
4- Ahmed Ali Abdo Afifi;
5- Khaled Hamdy Abdel Wahab Ahmed Radwan;
6- Mohamed Adel Hamed Kelani;

7- Ahmed Esmail Thabet Esmail.
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When he became president of the Republic in early July 2012, the accused Mohamed Morsi asked
Major General Naguib Abdel Salam, commander of the Republican Guard forces, for information
related to the Armed Forces, so he [Abdel Salam] prepared many military documents and maps for
him [Morsi] containing information about the Armed Forces and their formations, movements,
equipment,
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supply, and members. This information concerns military and strategic affairs and is considered one
of the defense secrets that, for the benefit of defending the country, must not be known to anyone

except those entrusted with keeping or using it and must remain secret to others. These matters are:

[..]

These documents were prepared by the Republican Guard Reconnaissance Department and
presented to him [Morsi] as President of the Republic and Commander in Chief of the Armed
Forces. He kept them for himself and did not return them although Maj Gen Naguib Abdel Salam
asked him many times to return them, His intention in possessing them changed, and he acted as
their owner and kept them with the intention of depriving their owner of them, while knowing the
importance of these documents and that they concerned the country’s national security and

contained military secrets and information
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of consequence that would allow anyone seeing the documents to form an impression and
conclusions about the elements of the Egyptian military forces and their size. He knew that the
information contained is top secret and is considered one of the defense secrets that cannot be
viewed except by those authorized to do so or circulated or transferred outside the president’s
office. These documents must be kept in the archives of the Republican Guard, and their presence
outside the archives is a danger to Egyptian national security. Ahmed Mohammed Mohammed
Abdul Aati (second accused), who was the office director for the President of the Republic under
Presidential Decree No. 20 of 2012, sent letter No. 1259 on 16/7/2012 to the General Intelligence
Directorate, the National Security Agency, and the Administrative Control Authority with the
directive to send the presidential correspondence inside an envelope in his name, closed and sealed
from the outside, classified as top secret and personal and not to be opened by anyone but him. He
sent a copy of that letter to Major General Abdulmoumen Fouda, the grand chamberlain, and
Mustapha El Shafei, supervisor of the Office of the Head of the Presidency Bureau of the Republic.
He [Aati] received documents from those entities containing political, diplomatic, economic, and
industrial information, and information related to security measures and procedures, that by its
nature is not known to persons other than those with the authority and capacity to know it. For the
benefit of defending the country, such information must remain secret and bear different degrees of
confidentiality. All these correspondences were handed over to Ahmed Abdel Aati in closed
envelopes not to be opened by anyone but him, according to his instructions, in his capacity as the
office director for the President of the Republic. He was then to decide what to do with the contents
of these envelopes, either showing it to the president, or responding to it, or keeping it inside a
special safe inside his office, for which he kept the keys with him and with the third accused, Amin

AlSerafi. When the political movement appeared in the country and the people rejected the rule
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of the first accused, the head of the Presidency Bureau of the Republic at that time (Refaa Al-
Tahtawi) issued a bulletin containing several measures to counter the events expected on June 30,
2013. These measures included the transfer of all documents located in Ittiyadiya Palace to their
storage locations in Abdeen and Al Kobba Palace. He presented the decision to the first accused,
who agreed to it, but he kept the military documents and reports given to him by Major General
Naguib Abdel Salam, the former commander of the Republican Guard Forces, that were in his
possession because of his job. He [Morsi] did not hand them over to their storage location in the
administration of the Republican Guard forces, while knowing of their importance and that they
included military information about the armed forces, its formations, and its military and strategic
movements. He knew that for the benefit of the defense of the country, such documents must
remain a secret and unknown to anyone not entrusted to safeguard or use them, for fear that this
would cause the disclosure of the secrets they contained. He kept them for himself and acted as if he
owned them. He gave them to Amin AlSerafi (third accused), who hid them. He also hid some
documents that belong to the Office of the President of the Republic that were received from the
country's sovereign authorities — the General Intelligence Directorate, the National Security
Agency, and the Administrative Control Authority — and that contained information on the State's
foreign and domestic policies and bore different degrees of confidentiality. By its nature, this
information affects the national interests of the country and is among the defense secrets that were
being stored in a special safe in the office of the office director for the President of the Republic. He
put them and the papers he obtained from the first accused in a Samsonite case wrapped in beige
paper and sealed with the red seal of the Secretariat of the Presidency of the Republic and
transferred from their storage location with the intention of hiding them in a place far from view at
his home in the First Settlement in the New Cairo area, knowing that the documents he was hiding

concern the State’s security,
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its national interests, and maintaining its peace and military and civil defense. He knew that it is
prohibited to transfer them from their storage locations. Following the success of the 30 June
Revolution, the collapse of the Brotherhood domestically, and the seizure of several of their leaders,
in the month of October 2013, the accused Karima Amin AlSerafi (eighth), the daughter of the third
accused, who lives with him in his residence in the First Settlement, took the case containing the
mentioned documents, while knowing the nature of the documents and that they contain military,
political, diplomatic, economic, and industrial information, and information related to security
measures and procedures. For the benefit of defending the country, such information must be kept
secret, and it bears different degrees of confidentiality. After viewing the documents, she handed
them over to Asmaa Mohamed al-Khatib (ninth), whom she had known during their participation in
marches and the Rabia Al-Adawiya sit-in. She [Karima Al Serafi] gave her the case containing the
documents to hide after putting her father’s letters in it, and she locked it with a key that she kept
with her. The devil instructed Asmaa Al Khatib to seize the opportunity to sell the secrets of the
homeland in the market of treason to whoever would pay. She broke open the case and viewed the
documents inside it that contained defense secrets. She told the accused Omar Mohamed Sablan
(tenth) — a Jordanian of Palestinian origin who worked as a correspondent for Al-Jazeera — that she
received papers of the Presidency of the Republic containing military information and information
related to the state’s security, national interests, internal systems, and its interests and rights vis-a-
vis other states. She told him of her satanic desire to sell these papers to the Qatari channel Al
Jazeera, which works for the benefit of the State of Qatar and enjoys its support and is known for its
hostile attitude toward Egypt following the 30 June Revolution. He agreed and quickly contacted
his friend, the head of the snake, the accused Ahmed Ali Abdo Afifi (fourth),
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who works as a documentary filmmaker, and made an appointment to meet him in front of Al
Hosary Mosque in 6™ of October City. Accompanied by Asmaa Al Khatib, he met with him and
told him about the documents they had and that they wanted to publish them on the Qatari channel
Al-Jazeera, which works for the benefit of the State of Qatar. He asked her for the documents, and
Asmaa told him that the case was at her house, but she was afraid to bring it in a taxi. He called his
friend Mohammed Adel Hamed Kelani (sixth accused) and told him to meet Asmaa Al Khatib and
Alaa Sablan on the ring road. They rode with him in his car and took the documents from the house
of the accused Asmaa, then they went to the house of his friend Khaled Hamdi Radwan (fifth
accused) in the eleventh district of 6th of October City. Together, they opened the case and found
the papers that are considered defense secrets, those being: a full report from the military
intelligence to the President of the Republic containing all the detailed information about the
Egyptian Army’s armament, figures on the Egyptian armed forces located in Sinai, and their
numbers and positions in Sinai; detailed information on the Israeli army, its armament, and its
positions along the border with Egypt; a report by the intelligence services on Israeli Knesset
members, their details and party affiliations; reports to the Administrative Control Authority on
senior officials in the state; a handwritten report from Refaa Al Tahtawi, the previous head of the
Presidency Bureau of the Republic, on the relations between Egypt and Iran and the rapprochement
between them; a report on the presidential palaces to which the first accused and his family would
be transferred to in light of the developments before 30 June 2013; and other correspondences
received from the state’s sovereign authorities in the name of Ahmed Abdel Aati (second accused).

They therefore had knowledge that the papers contain military, political,
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diplomatic, economic and industrial information, and information related to the defense of the
country and the state’s external and internal security. By virtue of seeing and reading these papers,
they knew that they were not permitted to possess or view them because of the documents’ contents
and their knowledge of the nature of the information contained therein, as well as the different
degrees of confidentiality written on them, which prohibit them from being circulated among
anyone not authorized for that purpose. They knew that they obtained the documents illegally, and
instead of giving them back to the responsible authorities, they intended to hand them over to the
Qatari channel Al-Jazeera. The accused Alaa Sablan sought to contact the Qatari channel Al-
Jazeera, which works for the benefit of the State of Qatar, to hand over the papers he received
containing defense secrets, in order to harm Egypt's national interests. He colluded with the channel
by contacting one of its employees, Ibrahim Mohamed Helal (eleventh accused), Al Jazeera’s news
director, and told him the content of the documents in his possession and the defense secrets they
contained. He [Aati] expressed his willingness to hand over these documents to the Qatari channel
Al-Jazeera and sent him the headings of those documents using his email addresses,
Alaasablan@gmail.com and Alaasablan@yahoo.com. Ibrahim Helal asked him to come to the State of
Qatar to meet with officials at Al Jazeera, so he quickly travelled to Doha in January 2014 and met
Ibrahim Helal in a Doha hotel. Helal was accompanied by the president of the Qatari channel Al-
Jazeera, which works for the State of Qatar, and a Qatari intelligence officer representing the State
of Qatar. They agreed that Alaa Sablan would deliver the originals of those documents in order to
harm the national interests of the country, and in return he was promised to be given one million
dollars, from which he received 50 thousand dollars. He was hired as a producer for the program
“The Egyptian Scene” on Al Jazeera in Qatar, while knowing that he was colluding with a

representative of a foreign country,
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a Qatari intelligence officer who represents the State of Qatar, and someone working for its benefit,
i.e. the director of the Qatari channel Al-Jazeera Qatari. He knew that his actions would harm the
country's military, economic, political and diplomatic position. He called his accomplice Ahmed Ali
Abdo Afifi and informed him of what happened in his meeting with the Qatari intelligence officer
and with the director of Al-Jazeera, a channel that works for its [Qatar’s] benefit. He asked him to
work to send the originals of the documents containing defense secrets that were previously
delivered to him. He sent him ten thousand dollars from the money he received, with the assistance
of the accused Khaled Hamdi Radwan (fifth), who ordered Abdel Mageed AlSakka and Mostafa
Khalil AlIDemsawy to send the money in their names from the State of Qatar to his account in the
name of Khaled Hamdi Radwan (fifth), drawn on Western Union, in order to avoid detection by
security forces. Then Khaled Hamdi Radwan (fifth) headed to Western Union in Al Hosary Square
in 6™ of October City to cash it and transfer it to the Arab African Bank, where he cashed the
money and changed it to the local currency and handed it over to the accused Ahmed Afifi (fourth),
while knowing of the accuseds’ intention and that this money was paid in exchange for leaking
documents containing defense secrets. Then Ahmed Ali Abdo Afifi (fourth accused) asked the
accused Ahmed Ismaeil Thabet Ismaeil (seventh) to help him to photocopy the documents and send
them to Qatar in execution of their prior agreement with Alaa Sablan. So he helped him and copied
the documents containing the defense secrets and sent them to Alaa Sablan in Qatar via e-mail,
while knowing the importance of the information contained on Egyptian national security and the
accuseds’ intention of selling them to the representative of the State of Qatar. He made a copy for
himself on a flash memory stick and kept it without the intention to deliver it to a foreign country,

while knowing that these documents containing
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defense secrets were illegally obtained. Then he called the accused Mohammed Adel Hamed Kelani
(sixth), who worked as a flight attendant at Egypt Air, and asked him to help them deliver the
papers containing the defense secrets to Alaa Sablan in Qatar. He agreed, while knowing that the
accuseds intended to leak documents to a representative of a foreign state in exchange for a sum of
money. He received the case of documents and viewed it, and he knew the seriousness and nature of
the information contained in those documents and that they contain defense secrets. He knew that
he would hand it over to those who work for the benefit of a foreign state with intent to harm the
country's military, economic, political and diplomatic position. He hid it in his apartment located at
63 B Swiss neighborhood, in preparation for delivering it to Qatar. He asked an official at Egypt Air
to change his previously established flight schedule Dubai to Doha airport in Qatar and told the
accused Alaa Sablan (tenth) that he had done so. He [Sablan] replied that a Qatari intelligence
officer would be waiting for him at Doha airport, and he could board the plane and receive the bag
containing the documents. The accused Ahmed Ali Abdo Afifi assigned him to bring him ten
thousand dollars from Alaa Sablan. He was on his way to move the documents but for the
providential care that led Major Tareq Mohammed Sabri, a National Security Agency officer, to
learn the details of that incident, which were confirmed by his confidential inquiries included in a
record dated 23/3/2014, attached to which is a roster including the names and addresses of the
accused, including: Ahmed Ali Abdo Afifi (fourth), Khaled Hamdi Radwan (fifth), Mohammed
Adel Kilani (sixth), Ahmad Ismaeil Thabet (seventh), Karima Ameen Al Serafi (eighth), and Alaa
Omar Sablan (tenth). He obtained a warrant from the Supreme State Security Prosecution on the
same date at 10 pm for any of the legally authorized national security officers to apprehend and

search the person and residence of the accused persons under investigation
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within thirty days from the hour and date of the warrant’s issuance. In accordance with this warrant,
Maj. Mahmoud Mohamed Talaat managed to apprehend Ahmad Ali Abdo Afifi (fourth accused) on
27/3/2014. When he searched his house, he found a laptop, a mobile phone, and a data storage unit.
He was also able to apprehend Karima Amin Al-Serafi (eighth) on 30/3/2014, and when he
searched her home, he found a tablet, a mobile phone, a small Compaq Mini laptop, an external
hard disk, and five flash memory sticks. On 30/3/2014, he apprehended Khaled Hamdi Abdul
Wahab Ahmad Radwan (fifth accused), and when he searched his house, he found six data storage
units (flash memory), two mobile phones, and a CPU. 1/4/2014, he apprehended Ahmad Isma'il
Thabet Isma'il (seventh accused), and when he searched his house, he found three data storage units
(flash memory), three laptops, a mobile phone, a data storage device, a hard disk, an electronic
printer, and a scanner. On 27/3/2014, he apprehended Muhammad Adel Hamed Kelani (sixth
accused) and searched his residence, located at 63B in the Swiss district in Nasr City. He seized a
case containing secret documents of the Presidency of the Republic that were received from the
country's sovereign authorities, the Republican Guard, the Armed Forces, General Intelligence,
military intelligence, the National Security Agency, and the Administrative Control Authority. The
documents contained information on the armed forces and their positions, as well as the state’s
foreign and domestic policies. Such information affects the country’s national interests and is
considered among the defense secrets that are prohibited from circulation outside the headquarters
of the presidency. The examination committee established by a decision of the court documented in

its report
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that through review of the Republican Guard’s documents ledger, it was found that the documents
were presented to the commander of the Republican Guard and had not been returned by the date of
the examination. It was also determined that the topics of the documents recorded in the ledger were
consistent with the seized documents. The committee’s report also documented that the committee
reviewed the documents and ledgers in the office of the office director for the President of the
Republic and found that all the correspondences received from the sovereign authorities were
handed over to Ahmed Abdel Aati, the office director, in sealed envelopes not to be opened except
by him. He then would decide what to do with the contents of those envelopes, whether to present
them, respond to them, or file them via Amin Al Serafi (third accused), who worked as his
secretary. The committee established that he issued a security bulleting with instructions of the head
of the Presidency Bureau of the Republic to define the measures to be taken in the face of the events
of 30/6/2013, including transferring all documents located in Al Ittihadiya Palace, and Ahmed
Abdul Aati (second accused) issued an oral decision to transfer all letters and documents to Abdeen
Palace. The committee established, by examining the papers seized from the accuseds, that those
papers included 4 pieces of correspondence received from the Administrative Control Authority:
No. 577 dated 28/1/2013, No. 6748 dated 23/12/2012, No. 6785 dated 25/12/2012, and No. 574
dated 4/2/2013. There were also 11 pieces of correspondence received from General Intelligence:
Nos. 21899 and 21922 dated 4/12/2012, Nos. 92, 93, 94 and 95 dated 5/2/2012, No. 22076 dated
6/12/2012, No. 11942 dated 9/6/2013, and Nos. 13358, 13359, and 13360 dated 20/6/2013. The
Committee sent the abovementioned data to the Administrative Control Authority and the General
Intelligence Service to send a copy of these correspondences once again to match them to the seized
documents. Through examination of the correspondence received by the Committee from the

Administrative Control Authority
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and General Intelligence, namely copies of these letters that were previously sent to Ahmed Abdel
Aati (second accused) in his capacity as office director for the President of the Republic, it is
evident that they match the papers confiscated from the sixth accused. Ahmed Ali Abdo Afifi (the
fourth accused) has confessed during the investigations that he is a member of the Muslim
Brotherhood and was among the participants in the sit-in in Tahrir Square during the revolution of
25 January 2011. He met Ali Safwat Hegazy, who established the Council of Trustees of the
Revolution and appointed him as a member with him of the council’s secretariat. He was assigned
to follow up on the goals of the revolution. After Mohamed Morsi (first accused) became president
of the republic and after the increase in the vehemence of protests against him starting in 2013, he
went to Rabaa Al-Adawiya Square on 28/6/2013 and stayed until 14/8/2013. He was responsible for
feeding and supplying the sit-in participants and supervising the main stage, as assigned by the
leaders of the Muslim Brotherhood. After the sit-in was broken up, he called his friend Mohamed
Adel Hamed Kelani (sixth accused), whom he met during the Rabaa Al-Adawiya sit-in, and hid in
his house located in ninth zone of Nasr City behind Manhal Schools in order to evade capture from
security forces. He added that as a documentary film producer, he had taken video of everything
that occurred in at the Rabaa Al-Adawiya sit-in except for the breaking up of the sit-in. He kept a
copy of the videos, which he sold to Al-Jazeera, receiving payments totaling $2,000 in exchange for
the videos. He further acknowledged that he asked a friend of his who belongs to the Muslim
Brotherhood called Mohamed Abdulraouf to help him to find his own place to live. He
[Abdulraouf] provided him a residence in the second district of 6™ of October City starting in
September 2013. During this period he was communicating with a member of the Muslim

Brotherhood named Ahmed

[illegible]
8/10/2018
[illegible seal]

2725



Annex 137

2726

Cont’d Appeal No. 32611 of 86J 41)

Hanafy, who was responsible for the media committee in Giza Governorate. He asked him for the
videos of the breaking up of the Rabaa Al-Adawiya sit-in, which he obtained from his fiancée, Heba
Gharib, who works at Al-Wady newspaper, and gave to Ahmed Hanafy on a flash drive. After a
while, he met Alaa Omar Mohammed Sablan (tenth accused) — a Jordanian of Palestinian origin —
and they produced a documentary to sell to Al-Jazeera about the child named Ramadan. This is
what Al-Jazeera channel broadcast several times. He claimed that the child’s mother was killed in
the breakup of the Rabaa sit-in, and he took the child to his apartment in 6™ of October and
interviewed the child, then edited together a video. Alaa Omar Mohammed Sablan (the tenth
accused) then took the video and sold it to Al-Jazeera. This took place in September 2013, and
during this period he changed his residence several times. He rented an apartment in the first district
of 6™ of October City for two thousand Egyptian pounds as a monthly rent, and to make a living he
sold videos of the breakup of the Rabaa sit-in to Ibrahim Abdulraouf, whose alias is Ibrahim
Almasry, for sums of money, sometimes five hundred dollars and other times four hundred dollars.
He also acknowledged that during January 2014, he called the (tenth accused) Alaa Omar
Mohammed Sablan, who was with Asmaa Mohammed Al-Khatieb (ninth accused), and asked for a
meeting at the Al Hosary Mosque. During the meeting, she told him that she has a big suitcase full
of documents pertaining to the Presidency during the period when Mohamed Morsi (first accused)
governed the country, and that she obtained these papers from her friend Karima Amin Abd Al-
Hameed Amin Al-Serafy (eighth accused), whose father, Amin Al-Serafy (third accused), was the
personal secretary of the first accused. She said that he transferred these documents from the
president’s office to his house before the revolution of 30/6/2013 and that the documents were
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from the General Intelligence Service, Military Intelligence, the Administrative Control Authority,
the National Security Agency, and all the other sovereignty authorities that sent their reports to the
first accused. She said that she wanted to publish those reports on Al-Jazeera and told him that the
suitcase was at her house, but she was afraid to transfer them in a taxi. So he called his friend
Mohamed Adel Hamed Kelani (sixth accused) and asked him to meet Asmaa Mohammed Al-
Khatib and Alaa Omar Mohammed Sablan (the tent accused) on the ring road. They rode with him
in his private car and went to Asmaa’s house located in the Helwan area and fetched the suitcase,
and all of them went back to a café in 6™ of October City. He then called his friend Khaled Hamdi
Radwan (fifth accused) and told him about the nature of the documents in his possession and asked
his permission to come to his house. They went to the house of the latter in the eleventh district in
6" of October City, where they opened the suitcase and found a report from the Military
Intelligence for the President containing detailed information concerning the Egyptian Army’s
armament and figures on the Egyptian Armed Forces in Sinai and their numbers and positions;
detailed information about the Israeli army, its armament and positions on the border with Egypt,
the number of males and females in the Israeli army, and detailed information on some Israeli army
units; and another report containing information on members of the Israeli Knesset and their details
and party affiliations, which was to be presented to the first accused. There were also
Administrative Control Authority on senior employees of the state and of the former regime; a
report from Refaa el Tahtawy on Iran and its rapprochement with Egypt and specific information on
Iran; a report on the presidential palaces to which Mohamed Morsi (first accused) and his family
would move based on developments in the events before 30 June 2013; in addition to private

correspondence sent to the second accused
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and a large binder containing a plastic sheet with writing in invisible ink concerning terrorist
organizations in Southeast Asia that was sent to Mohamed Morsi (first accused) in his capacity as
President of the Republic at that time. Alaa Omar Mohammed Sablan (tenth accused) contacted an
official at the Qatari channel Al-Jazeera channel and told him about the documents. He [Sablan]
sent him the documents’ headings through his personal e-mail ALAASABLAN@GMAIL.COM
and ALAASABLAN@YAHOO.COM. The other person told him that Al-Jazeera officials asked to
meet him, so he traveled to them in January 2014. Alaa Sablan contacted him once he was there and
told him that he met Ibrhahim Mohammed Helal (eleventh accused), an Egyptian national who
works as the head of the news section of the Qatari channel Al-Jazeera in Doha. With Helal was an
officer from Qatari intelligence and the head of Al-Jazeera. They asked him to bring the originals of
the documents, and he asked them for a million dollars to deliver the originals of the documents. He
received fifty thousand dollars from them for the documents already sent via email. He sent $10,000
of the money from Qatar in the name of a person called Abdulmageed Elsaga through Western
Union under the name of Khaled Hamdi Radwan (fifth accused), who knew the nature of these
documents. This was done to avoid detection by the security agencies. He acknowledged that
Khaled Hamdi (fifth accused) actually went to Western Union and withdrew the amount of ten
thousand dollars after the deduction of the transfer fees and that it was equivalent to roughly
seventy-one thousand Egyptian pounds. The fifth accused asked him for three thousand Egyptian
pounds, so he gave it to him. After that, Ahmed Ismaiel Thabet Ismaiel (seventh accused) came to
him, and they copied the documents and sent the copies to the tenth accused in Qatar. They agreed

to send the originals
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through Mohamed Adel Hamed Kelani (sixth accused) because he was a flight attendant and it
would be easy for him to take the documents with him on one of his flights and deliver them in
Qatar. He told Alaa Sablan about it, and he responded that an officer from Qatari intelligence would
be waiting for him at Doha airport to receive the documents and would be able to board the plane
and take the suitcase of documents from him. He asked Alaa Omar Mohammed Sablan (tenth
accused) to send to him, with Mohamed Adel Hamed Kelani (sixth accused), the amount of ten
thousand dollars as an advance. He acknowledged that Mohamed Adel Kelani (sixth accused)
definitively refused to take any money despite his awareness that the sum being negotiated was one
million dollars, that Alaa Sablan had already received the amount of fifty thousand dollars, and that
he took ten thousand dollars of that sum. But he refused definitively, affirming that he was doing
this out of love for the first accused and for the Muslim Brotherhood. The tenth accused asked him
to send the suitcase of the documents and they would not be able to receive the million dollars until
the documents arrived in Qatar through Mohamed Adel Hamed Kelani (sixth accused), who
changed his flight schedule for February 2014 to fly to Doha with the documents which he had in
possession already. He was waiting for the instructions from the tenth accused to deliver it to him,
though Alaa Sablan tried on purpose to postpone the delivery because he wanted to renegotiate with
Qatar to increase the amount of money. When faced with the documents confiscated from the sixth
accused, he acknowledged that they were the same documents that he received from Asmaa
Mohammed Al-Khatib (ninth accused). Furthermore, Khaled Hamdi Abd Al-Wahab Ahmed
Radwan (the fifth accused) has confessed in the investigations that he is a member of the Muslim
Brotherhood, the organizational structure of which consists of families, and each family consists of
six or seven members, with one person responsible for each family. Those families are under what
is a called a branch, which consist of several families, and the branch is under the administrative

office for the governorate, then the General Shura Council
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for the Brotherhood. All of that is under the Guidance Office, and the Brotherhood’s Supreme
Guide leads the organization. He confessed and that he is a member of a family in Ibsheway village
in Kotor markaz, and he consistently attends its weekly meetings regularly. After the 25 January
revolution, he worked for the pro-Brotherhood channel Misr 25 until it was closed after the 30 June
revolution. The staff then traveled to Turkey to broadcast its message from there and changed its
name to Ahrar 25, then again changed its name to Al Meedan. He would send the programs he
filmed for the channel via the internet. He acknowledged that he was at the Rabaa Al-Adawiya sit-
in with his father and filmed the events and broadcasted them through the aforementioned channel.
During October 2013, Ahmed Ali Abdo Afifi called him and asked him to send a cameraman and a
camera to his apartment in the first district in 6™ of October City. When he went there, he met Alaa
Sablan (tenth accused) and Ahmed Ismaiel (seventh accused), and a child witness named Ramadan.
Alaa Sablan was interviewing him about the story of his mother’s death during the breakup of the
Rabaa Al-Adawiya sit-in and his feelings after her death. He added that he took three hundred and
fifty Egyptian pounds for filming, and he knew that Ahmed Afifi was going to sell the interview to
Al-Jazeera. He added that during November 2013, he received a visit at his house from Ahmed
Afifi, Alaa Sablan, and Asmaa Al-Khatib, who worked at Rasd Network, and Mohamed Kelani
(sixth accused). Ahmed Afifi asked him to find an expert to write a script about the documents.
They had a suitcase with them, and they opened it to find it full of documents, among them a file
about the relationship between Egypt and Iran, the necessity of limiting that relationship to tourism,
and that Iran should not spread its Shiite ideology in Egypt. The file was hand written by Refaa El
Tahtawy, head of the Presidency Bureau of the Republic. They saw another file with General
Intelligence written on it and the General Intelligence logo on it, and an Administrative Control

Authority.

[illegible]
8/10/2018
[illegible seal]



Annex 137

Cont’d Appeal No. 32611 of 86J (46)

Ahmed Afifi told him that the suitcase contained files concerned with the Israeli army and takfiris
in Sinai, and for certain the documents were confidential due to the information enclosed
concerning national security and the fact that they were issued from the state’s sovereign
authorities. Ahmed Afifi stated in front of him that they got the suitcase from the daughter of Amin
Al-Serafy, the adviser to the ex-president Mohmed Morsi. After that, they departed with the
suitcase. He acknowledged that two or three days afterward, he was visiting Ahmed Ali Abdo Afifi
(fourth accused) at his house and saw the suitcase in his house. He later told him that Alaa Sablan
(tenth accused) took the suitcase and the documents and traveled to Qatar to negotiate with Al-
Jazeera to sell those documents to broadcast the information enclosed, along the lines of the recent
leaks broadcast by the channel. During January 2014, Ahmed Afifi called him and told him that
Alaa Sablan would send ten thousand dollars from Qatar and asked him to find one of his friends in
Qatar to receive that money from the tenth accused and transfer it to Egypt under his name — the
fifth accused — through Western Union. He talked with a person named Abdulmageed Elsaqa, who
works at the Qatari channel Al-Jazeera, and asked him to collect the $10,000 from the tenth accused
and to transfer it to him — the fifth accused — from Qatar to Western Union. He then went to the
company’s branch located in the Arab African Bank in the banks area in 6™ of October, where he
withdrew the money after deduction of the transfer fees and exchanged it to the national currency. It
was approximately sixty-eight thousand Egyptian pounds, which he delivered to Ahmed Abdo Afifi
(fourth accused). He loaned him three thousand Egyptian pounds to fix his car, which was burnt
during the breakup of the Rabaa Al-Adawiya sit-in. He knew that this amount of money was in

return for selling the documents to the Qatari channel Al-Jazeera. Mohamed Adel
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Hamed Kelani (sixth accused) confessed in the investigations that after the 25 January revolution,
he started to be interested in politics, and he had a political opinion in support of the Muslim
Brotherhood. He participated in the Rabaa Al-Adawiya sit-in after the 30 June revolution, and he
frequently joined the sit-in on the days that he didn’t have a flight scheduled. During the sit-in, he
met Ahmed Ali Abdo Afifi (fourth accused) because the latter was a leader for the sit-in. He gave
him seven hundred Egyptian pounds to buy some food for the people at the sit-in. Sometimes he
would participate in distributing the food to the participants. He knew that he was a member of what
is called the Council of Trustees of the Revolution, which was headed by Safwat Hegazy. Their
relationship got stronger, and after the breakup of the Rabaa Al-Adawiya sit-in, Ahmed Abdo Afifi
fled and was moving among several rented apartments in 6™ of October City, fearful of capture by
the security forces. He would meet him in a café in 6™ of October, where he would see a number of
people with him carrying laptops and collecting photos of the Brotherhood’s demonstrations and
creating programs to gather people’s opinions and send them to Al-Jazeera. He added that during
January 2014, Ahmed Abdo Afifi (fourth accused) called him and gave him a phone number for a
person named Alaa Sablan (tenth accused) and asked him to call Alaa and to meet him on the ring
road to get something from him. He called him and scheduled a meeting on the Autostrad near Saqr
Qoraish in Maadi, where they met. He was with a lady named Asmaa (ninth accused), and she had a
suitcase. He went with them to a café, where they met Ahmed Ali and went to the house of Khaled
Hamdi, where they opened the suitcase and looked at the documents inside. It was clear that the
documents belonged to the Armed Forces and the Presidency. After that, Ahmed Ali asked him to
give them a lift and to keep the suitcase with him, fearing that it would be seized. He kept the

suitcase in his car for five days,
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then Ahmed Ali came to see him by taxi and took the suitcase from him. He gave it back after a
while and asked him to look after it because of the importance of the documents inside it, being
documents pertaining to the presidency. After he [Afifi] left, he opened the suitcase and reviewed
the documents inside and discovered that they were issued from the Egyptian intelligence services
and the Egyptian Armed Forces and contained information concerning the armament of the
Egyptian Army. They had been sent to President Mohamed Morsi (first accused). He then was then
convinced of the documents’ importance, and he moved the suitcase from his house to another
residence that he owns and is used as storage at 63B, Swiss neighborhood, in Nasr city. After about
two days, Ahmed Ali called him and asked to meet him in a café in 6™ of October City. He went
there, and he asked for his help to send the documents in the suitcase to Qatar because of his work
as a flight attendant for EgyptAir. Alaa Omar (tenth accused) attended this meeting and told him
that Alaa Omar could coordinate with people in Qatar or Turkey to get the suitcase from him and
deliver the documents inside to Qatari officials working at Al-Jazeera to use the information to
unmask the military coup in Egypt. After about four days, Ahmed Ali called him and asked to meet
him at the same café. He told him that Alaa Sablan (tenth accused) had talked with Hamad Bin
Jasim — the head of Al-Jazeera — and met a Qatari intelligence officer, and they agreed on having
the Qatari intelligence officer wait for him in the duty-free shop of Doha airport for delivery of the
documents. He asked him about the maximum amount of cash he could bring into Egypt, and he
told him that it is ten thousand dollars. Then he told him Alaa would give him that amount to
deliver to him in Egypt. He agreed to that and went on to acknowledge that he changed his flight

schedule to go to Qatar. Before he traveled to Qatar, Ahmed Ali came to him and asked him
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to postpone moving the documents until everything was set up in Qatar. The suitcase remained with
him until he was arrested, and he showed the police to the suitcase’s location. Ahmed Ismaiel
Thabet Ismaiel (seventh accused) also confessed in the investigations that during November 2013,
he met his friend Alaa Omar Sablan (tenth accused), who was a classmate during their studies at the
Medical Sciences Faculty at 6" of October University. He told him that he had a collection of
important documents in his possession. Later, he met with Ahmed Ali (fourth accused) at the Mall
of Arabia in 6™ of October City, and they were introduced to each other by Alaa Sablan (tenth
accused). He told him that he had the documents in his possession. Then he received a phone call
from Alaa, who told him that he would travel to Turkey to sell the documents to Al-Jazeera. He
asked him to prepare files for the documents and attach a list of the documents in each file, and they
scheduled a meeting at the home of Ahmed Ali in October [City]. So he bought what he was asked
to organize the documents went to the house of Ahmed Ali. He found that he had procured a
scanner to scan the documents, and he saw that some of the documents bore the logos of the
Presidency, the Administrative Control Authority, and the Ministry of Defense. There were also
typed documents signed by Pakinam El-Sharkawy, documents written for the President regarding
the economy, some documents pertaining to Qena Governorate Governor Adel Labib, and some
documents pertaining to former Minister of Culture Alaa Abdulaziz. He then knew that these
documents were very important and that they were issued by state institutions. He added that he
knew that Ahmed Ali and Alaa Omar Sablan helped Asmaa Mohammed Al-Khatib (ninth accused)
to flee the country and to go to Malaysia and that she was the one who procured the documents.
After that, Alaa Sablan called him and asked to meet him at the evening in Ahmed Ali’s house. He
went there for the meeting, and he told him that he had left some another collection of files with

Ahmed Ali and asked him to scan them
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and send them to him after he left the country through Facebook. After Alaa traveled to Qatar, he
scanned the documents and sent them to him via Alaa’s Facebook account to show the documents
to the Al-Jazeera officials in Qatar to sell them. One of those officials was a person named Ibrahim
Mohammed Helal (eleventh accused). He went on to acknowledge that Alaa Sablan called him from
Qatar and told him that State Security asked about him and Ahmed Ali at the University. He asked
him to get the printer used to print the documents. He took it to his house and put a copy of all the
documents scanned on a flash memory stick, which he kept in his house. He also acknowledged that
during December 2013, before Alaa Sablan traveled to Qatar, he met Alaa Sablan and Ahmed Ali in
a café in the second district in 6™ of October City, and they were accompanied by Mohamed Kelani
(sixth accused). They agreed that Mohamed Kelani (sixth accused) would convey the suitcase
containing the documents to Qatar because he was a flight attendant, and it would be easy for him
to take the suitcase with him during any flight so that Alaa could deliver the suitcase to Ibrahim
Mohammed Helal in Qatar. Alaa Sablan also told him, while he was in Qatar, that he would send a
wire transfer for ten thousand dollars to Ahmed Ali. He learned from him that he had been hired at
the Qatari channel Al-Jazeera as a reward for the documents he sold to them. He ended his
statements by saying that he didn’t receive any money, and instead he wanted to unmask what he
called the “military coup,” and that he knew how important the documents were for national
security. Karima Amin Abd Al-Hameed Amin Al-Serafy (eighth accused) confessed in the
investigations that her father, Amin Al-Serafy (third accused), belongs to the Muslim Brotherhood
and was a member of the presidential campaign of the first accused. Then he was appointed to work

as secretary to the President during the first accused’s rule of the country.
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Before 28 June 2013, due to the events unfolding in the country, he brought home some papers in a
Samsonite case covered in beige paper and sealed with the red seal of the President’s secretariat. He
put the case in his office in their house located in the First Settlement in the New Cairo area. After 3
of July 2013, she lost contact with her father, and on 5 of July 2013, she collected her father’s
papers and put them in a small olive-green suitcase. She confessed that she saw among those
documents a file pertaining to the office of the presidential team in case of emergencies and another
document pertaining to the secretariat enclosed in cardboard and stamped “Presidential Secretariat.”
She didn’t know the content of the rest of the documents. On 4 of October 2013, she hid the
documents with her friend Asmaa Al-Khatib (ninth accused), who was working at Rasd Network,
so that the police could not seize the documents if the house were searched. She had met Asmaa
during the Rabaa Al-Adawiya sit-in, and they participated together in marches. She added that
during one of her visits to her father, who was detained in the Presidential Guard, he asked her
about the documents, and she told him that she put them in a safe place. He asked her to return
some computers and tablets that he had for work, and he repeated his request in a letter he sent her.
She returned the items to the Presidential Guard. She added that after October 2013, Asmaa Al-
Khatib told her that she intended to travel abroad and claimed that the police arrested one of her
relatives and that she was involved in that relative’s activities. She told her that the documents are
kept safely with a relative and she gave her his number to call if she needed the documents. She
went on to acknowledge that she kept in contact with her after she traveled to Malaysia through a
social networking site (Facebook). During March 2014, Ahmed Ali (fourth accused) phoned her
and told her that he was calling her on behalf of Asmaa
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Al-Khatib and that he had something that belonged to her. She was certain that he meant the
suitcase containing the documents. They agreed to meet and met in a café next to a store named
Tawhid wa Al Nour in Dokki. He told her that he took a look at the documents in the suitcase, and
he asked her if she had any other documents, because a group of his journalist friends were going to
initiate a media campaign through Al-Jazeera. He said that Asmaa would be a member of that
campaign. He told her that he wanted the documents urgently and that he gave the documents to
Asmaa to publish them. She claimed that she had other documents hidden with other people and
that she would to deliver the documents to him. She did so because she was afraid of him because
his intentions were unknown to her. She ended her confession by saying that she delivered the
documents to him to hide, not to publish, and she denied what the accused Ahmed Ali Abdo Afifi
said in the investigations about her giving the documents to Asmaa to publish on the Qatari channel
Al-Jazeera at her father’s instructions (third accused). She also denied being upset because of the
delay in publishing the documents. Whereas a committee was formed by General Intelligence,
Military Intelligence, and the National Security Agency to examine the seized documents, it was
evident that the seized documents included memoranda and reports issued by the General
Intelligence Service to be sent to the ex-President (first accused) to authorize the General
Intelligence public budget for the year 2013-2014 and reports on foreign and domestic events for
5/12/2012, as well as other reports issued by the General Intelligence to be sent to the second
accused, in his capacity as office director for the President of the Republic, on international and

civil opinions about the new constitutional declaration, and other reports...

[.]
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[...]

Through examination of the ACER-brand laptop and the hard disk marked "creation" seized with
the fourth accused Ahmad Ali Abdo Afifi, it was found that they contained electronic copies
identical to confidential reports, documents, and letters sent from governmental, security, and
sovereign institutions — General Intelligence, the Armed Forces, the National Security Agency, the
Administrative Control Authority, Military Intelligence, and other institutions — to the first accused
in his capacity as then-president and to some presidential staff members. From examination of these
documents, it was proved that anyone not authorized to do so is prohibited from circulating or
viewing them, and they must be kept in secured and secret places because they all are related to
national security and include information that can be used to endanger Egyptian national security if
it is leaked or viewed by people not authorized to do so. It would also negatively affect Egypt’s
political and economic standing and its diplomatic relationships with many foreign states, thus
posing a risk to the security of Egyptian sovereign and security institutions. The information in the

documents is among the secrets of the country’s defense.

[...]
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There is sufficient evidence trusted by the Court is sufficient to respond to the Court’s assertion.
Given that, and as the legislator stipulated in article 77(d) of the Penal Code that: “Whoever
commits the offense shall be punished by imprisonment if the offense is committed in peacetime
and to rigorous imprisonment
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if committed in wartime, (1) ... ... (2) Whoever intentionally damages, conceals, embezzles, or
forges documents while knowing that they relate to the security of the State or any other national
interest, if the crime is committed with the intention of causing damage to the military, political,
diplomatic or economic position of the country, or with the intention of harming a national interest,
the penalty is rigorous imprisonment in peacetime and life imprisonment in wartime. Article 17 of
this law shall not be applicable in any case for any of these crimes when they are committed by a
public employee or a person in the capacity of a public representative or charged with public
service." The foregoing text indicates that this crime does not occur unless the embezzled
documents and papers are related to the security of the State or to a national interest. This crime
requires three elements: the first is material, represented in the act of embezzlement, which is the
seizure of these documents; the second is moral, represented in the criminal intent consisting of
both knowledge and will, i.e. that the offender knows that these papers and documents relate to the
security of the state or its national interest and intends to embezzle and seize them; the third is
specific intent, represented in the intention to possess such documents, i.e. the offender’s
embezzlement of those documents with the intention of possessing them. The legislator instituted a
harsher punishment for the perpetrator if the crime was committed with the intention of harming the
country's military, political or diplomatic, or economic position in order to harm a national interest
and also tied the judge’s hand in applying the provisions of Article 17 of the Penal Code where
there is reason to apply it if the perpetrator of the crime is a public employee or a person in the
capacity of a public representative or charged with public service. Therefore, and as the appealed
judgment proved its assertion with sufficient evidence acceptable to the court, that the first

appellant,
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when he became president and was thus a public employee — received from the commander of the
Republican Guard at that time, along with General Intelligence, Military Intelligence, the
Administrative Control Authority, and National Security important documents relating to the
Armed Forces, the state’s security, and its national interests. He kept them for himself with the
intention of possessing them and refused to return them to the respective authorities in the
institution of the presidency for safekeeping. He was aware of the importance of those documents
and their relevance to the state’s security and national interests, but he did not return them to the
competent authorities for safekeeping. He embezzled them for himself with the intent of possessing
them. Hence, the effective elements of crime exists in accordance with article 77(d) paragraph (1)
clause 2 of the Penal Code. As a result of the People's Revolution against him on 30/06/2013, he
handed over these documents, detailed above, to the third appellant, who worked as his secretary
within the presidency — and by virtue thereof was a public employee. The third appellant collected
them in a personal briefcase and removed them away from their designated place in the office of the
presidency by hiding them in his residence, despite their knowing their significance and that they
were connected with the state’s security and its national interests. The judgment also proved, in
accordance with the evidence, that the second accused, the daughter of the third appellant, at the
time of the 30 June 2013 revolution and due to the loss of contact with her father, handed over the
documents in the suitcase to the ninth accused in order to hide them in her house until the situation
settled. She and her father, the third appellant, did not return these documents to the competent
authorities; therefore, the elements of the crime exist with regard to the third appellant, namely the
concealment of documents relating to the state’s security and its national interests as stated in
Article 77 (d) paragraph (1) clause 2. The appealed judgment also proved, with the permissible
evidence it presented and the conclusions trusted by the Court, that the ninth accused broke open

the briefcase and looked at the documents inside
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and learned their importance and seriousness and that they concern the state’s security and its
national interests. Then she hid the documents in her residence and called the tenth defendant, who,
having learned the significance and seriousness of these documents and their relevance to the
national security and national interests of the country, contacted the fourth appellant and told him
about the documents. He asked them to bring the documents and sent them the sixth appellant; then
they all went to the residence of the fifth appellant in 6th of October City. After they viewed those
documents together and realized their significance and relevance to the security of the State and its
national interests, they hid the documents with the sixth appellant after the fourth appellant had
agreed with the tenth defendant to contact the officials of Al Jazeera News Channel to broadcast
those documents with the intention of damaging the country's military, political, diplomatic, and
economic position and the national interests of the country. This constitutes the crime charged to the
fourth and sixth appellants, that they concealed documents concerned with the state’s security and
its national interests with the intention of damaging the country's military, political, diplomatic, and
economic position and its national interests of the country, according to article 77(d) paragraph 1
clause 2, and paragraph 2. Therefore, challenging the appealed judgment in this regard is not valid,
nor is the judgment undermined by the appellant's defense that moving the documents from their
storage location in the office of the presidency and hiding them in his residence was in effectuation
of the order of his superior — the first appellant — and that his obedience was obligatory, thus
making his action permissible, and that the elements of the crime charged against him are therefore
absent. It is established that a subordinate’s obedience to his superior does not exist in any of the
matters that the law criminalizes and does not in any way extend to the commission of crimes, and
that the subordinate is not obliged to obey such orders given by his superior when he knows that

such action is against the law. This was proven

[illegible]
8/10/2018
[illegible seal]



Annex 137

Cont’d Appeal No. 32611 of 86J (69)

with regard to him by the appealed judgment; therefore, ruling that he is not guilty of violating the
law is a misapplication of law. That being the case, and as the legislator stipulated in Article 77(d)
of the Penal Code that: “The following shall be punished by imprisonment if the offense is
committed in peacetime and by rigorous imprisonment if committed in wartime: 1 — Whoever seeks
a foreign state or a person working for its interests or colludes with it that would damage Egypt’s
military, political, diplomatic, or economic position. 2 — .... if the crime is committed with the
intention of causing damage to the military, political, diplomatic or economic position of the
country, or with the intention of harming a national interest, the penalty is rigorous imprisonment in
peacetime and life imprisonment in wartime. Article 17 of this law shall not be applicable in any
case for any of these crimes when they are committed by a public employee or a person in the
capacity of a public representative or charged with public service.” Pursuant to this text and
applying its provisions, the following must be present: First, actus reus represented in the material
act done by the offender either by seeking a foreign state or a person working for its interests or by
colluding with a foreign state or a person who works for its interests. The seeking and collaboration
may take place by a variety of possible or available means. The legislator required that such acts
harm the military, political, diplomatic, or economic position of the country. If it does not reach that
level, it is not criminalized, which is a matter that must be proven and is subject to the trial court’s
discretion, under the oversight of the Court of Cassation. Second, mens rea, which is general
criminal intent consisting of both knowledge and will, which means that the offender intended to
seek and collude, while having the knowledge that it could damage the country's military, political,

diplomatic, or economic status. Even if the crime didn’t cause
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any damage, the crime will be complete for the offender, and he will be punished for it, even if the
harm did not occur or he did not mean to cause it. But if the offender meant to cause harm to the
military, political, diplomatic, or economic status of the country or harm the national interest of the
country, the legislator instituted an aggravated punishment by making the penalty rigorous
imprisonment rather than [ordinary] imprisonment if the offense was committed in peacetime and
life imprisonment instead of rigorous imprisonment if the crime was committed in wartime. The
intent of the legislator was to protect the country's security and national interests and to prevent the
judge from applying Article 17 of the Penal Code for the offender if he is a public employee or a
person in the capacity of a public representative or charged with public service, and the crime
occurs by any act that would transmit information or data about any matters related to the country
or its military interests, such as those related to the affairs of armed forces, their preparation and
armament, their positioning, and their sustenance and plans, or any matter related to the policy of
the country and the management of all its political affairs, foreign or domestic, and its diplomatic
relations with all countries, as well as any act that would transfer any information on the country’s
economic situation, budget, strategic reserve, and shortcomings or causes in any vital aspect life in
the country, whether such information is transferred by seeking a foreign state or someone working
for its benefit, or by colluding with them by any means of communication. These are all acts
marked by illegitimacy and breaking the law. That being the case, and as it is established that in
contributing to the commission of crimes or complicity therein, whether the offender is an original
perpetrator or an accomplice, an original perpetrator in accordance with article 39 of the Penal Code

is considered to be someone who commits the crime
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alone or with others or takes part in committing it. If the crime consists of a series of acts, the
offender intentionally performs one of the crime’s constituent acts. Complicity in the crime, under
Article 40 of the Penal Code, is incitement to commit the acts constituting the crime, if the act
occurs on the basis of this incitement, or is agreement with others on the commission of the crime
that then occurs pursuant to this agreement, or is assistance in committing the crime by giving the
perpetrator a weapon, tools, or anything used in the commission of the crime, while knowing of the
crime or assisting them in any other manner in the acts in preparation, facilitation or completion of
the crime’s commission. Furthermore, complicity in a crime can only be achieved if a punishable
act occurs due to the original perpetrator, and the accomplice cannot be punished if the original
perpetrator’s act is not punishable, because criminalizing the accomplice derives from criminalizing
the original perpetrator, and without this, complicity doesn’t exist. The trial court, in accordance
with its right under Article 308 of the Code of Criminal Procedure, amended the charge sheet for
the crime of collaboration by making the tenth accused (Alaa Omar Sablan) an original perpetrator
and the fourth accused (Ahmed Ali Abdo Afifi) and the eleventh accused (Ibrahim Mohammed
Helal) accomplices in the crime. The court made that amendment on 3/2/2016 in a session in the
presence of the defense counsel of the fourth defendant, and it alerted him to this amendment,
which the pleading was based on. The court, after it proved the crime of colluding with a foreign
country on the part of the tenth accused, asserted based on the evidence that it trusted, that the
fourth appellant contributed to the commission of the crime of colluding with a foreign state and
persons working for its interest in order to harm the country's military, political, diplomatic, and
economic position and national interests. The court asserted that his will turned to participating in

that crime while he had knowledge of it, and he helped to commit the crime
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by agreeing with the tenth accused, based on a convergence of their wills, to meet with the ninth
accused in 6th of October City in front of Al-Hosry Mosque after they told him that they had a bag
of the presidency's documents from the period of the first appellant’s rule of Egypt. The ninth
accused obtained the documents from the eighth accused, who is the daughter of the third accused,
and the two were assisted by the fourth appellant, who sent them the sixth appellant to bring them in
his car. They went to the residence of the fifth appellant, where they looked those documents
together and realized their importance and relevance to the country’s defense secrets and its national
interests. The intent of the fourth appellant and the tenth accused was to publish these documents
through the Qatari channel Al-Jazeera. After the tenth accused traveled to Qatar and informed the
staff of Al-Jazeera through the 11th accused of the documents and their importance, he sent them
the main headings of these documents using his e-mail address with the help of the fourth and sixth
appellants. After the employees of Al Jazeera saw the document headings, they asked the tenth
accused to travel to Qatar, where he met with the 11th accused, along with Al Jazeera director
Hamad bin Jassem and a Qatari intelligence officer. He made an agreement with them that they
would pay one million dollars. They paid in advance the amount of fifty thousand dollars and asked
him to bring the originals of those documents and delayed the payment of the rest of the money
until the originals of documents were delivered to them. He contacted the fourth appellant, told him
about the agreement, and sent him, through the fifth appellant, the amount of ten thousand dollars.
This constitutes, on his part, complicity by way of agreement and assistance in the commission of
the crime of collaborating with a foreign state and someone working for its interest with the
intention of harming the military, political, diplomatic, and economic position of the country and its

national interests.
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Hence, challenging the appealed judgment for falling short in this regard is without merit. That
being the case, and as Article 80 of the Penal Code states that: "The penalty shall be execution for
any person who delivers to a foreign state or to any person acting in its interest, or in any way and
by any means discloses, one of the country’s national defense secrets, or who manages in any
manner to obtain such a secret for the purpose of delivering or disclosing it to a foreign state or
anyone working for its interest...” And as Article 85 of the Penal Code defined what is considered a
defense secret, stipulating: "The following are considered defense secrets: 1. Military, political,
diplomatic, economic, and industrial information which by its very nature is known only to persons
who have authority to know it, and that in the interest of defending the country must remain a secret
except to those persons. 2. Objects, correspondence, documents, papers, drawings, maps, designs,
images, and other things that, in the interest of the defense of the country, must be known only to
those entrusted with such items’ safekeeping or use, and that shall be kept secret from others for
fear of disclosure of information referenced in the previous paragraph. 3. News and information
related to the armed forces, their formations, movements, equipment, supplies, and personnel, and
in general, anything prejudicial to military and strategic affairs where there is no written permission
from the General Command of the Armed Forces to publish or broadcast it. 4. News and
information concerning the measures and procedures taken to detect, investigate, or prosecute the
crimes set out in this section. However, the court in charge of the trial may authorize the
broadcasting of such proceedings.” It is clear from the above that realization of the crime requires
the availability of two elements. The first is material, represented in a material act, namely the

delivery
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or disclosure to a foreign state or those working for its interest of one of the country’s defense
secrets, or managing in any manner to obtain such a secret to delivery or disclose it to a foreign
state or those working for its interest. The second is moral, represented in general criminal intent
consisting of both knowledge and will, i.e. the offender knows that what he is obtaining is one of
the country’s defense secrets — as defined in Article 85 of the Penal Code above — and his will is to
obtain the secret for delivery or disclosure to a foreign state or to those working for its interest. This
being the case, and as the appealed judgment proved, by the permissible evidence it presented and
the conclusions trusted by the court, that the fourth appellant obtained the documents containing
national defense secrets — in the manner stated above — and was aware of the contents of those
documents and that they contain national defense secrets and may not be circulated, stored, or
viewed by anyone not entrusted to do so. It is established that those documents — as stated above —
contain military, political, diplomatic, and economic information, maps, and reports on the Armed
Forces and their formations, movements, equipment, and positioning. The judgment proved that the
10™ and 11™ accused managed to seek and collaborate with the Qatari channel Al Jazeera Channel
and Qatari intelligence to deliver those documents to them. That occurred the aid of the sixth and
seventh appellants. With regard to him [the fourth appellant], the elements are present of the crime
to obtain one of the secrets of the country’s defense to deliver and disclose it to a foreign state and
those working for its interests, and that he should be punished for this crime. Therefore, contesting
the appealed judgment in this regard is not valid. That being the case, the trial court, in applying the

correct qualification of the facts of the case as directed by law, amended the charge
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against the sixth and seventh appellants in respect of the crime of obtaining a national defense secret
for delivery or disclosure to a foreign state, in that they knew of the intent of the fourth and the
tenth accused when they aided them in obtaining a national defense secret to deliver or disclose to a
foreign state and those working for its interest. This is criminalized in paragraph 1 of article 82 of
the Penal Code, which stipulates: “The following shall be punished as an accomplice in the offenses
set out in this section: “l1 - Anyone who knows the intent of the offender when providing him with
aid, a livelihood, housing, refuge, a meeting place, or other facilities, as well as anyone who carries
the offender’s messages or facilitates the search for the target of the crime, or conceals, moves, or
provides information on it...” It is clear from the foregoing that the legislator, in view of the gravity
of the offenses set forth in Part One of the Second Book of the Penal Code and their relevance to the
state's security from the outside threats, was careful to criminalize all acts that cause, assist, or
support the commission of such crimes or facilitate the means of committing, and deemed anyone
who commits those acts an accomplice in those crimes. When those elements are present with
regard to such accomplice, he must be punished with the same punishment of the original
perpetrator. That being the case, and as the appealed judgment proved, with the permissible
evidence it permitted and the conclusions that the court trusted, that the sixth appellant (Muhammad
Adel Kilani) and the seventh appellant (Ahmed Ismail Thabet) knew the intention of the fourth and
tenth defendants to obtain one of the country’s defense secrets to deliver or disclose it to a foreign
state. Their will turned to assisting them in committing the crime. The sixth appellant hid the bag
containing documents that were considered national defense secrets at his home in the Swiss

neighborhood of Nasr City until he took it by plane
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on his trip to Qatar and handing it over to the Qatari intelligence officer, the representative of the
foreign state. He changed his flight from Dubai to Qatar in preparation for carrying out that mission.
The seventh appellant sent copies of those documents and files containing the secrets of defending
the country to the tenth accused by e-mail for the officials of the Qatari channel Al-Jazeera and the
Qatari intelligence to see the documents and to negotiate the delivery of the originals of those
documents with all the secrets and information contained therein. The sixth and seventh appellants
committed these acts while knowing of the intention of the fourth and tenth accused, and
nevertheless, their will was to commit those acts. This suffices to provide, with regard to them, that
they knew of the intention of the fourth and the tenth accused, and they were complicit with them in
committing the crime of obtaining one of the secrets of the country’s defense to deliver and disclose
it to a foreign state and those working for its benefit, which requires that they be punished for that.
Therefore, challenged the appealed judgment for lack of causation and defective inference in this

regard has no merit.
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[...]

That being the case, and as the judgment proved, through permissible evidence it presented and
conclusions that the court trusted, that the fourth appellant was complicit by agreement with the
tenth accused to commit the crime of seeking and colluding with a foreign state and those who work
for its benefit with the intention of damaging the country's military, political, diplomatic, and
economic position and its national interests, by the convergence of their will to commit that crime —
as stated above — and with his knowledge what he was doing. The judgment also proved the
convergence of the wills of the first and third appellants, as well as the fourth and the sixth, on the
embezzlement and concealment of the documents and files which are the subject of the case and
which contain national defense secrets and relate to the state’s security and its national interests.
The judgment also proved the convergence of the wills of the fourth and sixth appellants and that
they committed the crime of concealing those documents for the purpose of delivery and disclosure
to a foreign state and those who work for its benefit. Furthermore, the judgment proved, through
permissible evidence it presented
[illegible]
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and conclusions that the court trusted, the convergence of the will of the fourth appellant and the
tenth accused to request money from a foreign state and those who work for its benefit with the
intent to commit acts harmful to the national interests of the country. The challenged judgment’s
conclusion concerning complicity in a criminal agreement, as stated above, by means of inference
and extrapolation from the corroborating evidence provided by the trial court was sufficient and
necessary to say that it was available, and that the claim in that regard was sufficient to justify
stating that such complicity existed. Challenging the judgment on this basis is not valid. Moreover,
the appealed judgment applied, with regard to the two appellants, the provision of Article 32 of the
Penal Code to impose on them the harshest penalty for the crime. They have no standing to
challenge the judgment for failing to prove complicity in the criminal agreement. That being the
case, and as it is established that weighing the witnesses' statements and evaluating the
circumstances in which they gave their testimony, and basing a ruling on such testimony despite
any challenges or suspicions, is all within the trial court’s authority to disregard or trust evidence as
it deems appropriate. When the court accepts witness testimony, that means it discarded all
considerations put forth by the defense to push it not to accept the testimony. Contradiction by the
witness in some of his statements does not invalidate the judgment as long as the truth is deduced
from those statements where there is no contradiction. The appealed judgment is based on the
statements of witnesses for the prosecution, statements that the court believed and from which the
judgment derived proof that is not contradicted. Challenging the judgment in this regard tends to
dispute the trial court’s discretion in assessing the evidence of the case, and this cannot be argued

before the Court of Cassation.

That being the case, and as it is clear from the challenged judgment that it relied on the statements
of officer Tarek Mohamed Sabri and derived sufficient evidence from those statements — contrary to
what the appellants claim in the reasons for appealing — it is established that the officer testifying

alone,
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without the other members of the accompanying force, does not prevent taking his testimony as
evidence in the case at the discretion of the trial court. Therefore, challenging the appealed
judgment in this regard is not correct. That being the case, and as it is established that the
adversaries may remove the expert if there are strong reasons to do so and shall submit a removal
request, which must contain all the reasons for removal, to the investigating judge to adjudicate it
within three days from the day of submission, and this request shall result in the expert ceasing his
work except in case of urgency by order of the judge. It was stated in the minutes of the trial
sessions that the defense counsel for the second appellant filed, at the hearing on 10 September
2015, a request to the President of the Court to remove Major General Abbas Mustafa Kamel,
chairman of the committee formed by the Court to examine the documents and files seized, match
them to the records and ledgers in the institution of the Presidency, and identify the date and
sending entity for each document and the actions taken with regard thereto. The Court, after the
members of the committee were sworn in before undertaking this task, decided that the committee
would continue to perform its duties entrusted to it, and presented the reasons in its appealed
judgment for dismissing the removal request, saying that the work assigned to the committee is not
considered the work of an expert because it is simply to review the incoming and outgoing ledgers
of the institution of the presidency and to record the content contained therein without commenting
on it or applying any technical or scientific methods in this regard. Accordingly, the report
submitted by the committee is not a technical report submitted by an expert in the case, and it is not
subject to the expert removal rule, which allowed the dismissal of the removal request submitted by
the appellant in this regard. Challenging the appealed judgment with regard to the removal request
is inadmissible. That being the case, and as it is established that the trial court was entitled to draw

from the statements of witnesses and the other elements before it

[illegible]
8/10/2018
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in order to form the correct picture of the case that would lead it to be convinced and to discard
other, contradictory pictures of the case, as long as its inference is permissible based on logically
and reasonably acceptable evidence with a basis in the case files. The trial court has revealed its
satisfaction that the facts of the case occurred in accordance with the picture derived from all the
permissible evidence put forth. Challenging the appealed judgment based on the impossibility of the
incident occurring in this way, and that the charge is fabricated and malicious, amounts to no more
disputing the authority of the trial court to derive its belief about the incident and its nature from the
evidence that the court trusts. This cannot be argued before the Court of Cassation. That being the
case, and as it is established that assessing the seriousness of the investigations and their adequacy
for issuing an arrest and search warrant is among the substantive issues entrusted to the
investigation authority under the supervision of the trial court, and when the court is convinced of
the seriousness and adequacy of the evidence on which the search warrant was based, and the
Public Prosecution acknowledges its conduct in this regard, it is not reviewable as far as the court
deems it to relate to the merits rather than the law. As the court was presented the defense regarding
the invalidity of the Public Prosecution’s arrest and search warrant, a defense presented by the sixth
and seventh appellants that the warrant was based on unserious and inadequate investigations with

an unidentified source...
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For these reasons
The court ruled:

1- To accept the Public Prosecution's presentation of the case in form and to recognize the
death sentence verdict against the convicted persons Ahmed Ali Abdo Afifi, Mohamed
Adel Hamed Kilany and Ahmed Ismail Thabet Ismail.

2- To accept the convicted persons’ appeal in form, and on the merits to annul the appealed
judgment in part and correct it as following: First: To annul the 15-year prison sentence
issued against the convicted person Mohamed Mohamed Morsi Eissa Al Ayyat for the two

crimes he is accused of in counts 4 and 8 and to suffice with the life sentence

[illegible]
8/10/2018
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against him for the crime he is accused of in count 9 of the appealed judgment. Second: To
annul the 15-year prison sentence against the convicted person Amin Abdel Hameed Amin
El Serafi for the two crimes he is accused of in counts numbers 5 and 8 and to suffice with
the life sentence against him for the crime he is accused of in count 9 of the appealed
judgment. Third: To annul the 15-year rigorous prison sentence against the convicted
person Ahmed Ali Abdo Afifi for the crime he is accused of in count 10 and to suffice with
the death sentence against him for the crimes he is accused of in counts 1(a), 3(a), 5(a),
6(a) and 8 of the appealed judgment. Fourth: To annul the rigorous prison sentence
against the convicted person Khaled Hamdi Abdel Wahab Ahmed Radwan for the crime he
is accused of in count 10 and to suffice with the 15-year prison sentence and 10 thousand
dollar fine against him for the crime he is accused of in count 6(b) of the appealed
judgment. Fifth: To annul the 15-year rigorous prison sentence against the convicted
person Mohamed Adel Hamed Kilany for the crime he is accused of in count to and to
suffice with the death sentence against him for the crimes he is accused of in counts 1(b),

3(b), 5(a), and 8 of the appealed judgment, and rejecting the appeal otherwise.

3- To accept the Public Prosecution's appeal in form and reject it on the merits.

4- The court ruled to refer the files to the Prosecutor General to take necessary actions
regarding the investigation and to decide on the accusations against the director of the
Qatari channel Al Jazeera, Hamad Ben Jassem, of acts and incidents that involve criminal
offenses relating to colluding with a foreign state and those working for its benefit to cause
harm to the country’s national interest and its military,

[illegible]
8/10/2018
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political, diplomatic, and economic status and for paying bribes in order to commit an act

that causes harm to the national interest of the country.

Secretary Head of Chamber
[signature] [signature]
True Copy
[illegible]
8/10/2018
[illegible seal]
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